A Essential foundations of differential privacy

The Neyman-Pearson lemma (cf., [27]) is crucial in the proof as it establishes the likelihood ratio test
as the most powerful test.

Lemma A.1 (Neyman-Pearson). Let P and @ be probability distributions on ) with densities p and
q, respectively. For the hypothesis testing problem Hy : P vs Hy : Q, atest ¢ : Q — [0, 1] is the
most powerful test at level « if and only if there are two constants t € [0, +00] and ¢ € [0, 1] such
that ¢ has the form

L ifp(w) <tg(w),
P(w) = { ¢, ifplw)=tq(w),
0, ifp(w) > tg(w).
As an application of the Neyman-Pearson lemma, the type I error «(¢) has the form
a(t) =Ep[g] =Pxp E)E)X(; < t} 4+ cPx~p {28((; = t} ,
and the type II error is
X X
B(t) =1-Eql¢] =Px~g [ngg > t] +(1—¢)Pxq [ng; - t} _

One of the most important properties of differential privacy is that DP is immune to data-independent
post-processing. Precisely, we introduce the following information processing inequality given by
[14].

Lemma A.2 (Theorem 2.10 in [14]). Let P and Q) be two distributions on a probability space Z and

let P and @ be two distributions on another probability space Z. The following two statements are
equivalent:

(a) T(P,Q) < T(P,Q).

(b) There exists a post-processing algorithm Proc : Z — Z such that Proc(P) = P and

Proc(Q) = Q.

The primal-dual perspective, initially introduced by [[14], will be employed to explore the relationship
between (e, 0)-DP and f-DP. Recall that for a function g, its convex conjugate g* is defined by

9" (y) = sup, {zy — f(2)}.
Lemma A.3 (Proposition 2.12 in [[14]). Let f be a symmetric trade-off function. A mechanism is
f-DP if and only if it is (€, (€))-DP for all e > 0 with §(e) = 1 + f*(—e°).

To make use of Lemma [6.3] we recall the symmetrization of a trade-off function as defined in
Definition F.1 of [14]. Let f be a trade-off function, the symmetrization of f is given by

: — 1 *x% f =
s = { L RS AR

with z = inf{z € [0,1] : =1 € 9f(x)}.

According to Section F in [14]], we have

f((E)7 0 S x S ,f,
min{f, f71}* ={ - f(@) -z, z<az< f(2), 3)
(=), f(z) <z <1

Another useful tool is the advanced joint convexity first introduced in [4]].

Lemma A.4 (Theorem 2 in [4])). Ler P and Q be two distributions such that P = (1 — w)Py + wP;
and Q = (1 —w) Py +wQy, for some 0 < w < 1. Giveny > 1, lety' = 1+w(y—1)andn =~'/~.
Then, it holds

Ho(P||Q) = wHy (Pr[[(1 — 1) Po 4+ 1Qu).-
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B Technical details of Section

In this section, we discuss the omitted details of Section[3] Prior to delving into the proofs, we provide
a reminder of the notations. Let { P;}/"; and {Q; }!", be two sequences of probability distributions.
For a weight vector w = (wq, - - Wy,), let Py = > 1" w; Py and let Qw = > ;- w;Q;. Let I be a
random variable such that P[] = i] = w;.

B.1 Proof of Lemma[3.1land discussions

Proof of Lemma[3.1} Consider X ~ P,, and Y ~ Q.. Here, (X|I,I) denotes the observation of
X|I =i ~ P, along with an index 4, indicating that X is drawn from the I-th distribution P;.
Therefore, (X |I,I) — X represents a post-processing step where we remove the information about
I. Since we solely manipulate the indices, this post-processing is independent of the data, leading to
the inequality T(X,Y) > T((X|I,I),(Y|I, I)).

The next step is to specify T'((X |1, I), (Y|I,I)). Let p; and g; be the pdfs of P; and Q;, respectively.
According to Lemma[A.T] the most powerful test is the likelihood ratio test. Then, the type I error is

a(t,c) = ]PXNPI,I |: < t:| +C]PX~PI,I |:

a1(X) alX)
=51 [P | B < 1] e | B =1
_ i wian(tc),

where

(II(X) (H(X)
Di X) pz(X) ]
= Fx-n, [qu) <t} +Pxm [qm !

We complete the proof by noting that 3; = T'(P;, Q;) (). O

Remark. Lemma|[3.1|can be extended to continuous weights . In fact, for I being a random variable
with pdf ¢, one still has T(X,Y) > T((X|I,I),(Y|I,I)) using the same post-processing. Then,
we have

alt,c) = E; {PXNPI [zjg’i < tH + Px.p, [m = t’[” @
and
B(t,c) = E; []PXNQ, [’(Zg; > t‘ I} +(1-)Pxng, [’;g; - t’[” , (5)

which are non-elementary integrals. This continuous analog of Lemma [3.T] will be used to prove
Theorem [3.11

Lemmacan be extended to Py, and Q.+ with different weights w and w’.
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Proposition B.1. Let w = (w1, ws) and w' = (w, w}). It holds
T(Pw7 QW’) Z min{wla wll}T(Ph Ql) + min{w27 wé}T(P2a Q2)
+ (wy — min{ws, w3 })T(P1, Q2) + (wy — min{wy, wi })T(P2, Q1).

In addition, similar results hold for any m > 2.

B.2 Characterization of T'((X|I, 1), (Y|I, 1)) and proof of Proposition 3.2

The type I error «;(t) can be represented by the trade-off function T'(P;, Q;) and the rejection region
decided by ¢ and c. For simplicity, in the following of this section, we only discuss the continuous
case with P[q/p = t] = 0, where the trade-off function is differentiable, and rewrite «; (¢, ¢) = a;(t).
Precisely, we have the following proposition.

Proposition B.2. Let T'(P;, Q;) = f; with some differentiable trade-off function f;. Suppose that

A5G—gi3>%@mx:/;ﬂ4Dgg?@ﬂx<m, 6)

p;(x

foranyt > 0and 1 < i < m, where § is the Dirac delta function and D(I*)(x) is the weak
derivative of q;/p;. Then, we have

at) =D wi () () and T(PLQN((®) =Y wifi ((F)7(=0). D
i=1 1=1

The key observation from Proposition[B.2]is that
df; T(X|I,Y|I
. L ATXILYID()
dai a;=a;(t) da
which means f; and T'(Pr, Q1) have the same derivative at points «;(¢) and «(t) induced by the
same threshold ¢. This observation is important in our analysis of the applications to shuffling models

and to derive the joint convexity of F'-divergences. Equation () is not a strong assumption. For
example, when g; /p; is strictly monotone, we have 6(t — ¢;/p;(z)) = 6(z — zy) with g; /p;(x¢) =t

and
/s (t - Zég) Gi()dz = g () < 1.

Corollary B.3. Ler T(P;,Q;) = f; with some differentiable trade-off function f;. Suppose
that p;/q; is monotone. Then, we have a(t) = Y " w; (S (—t) and T(Pr,Qp)(a(t)) =

S widi (U7 (). l

LS)

a=af(t) N

Proof of Proposition[B.2] Rewrite o;(t) and f3;(t) = fi(cu(t)) as

a(t) = / o) /pi(o) < A pi(o)de = [ 1 laso) /i) < Pil®) | ()

R ()

and

Bi(t) = / 1 [pi(2)/ai(2) > 1] gs()dt.

i /Rffs (f - ﬁjm) o @)z,

where § is the Dirac delta function. Note that

5G—%m>“m:6@_%@)

Di qi t

Then we have
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We get

Since
d/Bl q;
= [o(t- @) atora,
we obtain
df;  dp; dt
! ) — — —_ —
filed) = 000 = at den
and o; = (f)~(—t). O

Based on the proof of Proposition[B.2] we now prove Proposition [3.2]

Proof of Proposition[3.2] It is sufficient to show that, for any (cv(t), 3(t)) such that 5(t) = f(a(t)),
there is a £ such that 3(¢) = a(t) = f(a (t)) with

af) =Y wiei(t) =Y wiBi(t).
i=1 i=1

As f; is symmetric, for any 1 < i < m, there is £; such that o; (£;) = £;(t) and S;(t;) = a;(t). So, it
is enough to show that ¢; = ¢ for all <. Recall that in the proof of Proposition we have

dp;
doy;

“lai=a,(t)
Now we consider df;(t;)/do; (t?) = —1%;. On the other hand, since
Bi(ti) = filei(t:)) = f7 (eu(t)),

using the inverse funciton theorem, we have

dBi(t;)/doi(t;)

= —t.

1 1 1

TR @) ) T

where the second equality is because «;(t;) = 5i(t) = fi(cu(t)) and the third equality is from
a;(t) = (f/)~1(—t) that appears in Propositionm Overall, we obtain ¢; = 1 for all . O

B.3 Conversion from Lemma 3.1)to F-divergences

In this section, we investigate the relationship between Lemma [3.1] and F'-divergences. For two
distributions P and @, the F-divergence between P and @ is given by

De(PIQ) = [ F(p/a)dQ -+ FO)Polp = 0] + - Prlg =)

pg>0
where F'(0) = lims_,0 F'(s)/s and 7p = lim;_, oo F'(t)/t.
To convert Lemma@to F'-divergences, we recall the relationship between trade-off functions and
F-divergences in [14]]. Precisely, for any F-divergence D (P||Q) between two distributions P and
Q, there is a functional I (T (P, Q)) such that Dp(P||Q) = Ip(T(P,Q)). This functional [ can be
specified using the following lemma.
Lemma B.4 (Proposition B.4 in [14]). Ler zy := inf{z € [0,1], f(z) = 0} be the first zero of
a trade-off function f. The functional lr that computes the F-divergence D has the following
expression

Y ! ! — (1l — 2
()= [ FQm@JmNMM+F@u F(0)) +70(1 = 7).

In particular, if f is symmetric with f(0) = 1, then we have

lﬂﬂzéwFQf@J~m@mw
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Now we prove Proposition [3.3]

Proof of Proposition[3.3] Let f(a) := T(P;,Qr)(a). According to Lemma[3.1]and Proposition[B.2}
we have

t) = Zwifi(ai(t))

with f; = T(P;, Q;) and o;(t) = (f/)~(t). Note that

7

df _dfdi _ YL wifi(ei®)eit) _
do ~ dtda 3., wial(t) ’

where the second equality is a result of the inverse function theorem and the last equality is because
f1(c;(t)) = —t. Thus, using Lemma[3.1]and Lemma B.2 in [14], we have

(Pl Qw) = (TP Qu) < () = [ F () o

[ () 7)o

Since
dfi _ dfi dt
doy — dt doy ’
we have
/OOF <1> teol(t)dt = /1 F <1> | fi(ew)| - day = Dp(P]|Q;)
0 3 ’ 0 i (cs) '
and

m 1
Dr (Pull@w) < 30 [ (s ) i) o = szDFPHQl)

i=1

O

Let H,(P||Q) = [ [% — } . dQ(z) be the hockey-stick divergence between P and (). Note that

the hockey-stick divergence H., is an F-divergence with F'(s) = (s — 7). It holds the following
Corollary.

Corollary B.5 (An application of Proposition [3.3]to the hockey-stick divergence.). Forany v > 1,
we have

(P ”Qw <sz P”Qz)

=1

Let R5(P||Q) be the Rényi divergence of order & between two distributions P and Q). R is not an

F-divergence with convex F. However, the scaled exponentiation of Rényi divergence e(®~DFa jg

known as the power divergence that corresponds to Fz(s) = % The joint convexity of

the scaled exponentiation of Rényi divergence can be derived from Proposition 3.3}
Corollary B.6 (An application of Proposition [3.3to the Rényi divergence). It holds

NCESIES (Pul|@w) - iwi/l ) d = iwie(&—l)Ra(Pi Qi>,
i=1 0 i=1

forany a > 1.
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Corollary @ is in line with Lemma 4.1 in [45]. Conversion from a trade-off function to an F'-
divergence is straightforward using Section B in [[14]. However, conversion from an F'-divergence
to a trade-off function is highly non-trivial. In fact, the trade-off function is a (global) integral over
the whole space while Lemma[3.1]holds pointwisely, which is a local property. This explains why
the divergence-based DP is not as informative as f-DP since some information is lost due to the
integration. Specifically, the following proposition says the length of a trade-off function (which is
also a global property) is related to an F'-divergence.

Proposition B.7. Let f be a trade-off function and let len(f) be the length of f. Then we have

en() = [ AT @R = / ' (Jtix)) @)z

with F(y) = /1 + y2.

C Technical details for shuffling models in Section 4.1]

In this section, we delve into the discussion on shuffling models as introduced in Section To
specify the distribution of the output of shuffling models, we refer to the work of [23]]. Recall that in

shuffling models, a dataset D € Z" is privatized by a local randomizer A: Z" = Z" that is eo-DP.
Then, a shuffler Agpume : £ — Z™ applies a uniformly random permutation to A(D).

According to Theorem 3.1 in [23]], for any two neighboring datasets Dy and D;, there is a post-
processing procedure Proc such that Agpume 0 A(Dy) = Proc(X) and Aghume 0 A(D1) = Proc(Y)
with X ~ PandY ~ Q. Here P = (1 — w)Py + wQp and Q = (1 — w)Qo + why are two
distributions with (A +1,C — A) ~ Py, (A,C — A+ 1) ~ Qo, and w = 1/(e® + 1), where
A ~ Binom(C,1/2) and C' ~ Binom(n —1,2/(e® +1)). As a result of Lemma|A.2| it is sufficient
to bound T'(P, Q).

In the subsequent part of this section, we bound T'(P, Q) through the following two steps. First,
we bound T'(Py, Q) using the joint concavity Lemma and the resulting bound is provided by
Proposition Next, we can establish a bound for the trade-off function T'(P, Q) by applying
Proposition [6.4]

C.1 Proof of Proposition 4.1 and Theorem 4.2]

In this section, we present the proof of Theorem[d.2] Since the proof relies on Proposition 4.1} we
will begin by proving Proposition .1}

C.1.1 Proof of Proposition 4.1
The upper bound can be derived directly from Lemma[3.1] It is enough to show that the equality in
Proposition 4.1 holds.

Let po and o be the probability density functions of Py and @, respectively. As stated in Lemma
our initial step is to verify the likelihood ratio pg/qo. For any (a, b) belongs to the support of
both P, and )y, we have

po(a,b) =P[A+1=0a,C—-A=b=P[A;=a—-1,i— A, =b|C =i|P[C =]
=P[Ai=a—1,i=a+b—1]C=1i]P[C =1
and
qo(a,b) =P[A=a,C—A+1=b=P[A;=a,i=a+b—1|C =i|P[C =1].
Thus,
po(a,b) PlAi=a—1i=a+b—-1] a

qo(a,b) PlAj=a—-1li=a+b—-1] b’

When pg(a,b) = 0 and ¢go(a,b) # 0, we havea = 0,6 = C + 1, and a/b = 0 = py(a,b)/qo(a, b).
Similarly, for the case po(a,b) # 0 and go(a,b) =0, wehavea = C +1,b=0,and a/b = co =

pola,b)/qo(a,b). In conclusion, it holds ’Zgg;g; =2
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The corresponding type I error is
A+1
ag(t,c) =Pac [C’ jA
forany ¢ > 0 and ¢ € [0, 1], and the type II error is given by
A
t,c)=P —_— > 1—¢)P — =1].
Bo(t,c) A,C[C_A+1>]+( c) A,C|:C_A+1 }

Since the distributions of A and C are discrete, the trade-off function between « and fy is piece-wise
linear and each knot corresponds to some ¢ with ¢ = 1. For simplicity, we define

adﬂzaduD:PAc{A+l<4

A+1
<t:|+C]P>A,C |:CjA_t:|,

C—-A—
and

Bo(t) = ﬁo(ta 1) = IEDA,C’ |:CY—A1111—|—1 > t:| .

Note that given C' =4, (A+1,C — A) = (4, + 1,i — A;) with A; ~ Binom(i, 1/2). We have P,

is a mixture of {(A; +1,i — A;)}7—; and the weights are {w?}""_} with w? = P[C' = i]. Using this
observation, we rewrlte

| S ol ot B

For each o (t), it holds

A1 i+ 1
() =P i g N L
17— i t+1

Similarly, we can decompose o (t) = Y7~ w?0(t), where
A; 1+1
0 7 .
Oy =P|—2 S|l =1-F 1— .
ai® L‘—Ai+1>] (H t+1)

@@ZEG—””>:E@)

Since

t+1
with s; = F.~

K3

1(@?(t)) € N, we have
t+1

0 — 75 (, _
Bi(t)—E(H-l g

where the second equality is because the support of F; is {0,1,--- ,i} and s;,s; +1 € N. In
conclusion, it holds

) = Fi(s;i +1) = Fi(F;7 (o) (t) + 1),

Z w?BY(t) Z w; {F )+ 1)},
which completes the proof.

C.1.2 Proof of Theorem 4.2

Now we compute the trade-off function fsnume at each knot a(t). Let fo = C(T'(Py, Qo)) be the
symmetrization of T'( Py, Qo) and rewrite fp o = T(P, Q).

Proof of Theorem The proof is a straightforward conclusion from Proposition[6.4] To complete
the proof, we still need to show that C(fp,g) = C(fshume) With fshume = 2w - Id + (1 — 2w) -
T(Py, Qo). By the proof of Proposition F.2 in [14], we have C(f)(z) = f(z) for any x < Zj
and any trade-off function f, where Z¢ is such that inf{z € [0,1],—1 € f(x)}. Thus, we have
folz) =T (Py,Qo)(z) for any & < ZTy,. Note that —1 € 0fp o(x) if and only if —1 € Jfy(x). We
obtain Ty, , = Zy,. Moreover, for x < Ty, it holds

fro(x) =2wld(z) + (1 — 2w) fo(z) = 2wld(z) + (1 — 2w)T(Po, Qo) (%) = fsnufie(T).
Using the symmetry of C( fshume) and C(fp,) in Equation (3)), we have C( fshume) = C(fr,g). U
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C.2  Proof of Corollary

According to [14] and the proof of Theorem we have Agpusme © A is (€,0)-DP with §(e) =
L+ fpo(—e€).

Recall the definition f*(y) = supa{ya — f(a) =: hy(c)}. Then, by the first-order optimality
condition, we have f*(y) = hy (@) with & = inf{«a E [0 1],0 € Ohy(a)}.

For a(t) such that fp q is differentiable at a(t), we have fp o (a(t)) = —2w + (1 — 2w)I(t) with
g uip (li+1- %)
SEE ()

Here p; is the probability mass function of A;. Thus, hy (a(t)) = y + 2w — (1 — 2w)I(t). And a(t)
is then given by inf{« : hj (o) < 0}. Since «(t) is an increasing function of ¢, we obtain

1(t) = —

a(t) = al(ty), with t, = inf{t : y + 2w — (1 — 2w)I(t) < 0}
and
fsmme () = hy(a(ty)) = ya(ty) — frolalty)) = ya(ty) — B(ty).
We end the proof by taking y = —e®

D Omited details of Section 3

D.1 Proof of Theorem [5.1]

Accordlng to a continuous version of Lemma[3.1], that is given by Equation () and Equation @,
T(X,Y) in Theorem|[5.1]is lower bounded by the trade-off function 7'(Pr, Q) with I ~ N(0, 1),

P; = N(0,1) and Q; = N (ur,1). For this example,we have p;(z) = e*"/2 and q;(z) =
e~(@=11)*/2_ Then the type I error is

a(t):/_ Pxn0,1) {

o <0

with ¢, = —“i + L= Similarly, the type II error is

o0 2 w2
B(t) = / Px N (uw,1) [—,uwX + %" > t} e 2 dw
2

U}2 w
— [ ta e Tdwt [ (0t - w7 do.
Hw <0 Hw>0
which completes the proof of Theorem 5.1}

D.2 Examples for different loss functions

Recall the noiseless linear model with Dy = {(z;,v;)}"; with y; = az; and 2? = 1 for some
constant a and we defined D; by removing an arbitrary element in Dy.

Example D.1 (Least-squares loss without gradient clipping). For linear least squares regression with
00,D) =37 (y; — 0x;)*, we have g(0,D) = > (y; — 0;)(—x;) and py = a — I.

In Example[D.1] the gradient is unbounded due to an unbounded 1n1t1ahzt10n and S0 18 its sensitivity.
In this example, the dominate pair for (Dy) and 0(Dy) is (N(0, o ) N(0,0?) —I— a — I). Note that
N(0,02) + a — I is a Gaussian distribution with mean a and variance 1 + o2. Thus, under the
framework of RDP, the goal is to bound the Rényi divergence between two Gaussian distributions
with different variances, which is unbounded for & large enough.
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Example D.2 (Least squares loss with gradient clipping). Consider a linear least squares regression
problem in Example|[D.1| For DP-GD with gradient clipping, we have

a—1I, |a—1I|<cg,
wr = c, a—1>c,
—c, a—1<—c.

Example D.3 (Logistic loss). For the logistic loss, we have

max

p ™ = sup

max

as the gradient of the logistic loss is the softmax function. WP is bounded when |xy| < M for some
M > 0. Furthermore, extending the logistic loss to other strongly convex losses is straightforward,
given that the key feature is the gradient being a monotone function of I - yx.

E Technical details of Lemma [6.3] and corresponding conclusions

In this section, we discuss the omitted details of Section [6]including the proofs of the advanced joint
concavity (Lemma([6.3).

E.1 Proof of Lemma|6.2, Lemma and corresponding results

In this section, we establish the proof of Lemma[6.2]and Lemma[6.3] Before delving into the proof,
we revisit Proposition [6.4] that directly stem from the application of Lemma[6.2]and Lemmal[6.3] The
proof of Proposition [6.4]is included as part of the proof of Theorem[4.2]in Section[E.I.1] Similar to
the proof of Proposition[6.4} for P = (1 — w)Py + wP; and Q = (1 — w)Py + wQ; that appear in
the analysis sub-sampling [4], we have the following proposition.

Proposition E.1. For P = (1 — w)Py + wP; and Q = (1 — w) Py + wQ1, we have

Proof of Lemmal6.2] We first invoke an important equality from [4]].
Ha(P|Q) == sup {P(E) ~ aQ(E)} = [ (z) — ag(:)], = ®

According to [5]], we have A is (¢, §)-differentially private if and only if Hee (A(Do)||A(D1)) < §
for every neighboring Dy and D;. We now recall the following two equations which are constraints
on €g, €1, 7, and n:

/

e =(1—w)e® + we! ©)
and
we® = (1 —w)ye® + wne . (10)
It is evident from Equations (9) and (I0) that
exp(eo)(1 — w)y + exp(er)wn = exp(€')w,
and
exp(eo)(1 —w)(1 — ) + exp(er)w(l —n) = exp(e')(1 — w).

Thus, we have

(1-—w)P +wP, — e (1 —w)Q1 +wQ2)
=(1—w) (P —e*(1=7)Q1—e“7Q2) +w (P — e (1 —1)Q1 — e'nQ2) .

This completes the proof of proposition by equation (8). O
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Proof of Lemma(6.3] According to Lemmal[6.2]and Proposition 2.12 in [14]], we aim to find a trade-off
function I such that

F*(—e) = (1 —w)(1 =) foo(—e©) +w(l —n)fi o (—e)
+ (1= w)vfo1 (=€) +wnff (=€),

where €, €1, 7,7 satisfy equations (@) and (T0). Let y = —e¢ < —1 and, for fixed vy < w < 7,
Equations (9) and (10) imply that
—ef0 = —y(n _ U/) s and — € = — .
(1= w)(n—7) w(n—7)
Therefore, F'(z) is given by the double conjugate:
F(z) = supzy — F*(y)
y

— Sl;p ry — (L —w)(1=7)fo0 ((1y(2,)_(77w)7)> —w(l=mfi (H)
— (L= w)vfs, (%) —wnfia (M) '
Fori = 0,1, define

Fo.i(z) = fou (W) and  Fyi(z) = fi, (””w(”_”)>

(1)

Thus, we have

* % ZJ(W*U}) an * e (wffy)y
FO,i(y)—fO,i((1_w)(77_7)>7 d Fl,z(y) fl,z (w(n_,y))'
Therefore, it holds
F(z) = Sup {zy — (1= w)(1 = 7)Fo () —w(l =) Fo (y) = (1= w)yFos (y) —wnFyy (y)}

— (1= 0=+ 0l = Fg 4 (= wn s+ wnFLL) (o)
for all possible v < w < 7. Similar results for 7 < w < v can be obtained by symmetry.

When 1 = v = w, we would like to show
T((1=w)Py +wPr, (1 —w)Qo +wQr)
>(1—w)T (Bol|(1 — w)Qo + wQ1) + wT' (P[|(1 — w)Qo + wQ1).
Rewrite Fi = T (Py||(1 — w)Qo + w@1) and F> = T (P[|(1 — w)Qo + wQ1). Lemma[6.2]im-
plies that

ey = int {0 w) B (o) b wB (e)I(1 - wie et =},
where the constraint (1 — w)e® + we* = e comes from equation (@) and (T0). Thus, for any
x € [0,1], we have

’

F(z)= sup —wze — F*(—e°)

—e’ />0

= sup —we” — inf_ {(1 — w)Fy (=) + wFy (—e)|(1 — w)e® + we™ = ee/}
e’ />0 ec,ec

= sup sup —ze —{(1 = w)F(—e®) + wF}(—e)}.

e’ €% ef1:(1—w)e0 +wel=e’
According to the properties of infimal convolution in convex analysis (cf., Exercise 12 of Chapter 3.3
in Page 57 of [8]), we get
F(z)= sup —(1 —w)ze® —wze™ — (1 — w)F](—e®) —wF;(—e)

e€0,ec1
= sup —(1 — w)ze® — (1 — w)Fy (—e®) 4+ sup —wze* — wFy(—e)
eco ecl
=(1—-w)Fi(z)" +wF(x)"™" = (1 — w)Fi(z) + wFs(z).
This completes the proof of this corollary. O
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E.1.1 Proof of Proposition [6.4]
Let fo = C(T'(Py, Qo)) be the symmetrization of T'(Py, Qo) and rewrite fp o = T(P, Q).

Proof of Proposition[6.4] Since P = (1 — w)Py + wQp and Q = (1 — w)Qo + wF,, according to
Theorem 2 in [4]], we have

oo (P|Q) = Hyo (1 — )Py + wQol|(1 — w)Qo + why)

=H,. <2w . P+ Qo + (1 —2w)Py||2w - o+ @Qo +(1- 2w)Q0)
< (1 —2w)Hee (PO (1—mn)- PO%QO + 77@0)

< (1-2w) @ - g) Hee (Py||Qo)

with e’ = (1 — 2w)e® + 2w and 7y = €€ /€. It is clear from the definition that 5 < 1. Therefore,
Ho (PQ) < (1 = 2w)Hee (Po[|Qo) -

Lety = —e° . Proposition 2.12 in [[14] implies that

L+ fol < (1-20) (145 (152))

Therefore,

fro(z) = Supy — feoy)

(— 2w + (1 — 2wo) fi (m) )

By properties of convex conjugate, we have

frq(@) =2 2w(l —z) + (1 - 2w) fg" (x)
=2w(l —z) + (1= 2w)fo(x)

Y

According to Proposition F.2 in [[14], the shuffling model is C(fp,q)-DP. O

F Tightness of Lemma 3.1]

As we see from Proposition .1} Lemma [3.1] holds with equality. However, in general, Lemma
3.1|is not tight (cf., Figure . From the technical proof of Proposition we obtain that Z—“:,’ =

> e 1 wipi/q;, which motivates us to derive Proposition

F.1 Proof of Proposition[6.1]

By Theorem 2.10 in [14], we know that for distributions Py, Qv and Py, @y, it holds

T(Pw,Qw) > T(Pr,Qr) iff (Pw,Qw) = Biackweu (Pr,Qr).

We define the Blackwell order as in, for example, [7, [14} 34]. Precisely, if there are probability
distributions P and Q on Y, as well as probability distributions P’ and @’ on Z, and a randomized
algorithm Proc : Y — Z such that Proc(P) = P’,Proc(Q) = @', then we write (P, Q) = Biackwell
(P, Q).

Let F} be the cumulative distribution function of the log-likelihood ratio log jQL:’] (X) for X ~ P,
Gy is defined analogously by replacing Py, and Qv with Pr and @1, respectively. Furthermore, we
define the perfect log-likelihood function F () and G4 () to satisfy the following:

Fi(z) = Quw (log (jQPW) —FE< x) ,
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and

é1($) = Q[ (log (Z?Pj) - F S x) 5

where E is a random variable such that, under Qv , E is independent of log 75 99w and is distributed

according to an exponential distribution with support R and cumulative dlstr1but10n function 1 —e™*

for all z > 0. By Theorem 3 in [32], we know
Fi(z) > Gi(x), forall z € R,
if and only if
(Pw, Qw) = Blackwelt (Pr,Qr)-

Therefore, equality in Lemma 3.1/holds if and only if F} () = G1(x) for all # € R. The following
equations (12)) and (T3) is appear in the proof of Lemma 1 in [32]]. For the sake of thoroughness, we
will include a summary of the proof later in this section for reference. We have

Fl(x) = Fy(v)e™"dv, (12)
and
Gi(x) = / Go(v)e™"dv. (13)
Since Fy and G are continuous, equality holds for all z if and only if Fy(v)e ¥ = Gp(v)e™" by
fundamental theorem of calculus. We conclude that equality in Lemma [3.T]holds if and only if
wip1 +wap2 P P1 D2
— 2 g o we
wiq1 + W2Q2 Q1 Q2

with respect to P,.
Proof of Equation (12) and (13). We define
dQw
= <
Fi() = Qu (log 52 <)

and Fl to be the convolution of the distribution F} with the distribution of —F, and thus can be
written as

 (x) = /RQW(—ng—u)dFl(u)
*Fl ) /oo 7udF1( )

/ dFy (u —|—e/ ~udFy (u).

Moreover, we substitute that dF (u) = —e“dFy(—u) into equations above. Then, it holds

Fy(z) = /I —e“dFy(—u) + €” /:O —dFy(—u)

— 00

— /jo e “dFy(u) +e® /: dFo(u)

:/ —e"dFy(u) + e*Fy(—x).

—x

We conclude equation (T2) via integral by part. Equation (T3) can be proved similarly. O
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Figure 4: Examplewith pw=1landw=1/3.

F.2 Other examples where Lemma 3.1 holds with equality

According to Proposition[6.1] we may find other examples in which Lemma 3.1 holds with equality.
Straightforward examples are that the support of wy P; 4+ ws P> and the support of w; Q1 + w2Q2
are disjoint sets.
Example F.1. Consider P; = Unif([0,1]), @1 = Unif(]2,3]), P» = Unif([-1,0]), and Q2 =
Unif([3, 4]). It is easy to verify that the condition in Propositionholds. In fact, we have
Puig)_ Py _ P2
Qw Ql Q2
as the support of Q1 and Q2 are disjoint with [—1,1].
Example F.2. Another example where the equality holds in Lemma([3.1|is that Py and Q1 are two
probability distributions supported on the x-axis, and Py and Q5 are two probability distributions
supported on the y-axis. If the point mass at O are all 0, then one can show that P; and Q; for
1 < 2 satisfy the equality condition in Lemma To see this, let X = (X1, X5) € R? be a random
variable with distribution w1 Py + wo Ps. Therefore, X is supported on the axes. For any t > 0, the
right hand side of Proposition[6.1| becomes

P <w1p1 + wap2 (X) < t)
w1q1 + Waqo
(wlpl + wap2
= wllP’ B
w1q1 + Waq2

(X) (X) = o0

w1p1 + wap2

w1q1 + Waq2

(X) < t’X ~ Pg)

= w, P (pl(X) <t
q1

which is exactly the right-hand side of Proposition[6.1}

X N.Pl) + woP <p2(X) <t’XNP2> ,
qz

F.3 Comparisons between Lemma 3.1 and Lemma[6.3]

In this section, we compare Lemma [3.T) with Lemma [6.3] using other examples besides that given by
Figure[3] The first example is a simple case appears in sub-sampled Gaussian mechanisms.

Example F.3. Ler Py = N'(0,1) and Qo = N (u, 1). Then, using Lemmal6.3| we have T'(Py, wP +
(1 -w)Qo) > C(w-1d+ (1 — w)T(Py, Qo)). Lemma 31| leads to the following lower bound

(1 - w)d(d! (}%g) — ), a>1—(1—w)d(L),
T(Po,wPo + (1 =w)Qo)(a) = w4 (1 — w)® (qu (1 - ﬁ) - H) L a< (1—w)(1— (L)),
linear, otherwise.
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As we see from Figure ] Lemmal6.3]leads to a slightly tighter bound.

Another example is an extreme case where the mixture distributions are not distinguishable at all.

Example F.4. Consider the case (3P + 1Q)v.s.(3Q + 3 P) where two distributions are not distin-

guishable at all. We have T (3P + 3Q), (3Q + 1 P)) = Id which is a special case of Proposition
The advanced joint concavity Proposition leads to a sharp lower bound 1d. However, it is
obvious that Lemma 3.1 implies a loose bound when P # Q.
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