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ABSTRACT

Fairness-aware graph neural networks (GNNs) have gained a surge of attention as
they can reduce the bias of predictions on any demographic group (e.g., female) in
graph-based applications. Although these methods greatly improve the algorith-
mic fairness of GNNs, the fairness can be easily corrupted by carefully designed
adversarial attacks. In this paper, we investigate the problem of adversarial attacks
on fairness of GNNs and propose G-FairAttack, a general framework for attacking
various types of fairness-aware GNNSs in terms of fairness with an unnoticeable
effect on prediction utility. In addition, we propose a fast computation technique
to reduce the time complexity of G-FairAttack. The experimental study demon-
strates that G-FairAttack successfully corrupts the fairness of different types of
GNNs while keeping the attack unnoticeable. Our study on fairness attacks sheds
light on potential vulnerabilities in fairness-aware GNNs and guides further re-
search on the robustness of GNNS in terms of fairness.

1 INTRODUCTION

Graph Neural Networks (GNNs) have achieved remarkable success across various human-centered
applications, e.g., social network analysis (Qiu et al., 2018; Lu & Li, 2020; Feng et al., 2022), rec-
ommender systems (Ying et al., 2018; Fan et al., 2019; Yu et al., 2021), and healthcare (Choi et al.,
2017; Li et al., 2022b; Fu et al., 2023). Despite that, many recent studies (Dai & Wang, 2021; Wang
et al., 2022b; Dong et al., 2022b; 2023b) have shown that GNNs could yield biased predictions for
nodes from certain demographic groups (e.g., females). With the increasing significance of GNNs
in high-stakes human-centered scenarios, addressing such prediction bias becomes imperative. Con-
sequently, substantial efforts have been devoted to developing fairness-aware GNNs, with the goal
of learning fair node representations that can be used to make accurate and fair predictions. Typical
strategies to improve the fairness of GNNs include adversarial training (Bose & Hamilton, 2019; Dai
& Wang, 2021), regularization (Navarin et al., 2020; Fan et al., 2021; Agarwal et al., 2021; Dong
et al., 2023c), and edge rewiring (Spinelli et al., 2021; Li et al., 2021; Dong et al., 2022a).

Although these fairness-aware GNN frameworks can make fair predictions, there remains a high risk
of the exhibited fairness being corrupted by malicious attackers (Hussain et al., 2022). Adversarial
attacks threaten the fairness of the victim model by perturbing the input graph data, resulting in
unfair predictions. Such fairness attacks can severely compromise the reliability of GNNs, even
when they have a built-in fairness-enhancing mechanism. For instance, we consider a GNN-based
recommender system in social networks. In scenarios regarding commercial competition or personal
benefits, a malicious adversary might conduct fairness attacks by hijacking inactive user accounts.
The adversary can collect user data from these accounts to train a fairness attack model. According
to the fairness attack algorithm, the adversary can then modify the attributes and connections of
these compromised accounts. As a result, the GNN-based system is affected by the poisoned input
data and makes biased predictions against a specific user group.

To protect the fairness of GNN models from adversarial attacks, we should first fully understand the
potential ways to attack fairness. To this end, we investigate the problem of adversarial attacks on
fairness of GNNss in this paper. Despite the importance of investigating the fairness attack of GNNGs,
most existing studies (Ziigner et al., 2018; Ziigner & Giinnemann, 2019; Bojchevski & Giinnemann,
2019; Dai et al., 2018; Xu et al., 2019) only focus on attacking the utility of GNNSs (e.g., prediction
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accuracy) and neglect the vulnerability of GNNs in the fairness aspect. To study fairness attacks,
we follow existing works of attacks on GNNs to formulate the attack as an optimization problem
and consider the prevalent gray-box attack setting (Ziigner et al., 2018; Ziigner & Gilinnemann,
2019; Wang & Gong, 2019; Sun et al., 2019) where the attacker cannot access the architecture or
parameters of the victim model (Jin et al., 2021; Sun et al., 2022). A common strategy in gray-
box attacks is to train a surrogate model (Ziigner et al., 2018; Ziigner & Giinnemann, 2019) to
gain more knowledge on the unseen victim model for the attack. Compared with conventional
adversarial attacks, our attack on fairness is more difficult for the following two challenges: (1) The
design of the surrogate loss function. Previous attacks on prediction utility directly choose the
loss function adopted by most victim models, i.e. the cross-entropy (CE) loss as the surrogate loss.
However, fairness-aware GNN models are trained based on different loss functions for fairness, e.g.,
demographic parity loss (Navarin et al., 2020; Zeng et al., 2021; Franco et al., 2022; Jiang et al.,
2022), mutual information loss (Kang et al., 2022), and Wasserstein distance loss (Fan et al., 2021;
Dong et al., 2022a). Because the victim model is unknown and can be any type of fairness-aware
GNN, the attacker should find a proper surrogate loss to represent different types of loss functions of
fairness-aware GNNs. (2) The necessity to make such attacks unnoticeable. If the poisoned graph
data exhibits any clues of being manipulated, the model owner could recognize them and then take
defensive actions (Ziigner et al., 2018), e.g., abandoning the poisoned input data. Conventionally,
attackers restrict the perturbation size to make attacks unnoticeable. In fairness attacks, we argue
that a distinct change of prediction utility can also be a strong clue of being manipulated. However,
none of the existing works on fairness attacks has considered the unnoticeable utility change.

In light of these challenges, we propose a novel fairness attack method on GNNs named G-
FairAttack, which consists of two parts: a carefully designed surrogate loss function and an op-
timization method. To tackle the first challenge, we categorize existing fairness-aware GNNs into
three types based on their fairness loss terms. Then we propose a novel surrogate loss function
to help the surrogate model learn from all types of fairness-aware GNNs with theoretical analysis.
To address the second challenge, we propose a novel unnoticeable constraint in utility change to
make the fairness attack unnoticeable. Then we propose a non-gradient attack algorithm to solve
the constrained optimization problem, which is verified to have a better performance than previous
gradient-based methods. Moreover, we propose a fast computation strategy to improve the scalabil-
ity of G-FairAttack. Our contributions can be summarized as follows.

» Attack Setting. We consider a novel unnoticeable constraint on prediction utility change for
unnoticeable fairness attacks of GNNs, which can be extended to general fairness attacks.

* Objective Design. We propose a novel surrogate loss to help the surrogate model learn from
various types of fairness-aware GNNs with theoretical analysis.

* Algorithmic Design. To solve the optimization problem with the unnoticeable constraint, we
discuss the deficiency of previous gradient-based optimization methods and design a non-gradient
attack method. In addition, we propose a fast computation approach to reduce its time complexity.

* Experimental Evaluation. We conduct extensive experiments on three real-world datasets with
four types of victim models and verify that our proposed G-FairAttack successfully jeopardizes
the fairness of various fairness-aware GNNs with an unnoticeable effect on prediction utility.

2 PROBLEM DEFINITION

Notation and Preliminary. We use bold uppercase letters, e.g., X, to denote matrices, and use
X[i);], X[;} e and X[i) ] to denote the i-th row, the j-th column, and the element at the ¢-th row and
the 7-th column, respectively. We use bold lowercase letters, e.g., , to denote vectors, and use x[y
to denote the i-th element. We use Px (-) and F'x(+) to denote the probability density function and
the cumulative distribution function for a random variable X, respectively. We use G = {V, £, X}
to denote an undirected attributed graph. V = {vy,...,v,} and € C V x V denote the node set
and the edge set, respectively, where n = |V| is the number of nodes. X € R™*% denotes the
attribute matrix, where d, is the number of node attributes. We use A € {0,1}"*" to denote
the adjacency matrix, where Aj; ; = 1 when (4,7) € &€ and Ay}; ; = 0 otherwise. In the node
classification task, some nodes are associated with ground truth labels. We use Vi, to denote the
labeled (training) set, Viex = V\Virain to denote the unlabeled (test) set, and ) to denote the set of
labels. Most GNNs take the adjacency matrix A and the attribute matrix X as the input, and obtain
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the node embeddings used for node classification tasks. Specifically, we use fg : {0,1}"*" x
R7*de _y R™%C to denote a GNN model, where 8 collects all learnable model parameters. We use
y = o0 (fo(A, X)) to denote soft predictions where o(-) is the softmax function. A conventional
way to train a GNN model is minimizing a utility loss function £ (fg, A, X, Y, Virain) (e.g., CE
loss) over the training set. In human-centered scenarios, each individual is usually associated with
sensitive attributes (e.g., gender). We use S = {sy, .. ., s, } to denote a sensitive attribute set, where
s; 1s the sensitive attribute of the node v;. Based on the sensitive attributes, we can divide the nodes
into different sensitive groups, denoted as Vi, ..., Vg, where Vi, = {v;|s; = k} and K is the
number of sensitive groups. Compared with vanilla GNNs, fairness-aware GNNs should not yield
discriminatory predictions against individuals from any specific sensitive subgroup (Dong et al.,
2023a). Hence, the objective of training fairness-aware GNNs generally contains two aspects; one
is minimizing the utility loss, i.e., £ (fg, A, X, Y, Virain), the other is minimizing the discrimination
between the predictions over different sensitive groups, denoted as L (fg, A, X, ), S). It is worth
noting that £ is the CE loss in most cases, but there are various types of L for training fair GNNs.

Problem Formulation. In the fairess ,—————

attack of GNNs, attackers aim to achieve | | ||:| s=0
their goals (e.g., to make the predictions | | Attack | |O s=1
of the victim GNN exhibit more bias) via | / | 2 ‘ Class 0
slightly perturbing the input graph data in | |

certain feasible spaces. Here, we focus on | @vmum | | Vlct|m |
structure perturbation because perturbing GNN GNN

the graph structure in the discrete domain | 0

presents more challenges, and the attack |

methods based on structure perturbation | / |Ad,, 0% |o | Agp=66%
can be easily adapted to attribute pertur- | 0 |A90_0% Aeo_ 100%
bation. In this paper, for the simplicity of | Fair Prediction ACC 83% Blased Prediction ACC 83%

discussion, we focus on two different sen-
sitive groups and prediction classes, but
our method can be easily adapted to tasks

Figure 1: A toy example of fairness attacks of GNNs
with unnoticeable effect on prediction utility.

with multiple sensitive groups and classes. More details about our attack settings are discussed
in Appendix B. We formulate our problem of fairness attacks of GNNs as follows.

Problem 1. Attacks on Fairness of GNNs with Unnoticeable Effect on Prediction Utility. Let
G = {V,&,X} be an attributed graph with the adjacency matrix A. Let Viyin and Vies be the
labeled and unlabeled node sets, respectively, ) be the label set corresponding to Vyyin, and S be
the sensitive attribute value set of V. Let gg be a surrogate GNN model, L, L, and Ly be the
surrogate loss, utility loss, and fairness loss, respectively. Given the attack budget A\ and the utility
variation budget €, the problem of attacks on fairness of GNNs is formulated as follows.

X}?}ﬁf (90, A", X, YV, Viest, S)

s.t. 0* = argmeinﬁS (gg,;&X,JAS) , JA = A p <24,
|£(99* ’ A7 Xv ya Vtrain) - ﬁ(gﬂ* ’ Alv X7 yv VImin)' < €,

where F is the feasible space of the poisoned graph structure A', gg~ is a trained surrogate model.

)

In this problem, the attacker’s objective L (gg+, A’, X, Y, Viest, S) measures the bias of the predic-

tions on test nodes. The surrogate model gg- is trained based on a surrogate loss Ls(gg, A, X, ), S).
The constraints restrict the number of perturbed edges and the absolute value of the utility change
over the training set. In this paper, we consider two types of attack scenarios, fairness evasion at-
tack and fairness poisoning attack (Chakraborty et al., 2018). By perturbing the input graph data,
fairness evasion attack jeopardizes the fairness of a well-trained fairness-aware GNN model in the
test phase, while fairness poisoning attack makes the fairness-aware GNN model trained on such
perturbed data render unfair predictions. If A = A, then Problem 1 boils down to the fairness eva-
sion attack; and if A = A’, then Problem | becomes fairness poisoning attack. In this paper, we use
demographic parity (Navarin et al., 2020) as the attacker’s objective L, the CE loss as utility loss
L, and a two-layer linearized GCN (Ziigner et al., 2018) as the surrogate model gg. These choices
have been verified by many previous works (Ziigner et al., 2018; Ziigner & Gilinnemann, 2019; Xu
et al., 2019) to be effective in attacking the prediction utility of GNNs, while can also be changed
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flexibly according to the specific task. An illustration of our problem is shown in Figure 1. We leave
the detailed explanation of Figure | in Appendix B.

3 METHODOLOGY

In this section, we first introduce the design of the surrogate loss £, which is the most critical part in
Problem 1. Then, we propose a non-gradient optimization method to solve Problem | and propose
a fast computation technique to reduce the time complexity of our optimization method.

3.1 SURROGATE L0OSS DESIGN

Existing Loss on Fairness. The loss functions of all existing fairness-aware GNNs can be divided
into two parts: utility loss term (CE loss that is shared in common) and fairness loss term (varies
from different methods). Correspondingly, our surrogate loss function is designed as £, = L, +
aL'Sf where L, is the utility loss term, i.e., the CE loss, Esf is the fairness loss term we aim
to study, and « is the weight coefficient. Let Y e [0,1] be a continuous random variable of the
output soft prediction and S be a discrete random variable of the sensitive attribute. Next, we
categorize the fairness loss terms into three types. (1). Ag,(Y,S) = [Pr(Y > 118=0)— Pr(Y >
S = 1)|: demographic parity (Jiang et al., 2022; Navarin et al., 2020; Zeng et al., 2021; Franco
et al., 2022), that reduces the difference of positive rate among different sensitive groups during

training. (2). I(Y,S) fo > i Py o(2,1) log %dm mutual information of the output

and the sensitive attribute (Dai & Wang, 2021; Bose & Hamilton, 2019; Kang et al., 2022), that

reduces the dependence between the model output and the sensitive attribute during training. (3).

fo | 2l S o FY‘IS ,(y)|dy: Wasserstein-1 distance of the output on different
sensitive groups (Fan et al 2021; Dong et al., 2022a), that makes the conditional distributions of
the model output given different sensitive groups closer during training.

The Proposed Surrogate Loss. Next, we introduce our proposed surrogate loss term on fair-
ness Ls,, aiming at representing all types of aforementioned fairness loss terms, e.g., Ag, (Y, S),

I(Y,S), and W(Y, ). In particular, our idea is to find a common upper bound for these fairness
loss terms as L, . Therefore, during the training of the surrogate model, L, is minimized to a small
value, and all types of fairness loss terms become even smaller consequently. In this way, the sur-
rogate model trained by our surrogate loss will be close to that trained by any unknown victim loss,
which is consistent with conventional attacks on model utility. Consequently, we argue that such
surrogate loss can represent the unknown victim loss Accordingly, we propose a novel surrogate

loss function on fairness TV (Y, S) fo [Py 5—0(2) = Py|5_;(2)|dz, i.e., the total variation of Y
on different sensitive groups. We can prove that TV(Y, S) is a common upper bound of A4, (Y, S),
I(Y, S) (at certain condition), and W (Y, S) so it can represent all types of fairness loss functions.
Theorem 1. We have Ay, (Y, S) and W (Y, S) upper bounded by TV (Y , S). Moreover, assuming
Py (z) > I;Pr(S = i) holds for any z € [0,1], I(Y,S) is also upper bounded by TV (Y, S).

The proof of Theorem 1 is shown in Appendix A.l. We also provide a more practical variant
of Theorem | with a weaker assumption in Appendix A.1. Combining L, (total variation loss)
and L, (CE loss), our surrogate loss function is £, = C'E(gg, A, X,)) + aTV(ge, A X, S).

Since the probability density function of the underlying random variable Y is difficult to calcu-
late, we leverage the kernel density estimation (Parzen, 1962) to compute the total variation loss

with the output soft predictions gg(A,X). The kernel estimation is computed as pY| s_i(2) =
ﬁ D e K(%) fori = 0,1, where K (-) is a kernel function and h is a positive band-

width constant. Then we exploit the numerical integration to compute the total variation loss as
~ 1
TV(ge, A, X,S) = — >

5 J : J
< P?|s:o (m) _P{f\szl (m)
=

where m is the number of intervals in the integration. Consequently, we obtain a practical calculation
of our proposed surrogate loss L.

m

. 2)
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3.2 OPTIMIZATION

Considering that Problem 1 is a bilevel optimization problem in a discrete domain, it is extremely
hard to find the exact solution. Hence, we resort to the greedy strategy and propose a sequential
attack method. Our sequential attack flips target edges' sequentially to obtain the optimal poisoned
structure A’. Tt is worth noting that many attack methods on model utility find the target edge
corresponding to the largest element of the gradient of A, namely gradient-based methods (Ziigner
& Giinnemann, 2019; Xu et al., 2019; Wu et al., 2019; Geisler et al., 2021). However, we find the
efficacy of gradient-based methods is not guaranteed.

Proposition 1. Gradient-based methods for optimizing the graph structure are not guaranteed to
decrease the objective function.

We leave a detailed analysis of the shortcomings of gradient-based methods in Appendix D. In
contrast, we propose a non-gradient method based on a scoring function that can provably increase
the attacker’s objective. We first consider the unconstrained version of Problem 1. We let A? = A
and train the surrogate model to obtain 6°, i.e., solving 8° = argming L;(ge, A, X, ), S). For

t=1,2,...,Ty, we find the maximum score 7! in the ¢-th iteration as
( m?é(ct Tt(ua U) = AE;(U, U) = ﬁf(getaflip(u,’u)At) - ‘Cf(go‘a At)v 3)

where C! is the candidate edge set in the ¢-th iteration; flip(u,v)A denotes the adjacency matrix
after flipping the edge (u,v): flipu)Apj = 1 — Ay if (i,5) = (u,v) or (i,5) = (v,u), and
Jlip(u.v)Ai,j) = Ay otherwise. After solving Equation (3), we denote the solution as (ut,vh).
Then we update A’ as A"™™' = flip(, ,+)A" in the ¢-th iteration. For the fairness poisoning attack,
we retrain the surrogate model based on At*! as 87! = argming L,(ge, A1) to update the
surrogate model. After T iterations, we have A* = ATo a5 the solution of Problem 1.

Next, to handle the first constraint, we let Ty < A and have |A* — A||p < 3.7 AT — A5 <
2A consequently. For the second constraint, we aim to make every flipping unnoticeable in terms
of model utility, i.e., making |£(A!T1) — L£(A?)| as small as possible. We notice that this con-
strained optimization problem can be easily solved by projected gradient descent (PGD) (Nocedal
& Wright, 2006) in the continuous domain by solving A"*" = argmin . (a1)_z(an|<e, [A'— (A" +
nVLs(A"))||%, where € is the budget of the ¢-th iteration that satisfies Zil er < e and 7 is the
learning rate. To solve this problem, we have the following theorem.

Theorem 2. The optimal poisoned adjacency matrix A+ in the t + 1-th iteration given by PGD,
i.e., the solution of A" = argmin zae)_(ar)<, |A" — (A" + 09V L(A"))||F is

Al + VAL (AY), if n|VALANTVAL(AY)] < e,

A= — IVAL(ANTVAL (A )
A"+ VAL (A" + et 70 |€A(E(A)t)|2A i )VAC(At), otherwise,
r

where e, = sign (VAL(A)TV AL (AY)).

The proof of Theorem 2 is provided in Appendix A.2. It is worth noting that the solution in
Equation (4) cannot be leveraged directly in the discrete domain. Hence, we use the differences
ALY (u,v) = Ly(flip,nAt) — Ly(A') and AL (u,v) = L(flipe,nA") — L(AT) as zeroth-
order estimations (Chen et al., 2017; Kariyappa et al., 2021) of Vo, ,L7(A) and VA,  L(A"),
and replace them in Equation (4), respectively. Moreover, we minimize the utility budget as ¢, = 0
to constrain the model utility change after the flipping as strictly as possible. Consequently, we
adjust the scoring function to find the target edge as

(p")"q"

Ip*3
for (u,v) € C*, where p' € RI€'l and ¢ € RIC'l are denoted as Py = ALY(Cl) and qf;) =
ALY (C[tﬂ), respectively. Here Cfi] denotes the i-th edge in C'. Equation (5) can also be seen as a

7 (u,v) = ALY (u,0) — |AL (u,v)], (5)

balanced attacker’s objective between maximizing £ s (A™™1)—L;(A') and minimizing |L(AT!)—
L(A")|. With 7 (u, v), the pseudocode of our proposed attack algorithm is shown in Appendix C.1.

'Flipping the target edge increases the attacker’s objective the most.
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3.3 FAST COMPUTATION

In this subsection, we focus on the efficient implementation of our sequential attack. The most im-
portant and costly part of our algorithm is to find the maximum value of 7! (u,v) from Ct. This
naturally requires traversing each edge in C*, which is costly on a large graph. Hence, we develop a
fast computation method to reduce the time complexity. Reviewing our model settings, we find that

the output of node i, go (A, X);), can be computed as go (A, X) i = > e, (d[i] d[j])*lA[jyz]xe =

Zj; 10, where d is the node degree vector, A = A + I, \; = {j|A[i,j] = 1}, and Z de-
notes the aggregated feature matrix which is crucial to the fast computation. We aim to reduce
the time complexity from two perspectives: (1) reducing the time complexity of computing the
score 7(u,v) for a specific edge (u,v); and (2) reducing the size of the candidate edge set

C'. From perspective (1), we compute flip(, ,)Z" incrementally based on Z'. Then we have
9ot (flip(u,n)A*, X) = flip(u.)Z'0*. Consequently, both ALY (u,v) and AL (u,v) can be ob-
tained based on gg: (flip(w,)At,X). Next, we discuss the computation of flip(uw)Zfi ] into

three cases and introduce them separately. We only discuss adding edge (u,v), and leave re-

. . . . . dt,
moving edge (u,v) in Appendix C.I. Case 1: If i € {u,v}, flipw.nZj; ) = 5 [il( lg —
) L )
At X Al X+X . Al XX, . . .
[i,:] [i,:] [5,:] [5,:] [i,:] . . t t
@ ) (r 112 @, D, D) where j € {u,v}\{i}; Case 2: If i € Nt UN\{u,v},
. Al X At X+X;,. Al X Al X+Xp,.
t _ ot T (Dt A g AT Ay B G TS il (70 bl (280
fllp(u,q;)z[i,:] = Z[z,] ]Ize./\/:; (dfi] dfu] dfi](dfu]+1) ) ]IZEN:,’ (dfi]dfv] dfi](dfv]+1) )’ where

Len = 1ifi € N, and L;ens = 0 otherwise; Case 3: If i ¢ N U N, flip(u,v)Z’[fi):} = qu:]'
From perspective (2), we only choose the influential edges” as C*. Specifically, flipping (u,v) is
highly likely to increase Ly only if it results in significant changes to the predictions of a large
number of nodes. Based on the aforementioned discussions, flipping (u, v) can only affect the soft
prediction of nodes in N} U N} (case 1 and 2). Hence, we consider (u,v) as an influential edge
if the predictions of nodes in N} U N} are easy to be changed. To this end, we propose an im-
portance score p'(u,v) and collect the edges corresponding to the top a importance scores into C?.
We have p!(u,v) = Dientunt My — |Z{; ,0"|, where M, = max; |Zj; ,6"|. When the value
of M; — |Zfi’:} 0| is large, the prediction of node i is easy to be changed. We analyze the time
complexity of our fast computation method as follows.

Proposition 2. The overall time complexity of G-FairAttack with the fast computation is O(dn? +
d,an), where d denotes the average degree.

Compared with computing max ,, ,)ect 7 (u, v) directly, which has a complexity of O(n*), our fast
computation approach distinctly improves the efficiency of the attack. Note that the time complexity
of G-FairAttack can be further improved in practice by parallel computation and simpler ranking
strategies. The proof of Proposition 2, detailed complexity analysis, and ways of further improving
the complexity are provided in Appendix C.2.

4 EXPERIMENTS

In this section, we evaluate our proposed G-FairAttack. Specifically, we aim to answer the follow-
ing questions through our experiments: RQ1: Can our proposed surrogate loss function represent
the victim loss functions of different kinds of victim models? RQ2: Can G-FairAttack achieve un-
noticeable utility change? RQ3: To what extent does our fast computation approach improve the
efficiency of G-FairAttack? Due to the space limitation, we provide more experimental results and
discussions on the results in Appendix F.

4.1 EXPERIMENTAL SETTINGS

The evaluation of attack methods includes two stages. In the first stage, we use an attack method
to obtain the perturbed graph structure. In the second stage, for the fairness evasion attack, we
train a test GNN (i.e., victim model) on the clean graph and compare the output of the test GNN

*Flipping the influential edges is highly likely to increase the attacker’s objective.
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Table 1: Experiment results of fairness evasion attack, where ‘-’ means the out-of-memory case. To
test the effectiveness of attack methods, we compare the fairness metric (A4p,) of the results of attack
methods and the clean input data (larger value means less fair). We highlight the two most effective
attack methods (with the largest fairness drop) with bold and underline for each victim model.

Victim Attack Facebook Pokec_z Credit
ACC(%)  Aap(%) | ACC(%)  Aap(%) | ACC(%) Agp(%)
Clean 80.89 +£0.00 5.30 +£047 | 67.09 £0.13 7.13 £1.17 | 70.75 £ 045 13.30 +1.89
Random 80.68 +£0.18 5.04 £0.27 | 67.09 £020 7.11 +1.48|71.35+036 13.53 +2.12
GCN FA-GNN 80.46 +£0.18 8.73 £0.29 | 66.16 +0.14 1.57 £0.60 | 71.02 +0.54 15.02 +2.25

Gradient Ascent | 80.68 +£049 6.46 +0.79 | 67.17 £0.17 3.59 +0.66 - -
G-FairAttack | 81.00 £037 8.13 +£0.74 | 67.24 +£029 5.08 +1.38 | 71.00 £ 0.52 13.64 +1.86

Clean 80.36 £0.18 3.06 £0.58 | 66.75 £ 0.11 2.41 +£029 | 71.60 +2.69 0.63 +0.52
Random 80.15 £0.18 0.22 £0.11 | 66.36 +0.11 2.00 +0.60 | 71.66 +2.66 0.65 4 0.65
Reg FA-GNN 79.73 £0.18 4.67 £058 | 66.16 +£0.09 5.83 £0.33 | 71.81 £2.75 1.25 4+0.33

Gradient Ascent | 80.36 £0.18 3.99 +0.58 | 66.89 +0.28 3.66 + 0.46 - -
G-FairAttack | 81.00 037 6.84 +0.31| 65.97 +0.18 6.03 +0.54 | 71.32 +2.83 3.01 +1.23
Clean 79.94 + 064 2.004+1.77 6542 +052 1.37 +083 | 71.98 £1.81 2.65 £0.98
Random 79.14 £ 032 0.37 £0.38 | 64.96 £0.54 1.35+£0.71 | 72.00 £1.80 2.72 £0.95
FairGNN FA-GNN 79.14 £ 032 3.00 +231 | 64.86 £064 3.27 +£0.75[71.98 £1.79 198 £1.15
Gradient Ascent | 79.86 +£0.54 2.32 +£2.41 | 65.01 £053 1.40 +0.77 - -
G-FairAttack |79.46 +£0.61 3.23 +2.03|65.33 +0.55 2.63 +0.75 |72.01 £+1.82 2.79 +£1.52
Clean 79.30 +0.00 0.27 £0.00 | 64.68 +£0.35 1.89 £0.83|70.99 +1.63 7.49 +1.64
Random 77.39 £0.64 4.65 +£0.94 | 64.68 £0.35 1.89 £0.83 | 69.88 +1.40 7.56 £2.30
EDITS FA-GNN 78.77 +£0.18 0.60 +0.35 | 64.68 £0.35 1.89 +£0.83[70.99 £1.63 7.50 +1.63
Gradient Ascent | 77.07 £0.00 3.25 +£0.94 | 64.68 £0.35 1.89 +0.83 - -
G-FairAttack |78.24 +0.36 5.55 +0.47 | 64.91 +0.63 4.2540.77 | 69.88 £ 140 7.56 £ 2.30

on the clean graph and on the perturbed graph; for the fairness poisoning attack, we train the test
GNN on the clean graph to obtain the normal model and train the test GNN on the perturbed graph
to obtain the victim model; then, we compare the output of the normal model on the clean graph
and the output of the victim model on the perturbed graph. We adopt three prevalent real-world
datasets, i.e., Facebook (Leskovec & Mcauley, 2012), Credit (Agarwal et al., 2021), and Pokec (Dai
& Wang, 2021; Dong et al., 2022a) to test the effectiveness of G-FairAttack. For attack baselines,
we choose a random attack method (Hussain et al., 2022; Ziigner et al., 2018), a state-of-the-art
fairness attack method FA-GNN (Hussain et al., 2022), and two gradient-based methods Gradient
Ascent and Metattack (Ziigner & Giinnemann, 2019) (adapted from utility attacks). For test GNNs,
we adopt a vanilla graph convolutional network (Kipf & Welling, 2017) and three different types
of fairness-aware GNNs, Regularization (Zeng et al., 2021) (Reg) for Adp(f/, S), FairGNN (Dai

& Wang, 2021) for I(Y,S), and EDITS (Dong et al., 2022a) for W (Y, S). More details about
baselines and datasets are provided in Appendices E.1 and E.2. We choose two mostly adopted
fairness metrics, demographic parity Ay, (Dwork et al., 2012) and equal opportunity A., (Hardt
et al., 2016), to measure the fairness of test GNNs. Larger values of fairness metrics denote more
bias. In addition, we also report the accuracy and AUC score to show the utility of test GNNs.

4.2 EFFECTIVENESS OF ATTACK

We compare G-FairAttack with three attack baselines in the fairness evasion attack and fairness
poisoning attack (in Appendix F.1) settings on three prevalent real-world datasets. Specifically, to
test the effectiveness of attack methods, we choose four different kinds of victim GNN models to
test the degradation of fairness metric values after being attacked. The attack budget A for Face-
book and Pokec is 5%, i.e., we can flip 5% - |£| edges at most; for Credit, the budget is 1%. We
ran each experiment three times with different random seeds and reported the mean value and the
standard deviation. The experimental results are shown in Table | and Appendix F. We can ob-
serve that: (1). G-FairAttack is the most effective attack method that jeopardizes the fairness of all
types of victim GNN models, especially for fairness-aware GNNs. (2). Compared with Gradient
Ascent, G-FairAttack adds a fairness loss term (total variation loss) in the surrogate loss. Conse-
quently, G-FairAttack outperforms them in attacking different types of fairness-aware GNNs, which
demonstrates that our proposed surrogate loss helps our surrogate model learn from different types
of fairness-aware victim models (RQ1). (3). Some baselines outperform G-FairAttack in attacking
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vanilla GCN because the surrogate model of G-FairAttack is trained with the surrogate loss, includ-
ing a fairness loss term, while the victim GCN is trained without fairness consideration. This prob-
lem can be addressed by choosing a smaller value of a (weight of Lf). Despite that, G-FairAttack
successfully reduces the fairness of GCN on most benchmarks. (4). Compared with gradient-based
attacks (Gradient Ascent), G-FairAttack has less space complexity as it does not need to store a
dense adjacency matrix.

4.3 ABLATION STUDY

Effectiveness of Surrogate Loss. To Table 2: Results of G-FairAttack on Credit while replacing
further answer RQ1, we compare G- the total variation los.s with other loss terms.
FairAttack with two variants with dif- A ¢gack FairGNN EDITS

ferent surrogate losses to demonstrate Aap (%) Aco (%) | Adp (%) Aco (%)
the effectiveness of our proposed sur- Clean 6.70 £ 1.604.52 £ 1.79| 6.43 £0.95 5.77 £ 1.06

G-FA-None|7.87 + 1.31 5.68 + 1.42[10.47 + 1.91 9.95 + 1.71
rogate loss. Our proposed surrogate by A "lo'e) 31717 5.82 4 1.58]10.77 + 1.19 1039 + 1.17

loss function £ consists of two parts: g 8.06 4 1.90 6.10 & 2.03|11.26 + 1.50 10.87 + 1.56
utility loss term L4, (CE loss) and

fairness loss term L, (total variation loss). For the first baseline, we remove the fairness loss
term from the surrogate loss and name it G-FairAttack-None. For the second baseline, we substitute
the total variation loss with Ay, loss, named as G-FairAttack-Ag,. In our problem, if the surro-
gate loss is the same as the victim loss (like white-box attacks), the attack method would definitely
perform well. However, we show that G-FairAttack (with our proposed total variation surrogate
loss) has the most desirable performance even with a different victim loss from the surrogate loss,
which verifies the effectiveness of our surrogate loss. Hence, we choose FairGNN and EDITS as
the victim models because their victim loss functions differ from the surrogate loss functions of
G-FairAttack-None and G-FairAttack-A 4,. We conduct the experiment on Credit dataset in the fair-
ness poisoning attack setting. The results are shown in Table 2. It is demonstrated that all three
attack methods successfully increase the value of fairness metrics. Among all three attack methods,
G-FairAttack achieves the best performance, which demonstrates that our proposed surrogate loss
helps the surrogate model learn knowledge from various types of fairness-aware GNNss.

Effectiveness of Unnoticeable Constraints. GCN Reg
To answer RQ2, we investigate the impact of
utility constraints on G-FairAttack. We re-
move the discrete projected update strategy and
the utility constraint in G-FairAttack as G-
FairAttack-C. We compare the variation of Ag,
and the utility loss on the training set after the

BB FA-GNN I FA-GNN

A G-FA-C II E=A G-FA-C Ih Pl
A G-FA A G-FA
i =l

fl W]l o Ll

wn
(=}

Agp Change / %
&

(=}

attack by G-FairAttack, G-FairAttack-C, and 2 10 = ZAF;NCN _ = ZAF;NCN -~
FA-GNN. We chose two mostly adopted victim @D 3 Gra I I I I
models, i.e., GCN and regularization, to test the g | H

attack methods on Facebook. We set the utility O >

budget at 5% of the utility loss on clean data.

The results are shown in Figure 2. It demon- O 2% 5% 10% 1% 2% 5% 10%
strates that: (1). Our G-FairAttack distinctly Flipped Edges / % Flipped Edges / %

deteriorates the fairness of two victim models Figure 2: The changes of A4, and the utility loss
while keeping the variation of utility loss unno- function £ under different attack budgets.
ticeable (< 0.5%). Therefore, G-FairAttack can attack the victim model with unnoticeable utility
variation. (2). Removing the utility constraint and the discrete projected update strategy from G-
FairAttack, the variation of utility loss becomes much larger as the attack budget increases. The re-
sults of G-FairAttack-C verify the effectiveness of the fairness constraint and the discrete projected
update strategy. (3). G-FairAttack and G-FairAttack-C deteriorate the fairness of victim models to a
larger extent than FA-GNN. Because G-FairAttack is a sequential greedy method, it becomes more
effective as the attack budget increases. Hence, G-FairAttack is more flexible than FA-GNN.

4.4 PARAMETER STUDY

In this subsection, we aim to answer RQ3 and show the impact of the parameter a (the threshold for
fast computation) on the time cost for the attack and the test results for victim models. We conduct
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experiments under different choices of a. For the simplicity of the following discussion, we take a as
the proportion of edges considered in C? (e.g., a = 1le~3 means we only consider the top 0.1% edges
with the highest important score). We record the attacker’s objective £ under different thresholds
during the optimization process as Figure 3(a) to show the impact of a of the surrogate model.

We also record the fairness metrics of 40 led ses | S0
regularization-based victim models attacked Se-d 02 | = ﬁ:: -

by G-FairAttack and the average time of G- e ?) g () 7
FairAttack in each iteration while choosing dif- = £,

ferent values of a (in Figure 3(b)) to show the < v 0 @]
impact of a on the attack performance and ef- 10 Z H
ficiency. Figure 3(b) demonstrates the trade- g% @ H
off between effectiveness and efficiency exists 05 50 o ) ——ra | =
but is very tolerant on the effectiveness side. Iterations The Value of a

In the range [56_47 16_2], the performances of (a) Curves of attacker’s ob- (b) Test fairness metrics
G-FairAttack on the victim model are similar, jective. and training time cost.

while the time cost decreases distinctly when ¢ Figure 3: The optimization curves, training time
gets smaller (the time cost of a = 5e¢~%1s95% cost, and test fairness on regularization-based vic-
lower than a = le~2). Therefore, in practice, tim model corresponding to different values of a.
we can flexibly choose a proper threshold to fit the efficiency requirement. In conclusion, our fast
computation distinctly reduces G-FairAttack’s time cost without compromising the performance.

5 RELATED WORKS

Adversarial Attack of GNNs. To improve the robustness of GNNs, we should first fully understand
how to attack GNNs. Consequently, various attacking strategies of GNNs have been proposed in
recent years. Ziigner et al. (2018) first formulated the poisoning attack problem on graph data as a
bilevel optimization in the discrete domain and proposed the first poisoning attack method of GNN’s
with respect to a single target node in a gray-box setting based on the greedy strategy. Following the
problem formulation in (Ziigner et al., 2018), researchers proposed many effective adversarial attack
methods in different settings. Ziigner & Giinnemann (2019) proposed the first untargeted poisoning
attack method in a gray-box setting based on MAML (Finn et al., 2017). Chang et al. (2020a)
proposed an untargeted evasion attack method in a black-box setting by attacking the low-rank
approximation of the spectral graph filter. Wu et al. (2019) proposed an untargeted evasion attack
method in a white-box setting and a corresponding defense method based on integrated gradients.

Adversarial Attacks on Fairness. Many recent studies investigated the fairness attack problem on
tabular data. Van et al. (2022) proposed an online poisoning attack framework on fairness based on
gradient ascent. They adopted the convex relaxation (Zafar et al., 2017; Donini et al., 2018) to make
the loss function differentiable. Mehrabi et al. (2021) proposed two types of poisoning attacks on
fairness. One incorporates demographic information into the influence attack (Koh et al., 2022), and
the other generates poisoned samples within the vicinity of a chosen anchor to skew the decision
boundary. Solans et al. (2021) studied the fairness poisoning attack as a bilevel optimization and
solved it by KKT relaxation with a novel initialization strategy. Chhabra et al. (2023) proposed a
black-box attack and defense method for fair clustering. For graph data, Hussain et al. (2022) is
the first to investigate the fairness attack problem, proposing FA-GNN that randomly injects links
among different sensitive groups to promote demographic parity. In a concurrent study, Kang et al.
(2023) investigated the fairness attack problem as a bilevel optimization and proposed FATE, a meta-
learning-based fairness attack framework that targets both group fairness and individual fairness.

6 CONCLUSION

Fairness-aware GNNs play a significant role in various human-centered applications. To protect
GNNs from fairness attacks, we should fully understand potential ways to attack the fairness of
GNNs. In this paper, we propose the first unnoticeable requirement for fairness attacks. We design
a novel surrogate loss function to attack various types of fairness-aware GNNs. We also propose a
sequential attack algorithm to solve the problem, and a fast computation approach to reduce the time
complexity. Extensive experiments on three real-world datasets verify the efficacy of our method.
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A  PROOF

A.1 PROOF OF THEOREM 1

Theorem 1. We have A, (Y, S) and W (Y, S) upper bounded by TV (Y, S). Moreover, (Y , S) is
also upper bounded by TV (Y, S) if ¥z € [0,1], Py (2) > II;Pr(S = i) holds.

Proof. Adp(Y,S), I(YV,S), W(Y,S), and TV(Y,S) are all non-negative. We first prove
that Ay, (Y, ) is upper bounded by TV (Y,S). Recall that TV(Y,S) = fol [Py 1s—0(2) —

Py g-1(2)|dz, we have
. 1 - 1
Pr(Y>|S:0>—Pr(Y>|S:1)‘

A V|S= ol PY|s:1(z)d2

2
</
1

/ )PY\S -0 Pff|sz1(3)‘d2
—TV(Y,S).

Agy(Y,8) =

Pyig_o(2) — P{qszl(z)‘dz

Next, we prove that W (Y, S) is also upper bounded by TV (Y, S).

1
W(Y,$) / ‘ V|S= o Fy|s 1(y)‘dy

(6)

/ ’ ¥15=0( FY\S:l(Z)’ dz.
This equation holds because we know that Fy s_o(0) = Fy5_;(0) = 0 and Fy g 4(1) =
FY\ g—1(1) = 1 according to the property of cumulative distribution function and the fact that

Y € [0,1]. Hence y = Fys—0(2) and y = Fy g_,(z) form a closed curve in [0,1] x [0,1] in
z-y plane. Consequently, Equation (6) could be seen as computing the area of the closed curve from
the y-axis and z-axis separately. Consequently, we have

Y S) / ’FY\S o Y|S (2 ))dz

dx

PY|S o(z )dZ*/O Py g1 (2)dz

dz — Pyls:l(z)‘ dzda

Y|S of

b
/ ’ V|S= of PY|S=1(Z)
=TV (Y,S).

Vis—0(2)dz — PY|S:1(Z)’ dz, ' €[0,1]

dz

Finally, we prove that (Y, S) is upper bounded by TV (Y, S) if Vz € [0, 1], Py (z) > IL;Pr(S = 7).
First, we have

A 1 Py (2,1
1(Y,8) = /0 2 Pys=d) lgmn»(w)—fl
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e . Pys—(2)
7/0 ;Pr(S = )Py () log

Let P; = Pr(S = i) fori = 0,1, then we have Fy + P = 1 and Py (z) = FoPy5_y(2) +

Pris=iz) and

PlPY\S:l(Z)' According to the fact that logz < 2 — 1 for 2 € (0,1], we let z = —3° ©)
Y

have ) . )
~ la_i\ &
I(V,S :/ PPy o_.(2)log 5= g,
( ) o ; Y|S—z( ) g PY(Z)

2
< /01 Z:PL-W — PPy g_,(2)dz

o Pmszi(z)(Pmszi(z)_PY(Z))

(N
:/1 PyPLPy5(2) (Pyjscg(2) = Prisea (2))
0 POPY\S:O(Z) + PlPY|S:1(Z)
P0P1PY/|S:1(Z) (PY\S:1(Z) - Pmszo(z))
POPY\S:O(Z) + PIPY|S:1(Z>

z

2
/1 PoPy (PY|szo(Z) - PY\S’:I(Z)) i
= z
0 POPY\S:O(Z)+P1PY|S:1(’Z)

Given that Py (2) > IL;Pr(S = i) Vz € [0, 1], we have Py Py g_o(2) + P1Py g_ (2) = PoP1(Po+
Py) = PyP,. Consequently, we have

I(Y,S) < /01 (PY|S:O(Z) - PY\S:l(Z))QdZ-

Considering that the training of fairness-aware GNNs makes the distributions PY| s—o(2) and
Py |g-1(2) closer, we assume that ‘PY\S=O(Z) — Py s_,(2)| < 1for z € [0,1]. To verify this as-
sumption, we conduct numerical experiments on all three adopted datasets. Following our method-
ology, we use the kernel density estimation to estimate the distribution functions PY| s—o(2) and
Py 51 (z) and compute the value of [Py _(2) — Py g_ ()| consequently. We record the largest
value of [Py g_o(2) — Py g_;(2)| for z € [0,1] and obtain the results as 0.1372 + 0.0425 for

Facebook, 0.0999 4 0.0310 for Pokec_z, and 0.0356 4+ 0.0074 for Credit (mean value and standard
deviation under 5 random seeds), which are all far less than 1. Then, we come to

1
I(Y,S) < / ‘pylszo(z) — Py gy (2)]|dz = TV(Y, ). ®)
0

In conclusion, we have proved that A, (Y, S) and W (Y, S) are upper bounded by TV (Y, S).
Moreover, 1(Y, S) is also upper bounded by TV (Y, S) if Vz € [0,1], Py (z) > IL;Pr(S = i)
holds.

O

Remarks on Theorem 1. It is worth noting that I(Y, S) < TV (Y, S) stems from the condition
of Py (z) > II;Pr(S = i), Vz € [0, 1]. Although we are not able to always ensure the correctness of
the condition in practice, we can still obtain from Theorem 1 that (1) the probability of the condition
holds grows larger when the number of sensitive groups increases; (2) even in the binary case, the
condition is highly likely to hold in practice, considering that Pr(S = 0) - Pr(S = 1) < 1 (In
a binary case, we have Pr(s = 0) + Pr(s = 1) = 1; hence, Pr(s = 0)Pr(s = 1) = Prés =
0)(1—Pr(s=0)) <1/4).
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To further improve the soundness of our theoretical analysis, we can slightly loosen

the condition Py(z) > ILPr(S = 1) Vz € [0,1] and obtain a new condition
2
1 P, P, . . .
fo <P0PY|S:0(Z)(1"1£1 Pmszl(z)) dz < 1. Consider the last step of Equation (7). According to the

Cauchy-Schwartz inequality, we have

2

X 1 PPy (Pﬂs:o(z) - Pff\sz1(z))
I(Y,S) <
o DPoPys_o(2) + P1Py g (2)

! PP toon 4
S A (POPYS—O(Z)+P1P?|S—1(Z)> dZ/O (PY\S:()(Z) _Pylszl(z)) dz

(/01 (PY\S:O(z) - PYS—1(2)>4dz>%
<\[1v(¥5)

Consequently, we obtain a variant of Theorem | as follows.

. A 2
Theorem A 1. I(Y,S) is upper bounded by \/ TV (Y, S), iffo1 (POPY‘S,O(;))L-"’-PA PYlSﬂ(z)> dz <
1 holds.

dz

N

IN

According to Theorem A 1, we find a looser upper bound for I(Y", S) (still dependenton TV (Y, S))
based on a weaker condition. In addition, Theorem A 1 is able to support our total variation loss as

well, since we still have (Y, S) approaches 0 when T'V (Y, S) approaches 0 after training. Similar
as the assumption | Py, g_,(2) — Py g_;(2)| < 1, we conduct numerical experiments with kernel

density estimation for estimating Py s—o(#) and Py sy (z) and numerical integral for computing

2
the value of fol ( PPy 5ol ZI;OJFP P PY‘S:1(2)> dz. We obtain the results of the integral as 0.8621 +

0.1110 for Facebook, 0.4568 + 0.0666 for Pokec_z, and 0.5934 + 0.0763 for Credit (mean value
and standard deviation under 5 random seeds). Experimental results verify the feasibility of the
condition in Theorem A 1.

A.2 PROOF OF THEOREM 2

Theorem 2. The optimal poisoned adjacency matrix A1 in the t + 1-th iteration given by PGD,
i.e., the solution of A" = argmin s ae)_ s (ar)j<c, [|A" — (A" + 9V L (AY)|7 is

Al +VALp(A), if fIVALA) VAL (AY)] < e,

ATl = ever —NVAL(A)TVAL (AT

Al ALy (AY) + ®
IVaL(AY)E

VAL(AY), otherwise,

where e, = sign (VAL(A)TVALf(AY)).

Proof. First, we know that A’ = A' is a feasible solution because L(A") — L(A') = 0 < ¢.
Hence we assume that A’ is close to A*. Consequently, we use the first-order Taylor expansion to
substitute the constraint |[L(A’) — L(A")| < ¢ as [VL(AN)T (A’ — At)| < e. For simplicity, we

vectorize the adjacency matrices A and A’ here such that A, A’ € R™’.

Next, we let A’ = A' + VL (A") + &, and convert the optimization problem as follows.

At = argmin [1€]15- (10)
[IVLAO)T (nVLs (A)+E€)|<e;

Then we discuss the new constraint in Equation (10) [nVL(AHTV L (AY) + VL(AY)TE] < ¢ in
different conditions.

(1). When [nVL(AHTVL;(AY)| < €, we can easily obtain the optimal solution as & = 0.
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(2). When nVL(AY)TVL;(A?) > €, then we have
—er —nVLANTVLH(AY) < VL(AHTE < e, —nVL(ANTVL(AY).

Because VL(AHTE = [[VL(AY)|2 - ||€]l2 - cos B, where @ is the angle of VL(A?) and €. To
minimize ||€||2, we minimize cos 6 as cos = —1, i.e., & = —||&]]2 - VL(AY)/||[VL(AY)]|2, and
then have

—€, + nVL(AHTVL (A e+ nVL(AYTVL (A

< [I€ll2 <

IVL(AY)|2 VLAY
Therefore, the solution of Equation (10) is
_ At T At
5 _ €t UVL‘( ) V‘Cf( )Vﬁ(At)

IVL(AY]3

(3). When nVL(AY)TVL(A?) < —¢;, we also have
—e —nVL(ANTVL (AN < VLANTE < e —nVLAHTVL(AD.

Different from condition (2), the left-hand side and right-hand side here are both positive. Similarly,

we let cos @ = 1 and obtain the solution of Equation (10) as

—e, —nVL(ANTV L (AY)

NCanE  VEA)

&=

Combine the aforementioned three conditions into A’ = A* + nVLs(A") + &, then we have the
solution as follows

Al £ VAL (AY), if n|VALANTVALF(AY)] < e,
At = erer — NV AL(ANTV AL (A
At—‘r VAL At + t€t VA AL f
Vals(A) VAL

where e; = sign (VAL(A")TVALf(AY)). O

VAaL(A"), otherwise,

B ATTACK SETTINGS

In this section, we introduce our attack settings in detail from three perspectives, the attacker’s goal,
the attacker’s knowledge, and the attacker’s capability.

Attacker’s Goal. There are two different settings of our problem, the fairness evasion attack,
and the fairness poisoning attack. In the fairness evasion attack, the attacker’s goal is to let the
victim model make unfair predictions on test nodes, where the victim model is trained with fairness
consideration on the clean graph. Note that it is possible for real-world attackers to attack the access
control of the databases to modify the input graph data, especially for edge computing systems with
a coarse-grained access control (Ali et al., 2016; Xiao et al., 2019). In addition, once the model is
deployed, the attacker can launch evasion attacks at any time, which increases the difficulty and cost
of defending against evasion attacks (Zhang et al., 2022). Considering the severe impact of evasion
attacks, many prevalent existing works Dai et al. (2018); Ziigner et al. (2018); Ziigner & Giinnemann
(2019); Zhang et al. (2022) make great efforts to study evasion attacks. In the fairness poisoning
attack, the attacker’s goal is to let the victim model make unfair predictions on test nodes, where
the victim model is trained with fairness consideration on the poisoned graph. For both settings,
we use commonly used fairness metrics, e.g., demographic parity (Dwork et al., 2012) and equal
opportunity (Hardt et al., 2016) to measure the fairness of predictions.

Attacker’s Knowledge. To make our attack practical in the real world, we set several limitations
on the attacker’s knowledge and formulate the attack within a gray-box setting. It is worth noting
that our attacker’s knowledge basically follows previous attacks on prediction utility of GNNs (Wu
et al., 2019; Xu et al., 2019; Ziigner & Giinnemann, 2019; Chang et al., 2020a; Ma et al., 2020; Li
et al., 2022a; Ma et al., 2022; Lin et al., 2022). Specifically, the attacker is able to observe the node
attributes X, graph structure A, ground truth labels ), and sensitive attribute value set S, but cannot
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observe the victim GNN model fgy. Therefore, the attackers need to exploit a surrogate model gg to
achieve their goal.

It is worth noting that our method can be directly adapted to a white-box setting by replacing the
trained surrogate model in the attacker’s objective with the true victim model in Problem 1. In con-
trast, designing fairness attacks in a black-box attack setting can be extremely challenging. The
difference between gray-box attacks and black-box attacks is black-box attackers are not allowed to
access the ground truth labels. Different from node embeddings which can be obtained in an unsu-
pervised way, group fairness metrics have to rely on the ground truth labels, which makes existing
black-box attacks on graphs difficult to adapt to fairness attacks. Despite the difficulty of black-box
fairness attacks, we provide an initial step toward a potential way to extend our framework to a
black-box setting. First, the attacker can collect some data following a similar distribution, i.e., if
the original graph is a Citeseer citation network, the attacker can collect data from Arxiv; if the orig-
inal graph is a Facebook social network, the attacker can collect data from Twitter (X). During the
data collection (preprocessing), the dimension of collected node features should be aligned with the
original graph. Then, the attacker can train a state-of-the-art inductive GNN model on the collected
graph data and obtain the predicted labels on the original graph. Finally, the attacker can use the
predicted labels as a pseudo label to implement our G-FairAttack on the original graph.

Attacker’s Capability. Between attacking the graph structure and the node attributes, we only
consider the structure attack as the structure perturbation in the discrete domain is more challenging
to solve and the structure attack can be easily adapted to obtain the attribute attack. Hence, we
consider that attackers can only modify the graph structure A, i.e., adding new edges or cutting
existing edges, consistent with many previous attacks on prediction utility of GNNs (Dai et al., 2018;
Xu et al., 2019; Ziigner & Gilinnemann, 2019; Wang & Gong, 2019; Bojchevski & Giinnemann,
2019; Chang et al., 2020a). In addition, the structure perturbation should be unnoticeable. Existing
attacks of GNNs (Ziigner et al., 2018; Ziigner & Gilinnemann, 2019; Dai et al., 2018; Bojchevski &
Giinnemann, 2019) proposed the following unnoticeable constraints: A edges are changed at most;
there are no singleton nodes, i.e., nodes without neighbors after the attack; the degree distributions
before and after the attack should be the same with high confidence. We follow these works to ensure
the unnoticeability of our attack. More importantly, we propose an extra unnoticeable constraint to
ensure the difference of the utility losses before and after the attack is less than e. This unnoticeable
utility constraint makes attacks on fairness difficult to recognize.

After clarifying detailed attack settings, we use Figure 1 to illustrate a toy example of our proposed
attack problem. In Figure 1, We use squares to denote the sensitive group 0 and triangles to denote
the sensitive group 1. We use blue to label class-0 nodes and orange to label class-1 nodes. We
compute the demographic parity and the equal opportunity metrics (larger value means less fair)
to evaluate the fairness of the model prediction. By modifying two edges (from left to right), the
attacker can let the fairness-aware GNN make unfair predictions while preserving the accuracy.

C FAST COMPUTATION

C.1 FAST COMPUTATION SKETCH

The goal of fast computation is to solve the problem (u’, v") < arg max, v)ect 7 (u, v) efficiently.
According to the definition of 7*(u, v), the computation of 7*(u, v) depends on two loss functions:
the attacker’s objective £ and the utility loss £. Between them, £ can be formulated as

‘Cf (99* ) Aa X7 ya Vtesta S) = Z kZHZO (90* (A7 X)M) ) (11)

1€ Veest

where k; = 1/ [Vo N Vie| if i € Vo and k; = —1/ | V1 N View| if i € V1. I>0(+) denotes an indicator
function where I>(z) = 1 if z > 0 and I>o(x) = 0 otherwise. The other £ can be formulated as

1
L(g@*,A,X,y,Vtrain) = _W Z yi IOg (O’(ge* (A7X)[l])) (12)
ramn ievlrain

+ (1 — i) log (1 — o(ge- (A, X)p17)) ,
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Algorithm 1 G-FairAttack: A Sequential Attack on Fairness of GNNss.

Input: Clean adjacency matrix A, attribute matrix X, attack budget A, utility budget e.
Output: The solution of Problem 1: A*.
11 t+0,C"«+ £ A+ A

2: 0° « argming L, (g9, A, X,),S)

3: whilet < A and |£(gor, A') — L(geo, A%)| < e do

4: (u',v") = arg max, v)ect ™ (u, v), according to Algorithm 2.

5: At flip(ut,’vt)At

6 ol {Gt, ' Evlasio?
argming L (9o, A", X,),S), Poisoning

7: CHL « Ch\{(ut,v?), (vt,ul)}

8: t+—t+1

9: end while

10: A* < A

where o(-) denotes the sigmoid function. In the ¢-th iteration of our sequential attack, to com-
pute the score function 7 (u,v) efficiently, we should reduce the complexity of computing both
ALY (u,v) and AE? (u,v). Specifically, our solution is to compute flip(, ,)Z" incrementally and
obtain gg: (flip(u,.) A", X) = flip(,,»)Z'6". Then we can compute AL¢(u,v) and ALu,v) ac-
cording to Equation (11) and Equation (12). We first review the computation of f lip(u,v)Zt when a
new edge (u,v) is added.

Case 1: If i € {u, v}, we can compute flip(uw)Zfi’:] as

. ¢ dfi} ¢ Afi,:]X Afi,:]X + X5, A][Ejﬁz]X + Xiiy
FlipnZig = == —(Zyg = =)+ — S+t = = 13
d[i] +1 (d[i]) (d['i] +1) (dm + 1)(d['j] +1)

where j = v if ¢ = u and j = u otherwise;

Case 2: If i € N} UN!\{u,v}, we can compute flip(u,U)Zfi jas

AIE’U, ]X Afu ]X + X[U#] ) I (Afv ]X Afv ]X + X[u#]

I e —Lient (55—

diyd, diy(dl,+1) T dbdl, dl(d )
(14

flip(um)z)[si,;] = Zi[th] _HiGN,ﬁ (
[ (6] v] [{]\ o

where L;cpr = 1if i € NV, and L;c pr = 0 otherwise;

Case 3: If i ¢ Nt UN?, we have flip(u’v)Zfi 1= Zfi 1

Next, we introduce the computation of flip, . Z" when an existing edge (u,v) is removed. Simi-

larly, we divide the computation into three cases as follows.

Case 1: If i € {u, v}, we can compute flip(u’v)Zfi ) as

dt. At X At X AL X —X,.
FlipuZls = —— (2, — — b i (15)
dp —1 (di)?  dpydp, (djy —1)

where j = v if ¢ = u and j = u otherwise;

Case 2: If i € N UNJ\{u, v}, we can compute flip(y,.)Z; | as

fl . VAl VA I (Afu ]X Afu ]X - X[Uﬁ] I Afu ]X Afv ]X - X[“#]
Wl =L g~ Lient (—S—————= —Lient (————F— ,
Plu,w) Bi,) [6,] T HEN] dt..dt dt. (dt _ 1) 1N dt. dt dt. (dt _ 1)

(17" [u] [\ [u] [i] " [v] ([N ] (16)

where I;cpr = 1if ¢ € NV, and I;c v = 0 otherwise;
Case 3: If i ¢ N U}, we have flip(, . Zf; , = Zt

i, [4,:]"
The overall fast computation algorithm is shown in Algorithm 2, where argmax o, p* (u, v) is denoted
as the set of (u, v) corresponding to the top-a elements of pt(u,v).
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Algorithm 2 The fast computation algorithm of (uf, v?).

Input: Adjacency matrix A!, attribute matrix X, output matrix Z‘, degree vector dt, product ma-
trix A*X, model parameter 7.
Output: Target edge (uf,v') in Algorithm 1.
1: C' + argmaxg,p'(u,v).
(u,v)e€?
2: k+0,pt < 0,q" < 0.
3: for (u,v) € C* do

4: flip(u,v) VARESY A

5. forie N} UN! do

6: if i € {u,v} then

7: Update flip(u,v)Zfi’:] according to Equation (13) or Equation (15).
8: else

9: Update flip(u,v)Z’[fi,:] according to Equation (14) or Equation (16).
10: end if

11: end for
12: Jot (flip(um)At, X) — flip(uw)ZtOt
13: Compute L( flip(,,,) A", X) and L (flip,,»A', X) according to Equation (11) and Equa-
tion (12).
14: p‘fk] — L(flipu,nAt, X) — LAY, X)
15: q[tk] — ,Cf(flip(uﬂ))At, X) — ,Cf(At, X)
16: k+—k+1
17: end for .
.t t_ @)d
187 @ = TP
19: imax 4= argmax;—o,..|ct|—1 F[ti]

20: (ut,v') C[timax]

C.2 COMPLEXITY ANALYSIS

Based on Algorithm 2, we provide a detailed complexity analysis for our proposed G-FairAttack.

Proposition 2. The overall time complexity of G-FairAttack with the fast computation is O(dn? +
d,an), where d denotes the average degree.

Proof. First, to compute C*, we compute |Z'6"| and find the maximum M; in O(d,n). Then we
compute p*(u,v) = Yicprone M — |Zf; ;07| for (u,v) € €' in O(dn?), and find the top-a
elements as C* in O(nlog a). Then, the computation of p’ and g’ can be divided into the following
steps for each edge (u,v) € C*.

1. The computation of flip(u’v)Zfi g forie N UNE. We can store and update A*X, df, and Z!
for each iteration. Hence, the computation of Equation (13), Equation (14), Equation (15), and
Equation (16) only requires O(1). Consequently, the total time complexity of this step is O(d).

2. The computation of gg: (flip(y,,) A", X) = flip(y.)Z"6" requires O(nd,,).
3. According to Equation (11) and Equation (12), the computation of the loss functions

L(flipiu,»yA', X) and L (flip(,,n)At, X) based on gge ( flip,» A, X) requires O(n).

Considering all edges from C?, the computation of p’ and q' requires O(d,an). Finally, we can
compute 7" and find (u’,v*) in O(a). Combining all these steps, the complexity of Algorithm 2 is
O(dn? + d an) in total. O

With our fast computation method, the total time complexity of G-FairAttack is O((dn?+d,an)A).
Here, the retraining of the surrogate model 8°*! = argming £, (gg, A'™,X, Y, S) in the fairness
poisoning attack is neglected because the convergence is not controllable. The overall G-FairAttack
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algorithm is shown in Algorithm 1. We can obtain the space complexity of G-FairAttack as O(|€]| 4+
d.m).

Next, we show that our complexity can be further reduced in practice. We list two potential ways as
follows.

1. The first approach is to implement our fast computation algorithm in parallel. As the proof of
Proposition 2 shows, the main part of G-FairAttack’s complexity is the computation of p(u,v)
for (u,v) € £, which has O(dn?) complexity. It is distinct that this computation can be imple-
mented in parallel where ' is partitioned into p subsets, and each subset is fed into one process.
By exploiting parallel computation, the overall complexity can be reduced to O(dn?/p).

2. Instead of ranking all of the edges in £! by p’(u, v), we can just randomly sample a edges from
&' as C*. By using random sampling instead of ranking, the overall complexity can be reduced
to O(dzan). However, the error of the fast computation might increase without a careful choice
of the sampling distribution.

Note that most existing adversarial attack approaches (Ziigner et al., 2018; Ziigner & Giinnemann,
2019; Bojchevski & Giinnemann, 2019; Lin et al., 2022) do not have a lower complexity (less than
O(n?)) than our proposed G-FairAttack. The adversarial attacks with an O(n?) complexity can
already fit most commonly used graph datasets. In general, our method is practical for most graph
datasets as the existing literature. For extremely large datasets, we can also use the aforementioned
strategies to reduce further the time complexity.

Finally, we would like to make a more detailed comparison of the time complexity with adopted
attacking baselines. The random sampling-based baselines, i.e., random and FA-GNN, definitely
have lower time complexity (O(A), A is the attack budget) because they are based on random
sampling. Although their complexity is low, the effectiveness of random sampling-based attacks is
very limited. For the rest gradient-based attack baselines, i.e., Gradient Ascent and Metattack, their
time complexities are O(n2) (Ziigner & Glinnemann, 2019), the same as G-FairAttack. However,
gradient-based methods have a larger space complexity compared with G-FairAttack (O(n?) vs.

O(dyn +[£])).

D G-FAIRATTACK VS GRADIENT-BASED METHODS

The fairness attack of GNNSs is a discrete optimization — — —

problem, which is highly challenging to solve. Most |Di5°f€te Update: | X2 grad(0,0)
of the existing adversarial attacks that focus on the | (0,0)—> (1,0 1
prediction utility of GNNs adopt gradient-based meth- — =
ods (Ziigner & Giinnemann, 2019; Wu et al., 2019; Xu
et al., 2019; Geisler et al., 2021) to find the maximum of
the attacker’s objective. As G-FairAttack, gradient-based
structure attacks flip the edges sequentially. In the ¢-th it-
eration (t = 1, 2, ...), the gradient-based optimization al-
gorithm finds a target edge (u',v*) based on the gradient
of the adjacency matrix V o+ L where L is the objective
function of the attacker, and flips this target edge to ob-
tain the update adjacency matrix A**!, which is expected
to increase the attacker’s objective. In particular, to obtain
V a¢L, gradient-based methods extend the discrete adja-
cency matrix A* € {0,1}"*" to a continuous domain
R™*™ and compute V ot L € R™*"™. Specifically, for poi-
soning attacks where the problem becomes a bilevel opti-
mization, existing methods exploit the meta-learning (Ziigner & Gilinnemann, 2019) or the convex
relaxation (Xu et al., 2019) techniques to remove the inner optimization. After obtaining V o+ L, the
gradient-based methods should update A’ in the discrete domain instead of using gradient ascent
directly. Specifically, gradient-based methods choose the target edge corresponding to the largest

element or use random sampling to find a target element Afu’v].

Figure 4: The limitation of the gradient-
based optimization method. The blue
ellipses are isolines of the loss function.

Although existing attacks of GNNs based on gradient-based methods successfully decrease the pre-
diction utility of victim models, they have two main limitations.
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The first limitation is that we cannot ensure the loss function after flipping the target edge will
increase because the update in the discrete domain brings an uncontrollable error. The intuition
of the gradient-based method is that we cannot update the adjacency matrix with gradient ascent
because the adjacency matrix is binary and only one edge can be flipped in each time. Hence, we
expect that flipping the target edge corresponding to the largest gradient component can lead to the
largest increment of the attacker’s objective £(A, X). However, this expectation can be false since
the update of the adjacency matrix (flipping one target edge) has a fixed length. Next, we prove
Proposition 1.

Proposition 1. Gradient-based methods for optimizing the graph structure are not guaranteed to
decrease the objective function.

Proof. Consider the loss function £(A, X) near a specific point Ay where A € R"” is a vectorized
adjacency matrix. Based on Taylor’s Theorem, we have

L(A,X)=L(Ay,X) +VaL(As, X) (A - Ay) + Ri(A),

where R1(A) = h1(A)||A — Ag|| is the Peano remainder and we have lima o, h1(A) = 0. For
gradient-based methods, we have A; = A + e; where ey, is the basis vector at the k-th dimension.
Then, we have

L(A1,X) = L(Ao, X) + VAL(Ag, X)[k] + hi(Ay).

Here, we know that V o L£(Ag, X)[k] is the largest positive element of Vo £L(Ag, X), which is a
fixed value. Then, we expect that choosing A can lead to the fact that L(A1,X) > L(A, X), i.e.,
VaL(Ag, X)[k] + h1(A1) > 0. However, this inequality is not true without further assumptions
when HAI - AOHO =1. O]

In comparison, we also show that the error can be controlled in the continuous domain by a careful
selection of the learning rate. In the continuous domain, the situation is different because we can
make the value of ||A; — Ag|| arbitrarily small by tuning the learning rate 7 where A; = Ay +
nVaL(Ag, X)[k]ex. Note that we have lima , 4, 71 (A) = 0 and the value of Vo L(Ag, X)[k] is
fixed. Hence we can choose a proper 7 which makes || A1 — Ag|| small enough to ensure |hi(A4)] <
VAaL(Ap,X)[k]. Finally, we have VA L(Ag, X)[k] + h1(A1) > 0 and L(A1,X) > L(Ag, X)
consequently. We also provide a two-dimensional case in Figure 4. In the iteration, the optimization
starts at (0,0). The gradient at (0, 0) is [1 0] . According to the gradient-based methods, the next
point should be at (1,0). However, the loss after updating does not increase f(1,0) = £(0,0).
Instead, (0,1) is a better update for £(0,1) > f(0,0) in this iteration.

The second limitation is the large space complexity. The computation of V 5: L requires storing a
dense adjacency matrix with O(n?) space complexity, which is costly at a large scale.

In contrast, our proposed G-FairAttack successfully addresses these limitations. First, G-FairAttack
can ensure the increase of the attacker’s objective after flipping the target edge since G-FairAttack
exploits a ranking-based method to choose the target edge in each iteration. In particular, we
choose the target edge as max(, yect 1 (1, v) = L(gor, [lipu,m)A') — Lf(ger, A'), which en-
sures that flipping the target edge can maximize the increment of attacker’s objective. Second,
unlike gradient-based methods, G-FairAttack does not require storing a dense adjacency matrix as
no gradient computations are involved. Referring to the discussion in Appendix C.2, the space
complexity of G-FairAttack is O(|€| + d,n), much lower than gradient-based methods (O(n?)).
Moreover, we conduct an experiment to demonstrate the superiority of G-FairAttack compared with
gradient-based optimization methods. Specifically, we compare the effectiveness of G-FairAttack
with two gradient-based optimization methods in both fairness evasion attack and fairness poi-
soning attack settings. If an optimization algorithm leads to a larger increase in the attacker’s
objective, it is more effective. For the fairness evasion attack, we choose Gradient Ascent as
the baseline method. Given the attack budget A = 0.5%|E|, we record the value of the at-
tacker objective L(gg+, A'), i.e., demographic parity based on a surrogate model in the ¢-th it-
eration, for ¢ = 0,...,A. The result is shown in Figure 5(a). We observe that the attacker
objective keeps increasing during our non-gradient optimization (adopted by G-FairAttack) pro-
cess and reaches an optimum rapidly, while the gradient-based optimization method (adopted by
Gradient Ascent) cannot ensure the increment of the attacker objective during the optimization.
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Table 3: Dataset statistics.

Dataset \ #Nodes #Edges #Attributes #Train/% #Validation/% #Test/%  Sensitive
Facebook | 1,045 53,498 574 50% 20% 30% Gender
Pokec 7,659 41,100 277 13% 25% 25% Region
Credit 30,000 200,526 13 20% 20% 30% Age
For the fairness poisoning attack, © o
we choose Metattack as the base-  _ ol 22T % o Motattack
line method. During the optimiza- 5 G-FairAttack 2 | orwem o -
tion process, the surrogate model gg, $ 5| | —— Gradient Ascent 5 ee ¢ com o o
is retrained in each iteration. The < 50 . .
convergence of the surrogate model ol h—— I I ‘ ‘
during the retraining is not control- 0 50 100 0 50 100
lable. To make a fair compari- Iterations [terations

son, we should ensure both optimiza-

(a) Fairness evasion attack.

(b) Fairness poisoning attack.

tion methods compute the attacker
objective based on the same surro-
gate model. Hence we fix A! and
ge+ for both methods and record the
increment of the attacker objective
L¢(ger, A1) — L1(ger, A?) in the t-th iteration, for ¢ = 0, ..., A, where A is obtained based
on different optimization methods. In conclusion, we compare the increment of the attacker’s objec-
tive caused by a single optimization step of different optimization methods in this case. The result is
shown in Figure 5(b). For G-FairAttack, the attacker’s objective increases in 28 iterations, i.e., pos-
itive Ay, variation, and decreases in 1 iteration. For Metattack, the attacker objective increases in
only 5 iterations and decreases in 5 iterations as well. Therefore, a single step of G-FairAttack leads
to a larger increase of the attacker’s objective than Metattack given the same initial point A¢. In con-
clusion, our proposed G-FairAttack leads to a better solution in the optimization process compared
with gradient-based methods in both fairness evasion attacks and fairness poisoning attacks.

Figure 5: The variation of attacker’s objective during the
optimization process on Facebook, comparing non-gradient
methods (G-FairAttack) with gradient-based methods (Gra-
dient Ascent, Metattack).

E IMPLEMENTATION DETAILS

E.1 DATASETS

The statistics of these datasets are shown in Table 3. In the Facebook graph (Leskovec & Mcauley,
2012), the nodes represent user accounts of Facebook, and the edges represent the friendship re-
lations between users. Node attributes are collected from user profiles. The sensitive attributes of
user nodes are their genders. The task of Facebook is to predict the education type of the users. In
the Credit defaulter graph (Dai & Wang, 2021), the nodes represent credit card users, and the edges
represent whether two users are similar or not according to their spending and payment patterns.
The sensitive attributes of user nodes are their ages. The task of Credit is to predict whether a user
will default on the credit card payment or not. In the Pokec graph (Agarwal et al., 2021), the nodes
represent user accounts of a prevalent social network in Slovakia, and the edges represent the friend-
ship relations between users. The sensitive attributes of user nodes are their regions. The task of
Pokec is to predict the working fields of the users. It is worth noting that we use a subgraph of Pokec
in (Dong et al., 2022a) instead of the original version in (Dai & Wang, 2021). In our experiment
implementation, we adopt the PyGDebias library (Dong et al., 2023a) to load these datasets.

E.2 BASELINES

We first introduce the detailed settings of the attack baselines in the first stage of evaluation.

* Random (Ziigner et al., 2018; Hussain et al., 2022): Given the attack budget A, we randomly flip
A edges (removing existing edges or adding new edges) and obtain the attacked graph. It is a

random method that fits both the fairness evasion attack setting and the fairness poisoning attack
setting.

24



Published as a conference paper at ICLR 2024

* FA-GNN (Hussain et al., 2022): Given the attack budget A, we randomly link A pairs of nodes
that belong to different classes and different sensitive groups. Specifically, we choose the most
effective link strategy, "DD”, in our experiments. It is also a random method that fits both attack
settings.

 Gradient Ascent: Given the attack budget A, we flip A edges sequentially in A iterations. In each
iteration, we compute the gradient V o+ L¢(ge~, A’) and flip one edge corresponding to the largest
element of the gradient, where 6* = arg ming £5(gg, A). To make L differentiable, we use the
soft predictions to substitute the prediction labels in £ as (Zeng et al., 2021). Here, we choose
a two-layer graph convolutional network (Kipf & Welling, 2017) as the surrogate model gg, and
CE loss as the surrogate loss function £,. Gradient Ascent is an optimization-based method that
only fits the fairness evasion attack setting.

* Metattack (Ziigner & Giinnemann, 2019): Given the attack budget A, we sequentially flip A
edges in A iterations. In each iteration, we compute the meta gradient V5 L¢(ge~(A’), A’) by
MAML (Finn et al., 2017) and flip one edge corresponding to the largest element of the meta
gradient, where 6* = arg ming £5(gg, A"). To make L differentiable, we implement the same
adaption of £ as Gradient Ascent. Here, we also choose a two-layer GCN as the surrogate model
ge and CE loss as the surrogate loss function L. Metattack is also an optimization-based method,
while it only fits the fairness poisoning attack.

It is worth noting that for both Gradient Ascent and Metattack, we should flip the sign of the gradient
components for connected node pairs as this yields the gradient for a change in the negative direction
(i.e., removing the edge) (Ziigner & Giinnemann, 2019). Hence, we flip the edge corresponding to
the largest score Vo, Ly (=2 Ay + 1) for (u,v) € & for Gradient Ascent and Metattack.

Next, we introduce our adopted test GNNs in the second stage. We choose four types of GNNs,
including a vanilla GNN and three types of fairness-aware GNNs.

e Vanilla: We choose a two-layer GCN (Kipf & Welling, 2017), which is a mostly adopted GNN
model in existing works.

* Agp: We choose the output-based regularization method (Navarin et al., 2020; Zeng et al., 2021;
Wang et al., 2022a; Dong et al., 2023c). Specifically, we choose a two-layer GCN as the backbone
and add a regularization term A4, to the loss function. Moreover, to make the regularization term
differentiable, we use the soft prediction to substitute the prediction label in Ay, as (Zeng et al.,
2021).

o/ (f/, S): For mutual information loss, except for directly decreasing the mutual information, the
adversarial training (Bose & Hamilton, 2019; Dai & Wang, 2021) could also be seen as a specific
case of exploiting the mutual information loss according to (Kang et al., 2022). In an adversarial
training framework, an adversary is trained to predict S based on Y. If the prediction is more
accurate, it demonstrates that the output Y of the GNN contains more information about the
sensitive attribute .9, i.e., the GNN model is less fair. We choose FairGNN (Dai & Wang, 2021)
as the baseline in the mutual information type. FairGNN contains a discriminator to predict the
sensitive attribute based on the output of a GNN backbone. The GNN backbone is trained to fool
the discriminator for predicting the sensitive attribute. Specifically, we choose a single-layer GCN
as the GNN backbone.

. W(Y, S): We choose EDITS (Dong et al., 2022a), a model agnostic debiasing framework for
GNNs. EDITS finds a debiased adjacency matrix and a debiased node attribute matrix by min-
imizing the Wasserstein distance of the distributions of node embeddings on different sensitive
groups. With the debiased input graph data, the fairness of the GNN backbone is improved.
Specifically, we choose a two-layer GCN as the GNN backbone.

E.3 EXPERIMENTAL SETTINGS

The implementation of our experiments could be divided into two parts, fairness attack methods,
and the test GNN models. For attack methods, we use the source code of FA-GNN (Hussain et al.,
2022) and Metattack (Ziigner & Giinnemann, 2019). Other attack methods including G-FairAttack
are implemented in PyTorch (Paszke et al., 2019). For test GNN models, we use the source code
of GCN (Kipf & Welling, 2017), FairGNN (Dai & Wang, 2021), and EDITS (Dong et al., 2022a).
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Table 4: The hyperparameter settings of four different types of test GNNs on three benchmarks in
fairness evasion attack and fairness poisoning attack settings. The detailed definition and description
of parameters «, 3, u1, t2, 43, tta, and r refers to (Dai & Wang, 2021; Dong et al., 2022a).

Test GNN Hyperparameter Fairness Evasion Attack | Fairness Poisoning Attack
Facebook Pokec Credit|Facebook Pokec Credit
learning rate le?  1le7? 1e72| 1le7? 1e™3 173
GCN weight decay le™® le=? 1le™? le™® le™® 1le™®
dropout 0.5 0.2 0.5 0.5 0.5 0.5
epochs 2,000 1,000 1,000 | 1,000 500 200
learning rate le?  1le73 5e 2| le? 1le3 5e?
weight decay le® 1le™® 1le™®| 1le® 1le™® 1le™®
Reg dropout 0.5 0.2 0.2 0.5 0.5 0.5
epochs 2,000 10,000 2,000 | 1,000 1,000 500
fairness loss weight « 1 150 1 1 80 1
learning rate le=3  5e3 le 2| 1le? Be™3 173
weight decay le® 1le™® 1le™®| 1le® le™® 1le™®
. dropout 0.5 0.5 0.2 0.5 0.5 0.5
FairGNN epochs 2,000 5,000 1,000| 1,500 5,000 1,000
covariance constraint weight o 60 1 20 2 100 30
adversarial debiasing weight 3 10 500 10 3 1,000 1
learning rate le=?  1le7? be 3| 1e™3  1le7? 1e73
weight decay le™® le7® 1le7®| le® le™® 1le™®
dropout 5e=2  5e™? 5He 2| bHe ? 5e 2 5e 2
epochs 1,000 500 500 2,000 1,000 200
EDITS 1 lem?  3e¢72 5e 2| le? 3e72 b5e 2
L2 0.8 70 0.1 0.8 70 0.1
3 0.1 1 1 0.1 1 1
L4 20 15 15 20 15 15
edge binarization threshold r le=* 0.3 5e7? le=* 02 27?2

We exploit Adam optimizer (Kingma & Ba, 2015) to optimize the surrogate model, gradient-based
attacks, and the test GNNs. All experiments are implemented on an Nvidia RTX A6000 GPU. We
provide the hyperparameter settings of G-FairAttack in Table 5, and the hyperparameter settings of
test GNNs in Table 4. °

E.4 REQUIRED PACKAGES
We list some key packages in Python required for implementing G-FairAttack as follows.

* Python ==3.9.13

e torch==1.11.0

* torch-geometric == 2.0.4
* numpy == 1.21.5

* numba == 0.56.3

* networkx ==2.8.4

* scikit-learn ==1.1.1

* scipy == 1.9.1

* dgl==0.9.1

* deeprobust == 0.2.5

3The open-source code is available at ht tps://github.com/zhangbinchi/G-FairAttack.
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F SUPPLEMENTARY EXPERIMENTS

F.1 EFFECTIVENESS OF ATTACK

In Section 4.2, we discussed the ef-
fectiveness of G-FairAttack in attack-
ing the fairness of different types of

Table 5: The hyperparameter settings of G-FairAttack on
three benchmarks. The ”(s)” denotes that the correspond-
ing hyperparameter is related to the training of the surrogate

GNNs. Here, we provide more re-  odel.

sults of the same experiment as Sec- Hyperparameter Facebook  Pokec  Credit
tion 4.2 but in different attack set- attack budget A 5% 5% 1%
tings and more fairness metrics. Ta- utility budget € 5% 5% 5%
ble 6 shows the experimental results threshold a 0.1 573 le™®
of fairness evasion attacks in A, learning rate (s) le~® le~3 5e 2
fairness metric, Table 7 shows the ex- weight decay (s) le™® le? le™®
perimental results of fairness poison- epochs (s) 2,000 2,000 1,000
ing attacks in Ay, fairness metric, dropout (s) 0.5 0.5 0.5
and Table 8 shows the experimental ~ fairness loss weight c (s) 1 1 1
results of fairness poisoning attacks bandwidth A (s) 0.1 0.1 0.1
in A,, fairness metric. From the re- number of intervals m (s) 10,000 10,000 1,000

sults, we can find that the overall performance of G-FairAttack is better than any other baselines,
which highlights the clear superiority of G-FairAttack. In addition, we can find that G-FairAttack
seems less desirable in the cases where vanilla GCN serves as the victim model. The reason for
this phenomenon is our surrogate loss contains two parts, utility loss term L and fairness loss term
Ly, while the real victim loss of vanilla GCN only contains the utility loss term L. However, in
the general case (without knowing the type of the victim model), G-FairAttack can outperform all
other baselines when the surrogate loss differs from the victim loss (when attacking fairness-aware
GNNs). Despite that, the shortage in attacking vanilla GNNs can be solved easily by choosing a
smaller hyperparameter « (the weight of Ly). As Table 5 shows, we fix the hyperparameter setting
(also fix «) for all attack methods when attacking different types of victim models because the at-
tacker cannot choose different hyperparameters based on the specific type of the victim model in
the gray-box attack setting. By fixing the hyperparameter settings for different victim models, the
experimental results demonstrate that our G-FairAttack is victim model-agnostic and easy to use
(in terms of hyperparameter tuning). In addition, we can also find that the fairness poisoning attack
is a more challenging task (easier to fail), while effective fairness poisoning attack methods induce
a more serious deterioration in the fairness of the victim model. Furthermore, we obtain that edge
rewiring based methods (EDITS) can effectively defend against some fairness attacks (more details
about this conclusion are discussed in Appendix G).

F.2 EFFECTIVENESS OF SURROGATE LOSS

In Section 4.3, we discussed the effectiveness of our proposed surrogate loss in representing dif-
ferent types of fairness loss in different victim models. Here, we provide more results of the
same experiment as Section 4.3 but in different attack settings and datasets. Table 9 shows the
experimental results of fairness evasion attacks on the Facebook dataset. As mentioned in Sec-
tion 4.3, the surrogate loss function in the attack method and the victim loss function in the
victim model are different in our attack setting. The attacker does not know the form of the
victim loss function due to the gray-box setting. If the surrogate loss is the same as the vic-
tim loss, the attack method naturally can have a desirable performance (as white-box attacks).
However, in this experiment, we
demonstrate that G-FairAttack (with
our proposed surrogate loss) has the

Table 9: Results of G-FairAttack on Facebook while replac-
ing the total variation loss with other loss terms.

most desirable performance when at- A tack FairGNN EDITS

tacking different victim models with Aap () Aco (Po) | Aap (%) Aco (%)
a different victim loss from the sur. Clean 623+ 069 478 £ 098] 1.15 £ 0.25 2.31 £ 0.58
rogate loss. Consequently, our exper-  O-FA-None|6.35 £ 0.83 4.78 4098 |4.19 £ 0.29 2.88 £ 0.33
iment verifies that our surrogate loss  G-FA-dp 635 % 0.83 478 +0.98|3.86 4 0.29 2.8 +0.33
function is adaptable to attacking dif. C-FA | 8:62+0.91 570 £ 0.64|4.19 + 029 2.8 +0.33

ferent types of victim models.
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Table 6: Experiment results of fairness evasion attack, where AUC and A., are adopted as the
prediction utility metric and the fairness metric, correspondingly.

Victim Attack Facebook Pokec_z Credit
AUC(%)  Aco(%) | AUC(%)  Aco(%) | AUC(%) Aco(P)

Clean 64.53 £0.05 0.52 +041|72.87 £020 8.75 +£0.94 | 70.48 +£0.14 12.29 +2.14

Random 65.05 +£0.10 1.5540.00|72.56 +020 8.71 +2.50 | 70.53 £0.13 12.57 +2.29

GCN FA-GNN 63.00 £0.06 2.124+058|72.12 +028 1.31 +£1.05|70.44 +0.12 14.39 4+ 2.65
Gradient Ascent | 64.77 £0.11 1.93 +£0.33 | 72.88 £0.18 5.93 +1.74 - -

G-FairAttack | 64.20 +0.03 2.38 +0.68 | 72.91 £020 6.69 +1.63 |70.44 +0.11 12.75 £2.12

Clean 64.09 +£0.16 0.38 £0.00 | 71.08 +£0.35 1.73 +£1.15|70.26 £034 0.66 +0.84

Random 64.49 +£026 0.77 £033|70.86 030 1.34 +1.12 |70.31 £034 0.82 +£0.98

Reg FA-GNN 62.28 £0.23 0.90 +£0.78 | 70.12 +£ 025 5.23 +£0.38 | 70.34 £ 036 0.32 £0.27
Gradient Ascent | 64.40 £0.12 0.20 £0.00 | 71.21 £049 2.25 +1.19 - -

G-FairAttack | 63.30 +0.14 1.74 4033 | 71.11 £026 7.14 £1.26|70.21 £037 2.08 £ 1.20

Clean 65.24 +£0.49 0.97 £0.77 | 69.71 £0.09 0.81 £0.69 | 67.32 £ 046 0.94 +0.67

Random 64.88 £ 052 0.44 +029|69.36 020 0.48 £0.40 | 67.32 £ 044 0.92 +£0.69

FairGNN FA-GNN 59.78 £ 096 1.01 +£1.29|69.57 +0.28 2.58 +0.58 | 67.26 £ 049 0.95 +0.42
Gradient Ascent | 65.19 £ 047 1.01 £1.29 [ 69.21 £0.16 1.25 +0.43 - -

G-FairAttack | 64.34 +0.45 1.79 +1.30 | 69.83 £0.14 2.30 +£0.49 | 67.30 £ 047 1.12 £ 1.04

Clean 70.95 +0.28 0.38 £0.00 | 70.89 +£ 044 5.15 +0.51[69.11 £050 6.15 +1.67

Random 68.13 £020 0.97 +0.68 | 70.89 +0.44 5.15 +0.51 | 69.04 £0.06 6.93 +2.13

EDITS FA-GNN 70.72 +£ 027 0.38 £0.00 | 70.89 £ 044 5.15 +0.51[69.11 £050 6.16 +1.66
Gradient Ascent | 68.36 +£0.24 0.57 £0.56 | 70.89 +0.44 5.15 4+ 0.51 - -

G-FairAttack | 68.12 +£022 1.23 +0.73 | 70.99 +£ 044 6.18 £1.23|69.04 +0.06 6.93 +2.13

Table 7: Experiment results of fairness poisoning attack, where ACC and Ay, are adopted as the

prediction utility metric and the fairness metric, correspondingly.

Victim Attack Facebook Pokec_z Credit
ACC(%) Aap(%) ACC(%) Aap(%) ACC(%) Aap(%)

Clean 80.25 £ 064 6.33 +054 |61.51 £054 8.39+125 |69.77 £036 10.61 +0.73

Random 80.15 £1.02 4.174+158 | 6098 £029 7.76 £0.93 | 69.71 £0.55 10.96 +1.35

GCN FA-GNN | 7941 +£067 5.84+032 [59.97 £090 2.46 +1.18 |69.56 + 0381 18.58 + 1.78
Metattack | 79.30 +£1.15 33.33 £5.97 | 60.14 +£0.29 44.90 £ 0.10 - -

G-FairAttack | 78.55 £0.18 14.99 +£208 | 61.81 £021 6.15+ 152 | 69.57 £1.13 10.87 +0.96

Clean 80.41 £0.18 4.63 +1.18 |6520+126 1.554+082 |6822+073 1.48 +028

Random 80.18 £030 1.41 4+123 |63.00+£1.50 2.01 198 |68.62 +£048 1.58 40.64

Reg FA-GNN [ 79.38 £031 1.42+089 [ 64.02+047 0.76 £081 |69.29 +0.63 0.79 +0.41
Metattack | 80.81 £040 9.45 4096 | 62.89 £1.90 4.88 &+ 1.62 - -

G-FairAttack | 77.95 £0.16 15.65 +0.69 | 65.45 £0.55 7.76 +0.08 | 67.80 +£1.34 2.32 4+ 0.51

Clean 80.36 £0.18 2.71 £050 | 60.87 £3.00 0.80 +0.62 | 75.57 £065 4.78 +1.58

Random 78.66 £0.00 0.18 £031 [54.21 +£5.10 1.79 £093 | 7542 +057 5.08 +1.71

FairGNN | FA-GNN | 78.77 +0.18 0.33 £058 |60.54 248 1.24 4077 |75.38 £0.88 4.89 40.56
Metattack | 78.66 £0.84 3.86 +3.51 |55.16 £6.70 6.08 + 3.64 - -

G-FairAttack | 77.92 £0.18 10.64 +0.97 | 59.36 £1.19 3.91 +£3.07 | 7547 £0.56 5.85 4 1.66

Clean 79.62 +1.10 136 +154 [ 6233 +084 3.32+064 |67.73 +046 7.23 £033

Random 81.21 £032 3.864+227 |62.49 £0.69 4.624+097 |69.19 £08 7.91 +091

EDITS FA-GNN | 79.83 £0.18 3.04 £050 | 63.38 £0.18 247 £138 | 67.55+089 7.3040.19
Metattack | 81.95 +1.21 4.50 +£0.67 | 62.72 £0.19 2.83 +0.80 - -

G-FairAttack | 81.95 £048 6.15 +0.77 | 62.65 £0.81 4.85 +044 | 69.01 £0.79 8.14 £+ 0.41

F.3 ATTACK PATTERNS

In this experiment, we compare the patterns of G-FairAttack with FA-GNN (Hussain et al., 2022).
FA-GNN divides edges into four different groups, ’EE’, ’ED’, 'DE’, and 'DD’, where edges in EE
link two nodes with the same label and the same sensitive attribute, edges in ED link two nodes with
the same label and different sensitive attributes, edges in DE link two nodes with different labels and
the same sensitive attribute, edges in DD link two nodes with different labels and different sensitive
attributes In particular, we record the proportion of poisoned edges in these four groups yielded by
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Table 8: Experiment results of fairness poisoning attack, where AUC and A., are adopted as the
prediction utility metric and the fairness metric, correspondingly.

Victim Attack Facebook Pokec_z Credit
AUC(%) Aco(P) AUC(%) Aeo(%) AUC(%) Aco(%)
Clean 64.53 £0.05 1.16 £078 [ 67.53 £025 10.16 +£1.20 | 69.36 +£0.08 9.83 +0.76
Random 6549 +£037 1.29+087 [ 66.97 011 8.81 £1.07 |69.45+006 10.18 +1.62
GCN FA-GNN | 64.45 068 2.51 £033 |65.77 £043 1.78 £0.66 | 69.16 £0.11 18.55 4 2.02
Metattack | 65.02 +0.17 24.84 4637 | 64.33 +0.33 43.71 £ 1.18 - -
G-FairAttack | 62.41 £0.07 9.53 £156 | 67.26 £026 9.71 £1.84 | 69.37 £0.14 10.23 +1.29
Clean 64.57 +£021 1.02+091 [6893+125 1.39+085 |69.70+049 1.01 £1.40
Random 64.454+036 1.40+062 | 6641 223 1.22 +£041 |69.79 046 0.86 +1.00
Reg FA-GNN | 61.67 £053 0.29 £0.58 | 66.65 £0.66 3.05+£229 |69.67 £0.76 1.42 4+0.79
Metattack | 64.31 £0.17 4.88 £1.43 | 6594 £299 6.23 +0.38 - -
G-FairAttack | 61.69 +0.14 9.80 +0.91 | 68.06 +1.58 6.88 +2.35 | 69.76 049 2.36 + 1.50
Clean 65.57 £0.40 0.65+078 [ 6522 +204 0.94 +£083 | 65954046 3.04+135
Random 64.66 £0.75 0.19 £033 [59.56 192 2.46 £243 | 6548 £055 3.35+141
FairGNN | FA-GNN | 63.54 +0.14 0.00 £000 |[64.73 £279 2.13+135 |65.13+0.60 3.19 +0.66
Metattack | 65.10 +042 3.60 +4.13 [57.99 +886 7.13 +3.07 - -
G-FairAttack | 62.99 +£029 4.70 +1.44 | 65.79 +264 2.78 £1.51 |65.89 053 3.83 + 1.64
Clean 79.00 £249 0.19 +£033 [ 67.004+059 3.19 +£084 |69.83 £0.13 6.81 £049
Random 71.58 £036 1.03 +£095 | 68.23 £062 6.79 £1.00 | 69.55+027 6.91 +1.05
EDITS FA-GNN | 77.06 £2.13 0.58 +£0.58 |67.55 +£032 2.86+267 |69.82 +£0.17 6.83 +£052
Metattack | 71.60 £040 0.52 +044 | 67.51 £056 3.15+1.23 - -
G-FairAttack | 70.33 +1.76  1.61 +0.59 | 68.26 £ 057 6.98 +0.29 | 69.62 020 7.29 4 0.53

Table 10: Attack patterns (statistics of poisoned edges in different groups) of G-FairAttack.

Dataset Fairness Evasion Attack Fairness Poisoning Attack
EE/% ED/% DE/% DD/% | EE/% ED/% DE/% DD/%
Facebook | 43.46 2842 14.44 13.96 31.86  28.72 19.07 20.34
Pokec 25.51 23.47 26.39 24.63 26.58  24.73 22.01 26.68
Credit 74.89 7.37 16.06 1.68 38.63  22.59 24.78 13.99

G-FairAttack and FA-GNN. The results of attack patterns of G-FairAttack are shown in Table 10.
According to the study in (Hussain et al., 2022), injecting edges in DD and EE can increase the
statistical parity difference. Based on this guidance, FA-GNN randomly injects edges that belong to
group DD to attack the fairness of GNNs. Hence, the attack patterns of FA-GNN for all datasets and
attack settings are all the same, i.e., 100% for the DD group and 0% for the other groups. However,
our proposed G-FairAttack has different patterns of poisoned edges. For the Facebook and the
Credit dataset, G-FairAttack poisons more EE edges than other groups. For the Pokec dataset, the
proportion of poisoned edges in four groups is balanced. Although we cannot analyze the reason
for the apparent difference in this paper, we can argue that G-FairAttack is much harder to defend
because it does not have a fixed pattern for all cases, unlike FA-GNN.

F.4 ATTACK GENERALIZATION

Although the generalization capability of adversarial attacks on GNNs with a linearized surrogate
model has been verified by previous works (Ziigner et al., 2018; Ziigner & Giinnemann, 2019), we
conduct numerical experiments to verify the generalization capability of G-FairAttack to other GNN
architectures. In the experiments, G-FairAttack is still trained with a two-layer linearized GCN as the
surrogate model, while we choose two different GNN architectures, GraphSAGE (Hamilton et al.,
2017) and GAT (Velickovic et al., 2018), as the backbone of adopted victim models. Experimental
results are shown in Tables 11 to 14. From the results, we can observe that G-FairAttack still success-
fully reduces the fairness of victim models with different GNN backbones, and G-FairAttack still has
the most desirable performance on attacking different types of fairness-aware GNNs. In addition, to
verify the generality of G-FairAttack, we conduct experiments on the German Credit dataset (Agar-
wal et al., 2021). In the German dataset, nodes represent customers of a German bank, and edges
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Table 11: Experiment results of fairness evasion attack on the Facebook dataset. All victim models
adopt GraphSAGE as the GNN backbone.

Attack ACC(%) AUC(%) Aap(%) Aco(%)
Clean 9320+0.15 93.78 £0.08 14.00£0.72 7.08 £ 0.64
Random 9395+026 9432+0.11 15.14+£0.63 7.21+0.64
SAGE FA-GNN 9331 +0.26 93.83+£0.07 13.14+£0.63 5.28+0.64

Gradient Ascent  92.99 +0.26 94.00 £0.02 14.67 £0.63 7.98 + 0.64
G-FairAttack 9342+030 93.63+£0.09 15.33+£0.25 7.53+0.00

Clean 9193+0.15 93.82+0.12 413+£0.72 193 +0.27
Random 9278 £0.15 9441+£0.13 644 +0.47 2.32 4+ 0.00
Reg FA-GNN 92.04+026 9391005 295+132 0.58+027

Gradient Ascent 91.83 £0.15 93.89+0.10 3.67+0.44 1.55+0.55
G-FairAttack 92.15+030 93.72+0.13 546+0.25 2.38+0.91

Clean 8726 £094 9374+050 091+£0.56 090+ 0.64
Random 87.16 091 9383 +040 1.83+£1.13 045+0.64
FairGNN FA-GNN 8737+ 117 93.07+048 191+£1.06 045+0.64

Gradient Ascent 87.48 +0.84 9358 £047 1.144+0.63  0.90 £ 0.64
G-FairAttack 8726 £1.30 93.66+0.48 216+£0.96 0.90 & 0.64

Clean 9342 +0.15 93.62+0.03 894 £041 1.22 £ 0.64
Random 92.60 +£0.14 93.82+0.16 11.57+£0.20 6.76 £ 0.00
EDITS FA-GNN 9339 +£0.14 93.67+0.07 9.07+042 1.45+0.68

Gradient Ascent  92.83 £0.27 93.80+0.09 12.29 +0.63 5.75 4+ 0.58
G-FairAttack 9257 £0.15 9374 +0.12 11.61 £0.22 6.76 & 0.00

Table 12: Experiment results of fairness poisoning attack on the Facebook dataset. All victim models
adopt GraphSAGE as the GNN backbone.

Attack ACC(%) AUC(%) Agp(%) Aco(P)
Clean 91.83+0.18 94.05+0.11 16.78£0.58 9.40+0.78
Random 9299 +032 94.09+£0.03 1591+£0.52 8561045
SAGE FA-GNN 93.10+0.48 9483 +0.10 11.09+£0.71 52240.00

Metattack 92.15+0.18 9291 +£0.15 1916+0.75 11.84 £0.99
G-FairAttack  90.66 £0.18 93.83 £0.04 18.89 £0.27 12.94+0.33

Clean 83.86 £0.48 93.08 +0.22 4.03 £0.53 0.45 £0.78
Random 82.69£0.37 93244+0.15 3.96+£0.31 0.00 £+ 0.00
Reg FA-GNN 8333 +£037 93.06+031 5.38 £0.54 0.00 £+ 0.00

Metattack 8439 £0.00 9258 +0.17 2.54 £0.00 0.00 £+ 0.00
G-FairAttack 84.50 £0.48 90.73 £0.37  6.19 = 0.29 2.70 £ 0.00
Clean 88.96 £2.05 94.17+0.19 254+1.71 1.35 +£0.00
Random 86.73 £3.19 94.06 +033 2.89+£2.32 0.00 + 0.00
FairGNN FA-GNN 86.09 =4.42 9448 +023 1.61£0.70 0.00 £+ 0.00
Metattack 86.41 £2.89 93.75+0.15 3.13£2.24 0.90 + 0.78
G-FairAttack 86.41 £0.80 92.90 £0.30  5.03 & 0.48 3.15+£0.78
Clean 91.08 £0.00 92.08 £0.28 4.57+0.74 1.36 £ 0.33
Random 9225+0.18 93.83+0.09 16.74+1.14 9.72+1.26
EDITS FA-GNN 89.17£032 91.23+£0.17 546+£0.75 741 +£1.45
Metattack 91.83+049 93.65+0.11 17.27+£0.72 10.04 £ 0.89
G-FairAttack 92.04 £0.32 93.55+0.13 17.58 £0.47 10.43 + 0.58

are generated based on the similarity between credit accounts. The task is to predict whether a cus-
tomer has a high credit risk or low, with gender as the sensitive attribute. In this experiment, we
choose GraphSAGE (Hamilton et al., 2017) as the backbone of the victim models and adopt both
fairness evasion and poisoning settings. Experimental results are shown in Tables 16 and 17. We
can observe that the superiority of G-FairAttack is preserved on the German dataset. In conclusion,
supplementary experiments verify the generalization capability of G-FairAttack in attacking victim
models with various GNN architectures and consolidate the universality of G-FairAttack.
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Table 13: Experiment results of fairness evasion attack on the Facebook dataset. All victim models

adopt GAT as the GNN backbone.

Attack ACC(%) AUC(%) Aap(%) Aco(%)
Clean 7993+ 139 6697 £236 2.84+134 0.71+044
Random 79.30+0.55 67.33£050 1.11+047 0.51+£048
GAT FA-GNN 80.15+0.48 6745+£245 4.62+1.60 0.26+0.44
Gradient Ascent 80.25+ 140 67.30£2.16 4.24+1.16 1.354+1.00
G-FairAttack 79.09 £ 121 66.76 £2.50 435+1.66 1.73+ 1.67
Clean 80.15+036 6650+1.08 4.88+060 0.52+0.48
Random 79.83+048 67.68£1.29 2.82+2.10 0.45+049
Reg FA-GNN 80.15+036 69.79+1.89 5.64+096 1.10+0.95
Gradient Ascent  80.36 £0.18 6589+ 127 5.19+122 0.52+0.59
G-FairAttack 7877+ 037 66.74£1.09 548+1.66 1.09+0.29
Clean 79.19 £ 0.67 66.17£1.75 247+294 0.64 +£0.29
Random 79.62+0.55 62.54+£247 149+0.84 0.26+044
FairGNN FA-GNN 79.19 £ 0.74 6429 £3.51 1.84+2.15 0.90+0.62
Gradient Ascent 7898 £0.32 64.03+1.73 273+£2.82 0.39+0.33
G-FairAttack 7845+ 0.80 63.94+£230 3.69+241 2.13+0.78
Clean 79.30 £ 096 68.59 £3.81 0.66+0.60 3.27+2.19
Random 76.01 £1.76 63.08£1.90 0.81+0.65 4.74+ 2.04
EDITS FA-GNN 79.30 £ 096 68.58 £3.87 0.66+0.60 3.27+2.19
Gradient Ascent 77.50 = 1.50 61.28 £2.44 0.81 £0.20 2.95+3.62
G-FairAttack 76.01 £1.94 63.08£192 1.04+0.59 4.74+2.61

Table 14: Experiment results of fairness poisoning attack on the Facebook dataset. All victim models

adopt GAT as the GNN backbone.

Attack ACC(%) AUC(%) Agp(%) Aco(%)
Clean 69.21 £0.80 60.03+0.52 8.09 +3.17 4.34 +4.09
Random 7176 £ 048 57.17+£1.87 3.81 £3.36 4.23 +£4.39
GAT FA-GNN 80.68 £0.49 73641166 297£122 3.27+£2.33
Metattack 69.11 £0.85 6329+ 1.80 74.62+3.79 70.30 £ 2.58
G-FairAttack 7335 £ 133 5736+2.10 9.85+1.62 5.30 +3.20
Clean 79.09 £0.81 6486 £0.81 222+257 0.71 £0.11
Random 7898 £032 67.50£0.53 1.00 £ 1.00 0.00 £+ 0.00
Reg FA-GNN 78.66 £0.00 69.19£244  0.00 £ 0.00 0.00 £+ 0.00
Metattack 76.85+1.29 6339+1.12 8.60 + 7.05 7.40 + 5.04
G-FairAttack  78.77 £0.37 59.78 £1.00 10.99 =147 7.28 £ 0.99
Clean 78.56 £0.48 56.57£7.18 1.09 £ 1.50 0.77 £1.33
Random 78.66 £ 1.15 5288 +1.68 1.20=+0.69 1.15+0.70
FairGNN FA-GNN 7717 £257 4937+£458 1294223 1.23 £2.12
Metattack 7930 £0.55 52.19£420 0.62 +0.68 0.84 +1.13
G-FairAttack  77.60 £0.97 57.90£5.65 3.20 + 2.88 4.12 + 3.65
Clean 73.80 £1.99 61.19+3.47 436+294 3.59 £4.22
Random 78.88 £ 097 6258 £3.75 1.83 +£0.88 3.02+1.12
EDITS FA-GNN 78.66 £ 0.00 5858 £3.62  0.00 £ 0.00 0.00 £ 0.00
Metattack 78.77£235 6958 £5.19 2.77+0.94 0.84 £ 0.77
G-FairAttack  75.58 £5.61 64.60 £8.87  6.96 + 4.05 5.19 +7.07

F.5 ADVANCED ATTACK BASELINES

We supplement experiments on more previous attacks with fairness-targeted adaptations. We choose
two more recent adversarial attacks for GNNs in terms of prediction utility, namely MinMax (Wu
et al., 2019) and PRBCD (Geisler et al., 2021). To satisfy our fairness attack settings, we modify
the attacker’s objective with the demographic parity loss term (in the same way as adapting gradient
ascent attack and Metattack). We implement all attack baselines in a fairness evasion attack setting
with the same budget (5%). We compare the performance of these attacks with G-FairAttack based
on four different victim models with GraphSAGE as the GNN backbone on the Facebook dataset.
Results are shown in Table 15. From the experimental results, we can observe that (1) G-FairAttack

31



Published as a conference paper at ICLR 2024

Table 15: Experiment results of fairness evasion attack on the Facebook dataset compared with more
advanced attack baselines. All victim models adopt GraphSAGE as the GNN backbone.
Attack ACC(%) AUC(%) A gp(%) Aeo(%) Train ACC(%)
Clean 9236+ 032 94.06+0.14 16.71 £0.79 10.10 £0.41 100.00 £ 0.00
PRBCD 92.68 +£0.00 9426 +0.10 1523 +031 8.11+£033 99.62 £ 0.00
MinMax 9299 +£0.00 9432+0.15 15.69+0.31 8.69+033 98.66£0.19
G-FairAttack 92.15+0.37 93.89 +0.15 18.71+0.74 11.91+0.97 100.00 £ 0.00
Clean 9129+ 049 93.69+0.13 0.86+083 1.79+187 98.66 £ 0.33
PRBCD 91.72+0.85 94.00+0.07 133+2.00 1.734+0.33 98.08 £0.51
Reg MinMax 91.61 £0.49 94.01 £0.08 0.77 £ 041 1.73 £033  97.19 £0.11
G-FairAttack 91.19 £0.37 93.66 £0.12 1.80 +£0.60 2.12+1.20 98.53 £0.29
Clean 9257 +048 9397+£020 338+144 2.02£058 9898 £0.55
PRBCD 9246+ 026 94.03+026 336+105 1934+033 9853+£0.29
FairGNN MinMax 92.67+055 94.12+£027 353+160 1934+033 97.57£0.29
G-FairAttack 92.57 +£0.18 93.80+0.23 440+1.14 2.05+125 9898 £0.55
Clean 9342+ 0.18 93.66 £0.07 9.12+£0.58 1.67+0.78 9834 £0.11
PRBCD 93.10+0.73 93.88+0.14 1078 +1.15 541+234 9789 +£0.19
EDITS MinMax 9320+ 0.37 9388 +0.13 1094 +1.70 431+190 97.45+£0.29
G-FairAttack 93.10+£0.15 9388 +0.15 1078 £1.15 541+234 97.95+0.22

SAGE

Table 16: Experiment results of fairness evasion attack on the German dataset. All victim models
adopt GraphSAGE as the GNN backbone.

Attack ACC(%) AUC(%) A gp(%) Aco(%)
Clean 58.80 £1.06 66.56+098 58.02+5.05 56.20+£5.76
Random 58.80 £ 1.06 6644 +1.02 5632+£270 53.57=+3.01
SAGE FA-GNN 59.60 £ 0.80 6844 £0.96 5518 £3.90 52.66+4.88

Gradient Ascent  58.13 £ 1.51 66.14 £ 1.00 59.52 +4.58 57.99 + 4.93
G-FairAttack 58.00+1.74 6575+ 1.21 5873 £4.81 56.83 £4.95

Clean 61.87 241 61.40+0.78 291 +£2.28 434 £1.76
Random 6133 +£2.01 61.44+£096 390+1.35 5.18 £ 1.08
Reg FA-GNN 62.00 £3.02 61.79£0.65 3.69 £2.11 5.22 +£2.05

Gradient Ascent  61.20 =240 60.53 +1.02 3.97 £4.17 4.62 £2.99
G-FairAttack 6133 +£227 61.49+144 4.61 +3.49 6.65 + 2.53

Clean 6440 £3.12 59.73 £3.99 426 +3.39 5.36 £2.32
Random 64.53 £3.11 59.71 £3.83 4.61 £2.80 5.67 £3.63
FairGNN FA-GNN 64.67 £2.89 60.03 £4.06 4402385 595 +3.22

Gradient Ascent  64.80 £3.17 59.404+4.62 4.90 £ 2.86 5.64 +2.35
G-FairAttack 6427 £2.89 59.66 £3.57 5.46 + 3.14 5.92 +2.33

Clean 68.27 £197 5748 £2.13 217+122 3.12 £ 1.77
Random 68.13+£1.22 5890+1.62 2.81 +2.14 341 +2.13
EDITS FA-GNN 68.27 £ 197 5748+£2.14 217+1.22 312+ 1.77

Gradient Ascent 68.13 £1.22 58904+ 1.62 2.81 +2.14 3.41 +2.13
G-FairAttack 68.13+£1.22 5890+1.62 2.81+2.14 3.41 +£2.13

has the most desirable performance in attacking different types of (fairness-aware) victim models
and (2) G-FairAttack best preserves the prediction utility of victim models over the training set. In
conclusion, we obtain that our proposed surrogate loss and constrained optimization technique help
G-FairAttack address the two proposed challenges of fairness attacks while a simple adaptation of
previous attacks is not effective in solving these challenges.

G DEFENSE AGAINST FAIRNESS ATTACKS OF GNNS

In this paper, the purpose of investigating the fairness attack problem on GNNss is to highlight the
vulnerability of GNNs on fairness and to inspire further research on the fairness defense of GNNs.
Hence, we would like to discuss the defense against fairness attacks of GNNs. Considering the
difficulty in fairness defense, this topic deserves a careful further study, and we only provide some
simple insights on defending against fairness attacks of GNNS in this section.
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Table 17: Experiment results of fairness poisoning attack on the German dataset. All victim models

adopt GraphSAGE as the GNN backbone.

Attack ACC(%) AUC(%) Aap(%) Aco(%)
Clean 59.60 £ 1.06 63.87 £1.30 41.29+£7.36 3694£7.94
Random 62.13+ 197 6548 +£0.57 41.52+£840 3834+£5.29
SAGE FA-GNN 64.67 £ 1.01 71.22+£2.08 43.99+0.63 4279 £2.16
Metattack 5813 £3.63 64.03+0.71 4631 £322 43.87+3.49
G-FairAttack 63.87 £2.34 66.10 £1.68 47.98 £4.99 43.56 +5.48
Clean 58.00+250 60.70£2.35 0.80+0.28 1.37 £ 1.55
Random 60.13+2.84 61.83+125 0.80=+0.13 3.15+2.83
Reg FA-GNN 60.80 £ 1.74 64.42+0.64 0.72+0.88 4.83 +1.37
Metattack 58.67+1.01 60.21£025 0.42+0.33 2.59 £ 0.52
G-FairAttack 57.87 £3.72 60.42 £+ 148 3.38 + 1.86 7.77 + 3.48
Clean 6091 £2.58 62.15+3.70 1.87+1.93 1.48 +£1.50
Random 66.33 +£298 63.76 £5.71 4.50 +3.57 6.33 +4.44
FairGNN FA-GNN 6822 +336 63.07+£5.19 259273 1.86 £ 1.10
Metattack 67.78 £4.92 63.04 =435 2.06+2.09 1.98 + 1.07
G-FairAttack 6534 £4.70 64.32+6.83 7.86+1.68 10.64 & 2.54
Clean 64.01 £1.83 6559+092 12.74+144 6.66 +3.28
Random 6190+ 1.16 66.18+1.56 10.02+£3.78 7.84+5.78
EDITS FA-GNN 63.45+251 64.66+155 1945+2.53 13.62 £ 3.63
Metattack 6224 +0.51 6346197 1592+8.11 10.77 £3.41
G-FairAttack 6534 £1.02 6531 +149 2043 +5.37 15.30+5.53

(1). According to the study in (Hussain et al., 2022), injecting edges that belong to DD and EE
groups can increase the statistical parity difference. Hence, a simple fairness defense strategy is to
delete edges in DD and EE groups randomly. This strategy makes it possible to remove some poi-
soned edges in the input graph. However, this method cannot defend against G-FairAttack because
G-FairAttack can poison the edges in all groups (EE, ED, DE, and DD).

(2). In our opinion, preprocessing debiasing frameworks such as EDITS can be a promising
paradigm for fairness defense. Next, we explain the reasons in detail. We first review the pro-
cesses of EDITS framework. EDITS is a preprocessing framework for GNNs (Dong et al., 2022a).
First, we feed the clean graph into EDITS framework and obtain a debiased graph by reconnect-
ing some edges and changing the node attributes where we can modify the debiasing extent with a
threshold. Then, EDITS runs a vanilla GNN model (without fairness consideration), such as GCN,
on the debiased graph. Finally, we find that the output of GCN on the debiased graph is less biased
than the output of GCN on the clean graph. As a preprocessing framework, EDITS would flip the
edges again to obtain a debiased graph for training after we poison the graph structure by attacking
methods. Consequently, we can obtain that EDITS can obtain very similar debiased graphs for any
two different poisoned graphs with a strict debiasing threshold, while the accuracy will also decrease
as the debiasing threshold becomes stricter because the graph structure has been changed too much.
In conclusion, EDITS has a tradeoff between the debiasing effect and the prediction utility. EDITS
can be a strong fairness defense method for GNNs by sacrificing the prediction utility.

(3). A possible defense strategy against fairness attacks of GNNss is to solve a similar optimization
problem as Problem 1 while minimizing the attacker’s objective as

i - (go+, A', X est
Anllér}__‘cf (99 ) ’ 7y,VtAt 'S)

st. 0F = argmoinﬁs (g0, A, X, V,S), |A' - A|r <24,
E(g@* 5 Aa X7 ya Vtrain) -

(17)
E(gg* ) Alv X) ya Vtrain) S €.

The meaning of this optimization problem is to find the rewired graph structure that minimizes the
prediction bias. The prediction bias is computed based on the model trained on the rewired graph. It

can be seen as an inverse process of G-FairAttack. As a result, we can rewire the problematic edges
that hurt the fairness of the model trained on the rewired graph.
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H BROADER IMPACT

Adversarial attacks on fairness can make a significant impact in real-world scenarios (Solans et al.,
2021; Mehrabi et al., 2021; Hussain et al., 2022). In particular, fairness attacks can exist in many
different real-world scenarios.

* For personal benefits, malicious attackers can exploit the fairness attack to affect a GNN model
(for determining the salary of an employer or the credit/loan of a user account) into favoring
specific demographic groups by predicting higher values of money while disadvantaging other
groups.

* For commercial competitions, a malicious competitor can attack the fairness of a GNN-based
recommender system deployed by a tech company and make its users unsatisfied, especially when
defending techniques of GNNs’ utility have been widely studied while defending techniques of
GNNs’ fairness remain undeveloped.

* For governmental credibility, malicious adversaries can attack models used by a government
agency with the goal of making them appear unfair in order to depreciate their value and cred-
ibility.

In addition, adversarial attack on fairness is widely studied on independent and identically dis-
tributed data. Extensive works (Chang et al., 2020b; Solans et al., 2021; Mehrabi et al., 2021; Van
et al., 2022; Chhabra et al., 2023) have verified the vulnerability of algorithmic fairness of machine
learning models. In this paper, we find the vulnerability of algorithmic fairness also exists in GNNs
by proposing a novel adversarial attack on fairness of GNNs. It has the potential risk of being lever-
aged by malicious attackers with access to the input data of a deployed GNN model. Despite that,
our research has a larger positive influence compared with the potential risk. Considering the lack
of defense methods on fairness of GNNs, our study highlights the vulnerability of GNNs in terms of
fairness and inspires further research on the fairness defense of GNNs. Moreover, we also provide
discussions on attack patterns and simple ways to defend against fairness attacks.
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