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Abstract

We revisit the problem of secure aggregation of high-dimensional vectors in a
two-server system such as Prio. These systems are typically used to aggregate
vectors such as gradients in private federated learning, where the aggregate itself
is protected via noise addition to ensure differential privacy. Existing approaches
require communication scaling with the dimensionality, and thus limit the dimen-
sionality of vectors one can efficiently process in this setup.

We propose PREAMBLE: Private Efficient Aggregation Mechanism via BLock-
sparse Euclidean Vectors. PREAMBLE builds on an extension of distributed point
functions that enables communication- and computation-efficient aggregation of
block-sparse vectors, which are sparse vectors where the non-zero entries occur in
a small number of clusters of consecutive coordinates. We show that these block-
sparse DPFs can be combined with random sampling and privacy amplification
by sampling results, to allow asymptotically optimal privacy-utility trade-offs for
vector aggregation, at a fraction of the communication cost. When coupled with
recent advances in numerical privacy accounting, our approach incurs a negligible
overhead in noise variance, compared to the Gaussian mechanism used with Prio.

1 Introduction

Secure Aggregation is a fundamental primitive in multiparty communication, and underlies sev-
eral large-scale deployments of federated learning and statistics. Motivated by applications to pri-
vate federated learning, we study the problem of aggregation of high-dimensional vectors, each of
bounded Euclidean norm. We will study this problem in the same trust model as Prio [CB17], where
at least one of two servers is assumed to be honest. This setup has been deployed at large scale in
practice and our goal in this work is to design algorithms for estimating the sum of a large number of
high-dimensional vectors, while keeping the device-to-server communication, as well as the client
and server computation small.

This problem was studied in the original Prio paper, as well as in several subsequent
works [BBCT 19, [Tal22| IAGJ™22, RSWP22, RU23|, ROCT24]. In Prio, the client creates addi-
tive secret-shares of its vector and sends those to the two servers. One of the shares can be replaced
by a short seed, and thus the communication out of the client for sending D-dimensional vector is
D + O(1) field elements. Additionally, such deployments typically require resistance to malicious
clients, which can be ensured by sending zero-knowledge proofs showing that the secret-shared
vector has bounded norm. Existing protocols [ROCT?24]| allow for very efficient proofs that incur
negligible communication overhead.

In recent years, the size of models that are used on device has significantly increased. Recent work
has shown that in some contexts, larger models are easier to train in the private federated learning
setup [APET23| ICCT+24]. While approaches have been developed to fine-tuning models while
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Figure 1: Possible non-zero patterns (gray) of 1-sparse, k-sparse, 1-block-sparse and k-block-sparse vectors.

training a fraction of the model parameters (e.g. [HSW™22]]), increasing model sizes often imply
that the number of trained parameters is in the range of millions to hundreds of millions. The
communication cost is further exacerbated in the secret-shared setting, as one must communicate D
field elements, which are typically 64 or at least 32 bits, even when the gradients themselves may be
low-precision. As an example, with a 64-bit field, an eight million-dimensional gradient will require
at least 64MB of communication from each client to the servers.

In applications to private federated learning, noise is typically added to the sum of gradients from
hundreds of thousands of devices, to provide a provable differential privacy guarantee. Even absent
added noise, the aggregate is often inherently noisy in statistical settings. In such setups, computing
the exact aggregate may be overkill, and indeed, previous work in the single-trusted-server setting
has proposed reducing the communication cost by techniques such as random projections [SYKM17,
VBBP™21, [VBBPT22, [AENT23| |CIK"24]. However, random projections increase the sensitivity
of the gradient estimate, and hence naively, would require more noise to be added to protect privacy.

This additional overhead can be reduced if each client picks a different random subset of coordi-
nates, and this subset remain hidden from the adversary. Thus while each client could send a sparse
vector, the sparsity pattern must remain hidden. This constraint prevents any reduction in commu-
nication costs when using Prio. A beautiful line of work [GI14, [BGI15, BGI16, BBCG'21] on
Function Secret Sharing addresses questions of this kind. In particular, Distributed Point Functions
(DPFs) allow for low-communication secret-sharing of sparse vectors in a high-dimensional space.
However, this approach is primarily designed to allow the servers to efficiently compute any one co-
ordinate of the aggregate. The natural extension of their approach to aggregating high-dimensional
vectors incurs a non-trivial overheads for the parameter settings of interest, where the sparse vectors
have tens of thousands of non-zero entries.

In this work, we address this problem of high-dimensional vector aggregation in a two-server setting.
We give the first protocol for this problem that has sub-linear communication cost, reasonable client
and server computation costs, and gives near-optimal trade-offs between utility and (differential)
privacy. Our approach builds on the ability to efficiently handle the class of k-block sparse vectors
(see . For a parameter B, we group the D coordinates into A = D /B blocks of B coordinates
each. A k-block-sparse vector is one where at most k of these blocks take non-zero values. We make
the following contributions:

* We identify block-sparseness as the “right” abstraction, that effectively balances the ex-
pressiveness needed for accuracy with the structure needed for efficient cryptographic ag-
gregation protocols.

* We propose an extension of the distributed point function construction of [BGI16] that can
secret-share k-block-sparse vectors while communicating ~ kB field elements. For typical
parameter settings, our approach that uses blocks is significantly more communication- and
computation-efficient, compared to schemes for sparse vectors.

* We show how an aggregation scheme for k-block-sparse inputs combines with sampling
analyses for utility, and privacy-amplification-by-sampling analyses for privacy account-
ing. Combined with recent advances in numerical privacy accounting, we show that for
reasonable settings of parameters, our approach leads to privacy-utility trade-offs compa-
rable to the Gaussian mechanism, while providing significantly smaller communication
costs. For instance, in the case of an eight million-dimensional vector with 64 bit field size,
our approach reduces the communication from 64\ B to about 1M B, while increasing the
noise standard deviation by about 10% for (1, 10~%)-DP when aggregating 100K vectors.
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Overview of Techniques

Compressing high-dimensional vectors for noisy aggregation is a standard consequence of the beau-
tiful advances in randomized sketching algorithms. For example, one can use standard random pro-
jection techniques, including efficient versions of the Johnson-Lindenstrauss lemma [JL84, IACQ6],
to construct a sparse unbiased estimator for each vector. A random rotation of the vector, followed
by subsampling an appropriate number (say m = 50, 000) of coordinates is sufficient to get a good
approximation to the aggregate. Indeed this approach has been proposed for vector aggregation in
prior works.

This approach has two significant challenges. Firstly, to get a good approximation for practical pa-
rameters, the number of non-zero coordinates m is in the tens of thousands. While sparse vectors can
be communicated efficiently using distributed point functions (DPF) constructions in the literature,
the overheads in terms of client computation, communication, and server computation are fairly sig-
nificant. Secondly, this reduction to sparse vectors significantly increases the sensitivity of the final
estimate and results in larger privacy noise. Indeed for aggregating vectors of norm 1 in R”, using
a yD-sparse vector increases the sensitivity, and thus the required privacy noise, by a multiplicative
1/~. This leads to an unappealing trade-off between communication and privacy noise.

We show that constraining the sparsity structure to have k non-zero blocks (each of size B = m/k)
instead of m non-zero coordinates overall can allow for significant performance gains for aggre-
gation protocols in the two-party setting. We further show that this constraint comes at little cost:
analyses of privacy amplification by sampling allow us to handle the increased sensitivity with little
impact to the privacy-utility tradeoff. We give some details of each of these pieces next.

We show how to efficiently secret-share k-block-sparse vectors. Note that any such vector has
at most m non-zero coordinates, and thus is a sum of m 1-sparse vectors. Each of these can be
shared using the Distributed Point Function (DPF) construction of [BGI16]. This approach however
leads to a communication cost of mAlog D, where A is the security parameter. Thus e.g. when
D is more than a million and A = 128, the communication cost is at least 300 bytes per non-zero
coordinate of the vector. For m = 50, 000, this amounts to 15M B of communication. (This basic
scheme also incurs a very significant compute overhead, with the server cost being at least O(mD),
though that can be reduced by using optimizations based on probabilistic batch codes [BCGI18]|]
to O(D + mlog D) at a small additional overhead in communication cost.) Thus for m being in
the tens of thousands, approaches that only exploit sparsity (rather than block-sparsity) are far from
feasible.

We first observe that a simple modification

o1t X Gaussian of the DPF construction can exploit the block
—.- :‘i:i:g:gj 23&:2":::9 :E igi;‘: structure, reducing the communication cost to
81 Partitiondd SubLampling (5 L4096} O(m + kXlog D). This also allows a bulk
. -4 Partitioned Subsampling (B =8192) of the PRG evaluations to be in counter mode
£ L which can be more computationally efficient.
61 This approach still requires O (kD) server-side
t.. PRG evaluations. The use of probabilistic

51 '\,\' ....... batch codes can reduce this computational over-
T head. We propose a different approach that uses

cuckoo hashing within the DPF construction,
that reduces the server’s computation to O(D)
and reduces by 3x the number of PRG evalua-
tions the server has to do. See Section [Al for a
comparison with prior work and with a concur-
rent and independent work.

B T R P e R T
Communication Cost

Figure 2: The trade-off between expected squared er-
ror and per-client communication, when computing the
sum of n = 10° vectors in D = 223 dimensions with
(1.0,1075)-DP. The curves show our algorithm using
different block sizes B € [10%,10%], and the blue X’
shows the baseline approach of sending the whole vec-
tor. We limit ourselves to algorithms for which the
server run time is linear or near-linear in D.

We also provide efficient zero-knowledge
proofs of validity for our construction of secret-
shared k-block-sparse vectors. This allows the
client to prove that all but k£ of the blocks are
zero vectors. The proofs do not change the asymptotic communication or the client (prover) or server
(verifiers) runtimes. In particular, the client runtime and communication depend only on the sparsity
and on A, and not on D. The proof system combines techniques from prior works [BBCG™21] with
anovel interactive proof showing that secret shares of PRG seeds in a DPF tree only differ in a small
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Aggregate (Informal)
Client Algorithm. Input: vector v € RP. Parameters: dimension D, blocksize B, sparsity k.
1. Randomly select I C {1,2,...,D/B} with |I| = k.
2. Define a k-block sparse vector w which is equal to (%) - v in the blocks indexed by I (i.e.

kB
coordinates (j —1)B+1,...,7B for j € I) and 0 everywhere else. This rescaling ensures that

the expected value of w is v.
3. Use k-block-sparse DPF construction to communicate w to the server. This needs communica-
tion O(kB + kXlog D/B).
Servers will decrypt to recover (secret-shares of) each vector w. They collaboratively compute the sum
and add noise NV'(0, 0°14).

Figure 3: Informal Description of our approach to Approximate Aggregation via k-block sparse vectors

number of tree nodes (when the seeds are identical the PRG outputs “cancel out”, corresponding
to a zero block). Finally, we can use an efficient zero-knowledge proof system from prior work
[ROCT?24] to also prove that that the Euclidean norm of the vector of non-zero values is small.

As discussed above, naively applying random projection techniques to reduce communication results
in an unappealing trade-off between communication and privacy noise. We avoid this overhead by
exploiting the fact that the sparsity pattern of vectors is hidden from each server in our construction,
as in some recent work [CSOK23|ICIK24]. This allows us to use privacy amplification by sampling
techniques, at a block-by-block level, coupled with composition. For a large range of parameters,
it allows us to reduce the overhead in the privacy noise, and asymptotically recover the bounds one
would get if we communicated the full vector. presents an informal outline of our approach.
We defer to[Section 3]a discussion of different approaches to sampling, and their trade-offs. Coupled
with numerical privacy analyses, we get the reduction in communication cost essentially for free

While our approach of subsampling blocks rather than coordinates is motivated here for the two-
server setting, some of the benefits extend easily to the single trusted server setting where the cost
of sending the index would now get amortized over a large block. The privacy analysis of the
subsampling approaches requires some control of the norm of each coordinate, which gets relaxed
in our approach to a bound on the /5 norm of each block. The latter is a significantly weaker
requirement. Our privacy analysis shows that block-based sampling nearly matches the privacy-
utility trade-off of the Gaussian mechanism for a large range of block sizes.

Organization: We start with preliminaries in and describe our sampling approach and
privacy analysis in [Section 3] Our k-block-sparse DPF construction is sketched in [Section 4] (with
full details in [Appendix H). We report our empirical evaluations in Additional related
work, additional preliminaries, and all proofs are deferred to the Supplement.

2 Preliminaries

We will be working with vectors v € R, and in the linear algebraic parts of the paper, we view
them as vy,...,vp. As is standard, the cryptographic parts of the paper will view the vectors as
coming from a finite field G = F,; for a suitably large g, the quantized versions of n real vectors
can be added without rollover so that we get an estimate of the sum of quantized vectors.

We will use B to represent the block size and A = D /B will be the number of blocks. We will
assume A is a power of 2 and d will denote log, A. A will denote our security parameter. In the
cryptographic part of the paper we will view a vector as a function from {0, 1}¢ x [B] — G where
[B]={0,1,...,B —1}.

We recall the definition of (g, 0)-indistinguishability and differential privacy.

Definition 2.1. Letc > 0,6 € [0,1), and letY and Y’ be two random variables. We say that Y and
Y are (g, 6)-indistinguishable if for any measurable set S, it is the case that

Pr[Y' € S| < e Pr[Y € S|+ 4
and Pr[Y € S] < e°Pr[Y’ € S]+4.



174
175
176
177
178

179

180
181
182
183
184

186
187
188
189
190
191
192
193

194
195
196
197
198
199

201
202
203
204
205

207

208

210
211
212
213

214
215
216

217
218

Definition 2.2 (Differential Privacy [DMNSO06]). Let A : D* — R be a randomized algorithm
that maps a dataset X € D* to a range R. We say two datasets X, X' are neighboring if X
can be obtained from X' by adding or deleting one element. We say that A is (e, 0)-differentially
private if for any pair of neighboring datasets X and X', the distributions A(X) and A(X') are
(e, 9)-indistinguishable.

3 Private aggregation via k-block-sparse vectors

In this section we propose two instantiations of our sampling-based sparsification, and describe the
formal privacy and utility guarantees of the resulting aggregation algorithms. In both schemes each
user is given a vector v € RP which consists of A = D /B blocks, each of size B. We refer to the
value of v on block i € [A] by v; € RE. Our subsampling schemes are parametrized by an upper
bound on the ¢ norm of each block L and the number of blocks & to be sent by each user. We will
also assume, for simplicity, that k& divides A. The bound L is somewhat stronger than a total bound
on the /5 norm of the input that is typically assumed in mean estimation. A number of standard
techniques are known for converting an /5 norm bounded vector to an /.,-bounded vector such as
Kashin representation [LVI0]. We show that techniques from [AFNT23] can be used to convert
a vector of {2 norm 1 to a vector in which each block has norm /B/D while incurring expected
squared error on the order of 1/B. Note that this result relies crucially on the fact that ensuring

that block norms are upper-bounded is easier than ensuring that each coordinate norm is upper-
bounded. We formally prove that the expected error due to truncation falls as O(%) in|Appendix F
and evaluate this impact empirically in

Our subsampling schemes differ in how the & blocks are subsampled. In Partitioned Subsampling,
we partition the blocks into k groups of A/k consecutive blocks, and pick one block out of each
group, randomly and independently. In Truncated Poisson Subsampling, we select each block
with probability ¢, to get in expectation gA blocks. If the number of blocks that end up getting sub-
sampled is larger than k, we keep at random k of them. This gives at most k non-zero blocks, which
can be communicated using our k-block-sparse DPF. Both schemes give about the same expected
utility, and privacy bounds that match asymptotically. The partitioned subsampling results in a more
structured k-block-sparse vector, which is a concatenation of k£ 1-block-sparse vectors, which are
simpler to communicate. The truncated Poisson subsampling has more randomness, and can be
analyzed numerically using a larger set of tools, though it may have slightly higher communication
cost. As we discuss in[Section 3| each of these may be preferable over the other for some range of
parameters. A formal description of these schemes is given in[Fig. 6aland [Fig. 6b]in the Appendix.

Theorem 3.1 (Utility of the subsampling schemes). Let v',. .., v™ be a collection of vectors such
that each v = v],...,v\ € R and ||v]|2 < L forall j € [n] and i € [A]. Let w’ denote
the (randomized) report of either of our subsampling algorithms for each j € [n] and let W =
Zje[n] w? + N(0,02Ip) be their noisy aggregate. Then

. A2
E[|W - EX[:] V|3 < nl?=-+o® - D.
J n

Theorem [3.1(proved in provides guidance on how to set the smallest communication
cost so that the sub-sampling error is negligible compared to the privacy error. Indeed, assume for

, D
simplicity that our vectors lie in the {-ball v/ € {\;—%, %} . This implies that the norm of each

block is upper bounded by L = /B/D. Noting that A = D/B, the (upper bound above on the)
error of the algorithm is nA/k + o?D. This implies that we should set kB > ¢ - n/o? for some
constant ¢ > 0. In other words, the number of coordinates that are non-zero must be set to cn/ o2,
which is independent on D, as well as of the blocksize. Thus block-based subsampling does not
impact the sampling noise, and any setting of k and B with the product kB > cn/o? would suffice.

We also note that the proof is oblivious to the subsampling method and only uses the fact that
marginally, each coordinate has the right expectation, and is non-zero with probability k/A. Thus it
applies to a range of subsampling methods.

We now analyze the privacy of our subsampling methods using the standard notion of differential
privacy [DMNSOQ6] with respect to deletion of user data. In the context of aggregation, we can
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also think of this adjacency notion as replacing the user’s data with the all-O vector. We state the
asymptotic privacy guarantees for our partitioned subsampling method below (the proof can be
found in Appendix [E). Similar guarantees hold for the Truncated Poisson subsampling with an
appropriate choice of parameters and can be derived from the known analyses [ACG™ 16, [Ste22]]
together with the fact that the truncation operation does not degrade the privacy guarantees [FS23].

Theorem 3.2 (Privacy of partitioned subsampling). Let v, ..., v"™ be a collection of vectors such
that each vl = vi,... v\ € RP and ||v]|2 < L forall j € [n] and i € [A]. Let w? denote the
(randomized) report using Partitioned Subsampling, for each j € [n] and let A be an algorithm that
outputs W = Zje[n] wl + N(0,02Ip). Then there exists a constant ¢ such that for every 6 > 0, if

F > c-max {A”loi(w, \/%log(A/é), \/Alog(l/(S)} , then A is (e, 0)-differentially private
fore =0 (L\/ZV log(1/5)>.

Note that this implies that when L = +/1/A and we set kB to be n/c?, the resulting ¢ is

O(y/log(1/6)/o), which asymptotically matches the bound for the Gaussian mechanism. In
other words, the privacy cost of our algorithm is close to that of the Gaussian mechanism, when

kB > n/o%and k > y/Alog %/o. For a fixed kB, this constraint translates to an upper bound on
the block size.

This asymptotic analysis demonstrates the importance of hiding the sparsity pattern. Specifically,
without hiding the pattern we cannot appeal to privacy amplification by subsampling and need
to rely on the sensitivity of the aggregated value. The sensitivity is equal to /% - % = %.
By the properties of the Gaussian noise addition (Thm. [B.2), we obtain that the algorithm is
(O (W) ,5) -DP. This bound is worse by a factor of 1/% than the bound we get in
Theorem [3.2] A similar gain was obtained for private aggregation of Poisson subsampled vectors in
[CSOK?23].

Numerical Privacy Analysis In practice, numerical privacy analysis give much tighter privacy
bounds. We can analyze the two approaches described above. For partitioned subsampling, we
use the recent work on Privacy Amplification by Random Allocation [FS25] to analyze the privacy
cost. The authors show that the Renyi DP parameters of the one-out-of-m version of the Gaussian
mechanism can be bounded using numerical methods. Composing this across the k groups gives us
the Renyi DP parameters, and hence the overall privacy cost of the full mechanism.

For the approach based on truncated Poisson subsampling, it is shown in [EFS25] that the privacy cost
is no larger than that of the Poisson subsampling version without the truncation. The Poisson sub-
sampling can then be analyzed using the PRV accountant of [GLW21]. While the PRV accountant
usually gives better bounds than one can get from RDP-based accounting, we suffer a multiplicative
overhead as the scaling factor « in Truncated Poisson is smaller than k. For the numerical analysis,
we optimize over ¢ to control the overall variance one gets from this process. Note that when £ is

large and g ~ %(‘/E), one would expect truncation to be rare, and thus « to be close to gA and

thus to k.

One can also study a different subsampling process where I is a uniformly random subset of size k.
We may expect better privacy bounds to hold for this version, intuitively as there is more randomness
compared to partitioned subsampling. Feldman and Shenfeld [FS25]] show that the privacy bound of
this variant is no larger than that of partitioned subsampling. We conjecture that the privacy cost of
this version is closer to (untruncated) Poisson with sampling rate ¢ = k/A. Since the latter can be
more precisely accounted for using the PRV accountant, we expect careful numerical accounting of
this version to do better than the RDP-based bounds for partitioned subsampling.

4 k-block-sparse-DPF Construction: Main Ideas

Our construction builds on the tree-based DPF construction from [BGI16] for sharing a 1-sparse
function f : {0,1}¢ — {0,1}. f outputs‘ 0 on all but at most one input o € {0, 1}¢. At a very high



266
267
268
269
270
271
272

273
274
275
276
277
278
279
280
281
282

284
285
286
287
288
289

291
292
293
294

296

297

299
300
301

302
303

304
305
306
307
308
309
310
311
312

314

315
316
317

318

level, in their construction the client shares with each server a seed to a pseudo-random generator.
Each server uses their seed to expand out an entire tree with 24 1eaves, where each node in the tree
contains the seed to a PRG and some additional “control bits”. The client also sends a (public)
“correction word” for each layer of the tree. The control bits and the correction word are used to
ensure that in each layer, the strings in each node are secret shares of the zero string, except for the
single node in that layer that is on the path from the root to the leaf o corresponding to the non-zero
output of f.

In our construction of k-sparse DPFs, there are k non-zero nodes in each layer: the nodes that are on
the paths from the root to the k non-zero leaves. A naive suggestion could be to also use % correction
words for each layer, but this increases the server’s computation by a k-fold multiplicative overhead
(in a nutshell, each server would need to apply a correction procedure for each node and for each
correction word). Instead, we use cuckoo hashing and a collection of slightly more than £ correction
words per layer, where each node in the layer only needs to apply a correction procedure to two
correction words that are relevant to it (the relevant correction words are determined by two hash
functions that are public). This reduces the server’s computation to 2 corrections per node (the
correction procedure is just an XOR: it is quite lightweight). We can also use 3 or 4 hash functions
to reduce the number of correction words per layer to be very close to k, see Remark [H.3]

To handle block-sparse functions we modify the tree: each leaf now corresponds to an entire block
(and all but & of them will be zero). The servers expand the seed corresponding to each leaf into an
entire block, and the correction words for the last layer ensure that these expansions are secret shares
of the correct output (thus the correction words for the last layer are of length B). This avoids the
high cost of repeating the bit-output construction B times. Rather than paying a B-multiplicative
overhead in the key size, we pay the cost of a single bit-output construction, plus O(k - B) for the
correction bits in the last layer. We also only have only a single PRG evaluation per block/leaf
(with a large output). This approach reduces the number of large PRG evaluations by a factor of
2-3 compared to techniques from prior work that used cuckoo hashing to construct sparse DPFs (see
Section E] and Remark @]} As noted above, if we use 3 or 4 hash functions for cuckoo hashing,
then the number of correction words for the last layer is very close to k and the communication
complexity approaches k - B.

Zero-knowledge proofs of validity. We construct an efficient proof-system that allows a client to
prove that it shared a valid block-sparse DPF. The proof is divided into two components:

1. k correction-bit sparse. The client proves that at most k& of the (secret shared) correction
bits corresponding to leaves in the tree are non-zero.

These are just bits so here we can use an efficient proof systems of [BGI16| for sharing
standard DPFs (the client also needs to send 1-sparse DPFs whose sum is the vector of
control bits).

2. k block-sparse. Given that at most &k of the correction bits for the leaves are non-zero, the
client proves that there are at most k non-zero blocks in the output.

Consider the final layer of the DPF tree: in a zero block, the two PRG seeds held by the
servers are identical (shares of the zero string), whereas in a non-zero block, they are dif-
ferent. Rather than expanding the seeds to B group elements (as in the vanilla construction
above), we add another \ bits to the output, and we also add A corresponding bits to each
correction word. We refer to these as the check-bits of the PRG outputs / correction words,
and we refer to the original outputs as the payload bits. In the zero blocks the check-bits
of the outputs should be identical: subtracting them should results in a zero vector. In each
non-zero block, the check-bits of the (appropriate) correction word are chosen so that the
correction procedure will result in an all-zero check-bit string. Thus, in our proof system,
the servers verify that, in each block, the secret-shared check-bits are indeed all zero. This
can be done quite efficiently.

The additional cost for the proof (on top of the construction above) is O(k - d - \) communication,
(k - poly (d, \)) client work, (k - 2% - poly (d, \)) server work for each server. The proof system is
sound against a malicious client, but we assume semi-honest behavior by the servers.

See Section [H| and [A] for more details and a comparison with prior and concurrent work.
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5 Experimental Evaluation

In this section, we give empirical evidence demonstrating that PREAMBLE is accurate, private, and
communication efficient.

Blocking improves communication cost: Figure fa] shows the required communication, or DPF
key size, for A = 128, a group of size 254 in the final tree layer. Communication depends on the
sparsity k, block size B, and data dimension D. We vary B and hold kB = 2'® constant. We also
include a baseline communication comparison, which is the minimum communication required to
communicate kB group elements of size log |G| = A and the D/ B indices of the non-zero blocks to
a single trusted server. Our plots are for 4-way cuckoo hashing, where the cuckoo-hashing overhead
is about 1.03. Using fewer hashes would increase the key size, but lead to more efficient server
computations.

Blocking reduces Truncation Error We analyze empirically the ease of ensuring a block-wise
norm bound. Theoretically, a norm bound of O(%) on each entry can be ensured if one transforms

to a O(D)-dimensional space; the hidden constants in the two O(-) notations are related, where
making one smaller makes the other larger. In practice, a simple approach often used is to apply
a random rotation to the vector, followed by truncating any entry that is larger than %, for an

appropriate constant c. For moderate values of ¢, the truncation error (i.e. the norm of the induced
error) is small for a random rotation. Imposing the weaker condition that each block has ¢5 norm at

most \/1;/73 results in a lower truncation error. In|Fig. 4bl we plot the truncation error as a function

of ¢, when we apply a random rotation, for different values of the block size B. It is easy to see
that ¢ < 1 will result in non-trivial truncation error for any block size. Our plots show that even
moderately large B allow us to take c very close to 1 for a negligible truncation error.
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Figure 4: (Left) Communication vs. Block size for our k-sparse DPF construction, compared to a single-
trusted-server baseline. (Middle) The trade-off between the truncation error ||Trunc.(Gv) — Gv||2 and con-
stant ¢, where v € R” is arbitrary, and G is a random rotation matrix. The plots show the error for various
block sizes, for D = 2%°. (Right) The trade-off between the standard deviation of the error and per-client
communication C' = kB, when computing the sum of n = 10° vectors with dimension D = 223, with
(1.0,107°%)-DP. The blue *x’ shows the baseline approach of sending the whole vector.

Blocking is compatible with Privacy: We next evaluate the privacy-utility trade-off of our ap-
proach, compared to not using any sampling. For our baseline Gaussian mechanism, we use the
Analytic Gaussian mechanism analysis from [WBK21]]. For these numerical results, we assume that

L is fixed to /B/D. For each of the approaches, we compute the total variance of the error in
the sum, which includes the privacy error that results from the numerical privacy analysis, and the
sampling error as bounded by For the communication cost, we simply plot kB as it
is a good proxy for the actual communication cost for a large range of parameters. Based on the
evaluation above, we consider values of B that are in the range (210, 214).

Fig. 4c|shows the trade-off between communication cost and the standard deviation of the error for
our algorithm, using partitioned subsampling, as well as the Gaussian baseline. As is clear from
the plots, our approach allows us to significantly reduce the communication costs, at the price of a
minor increase in the error. This holds for a range of D from 1M to 8M, and for a range of ¢ values.
(additional plots in the Appendix).
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Figure 5: Comparison between PREAMBLE and the Gaussian mechanism for private model training. (Left)
Ratio of the per-batch noise standard deviation of PREAMBLE over the noise of the Gaussian mechanism.
(Middle) Accuracy for PREAMBLE and Gaussian mechanism on MNIST with 90% confidence intervals.
(Right) Accuracy for PREAMBLE and Gaussian mechanism on CIFAR10 with 90% confidence intervals.

As we decrease the communication kB, the error in [Fig. 4c]essentially stays constant until a point,
and then rapidly increases. This is largely due to the fact that for large block sizes, the norm of each
block is larger so that the required lower bound on o to ensure privacy amplification by subsampling
is larger. While the plots are derived from the numerical analysis which is tighter, intuition for
this can be derived from the condition & > \/Alog1/d/0, or equivalently o > \/Alog1/6/k in
Thus for the case of small kB, one would prefer smaller block sizes. Our plots show
that block sizes in the range [219, 23] provide low error across a range of parameters. Recall that in
we saw that block sizes above 27 are sufficient to get most of the communication benefits.

Next we turn to experiments simulating the use of PREAMBLE in private model training. In[Fig. 5a|
we plot the overhead in the per-batch noise standard deviation vs. the block size, if we were to anal-
yse DPSGD [ACG™ 16| with the Gaussian mechanism for each batch replaced by partitioned sub-
sampling. Due to the more complex accounting that uses general Renyi subsampling, the increase
here is larger. Finally, we show some end-to-end experiments for private learning and
[Fig. 5¢). We report results for using DP-SGD (with momentum) on MNIST [LCB10] and CIFAR-
10 [Kri09]. For MNIST, we use the model from JAFN™23] which has 69050 trainable parameters.
For CIFAR, we train a simple two-layer neural network with 66954 parameters on CLIP [RKH™21]]
embeddings. We give additional details of the setup, including all hyperparameters in
Our results show that PREAMBLE allows for significant reduction in communication while incur-
ring a small increase in accuracy. Indeed, for both datasets, PREAMBLE with the chosen parameters
allows to communicate around 2 - 10 parameters, compared to roughly 6 - 10* parameters using the
Gaussian mechanism. Additional experiments are deferred to the supplement.

6 Conclusions

In this work, we have described PREAMBLE, an efficient algorithm for communicating high-
dimensional Euclidean vectors in the Prio model. Our construction reduces this problem to ag-
gregating k-block-sparse vectors, using random sampling, and privacy amplification-by-sampling
type analyses to allow private aggregation with a small overhead in accuracy. We showed how to ef-
ficiently communicate such vectors, and construct zero-knowledge proofs to validate a bound on the
Euclidean norm and k-block-sparsity of these vectors. Our algorithms require client communication
proportional to the sparsity kB of these vectors, and our client computation also scales only with
kB for parameters of interest. Our construction allows the servers to reconstruct each contribution
using O(D) field operations and PRG evaluations in counter mode.

We leave open some natural research directions. Our numerical privacy analyses are close to tight
but still have gaps. We conjecture that the k-out-of-A sampling approach should admit better privacy
analyses than the partitioning-based approach, and it should be no worse than Poisson sampling. Our
approach based on Cuckoo hashing with two hash functions incurs a constant factor communication
overhead, and has a O(%) failure probability. While the overhead can be reduced using more hash
functions, the failure probability remains k£~ ¢ for a small constant ¢ [KMWOS||. While for our
application to approximate aggregation, this has little impact, it would be natural to design a version
of our scheme that has a negligible failure probability without increasing the server compute cost.
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NeurlIPS Paper Checklist

1. Claims

Question: Do the main claims made in the abstract and introduction accurately reflect the
paper’s contributions and scope?

Answer: [Yes]

Justification: The abstract and introduction summarize our contributions, that are detailed
in the rest of the paper and the Supplementary material.

Guidelines:
e The answer NA means that the abstract and introduction do not include the claims
made in the paper.

* The abstract and/or introduction should clearly state the claims made, including the
contributions made in the paper and important assumptions and limitations. A No or
NA answer to this question will not be perceived well by the reviewers.

* The claims made should match theoretical and experimental results, and reflect how
much the results can be expected to generalize to other settings.

* It is fine to include aspirational goals as motivation as long as it is clear that these
goals are not attained by the paper.

. Limitations

Question: Does the paper discuss the limitations of the work performed by the authors?
Answer: [Yes]

Justification: We discuss limitations in the conclusions section, where they fit better with
the open questions.

Guidelines:

* The answer NA means that the paper has no limitation while the answer No means
that the paper has limitations, but those are not discussed in the paper.

* The authors are encouraged to create a separate ~Limitations” section in their paper.

* The paper should point out any strong assumptions and how robust the results are to
violations of these assumptions (e.g., independence assumptions, noiseless settings,
model well-specification, asymptotic approximations only holding locally). The au-
thors should reflect on how these assumptions might be violated in practice and what
the implications would be.

* The authors should reflect on the scope of the claims made, e.g., if the approach was
only tested on a few datasets or with a few runs. In general, empirical results often
depend on implicit assumptions, which should be articulated.

* The authors should reflect on the factors that influence the performance of the ap-
proach. For example, a facial recognition algorithm may perform poorly when image
resolution is low or images are taken in low lighting. Or a speech-to-text system might
not be used reliably to provide closed captions for online lectures because it fails to
handle technical jargon.

* The authors should discuss the computational efficiency of the proposed algorithms
and how they scale with dataset size.

* If applicable, the authors should discuss possible limitations of their approach to ad-
dress problems of privacy and fairness.

* While the authors might fear that complete honesty about limitations might be used by
reviewers as grounds for rejection, a worse outcome might be that reviewers discover
limitations that aren’t acknowledged in the paper. The authors should use their best
judgment and recognize that individual actions in favor of transparency play an impor-
tant role in developing norms that preserve the integrity of the community. Reviewers
will be specifically instructed to not penalize honesty concerning limitations.

3. Theory assumptions and proofs

Question: For each theoretical result, does the paper provide the full set of assumptions and
a complete (and correct) proof?
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Answer: [Yes]

Justification: All theorems state their assumptions, and are proven in the main paper or the
supplement.

Guidelines:

* The answer NA means that the paper does not include theoretical results.

* All the theorems, formulas, and proofs in the paper should be numbered and cross-
referenced.

¢ All assumptions should be clearly stated or referenced in the statement of any theo-
rems.

* The proofs can either appear in the main paper or the supplemental material, but if
they appear in the supplemental material, the authors are encouraged to provide a
short proof sketch to provide intuition.

* Inversely, any informal proof provided in the core of the paper should be comple-
mented by formal proofs provided in appendix or supplemental material.

* Theorems and Lemmas that the proof relies upon should be properly referenced.

. Experimental result reproducibility

Question: Does the paper fully disclose all the information needed to reproduce the main
experimental results of the paper to the extent that it affects the main claims and/or conclu-
sions of the paper (regardless of whether the code and data are provided or not)?

Answer: [Yes]

Justification: Our algorithms are described in full detail. All experiments are detailed in
the text, or in the appendix.

Guidelines:

¢ The answer NA means that the paper does not include experiments.

* If the paper includes experiments, a No answer to this question will not be perceived
well by the reviewers: Making the paper reproducible is important, regardless of
whether the code and data are provided or not.

If the contribution is a dataset and/or model, the authors should describe the steps
taken to make their results reproducible or verifiable.

Depending on the contribution, reproducibility can be accomplished in various ways.
For example, if the contribution is a novel architecture, describing the architecture
fully might suffice, or if the contribution is a specific model and empirical evaluation,
it may be necessary to either make it possible for others to replicate the model with
the same dataset, or provide access to the model. In general. releasing code and data
is often one good way to accomplish this, but reproducibility can also be provided via
detailed instructions for how to replicate the results, access to a hosted model (e.g., in
the case of a large language model), releasing of a model checkpoint, or other means
that are appropriate to the research performed.

While NeurIPS does not require releasing code, the conference does require all sub-

missions to provide some reasonable avenue for reproducibility, which may depend

on the nature of the contribution. For example

(a) If the contribution is primarily a new algorithm, the paper should make it clear
how to reproduce that algorithm.

(b) If the contribution is primarily a new model architecture, the paper should describe
the architecture clearly and fully.

(c) If the contribution is a new model (e.g., a large language model), then there should
either be a way to access this model for reproducing the results or a way to re-
produce the model (e.g., with an open-source dataset or instructions for how to
construct the dataset).

(d) We recognize that reproducibility may be tricky in some cases, in which case au-
thors are welcome to describe the particular way they provide for reproducibility.
In the case of closed-source models, it may be that access to the model is limited in
some way (e.g., to registered users), but it should be possible for other researchers
to have some path to reproducing or verifying the results.
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5. Open access to data and code

Question: Does the paper provide open access to the data and code, with sufficient instruc-
tions to faithfully reproduce the main experimental results, as described in supplemental
material?

Answer:

Justification: Our main contribution is algorithmic, and the algorithm is described with
very detailed pseudocode. The experiments in the paper are fully described. We evaluate
on standard ML benchmarks.

Guidelines:

* The answer NA means that paper does not include experiments requiring code.

* Please see the NeurIPS code and data submission guidelines (https://nips.cc/
public/guides/CodeSubmissionPolicy) for more details.

* While we encourage the release of code and data, we understand that this might not
be possible, so “No” is an acceptable answer. Papers cannot be rejected simply for not
including code, unless this is central to the contribution (e.g., for a new open-source
benchmark).

* The instructions should contain the exact command and environment needed to run to
reproduce the results. See the NeurIPS code and data submission guidelines (https:
//nips.cc/public/guides/CodeSubmissionPolicy) for more details.

¢ The authors should provide instructions on data access and preparation, including how
to access the raw data, preprocessed data, intermediate data, and generated data, etc.

* The authors should provide scripts to reproduce all experimental results for the new
proposed method and baselines. If only a subset of experiments are reproducible, they
should state which ones are omitted from the script and why.

* At submission time, to preserve anonymity, the authors should release anonymized
versions (if applicable).

* Providing as much information as possible in supplemental material (appended to the
paper) is recommended, but including URLSs to data and code is permitted.

6. Experimental setting/details

Question: Does the paper specify all the training and test details (e.g., data splits, hyper-
parameters, how they were chosen, type of optimizer, etc.) necessary to understand the
results?

Answer: [Yes]
Justification: All details are described in the paper or the supplement.
Guidelines:

* The answer NA means that the paper does not include experiments.

* The experimental setting should be presented in the core of the paper to a level of
detail that is necessary to appreciate the results and make sense of them.

* The full details can be provided either with the code, in appendix, or as supplemental
material.

. Experiment statistical significance

Question: Does the paper report error bars suitably and correctly defined or other appropri-
ate information about the statistical significance of the experiments?

Answer: [Yes]
Justification: We provide error bars for our experiments on real data.
Guidelines:

* The answer NA means that the paper does not include experiments.

* The authors should answer “’Yes” if the results are accompanied by error bars, confi-
dence intervals, or statistical significance tests, at least for the experiments that support
the main claims of the paper.
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8.

10.

* The factors of variability that the error bars are capturing should be clearly stated (for
example, train/test split, initialization, random drawing of some parameter, or overall
run with given experimental conditions).

* The method for calculating the error bars should be explained (closed form formula,
call to a library function, bootstrap, etc.)

* The assumptions made should be given (e.g., Normally distributed errors).

« It should be clear whether the error bar is the standard deviation or the standard error
of the mean.

¢ Itis OK to report 1-sigma error bars, but one should state it. The authors should prefer-
ably report a 2-sigma error bar than state that they have a 96% Cl, if the hypothesis of
Normality of errors is not verified.

* For asymmetric distributions, the authors should be careful not to show in tables or
figures symmetric error bars that would yield results that are out of range (e.g. negative
error rates).

e If error bars are reported in tables or plots, The authors should explain in the text how
they were calculated and reference the corresponding figures or tables in the text.
Experiments compute resources

Question: For each experiment, does the paper provide sufficient information on the com-
puter resources (type of compute workers, memory, time of execution) needed to reproduce
the experiments?

Answer: [Yes]
Justification: we describe the computational setup of our algorithms in the supplement.
Guidelines:

* The answer NA means that the paper does not include experiments.

* The paper should indicate the type of compute workers CPU or GPU, internal cluster,
or cloud provider, including relevant memory and storage.

* The paper should provide the amount of compute required for each of the individual
experimental runs as well as estimate the total compute.

* The paper should disclose whether the full research project required more compute
than the experiments reported in the paper (e.g., preliminary or failed experiments
that didn’t make it into the paper).

. Code of ethics

Question: Does the research conducted in the paper conform, in every respect, with the
NeurIPS Code of Ethics https://neurips.cc/public/EthicsGuidelines?

Answer: [Yes]
Justification: The paper conforms to the NeurIPs code of ethics.
Guidelines:

¢ The answer NA means that the authors have not reviewed the NeurIPS Code of Ethics.

* If the authors answer No, they should explain the special circumstances that require a
deviation from the Code of Ethics.

* The authors should make sure to preserve anonymity (e.g., if there is a special consid-
eration due to laws or regulations in their jurisdiction).

Broader impacts

Question: Does the paper discuss both potential positive societal impacts and negative
societal impacts of the work performed?

Answer: [Yes]

Justification: This paper presents work whose goal is to advance the field of private and
secure data analysis. There are many potential societal consequences of our work, none
which we feel must be specifically highlighted.

Guidelines:

* The answer NA means that there is no societal impact of the work performed.
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11.

12.

o If the authors answer NA or No, they should explain why their work has no societal
impact or why the paper does not address societal impact.

» Examples of negative societal impacts include potential malicious or unintended uses
(e.g., disinformation, generating fake profiles, surveillance), fairness considerations
(e.g., deployment of technologies that could make decisions that unfairly impact spe-
cific groups), privacy considerations, and security considerations.

* The conference expects that many papers will be foundational research and not tied
to particular applications, let alone deployments. However, if there is a direct path to
any negative applications, the authors should point it out. For example, it is legitimate
to point out that an improvement in the quality of generative models could be used to
generate deepfakes for disinformation. On the other hand, it is not needed to point out
that a generic algorithm for optimizing neural networks could enable people to train
models that generate Deepfakes faster.

* The authors should consider possible harms that could arise when the technology is
being used as intended and functioning correctly, harms that could arise when the
technology is being used as intended but gives incorrect results, and harms following
from (intentional or unintentional) misuse of the technology.

* If there are negative societal impacts, the authors could also discuss possible mitiga-
tion strategies (e.g., gated release of models, providing defenses in addition to attacks,
mechanisms for monitoring misuse, mechanisms to monitor how a system learns from
feedback over time, improving the efficiency and accessibility of ML).

Safeguards

Question: Does the paper describe safeguards that have been put in place for responsible
release of data or models that have a high risk for misuse (e.g., pretrained language models,
image generators, or scraped datasets)?

Answer: [NA]
Justification: the paper poses no such risks.
Guidelines:

* The answer NA means that the paper poses no such risks.

* Released models that have a high risk for misuse or dual-use should be released with
necessary safeguards to allow for controlled use of the model, for example by re-
quiring that users adhere to usage guidelines or restrictions to access the model or
implementing safety filters.

 Datasets that have been scraped from the Internet could pose safety risks. The authors
should describe how they avoided releasing unsafe images.

* We recognize that providing effective safeguards is challenging, and many papers do
not require this, but we encourage authors to take this into account and make a best
faith effort.

Licenses for existing assets

Question: Are the creators or original owners of assets (e.g., code, data, models), used in
the paper, properly credited and are the license and terms of use explicitly mentioned and
properly respected?

Answer: [Yes]
Justification: the paper only uses standard benchmarks and acknowledges/cites them.
Guidelines:

* The answer NA means that the paper does not use existing assets.

* The authors should cite the original paper that produced the code package or dataset.

* The authors should state which version of the asset is used and, if possible, include a
URL.

* The name of the license (e.g., CC-BY 4.0) should be included for each asset.

* For scraped data from a particular source (e.g., website), the copyright and terms of
service of that source should be provided.
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13.

14.

15.

* If assets are released, the license, copyright information, and terms of use in the pack-
age should be provided. For popular datasets, paperswithcode.com/datasets has
curated licenses for some datasets. Their licensing guide can help determine the li-
cense of a dataset.

* For existing datasets that are re-packaged, both the original license and the license of
the derived asset (if it has changed) should be provided.

* If this information is not available online, the authors are encouraged to reach out to
the asset’s creators.
New assets

Question: Are new assets introduced in the paper well documented and is the documenta-
tion provided alongside the assets?

Answer: [NA]
Justification: the paper does not release new assets.
Guidelines:

* The answer NA means that the paper does not release new assets.

* Researchers should communicate the details of the dataset/code/model as part of their
submissions via structured templates. This includes details about training, license,
limitations, etc.

* The paper should discuss whether and how consent was obtained from people whose
asset is used.

* At submission time, remember to anonymize your assets (if applicable). You can
either create an anonymized URL or include an anonymized zip file.
Crowdsourcing and research with human subjects

Question: For crowdsourcing experiments and research with human subjects, does the pa-
per include the full text of instructions given to participants and screenshots, if applicable,
as well as details about compensation (if any)?

Answer: [NA]
Justification: the paper does not involve crowdsourcing nor research with human subjects.
Guidelines:
* The answer NA means that the paper does not involve crowdsourcing nor research
with human subjects.

* Including this information in the supplemental material is fine, but if the main contri-
bution of the paper involves human subjects, then as much detail as possible should
be included in the main paper.

* According to the NeurIPS Code of Ethics, workers involved in data collection, cura-
tion, or other labor should be paid at least the minimum wage in the country of the
data collector.

Institutional review board (IRB) approvals or equivalent for research with human
subjects

Question: Does the paper describe potential risks incurred by study participants, whether
such risks were disclosed to the subjects, and whether Institutional Review Board (IRB)
approvals (or an equivalent approval/review based on the requirements of your country or
institution) were obtained?

Answer: [NA]
Justification: the paper does not involve crowdsourcing nor research with human subjects.
Guidelines:

* The answer NA means that the paper does not involve crowdsourcing nor research
with human subjects.

* Depending on the country in which research is conducted, IRB approval (or equiva-
lent) may be required for any human subjects research. If you obtained IRB approval,
you should clearly state this in the paper.
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1016 * We recognize that the procedures for this may vary significantly between institutions

1017 and locations, and we expect authors to adhere to the NeurIPS Code of Ethics and the
1018 guidelines for their institution.

1019 * For initial submissions, do not include any information that would break anonymity
1020 (if applicable), such as the institution conducting the review.

1021 16. Declaration of LLM usage

1022 Question: Does the paper describe the usage of LLMs if it is an important, original, or
1023 non-standard component of the core methods in this research? Note that if the LLM is used
1024 only for writing, editing, or formatting purposes and does not impact the core methodology,
1025 scientific rigorousness, or originality of the research, declaration is not required.

1026 Answer: [NA|

1027 Justification: the core method development in this research does not involve LLMs as any
1028 important, original, or non-standard components.

1029 Guidelines:

1030 e The answer NA means that the core method development in this research does not
1031 involve LLMs as any important, original, or non-standard components.

1082 * Please refer to our LLM policy (https://neurips.cc/Conferences/2025/LLM)
1033 for what should or should not be described.
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A Additional Related Work

As discussed above, Prio was introduced in [[CB17], and triggered a long line of research on ef-
ficient validity proofs for various predicates of interest. Perhaps most related to our work is
POPLAR [BBCG™21]], which uses Distributed Point Functions (DPFs) to allow clients to com-
municate 1-sparse vectors in a high-dimensional space. They are used in that work to solve heavy
hitters over a large alphabet, where the servers together run a protocol to compute the heavy hitters.
In their work, the aggregate vectors is never constructed, and hence the DPFs there are optimized
for query access: at any step, the servers want compute a specific entry of the aggregate vector. In
contrast, we are interested in the setting when the whole aggregate vector is needed, and this leads
to different trade-offs in our use of DPFs.

We consider not just single-point DPFs, as used in POPLAR, but rather a generalization for a larger
number of non-zero evaluations. [BCGI18] also consider such multi-point functions and improve
upon the naive implementation of a k-sparse DPF using k single-point DPF instantiations. Multi-
point function secret sharing has also been optimized using cuckoo hashing [ACLS18| ISGRR19|
dCP22]. They use cuckoo hashing to break one vector with k non-zero entries into k' > k smaller
vectors with one non-zero entry each, after which standard DPF keys are constructed for those &’
vectors. Applying cuckoo hashing in this way incurs a roughly 2x-3x overhead in the total number
of vector entries, dependent on the number of hash functions chosen and the cuckoo hashing memory
overhead. While these prior work didn’t focus on block-sparse DPFs, applying their methodlogy
to block-sparse functions would result in a similar 2x-3x overhead in terms of the total number
of blocks and thus also the total number of large PRG evaluations (with output length B). Our
construction applies cuckoo hashing differently and avoids this computational overhead. Finally, we
remark that similar cuckoo hashing-based approaches [[CLR17, IDRRT18, [FHNP16, [PSZ14] have
also been used in the context of private set intersection.

Another recent work in this line of research [BBC™23|| uses projections, which may at first seem
related to our work. Unlike our work, these arithmetic sketches are designed for the servers to be
able to verify certain properties efficiently, without any help from the client. In contrast, our use
of sketching is extraneous to the cryptographic protocol, and helps us reduce the client to server
communication.

The fact that differential privacy guarantees get amplified when the mechanism is run on a ran-
dom subsample (that stays hidden) was first shown by Kasiviswanathan et al. [KLNT08] and has
come to be known as privacy amplification by sampling. Abadi et al. [ACG™ 16| first showed that
careful privacy accounting tracking the moments of the privacy loss random variable, and numer-
ical privacy accounting techniques can provide significantly better privacy bounds. In effect, this
approach tracks the Renyi DP parameters [MTZ19] or Concentrated DP [DR16} IBS16] parame-
ters. Subsequent works have further improved numerical accounting techniques for the Gaussian
mechanism [BW 18] and for various subsampling methods [WBK21\ [BBG20]]. Tighter bounds on
composition of mechanisms can be computed by more carefully tracking the distribution of the pri-
vacy loss random variable, and a beautiful line of work [KOV 15| IDRS22| MM 18, SMM 19, [IKH21}
GLW21, IGKKM?22, ZDW?22]. Numerical accounting for privacy amplification for a specific sam-
pling technique we use has been studied recently in [CGH™ 25| [FS23]].

The Prio architecture has been deployed at scale for several applications, including by Mozilla for
private telemetry measurement [HMR18]] and by several parties to enable private measurements of
pandemic data in Exposure Notification Private Analytics (ENPA) [AG21]. Talwar et al. [TWM™24]
show how Prio can be combined with other primitives to build an aggregation system for differen-
tially private computations.

We remark that the problem of vector aggregation has attracted a lot of attention in different models
of differential privacy. Vector aggregation is a crucial primitive for several applications, such as
deep learning in the federated setting [ACGT 16, MMR™ 17, frequent itemset mining [SFZT 14],
linear regression [NXY'"16], and stochastic optimization [CMST1l [CIMP22]. The privacy-
accuracy trade-offs for vector aggregation are well-understood for central DP [DKM™06], for lo-
cal DP [BNOOS, [CSS12| [DR19, DJW18], BDF™ 18l [AFT22]], as well as for shuffle DP [BBGNT9,
BBGN20, [GMPV20, (GKM™21]]. Several works have addressed the question of reducing the com-
munication cost of private aggregation, in the local model [CKO20, [FT21] IAFN™ 23], and under
sparsity assumptions [BST3| [FPE16, [YBT1S| [AS19, [ZWC™22|]. While the shuffle model can allow
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for accurate vector aggregation [GKM™ 21|, recent work [AFNT24] has shown that for large D, the
number of messages per client must be very large, thus motivating an aggregation functionality.

Our use of subsampling to reduce communication in private vector aggregation is closely related to
work on aggregation in the single trusted server, secure multi-party aggregation and multi-message
shuffling models [CSOK?23|ICIK"24|. Aside from a different trust model, our work crucially relies
on blocking to reduce the sparsity. Sparsity constraints also make regular Poisson subsampling less
suitable for our application and necessitate the use of sampling schemes that require a more involved
privacy analysis.

Very recent works. After a preliminary version of our work was made public, we were made
aware of an independent and concurrent work [BGH™ 23] that studies the problem of communicating
m-sparse vectors in the two-server setting. They compare three different schemes for this task and
empirically compare them. Their “big-state” DMPF is equivalent to our naive scheme and their
probabilistic batch codes (PBC) construction uses cuckoo hashing in a black-box way, similarly to
the prior works discussed above. They also propose a new scheme based on Oblivious Key-value
stores (OKVS), which obtains constant-factor improvements in the server runtime compared to the
other two schemes for some range of sparsity. To keep the server-side computation low, the OKVS-
based schemes (which allow a range of tradeoff) incur at least a 2x communication overhead.

Beyond these differences in various performance measures, one of our main contributions is identi-
fying block-sparsity as a property that lends itself both to significant savings in DPF constructions
and to efficient privacy-preserving aggregation. [BGH™ 25| don’t focus on block-sparse DPFs, but
their approaches can be applied towards block-sparse constructions. The cuckoo-hashing based con-
structions would incur a 3x overhead in the number of large PRG evaluations (as discussed above).
The OKVS-based schemes incur the above 2x communication overhead.

Another recent work [KKEPR24] also provides an efficient multi-point DPF construction (they also
don’t focus on block-sparsity). Their scheme requires the client to solve linear systems with k
equations and at least (k + \) unknowns over a field of size 2*. So even if the blocks are small, for
large k the client work is larger than in our scheme.

B Additional Preliminaries

Definition B.1. Function Secret Sharing [BGII5|] Let F = {f : I — G} be a class of functions
with input domain I and output group G, and let A\ € N be a security parameter. A 2-party function
secret sharing (FSS) scheme is a pair of algorithms with the following syntax:

s Gen(1*, f) is a probabilistic, polynomial-time key generation algorithm, which on input
1* and a description of a function f outputs a tuple of keys (kq, k1 ).
* Eval(i, k;, x) is a polynomial-time evaluation algorithm, which on input server index i €

{0,1}, key ki, and input x € I, outputs a group element y € G.

Given some allowable leakage function Leak : {0,1}* — {0,1}* and a parameter v € [0,1], we
require the following two properties:

» Correctness: Forany f € F and any x € I, we have that

Pr] Z Eval(b, kp,z) = f(z)] > 1—17.
be{0,1}

* Security: Forany b € {0, 1}, there exists a ppt simulator such that for any polynomial-size
function f € F:
{kol(ko, k1) < Gen(1*, f)} ~ {ky < Simy(1*, Leaks(f))}
Note that we have defined a relaxed notion of correctness here, where we allow a small probability

~ of incorrect evaluation. While « will be 0 for some of our constructions, the most efficient version
of our protocol will have a -y that is polynomially small in the sparsity k.

We define 1-sparse and k-block-sparse distributed point functions, which are instantiations of FSS
for specific families of sparse functions:
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Definition B.2 (Distributed Point Function (DPF)). A point function f, g for a € {0,1}?and 8 € G
is defined to be the function f : {0,1}% — G such that f(a)) = 3 and f(x) = 0 for x # o. A DPF
is an FSS for the family of all point functions.

Definition B.3 (k-block-sparse DPF). A k-block-sparse function fo g with block size B for o =
{a® ..., a1}, where o € {0,1}? and 8 = {B°,..., 8" 1} and B* = {B},...,B5_,} € GB
is defined to be the function f : {0,1}91°8 5 — G such that f(o||j) = B} and f(x) = 0 for
x # a'||j with j € [B) and i € [k]. A k-block-sparse DPF is an FSS for the family of all k-block-
sparse functions.

Cuckoo Hashing. = Cuckoo Hashing [PRO1] is an algorithm for building hash tables with worst
case constant lookup time. The hash table depends on two (or more) hash functions, and each item
is placed in location specified by one of the hash values. When inserting k items from a universe U
into a cuckoo hash table of size k, the hash functions map U to [/2:] When the hash functions are
truly random, as long as k is a constant fraction of &, there is a way to assign each item to one of its
hash locations while avoiding any collision:

Theorem B.1. Cuckoo Hashing [DKI2|] Suppose that ¢ € {0,1} is fixed. The probability that a
cuckoo hash of k = | (1 — ¢)k| data points into two tables of size k succeeds is equal to:

1 (2¢? —5c+5)(1—c)31+0 1
12(2 — ¢)2¢3 k k2

Note that if ¢ ~ 0.32, this simplifies to about 1 — 1/k — O(1/k?). Therefore, this choice of ¢ leads
to a failure probability of O(1/k). Variants of cuckoo hashing where more than 2 hash functions are
used can improve the space efficiency of the data structure. E.g. using 4 hash functions allows for a
an efficiency close to 0.97 with probability approaching 1 [FP12, [FM12].

We will use the following standard result in differential privacy.

Theorem B.2 (Gaussian Mechanism [DKM™ 06, DR14]). Let e, € (0,1). Let A : (RP)* — RP
be the mechanism that for a sequence of vectors vy, ...,v, € RP outputs > v+ N(O, a?lp).
If for all i € [n), the input v; is restricted to ||v;||2 < s and (0/s)? > 2log(1.25/5) /&2, then A
is (¢, 6)-differentially private. We refer to o as the scale of the mechanism. In this context s is the
sensitivity of the sum to adding/deleting an element.

C Pseudocode for sampling schemes

D Missing Proofs from

Proof of Theorem 3.1} First, note that E[w’] = v7 for all j € [n]. Therefore we have

E(|W =Y B =E | Y w —v + N0 o*Ip)|3
sl sl

Il

E [|w’ —v/|3] + ¢°D

=1
nE [le — v1||§] +02D

A
<nA%(1- %)LQ(Z)Q + 02D

<n-L*(A?/k)+o°D.

Here we have used the fact that the variance of the w! decomposes across A blocks, where each
block contributed p(1 — p) times the square of its value when non-zero (which is L(A/k)) and
p= % is the probability of a block being non-zero. O
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SampledVector (Partitioned Subsampling)

Input: vector v € R”. Parameters: dimension D, blocksize B, sparsity k, sampling probability ¢,
A = D/B, blockwise ¢ bound L.

1. Split the block indices into k consecutive subsets S; = {(j—1)A/k+1,...,jA/k} forj € [k].
2. Select an index 4; randomly and uniformly from S; and define I = {4;} ;e

3. Define the subsampled (and clipped) v’ as

I 2 .clip (vi) ifiel
v; = . )
0 otherwise

where clip; (z) is defined as z if ||z|]2 < L and - z, otherwise.

4. Output w = v'.

L
[EIP

(a) k-wise 1-sparse sampling scheme

SampledVector (Truncated Poisson Subsampling)

Input: vector v € R”. Parameters: dimension D, blocksize B, sparsity k, sampling probability ¢,
A = D/ B, blockwise ¢2 bound L.

1. Select a subset Iy by picking each coordinate in {1, ..., A} independently with probability g.
2. If |Io| > k, let I be random subset of Iy of size k. Else set I = Io.

3. Let k = E[|I|] = E[min(Bin(A, g), k)] under this sampling process.

4. Define the subsampled (and clipped) ol as

o = 2 .clip, (vi) ifiel
L 0] otherwise

5. Output w = v'.

(b) k-sparse sampling scheme

Figure 6: Pseudocode for Subsampling algorithms.

E Proof of Theorem[3.2]

We will need the following asymptotic bound on the privacy of Poisson subsampling of the Gaussian
noise addition.

Lemma E.1 (JACGT16]). Let Ay,...,Ar : (RE)" — RB be a sequence of Gaussian noise ad-
dition algorithms with sensitivity s and noise scale o. Let Py(A,..., Ar) be the Poisson sub-
sampling scheme in which each user’s data is used in each step with probability n randomly and
independently (of other users and steps). Then, there exist a constant c such that for every § > 0, if

o/s > cny/T'log(1/0) then P,(Ay,..., Ar) satisfies (¢,9)-DP for e = O(n3+/T log(1/0).

of[Theorem 3.2] We first observe that we can analyze algorithm as an independent composition of
Ai,..., Ay, with the instance A; outputting the coordinates of W in the set S; = {(j — 1)A/k +
1,...,jA/k} for j € [k]. For convenience of notation we will analyze A; (with the rest being
identical). Observe that the output of Ay is Wy, ..., Wa /i. Now, by the definition of the sampling
scheme any user’s data is summed in exactly one (uniformly chosen) of Wy, ..., Wa i Each of
these algorithms is Gaussian noise addition with sensitivity LA /k and scale o. This implies that we
can apply results for privacy amplification by allocation for Gaussian noise from [FS25] to analyze
this algorithm. For the analytic results we use an upper bound on the privacy parameters of random
allocation in terms of Poisson subsampling for Gaussian noise. Specifically, for every ¢, k-wise
composition of 1 out of A/k random allocation for Gaussian noise addition algorithms satisfies
(e,0p + Ady + 6')-DP, where (£,p) are the privacy parameters of A-step Poisson subsampling

scheme with rate n = ﬁ for v = (e — e%)y /5% In(£). Here (g0, 0p) are the privacy
parameters of each Gaussian noise addition. Note that the sensitivity of the aggregate in each block
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is LA/k. Therefore, by setting do = 0/(3A) we get eg = LAyzin(ba/()) VQIHISTSA/(M)) (Thm. . We
set &' = ¢/3 and note that by the first part of our assumption on o/L, ¢9 < 1 and therefore
€0 — e < 3gq. Now the second part of our assumption of o /L implies that

k 3k
< —1
Y > 3eo IA Il( >

< 3LA\/2111 15A/ (46)) / 3k

- 3L\Fln(15A/(45
< Vo

<1/2.

This implies that < 2. Now, by Lemma @ the A-step Poisson subsampling scheme with

A
subsampling rate 7 is (¢, 0/3)-DP for

o <w&ﬁlog<1/6>> |

Here we note that the conditions of the lemma translate to

Uk:
Alog(1/6
A2 A og(1/9)
or equivalently, & > cy/Alog(1/0) (which is ensured by the third part of our assumption). Finally,
noting that Adg —|— 8" < 26/3, we get the claimed bound. O

F Ensuring block-wise norm bound

We now formally show that one can reduce the problem of computing means of {2 bounded vectors
to our setting of block-wise bounded norm. Without loss of generality, we can assume that each
input vector has ¢5 norm 1. Our main reduction is based on the techniques developed by Asi et
al. [AFENT23] in the context of communication-efficient algorithms for mean estimation with local
differential privacy. Their randomizer for mean estimation relies on a randomized dimensionality
reduction followed by an optimal differentially private randomizer in lower dimension referred to
as PrivUnit. PrivUnit requires a vector of unit length as an input, whereas the randomized
dimensionality reductions they use result in vectors of varying lengths. Asi ef al. apply scaling
to ensure that the norm condition is satisfied and develop several techniques for the analysis of
the error resulting from this step. We observe that their dimensionality reductions can be used
just as (randomized) linear maps (in the same dimension) with each block of B coordinates in the
image corresponding to the projection of the original input into B dimensions. Thus we can apply
clipping/scaling to ensure that block norms are upper bounded and then analyze the resulting error in
essentially the same way as in [AFNT23]|. Our first application of this approach shows that a random

rotation with simple block norm clipping to v/ B/ D achieves expected squared error of 1/B.

Theorem F.1. For a vector v = vy,...,va € RP, where v; € RP let blkclipy(v) denote the
vector u = uy,...,una, such that for every i € [A], u; = clipm(vi). Let U € RP*D pe g

randomly and uniformly chosen rotation matrix. Then for every v € R such that ||v|s < 1,
]E[||UTb1kc11pB(Uu)—v|]2] —o(L).
U 2 B

Our proof of this result relies on the following lemma from [AFNT23|.

Lemma F.2 (JAENT23]). Let © be a random unit vector on the unit ball of RP and z be the
projection of x onto the last B coordinates. We have

121 - VETD| =0 (==
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Proof of Theorem[F1] We first note that the squared error scales quadratically with the norm of v
and therefore it is sufficient to prove the theorem for unit norm v. For a given U, Let w = Uv
and wq, ..., wa be the blocks of size B in w. Observe that when U is a randomly chosen rotation
matrix, w is a random and uniform unit vector. Naturally, the uniform distribution over random
unit vectors is not affected by permuting coordinates and therefore for every ¢ € [A] we can apply

Lemma[F2]to get
1
Ell|lwill2] = vB/D| =0 | — | -
Bl - VE/D| =0 ()
In addition, by the same symmetry, we have that

ST

Elllws*] =
U
Combining these two results, we have

[l[; [HUTblkclipB(UU) - v“ﬂ = [ ’UUTblkC]_lpB(UU UvHi]

)

E
U
= [[[o1kelip (w) - wl3]

Il
cH

[
(uslz - VB/D)
(25 ~2VE/Dluil. )|

=2VB/D- 3 E|(VB/D - [wil:)]

16[[&]

a
b

IN

M

=
<

I

a

E
SIS

VB/D - =0(1/B).

Vi)~

||
/‘\
U:J\U

O

While this method is simple to describe and analyze, it is relatively inefficient as it requires D?
multiplications. We also show that a significantly more efficient scheme from [AFN™23|| based on
Subsampled Randomized Hadamard Transform (SHRT) can also be easily adapted to our setting
at the expense of somewhat worse O(1/+/B) expected squared error. Specifically, let W = SHT
denote the following distribution over random matrices: H € RP*P is the Hadamard matrix,
S € RP*P is a random permutation matrix, and 7' € RP*P is a diagonal matrix where T} ; are
independent samples from the Rademacher distribution (that is, uniform over £1). An important
(and well-known) property of this family of matrices is that multiplication by W and W T can be
performed in time O(D log D) [ACO6].

Theorem F.3. Let W € RP*P be a randomly and uniformly chosen SHT matrix as described
above. Then for every v € RP such that ||v||s < 1,

log” D
E [HWTblkclipB(Wv) —v||§] =0 ( OgB ) :

Further, multiplication by W and W' can be performed in time O(D log D).

To prove this result, we first establish some relevant properties of SHRT.

Lemma F.4 (JAENT23]). Suppose Wi = SgpHT is obtained with Sg being a B x D uniform sam-
pling matrix without replacement, H being Hadamard matrix and T being a Rademacher diagonal
matrix as above. Then for some constant C > 0, for any fixed v € RP of unit Euclidean norm and

0 €(0,1),
B
PE H|WBU||§ “\'p

>C logQ(B/é)/D] <.
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In particular, choosing § = 1/ D implies that for some constant C7 > 0,

B
E Isul) - /2

Proof of Theorem[F3] As in the proof of Theorem [F.1] we restrict our attention to the case ||v|| = 1
and letw = wy,...,wa = Wv. We note that matrix S being a random uniform permutation implies
that every B-block of coordinates in Wv corresponds to picking B coordinates of HT' randomly
and uniformly without replacement. Therefore, we can apply Lemma to obtain that for every

o Elluila] - VB/D| - 0 (“ELP))
0, B/D))

In addition, by the permutation symmetry of the distribution of .S, we have that

< C1y/log®(B/D)/D

B
N
Now, following the same steps as in the proof of Theorem[F.1] we have

‘;]?/[HWTblkclipB(Wv)—vHﬂ<2«/B/D Z {( B/D — |will» )]

G Communicating 1-sparse vectors

A common application of secure aggregation systems is to aggregate vectors that are 1-sparse (often
known as 1-hot vectors) or k-sparse for a small k. Directly using DPFs for these vectors requires
O(D) PRG re-seedings and thus can be expensive. Noting that k-sparse vector is also k-block
sparse, one can directly use PREAMBLE to reduce the server computation cost at a modest increase
in communication cost. Alternately, in settings where we want to add noise in a distributed set-
ting, RAPPOR [EPK14] and its lower-communication variants such as PI-RAPPOR [FT21]] and
ProjectiveGeometryResponse [ENNT22|| can be used along with Prio. Since 1-hot vectors become

D
vectors in {%, \;—%} after a Hadamard transform, one can view these vectors as Euclidean vec-

tors in R” and use PREAMBLE to efficiently communicate them. ProjectiveGeometryResponse
is particularly well-suited for this setup even without sampling, as the resulting message space is
O(D)-dimensional, and a linear transformation of the input space. Thus one can aggregate in “mes-
sage space”: each message is a 1-hot vector in message space, and we can add up these vectors
using PREAMBLE. The linear transform to go back to data space is a simple post-processing and
the privacy guarantee here can use privacy amplification by shuffling. Since we avoid sampling in
this approach, it can scale to larger n without incurring any additional utility overhead.

H £-block-sparse-DPF Construction Details

H.1 Secret-Sharing k-block-sparse Vectors

We first review the tree-based DPF construction from [BGI16], both for single bit outputs and for
group element outputs (using our notation). We then describe how we build on their techniques to
construct efficient k-block-sparse DPFs.

Tree-based DPF of [BGI16]. The original tree-based DPF construction is formulated for one-
sparse vectors without blocks. Let us suppose that the client wants to send a 1-sparse function
f :{0,1}% — {0,1} with an input domain size of D = 29, where the output is non zero only
on input o € {0,1}%. Let us define f; : {0,1}* — {0,1} as the function that computes the sum
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filz) = 3 eq01ya-+ f(zlly) where || denotes concatenation. Note that fg = f and each f; is
1-sparse. Let a; be the input that produces a non-zero output for f;.

In the tree-based construction an invariant holds at every layer ¢ in the tree. Servers 1 and 2 hold
functions s;,t; : {0,1}* — {0,1}* whose vectors of outputs are secret shares of 7; - e,,, where
r; 1s a (pseudo) random A-bit string and e, is the basis vector with value 1 at position «; and 0
elsewhere. In other words, s;(z) — t;(x) is zero for x # «; and is a pseudorandom value r; for
x = «;. The servers also hold functions u;,v; : {0,1}* — {0, 1}, whose vectors of outputs are
secret shares of e;. The client knows all secret-shared values.

When ¢ = 0, defining these functions is simple: a client with input z sets sg, ty to return a constant
A-bit string chosen at random, and sets rg = so(x) — to(z). It also sets ug to return a random bit
and vo(z) = 1 — up(x).

For the inductive step, we do the following:
» Each server provisionally expands out their seeds using aPRG G : {0, 1}* — {0, 1}2(+1),

We can think of the first half of the PRG’s output as the left and the second half as the right
child in the tree. They parse for z € {0,1}":

8741 (@]0)][uig (@] [0)]|s741 (@] |1 |uip (2]|1) = G(si(x))
téﬂ(ff‘|0)‘|U§+1($||0)||t;+1($”1)”“§+1($”1) = G(ti(z))

* Let b; be such that iyl # |Ei, so that this is the term that needs to be corrected to zero.
The client computes the correction according to:

civr = sip(ail[bi) — tip (aullbi)

and sends it to both servers. The servers then set, for each z € {0,1}%, and b € {0, 1}:

si+1(2][b) = 8} (2[[b) — ui(@)cis,

tipa(][b) = tip (2]|b) — vi(x)cipr-
It is then easy to check that for x # o, the equality u;(x) = wv;(x) implies that
Si+1(x||b) = t;11(x||b). Moreover for y = «;]||b;, we have

Si+1(y) = tir1(y) = siy1(y) — wilei)cirr — i (y) +viow)ei
= si11(y) = tipa () — (i) = vi(ew))cin

Siv1(y) = tig1(y) — 1 cima
=0.

Here the last step follows by definition of ¢; .

* Finally, we need to correct the bit components. For this purpose, we compute two bit
corrections. Recall that u;1(y) = v;41(y) for each y # «;||b for b € {0,1}. We com-
pute TTLH_l(O) = Uj+1 (OZZHO) - U7;+1(Oéi|‘0) + bL and similarly mi_,_l(l) = ui+1(ai||1) —
vit1(a;||1) + (1 — b;), and send both of these to the two servers. Similarly to above, the
servers now do, for each = € {0,1}* and each b € {0,1}:

i1 (2]|D) = wipy (x[[b) — ui(z)miy1(b)
vit1 (#][b) = v (][b) — vi(@)miy1 (b)
The correctness proof is identical to the one for the s — ¢ case.
Note that the multiplications above all have one of the arguments being bits so this is point-wise
multiplication. We have now verified that the invariant holds for (i + 1).

We refer to the tuple (¢;,m;(0),m;(1)) as a correction word, where ¢; is the seed correction and
m;(0), m;(1) are the correction bits. Intuitively, since u;(y) = v;(y) for each y # o, each correc-
tion word is only applied to one expanded seed in each level. For all other expanded seeds, the cor-
rection word is either never applied (if u;(y) = v;(y) = 0) or applied twice (if u;(y) = v;(y) = 1),
in which case these two applications cancel out.
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Non-zero output from group G. [BGII16] define a variant of their construction where the output
of the DPF on input « outputs not 1, but rather a group element 5 € G. Given a convert(-) function,
which converts a A-bit string to a group element in G, the changes to the construction are minimal.
Since the invariant holds, s, (a) — t,(a) # 0 and s,,(y) — ¢, (y) = 0 for all y # «. Since the DPF
according to Definition should output 3 on input «, an additional correction word cg41, which
consists only of a seed correction, is constructed such that either convert(sq(a))—convert(tq(a))+
cq+1 = B or convert(sq(a)) — convert(tq(a)) — cq+1 = B, depending on whether ug4(a) or vg(a)
is one.

The block-sparse case with block size B > 2. We adapt the DPF construction of [BGI16] from
point functions to block-sparse functions, where the output on any number of input values from a
single block will be a non-zero group element. More formally, a block-sparse function f, g with
block size B for a € {0,1}% and 8 = {fo,...,B5_1} € GP is defined to be the function f :
{0,1}4+1°e B — G such that f(«||j) = B; and f(x) = 0 for z # af|j with j € [B].

To formulate a block-sparse DPF based on tree-based DPF construction, we can use a different PRG
for the final tree layer compared to the previous tree layers, such that the output is B log|G]| bits
rather than 2(\ 4 1) bits in the original construction. We call this G’.

Sar1(@/0)[] - [[8g41 (2||B — 1) = G’ (sa(x))
tapa (@l0)]] - [ltqy1 (2]|B = 1) = G'(ta(x))

The correction word can be constructed analogously to the original construction, and we make use
of a convert(-) function, which maps a log |G|-length bit string to an element in G. For any input
x = a|j forany j € [B], we set cqy1,; such that convert(s);,, (x)) —convert(t, ,(x))+ci1,j =
B; or convert(syy, ,(x)) — convert(ty, ,(x)) — cay1,; = B, depending on whether u () or va(c)
is one.

This construction avoids the high cost of using the original DPF construction B times, both in terms
of computation and communication. In particular, the original construction would involve B DPF
keys of size O(\(d+log B)) each, while this construction yields a single DPF key of size O(Ad+B).
DPF key generation with the original construction will involve O(d + log B) PRG evaluations for
each of the B keys, while our optimization involves O(d) PRG evaluations, as well as one larger
PRG evaluation, where the size of this PRG output scales with B. In the evaluation step, when
the entire tree is evaluated, naively using the original DPF construction B times would result in
B -2d4+1g B PRG evaluations, while our optimization involves only O(2%) smaller and O(2%) larger
PRG evaluations.

The k-block-sparse case  We now describe the idea of a construction for k-block-sparse DPFs, as
specified in Deﬁnition Instead of a single index «; at each level, we have a set {a?, R affl },
where k corresponds to the number of distinct ¢-bit prefixes in «, at most k. We will begin by
formulating a change to the construction that allows us to share k-block-sparse vectors, which is a

naive extension to the block-sparse version of the DPF construction of [BGI16l|. Later, we introduce
an optimization to reduce the number of correction words applied to each node.

The invariant on all tree layers except the lowest one is essentially the same as before, except that
there are now k separate v and v functions per correction word at each layer, and the client will
send k correction words per layer. The PRG at the upper level now outputs 2(k — 1) additional
bits, and the bit components of the expanded and corrected seeds are secret shares of an indicator,
which specifies which correction word, if any, will be applied next. As in the original construction,
we maintain the goal that each correction word is applied to only at most one expanded seed in that
layer. In particular, the correction word with index ¢ € [k] at level ¢ € [d] will be applied to the
expanded seed at position o € [27]. In the lowest layer, we can formulate a correction word, which
is interpreted as a group element, by applying an idea analogous to that of the block-sparse case.

For the goal of generating DPF keys for a k-block-sparse vector, this construction avoids the over-
head of generating kB DPF keys from the original construction. We inherit all advantages of using
blocks of size B from the block-sparse construction and obtain further savings by allowing k non-
zero blocks. We can compare the the costs of naively using £ instantiations of a block-sparse DPF
to those of a single k-block-sparse DPF instantiation. Asymptotically, the two approaches require
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the same amount of communication, with identical DPF key sizes, and the DPF key generation re-
quires the same number of PRG evaluations. The savings for the construction come in the form
of computation savings for server evaluation, where the number of PRG evaluations decreases by a
factor of k, since servers must now evaluate a single tree, rather than k trees when instantiating a
1-block-sparse DPF k times. However, since each server applies up to k& correction words at each
level, the total server computation still depends linearly on k. This yields the following result

Theorem H.1. Let G : {0,1}* — {0,1}2?*2) and G’ : {0,1} — {0,1}B1°2 1611 pe pseudo-
random generators. Then there is a scheme (Gen, Eval) that defines a k-block-sparse DPF for the
family of k-block-sparse functions f/, 5 : {0, 1}d+loe B G with correctness error 0. The key size
is kd(A + 4) + kB[log |G|]. In Gen the number of invocations of G is at most kd, and the number
of invocations of G' is at most k. In Eval the number of invocations of G is at most d, and G’ is
invoked once. Evaluating the full vector requires 2¢ invocations of G and 2% invocations of G', and
O(kD) additional operations.

O(24+1°8 B) PRG calls for each of the k& DPF keys, while using our k-block-sparse DPF key gener-
ation requires O(2%) small and O() larger PRG calls.

Cuckoo Hashing. We next show how we can reduce the k-fold multiplicative overhead in the
servers’ computation using cuckoo hashing. The idea is to only have w control bits (rather than) %
for each node in the tree as follows. In practice, we can set the constant w to be between 2 and 5.

At every layer i in the tree, there are k non-zero nodes, which have indices {a! Yeerr). We use k
correction words per layer. Each tree node in the i-th layer is assigned w correction words. These
correction words are selected using w hash functions (per layer ¢), where each hash function maps
the 2° tree nodes to the set of k correction words. The hash functions are public and known to
both servers (they are chosen independently of the values of the DPF). The client assigns each
non-zero node to one of the w correction words specified (for that node) by the hash functions.
This assignment does depend on the non-zero indices of the DPF and must not be known to the
servers. Cuckoo hashing [PRO1]] shows that for any set of k£ non-zero nodes (specified by the values
{a!}), except with probability @(%) over the choice of the hash functions, the client can choose
the assignment so that there are no “collisions”: no two non-zero nodes are mapped to the same
correction word. In the case of failure, which occurs with probability at most O(%), the client
will generate a outputs keys corresponding to the zero vector, which can trivially be realized by
picking an arbitrary assignment. This does not affect the security of the construction as the failure of
cuckoo hashing is not revealed. It does however mean that the correct vector is sent with probability
1- O(%), rather than 1. For statistical applications, this small failure probability has little impact.

The correction words are now constructed and applied as usual, except for the fact that each correc-
tion word now has only w correction bits instead of k on each side and that one of only w correction
words is applied per expanded seed/node. The bit components of an expanded and corrected seed
still correspond to an indicator specifying which single correction word is applied at the next layer,
as before; however, it is no longer up to one of all k possible correction words that will be applied,
but rather one of the w possible correction words specified by the w hash functions.

For simplicity, we present the formal construction by setting w = 2. The details can be found in
Figures[7]and [9] using a helper function for DPF key generation in Figure[§]to specify the construc-
tions at each of the upper tree layers. Note that we formulate evaluation in Figure 0] for a single path
in the tree for simplicity; to reconstruct the entire vector instead of just one entry, all nodes in the
tree can be evaluated using the same approach. In that case, the number of invocations of G is at
most 2%, and the number of invocations of G is at most 2¢.

Theorem H.2. Let G : {0,1}* — {0,1}>**2) and G : {0,1} — {0,1}BM1°8 1611 pe pseudo-
random generators. Also suppose {h;}icat1) : [27'] — [ck]® describes a set of random hash
functions. Then the scheme (Gen, Eval) from Figures [7] and @] is a k-block-sparse DPF for the
family of k-block-sparse functions f/, 5 : {0, 1}d+los B G with correctness error O(%) The key
size is 3kd(X + 4) + 3kB[log|G|]. In Gen the number of invocations of G is at most kd, and the
number of invocations of G’ is at most k. In Eval the number of invocations of G is at most d, and

G’ is invoked once. Evaluating the full vector requires 2% invocations of G and 2% invocations of G',
and O(D) additional operations.
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Remark H.3. Note that cuckoo hashing can yield different trade-offs from those in Theorem
if more than 2 hash functions are used. For w = 2, the total number of required correction words
to achieve a low failure probability is approximately 3k. If w = 4, the total number of required
correction words to achieve a low failure probability can be reduced to be only about 1.03k [FPI12]
FMI2|], leading to a key size of 1.03kd(\ + 4) + 1.03kB[log |G|]. Increasing w decreases the
total number of correction words, and therefore the total key size and required communication, by a
constant factor, at the cost of increasing the total number of field operations per node by a constant
factor. The number of PRG evaluations does not depend on w.

Remark H.4. Recall from related work the application of cuckoo hashing to multi-point function
secret sharing [ACLSIS8 IDRRTIS ISGRR19, |dCP22], where cuckoo hashing is applied directly to
the k-sparse 2%-dimensional secret vector, constructing k smaller vectors with a single entry each
before generating DPF keys. In this approach, the total number of vector entries, and therefore also
the number of PRG evaluations, is 2 - 2¢ or 3 - 29 when 2 or 3 hash functions are used for cuckoo
hashing, as suggested by [DRRTIS8|]. Because our application of cuckoo hashing is at the level of
correction words within the DPF construction, it avoids this overhead and requires only 24 vector
entries.

Proof of Theorem[H.2] We prove both correctness and security of the scheme.

Correctness. We describe and argue correctness of our optimized k-block-sparse DPF construc-
tion in a way that is analogous to our arguments for the original construction of [BGI16]. The
invariant for the k-sparse case is that in layer ¢ of the tree construction, the k£ nodes corresponding
to a; are non-zero, and all others are zero. In addition, we maintain the invariant that exactly one of
the two bit components on the non-zero path is 1, and the other is 0. More formally, we would like
that if ¢ «;, s;(x) = t;(x), ui(x) = vi(z), and ¢;(x) = r;(z). Furthermore, we would like that
for z € a, exactly one of u;(x) = v;(x), and ¢;(z) = r;(x) should hold.

The function h; : [2071] — [3k]? maps one af in tree layer i to two correction words. We use
cuckoo hashing to determine which of these two correction words will be applied for of, defining

function g; : [2071] — {0,1}. Due to cuckoo hashing, we know that this mapping exists for
any k-block-sparse function given all h; with probability 1 — (’)(%) In the upper levels, the PRG

G : {0,1}* — {0,1}2 4 output is parsed as follows:

$i01(@][0) |1 41 (2]0) Iz 41 ([0} |7 41 (D) [t r (2] [ V)] |41 (2]]1) = G55 ())
tipr (2 |0) Vi1 (2[10)7 4 (O (] D) [V g1 (][] 7542 (2 [1) = G(Ei())

In the original construction, the seed portion of the correction word was set in such a way as to
set to zero the node corresponding to c;||b;, where b; is defined such that a1 # «|b;. Let us
now analogously define b, defined such that af, | # af|[bf. It is possible that there exist indices

¢ # (' € [k] such that of||bf = aflﬂ, in which case we do not want to set the seed portion of

the node corresponding to o ||b¢ to 0. For such an ¢, we set the seed portion of the corresponding
correction word to a random bit-string instead. For other ¢, we set the corresponding seed correction,
specified by the g;(af)th output of h; (), as expected:

Chiti(ah)gi(ad)] = 5§+1(af\|gf) + t§+1(af||55)
The corrected seed components are then for each = € {0,1}* and b € {0, 1}:

sip1(]|b) = s (@][b) — wi()ch,, (@)0) = 6(T)Chyyy (2)11]

tiv1(z]|b) = iy (2]|b) — vi(@)ch,,, (@)j0] = Ti(T)Chiir ()1
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1439 Itis then easy to check that for z # o for all £ € [k], the equalities u;(z) = v;(z) and ¢;(z) = r; ()
1440 imply that s, 1 (||b) = t;11(2||b). Moreover for y = of||b¢, as long as y ¢ a1, we have

siv1(y) = tir1 () = si1(Y) — wil@))en,,y (aty0) = G (A hy, 1 @ty 1)
- (t§+1(y) - Ui(af)chi+1(af)[0] —ri(a f)Chm(ag)m)
= s (y) =t () — (ui(af) — vi(e)))en, o (0]
- (qi(af) ri(a ))Chl+1 af)1]
= 5511 (Y) = i1 (¥) = 1h, 1, (a8 gisr (o]
=0.
1441 Here the last step follows by definition of ¢, (a)g.,, (a?))-

1442 Finally, we need to correct the new bit components. For this purpose, we compute two bit cor-
1443 rections. Note that u;1(y) = vi+1(y) and ¢11(y) = 7ri41(y) for each y ¢ ;1. On the
1444 other hand, when y € «;11, we would like either w;1(y) = vi11(y) and giy1(y) # riy1(y)
1445 Or u;+1(y) # vi+1(y) and ¢;4+1(y) = 7i4+1(y), depending on g;11(y). We set the bit corrections to:

My (0f)lgiea ()] (0) = whyq (af]]0) — v (0f]]0) + (giv2(at]|0) + 1) (all|0 € cvigr)
M4y (af)lgis () (1) = iy (0f|[1) = vi 1 (af][1) + (gira(afl[1) + 1)(af]|1 € @ita)
Phisi(a)gisa (at)] (0) = @11 (af]10) = 7] (af]]0) + gita(f][0) (][0 € aiy1)
Phisi (@) gisr (at)) (1) = Ghr (0] 11) = 7y (1) + giga (g1 (af]]1 € aigr)
1446 To apply the bit correction, the following is computed:
w1 (] [b) = iy (]|b) — wi(z)mp,,, (@)0)(b) — Gi(T) M, (@)1 (D)
Vi1 (2[[b) = viyq (2]|b) — vi(z)ma, @10 (D) — ri(@®) M, (21 (b)
Gir1(][b) = i1 (2][b) — wi(2)pn, (@)1 (D) = €i()Ph ()11 (D)
rir1(2][b) = 771 (2][b) = vi(@)Ph,y s (2)10) (B) = Ti(2)Ph, 4 (2)11] (D)

1447 The correctness proof is identical to the one for the s — ¢ case when z||b ¢ ;1. Otherwise, when
1488 z||b € @41, we show that

w1 (2]]0) — vig1 (] |b) = wiyy (z]|b) — wi(@)mp,,, (@)[0) (D) = qi(x) M, (2)11) (D)
— (i1 (2[0) = vi(@)m, ()01 (B) = 7i(T) M () 1) (D))
= wy (2]]b) = vip (@[b) — (ui(@) = vi(@)) M, (200 (D)
( i(@)ri(2))m, (@)1 (0)
1(@][0) = i1 (@][0) = My @)lgesa (@) (B)
= gz+2(0/||b) +1
1449 Using analogous arguments, g;+1(z||b) — ;11 (x||b) = giy2(af||b). Therefore, exactly one of either
1450 u;y1(x||b) = vip1(z||b) or ¢iy1(y) = ri41(y) can hold, and the required invariant is maintained.
1451 In the lowest layer, the PRG is evaluated for each ¢ € [k]:
sap1 (@ ][0)]] .- lIshi1 (@l B — 1) = G'(sa(a))
tu (Q0)]] . [[t4r (]| B = 1) = G (ta(a?))

1452 In a next step, we call the convert(-) function on each component of these outputs. The goal is to
1453 formulate one correction word for each of the k£ non-zero blocks.

1454 More formally, we would like to choose correction words ¢y, | (at)|
1455 that 5441 (a’|[j) — tay1(at]|j) =
Sar1 (1)) = sl (@l]7) + wa(a)eny, (anyo) (7) + dala)eny s (o ()
tar1(a’l]f) = tar1(@’l1f) +vala)en, (0o () + ra(@)en,,, @on (7)-

(aty](j) for j € [B] such

gd+1
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Note that for z & o, sjy 1 (#||j) =t (2]|5), va(r) = va(z), and qa(x) = ra(z), 50 411 (2]|j) =
tat1(x||j) for all j € [B], regardless of the correction words.

For o, if gq11(a’) = 0, then ug(a®) # va(a’) and gz(a’) = rq(at). Otherwise, gz(af) #
ra(a e) and ug(a®) = wvg(af). Exactly one of sqiq(x||j) and t4.1(z||) is independent of
Chasr(at)[ga1 (ah)]* By subtracting over G, we can find the target value of the other one and choose
the correction word accordingly.

In a bit more detail: the client computes the sequence
(sty1 (@®|15) =t 1 (@®]]5)) je1m) € G. It computes the seed correction for each j € [B] and send it
to both servers.. If gg41(a’) =0

Chasi(a®)lgass (o)) () = (wae(@) = vae(@®) 71 (8] = (shya (@’ll) = thya (@’l15)))

Otherwise:

Chasr (@®)lgasa (o0)] (1) = (@a(@®) = ra(a)) "1 (B = (sapa(a]15) — tara(a]]5))

Since (ug(at) — va(a?)), (ga(a?) — ra(a’)) € {—1,0,1}, the inverse over G is well defined.

Y4

Now for x = o, we can write

satr1(a’|]j) = tapa(a’l5)
= sl1(a17) = thpr (@F115) + (ua(@®) = va(@))eny, (001 (4)
+ (qa(a®) = ral@®))eny,, @oyp ()
= s (@]15) = thyr (@[15) + (8] = siyr (@[15) + thpr (@”[15))
=B

Security. We argue that each server’s DPF key is pseudorandom. The security proof is analogous
to the proof of Theorem 3.3 in [BGI16]. We begin by describing the high-level argument. Each
server begins with a random seed, which is unknown to the other server. In each tree layer, up to
k random seeds are expanded using a PRG, generating 2 new seeds and 4 bits, all of which appear
similarly random due to the security of the PRG and the fact that the original seed appeared random.
The application of a correction word will cancel the randomness of 5 of these 6 resulting seed and
bit components. Specifically, one seed component and all 4 bit components are canceled; however,
given only the correction word and the tree node values held by a single server, the resulting secret
shares still appear random.

It is possible to define a series of hybrids Hyb,, ¢, where the correction words in all levels 7 < w
are replaced by random bit strings for i € [d + 1], replacing Step Im Flgurel 8l the first £ correction
word components in layer w are replaced by a random bit string, and if w = d + 1 the first ¢
components of the final level correction word are replaced with random group elements, replacing
Step[9in Figure[7] We also consider the view of the first of the two servers, without loss of generality.
Specifically:

1. Choose s0(0), to(0), 1o (0),v0(0), go(0), r9(0) honestly.

2. Choose CWO,...,CW®=1! ¢ {0,1}3**+4) yniformly at random.

3. Choose CW™ such that the first £ components are uniform samples and the remaining ones
are computed honestly.

4. Update s;(af), u;(at), gi(af) honestly for all i < w and £ € [k].

5.For i = w, set ti(a)vi(af),ri(ad), ... ti(ad)vi(eg),ri(ef), as well as set
tir (6T w1 (@ s (@), Lt (0 i (08 ) i1 (@F 7)), to random
£+1 £+1 0+1 (k-1 k-1 k—1
samples. Compute ¢;(c;;" " ),v; (e )rz(oz )y ti(ay ) wi(ag ™), ri(e; ") hon-
estly.

6. For i > w, compute all CW? and update all s;(af), t;(af), ui(at), vi(af), g;(ab), ri(af)
honestly for all ¢ € [k].

7. The output is 50(0), uo(0), go(0)|[CW?]|...|[CWIHL,
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Note that when w = ¢ = 0, this experiment corresponds to the honest key distribution, whereas
when w = d+1,¢ = k — 1 this yields a completely random key. We claim that each pair of adjacent
hybrids will be indistinguishable based on the security of the pseudorandom generator.

We first consider w < d and a Hyb-distinguishing adversary A who distinguishes Hyb,, , from
either Hyb,, ¢41 if £ < k—1lor H Yby 41,0 otherwise. Given an adversary A with advantage p,
we can construct a corresponding PRG adversary B. This PRG adversary is given a value r €
{0,1}2A+2) and distinguishes between the cases where 7 is truly random and r = G(s), where
s € {0,1}* is a random seed. Given «, 3, w, ¢, the adversary B constructs a DPF key according to

Hyb,, ¢; however, instead of sampling t,, (), v, (), 7 (af,) randomly, we set:

tu (g1 [10) | vw (@1 110 [ru (o, [[0) [t (1 1) Jvw (g, o[l (e, 1 [11)

to r. If r is computed pseudorandomly, then it is clear that the resulting DPF key is generated as in

Hyb,,, +(1*, a, B). We must also argue that if 7 is random, the resulting key is distributed as in either

Huyby gy1 if £ < k — 1 or Hyby 1,0 otherwise. If t,,(c,), vy (al,), 7w (al,) is random, then the

corresponding correction word is also uniformly random, since it is computed as the xor of a fixed
bit-string with these randomly selected bit-strings, forming a perfect one-time pad. After applying
this correction word, the resulting seed and bit components are also uniformly distributed, given
only the previous seed and bit components for that server, as well as the correction words.

Combining these pieces, an adversary A that distinguishes between the hybrids with advantage p
yields a corresponding adversary B for the PRG experiment with the same advantage and only
polynomial additional runtime.

Finally, we consider w = d + 1. We can make an argument similar to the previous one that an ad-
versary that distinguishes between the distributions Hybg 1, and Hybg1,¢+1 with advantage p di-
rectly yields a corresponding adversary B for the pseudo-randomness of the PRG output, interpreted
as a group element, with the same advantage and only polynomial additional runtime. 3 can embed
the challenge by setting the corresponding correction word to (—1)"¢=* (1) (B5 = si(af_[lj)+7).
If r is generated pseudo-randomly, this is exactly the distribution of Hybg1,¢. If 7 is truly random,
then it similarly acts as a one-time pad on the remaining terms and the corresponding correction
word is uniformly distributed, as in Hybg11 ¢+1. O

H.2 Proofs of Validity

We construct an efficient proof-system that allows a client to prove that it shared a valid block-sparse
DPFE. The proof is divided into two components:

1. k correction-bit sparse. The client proves that at most k of the (secret shared) correction
bits are non-zero.

2. k block-sparse. Given that at most k of the correction bits are non-zero, the client proves
that there are at most k£ non-zero blocks in the output.

We detail these components below. The proof system is sound against a malicious client, but we
assume semi-honest behavior by the servers.

Theorem H.5. The scheme of Theorem[H.2| can be augmented to be a verifiable DPF for the same
Sfunction family (k-block-sparse functions). The construction incurs an additional round of interac-
tion between the client and the servers (this can be eliminated using the Fiat-Shamir heuristic). The
soundness error is (poly (k) /2*).

The additional cost for the proof (on top of the construction above) is O(k - d - \) communication,
(k - poly (d, \)) client work, (k - 2% - poly (d, \)) server work for each server.

Proving k-sparsity of the correction bits. The secret shares for the correction bits are in {0,1}
(the correction bit is “on” if these bit values are not identical). The client proves that the vector
of 2 - 2% correction bits (27 pairs) is k-sparse, i.e. at most k of the bits are non-zero. We use the
efficient construction of 1-sparse DPFs from [BGI16], which comes with an efficient proof system
(the construction in [BBCG™21]] also handles malicious servers, but we do not treat this case here).

The client sends k 1-sparse DPFs (unit vectors over {0, l}zd“) whose sum equals the vector of
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Gen
Gen(1*,a, 8,G, B, k):
1. Leta = {aé}ge[k] € {{o0,1}4}*
2. Sample random s (0) < {0,1}* and t0(0) < {0,1}*
3. For i from 1 to d + 1, use cuckoo hashing to define mapping functions h; : [2°7'] — [ck]?
and g; : {(¢ — 1)-bit prefixes in '} — {0, 1}
4. If gl(O) =0, let UQ(O) =0, ’UQ(O) =1, qo(O) = 0, and To(O) = 0. Else let UO(O) =0,
v0(0) = 0, go(0) = 0, and r9(0) = 1.
5. For i from 1 to d:
* Compute GenNegvt(a, i, Si—1, t»;fl, U;—1,Vi—1,4i—1,Ti—1, hi, gi, gi+1) and parse
the output as CW*, s;, ts, wi, vi, qi, s
6. group « by entries with the same d-bit prefix
7. For each distinct (d-bit prefixes in ¢, denoted o’
* sapr (@]0)][-[|siyr (@[ B — 1) = G'(sa(a”))
* tapa (Q0)]]...][tar (@”]|B = 1) ¢ G'(ta(a"))
* For j € [B], convert si,1(a’||j) = convert(sy,,(a’||s)) and tj,,(a’||j) =
convert(ty (a’ll))
8. Parse 5 = (8°,...,8" ")
9. For/ € [k]:
+ Denote o the d-bit prefix associated with £. Also denote p = hqy1(ab).
* Parse 8¢ = (B6,...,B5_1)
 Denote 7} = B — yy1(a’[lg) + thy1(a’]15) for j € [B].
* Denote ¢, aty () = (1) ]
o If gi(a) = 0, set
CW3GT 4 Colgataty (O)l]-lleopg; aey (B = 1).
* Else, set
CWET o (=170 bl (=1)7eD)  5f .
10. For remaining 4, set C Wf“ randomly
11. Set CW* = CW{H|..[|CWH! and CW = CW!|... [[CWH |ha]l. . . ||hata,
as well as ko = s0(0)||CW, k1 = t0(0)||CW.
12. return (ko, k1), g1(0)

Figure 7: Gen generates DPF keys for a k-block-sparse vector of dimension d + log B with blocks
of size B and security parameter )\, where G’ is a PRG that takes an input of size A bits and outputs
a bit string of length Blog|G|. The values /3 of the non-zero entries in the vector correspond to
elements of group G.

correction bits: if these extra DPFs are indeed one-sparse and sum up to the vector of correction
bits, then that vector must be k-sparse. We remark that we are agnostic to the field used for secret-
sharing these additional DPFs (the secret shares of the correction bits are treated as the 0 and the 1
element in the field being used). Soundness and zero-knowledge follow from the properties of the
DPF of [BGII16]. The communication is O(k - d - A), the client runtime is (k - poly (d, A)), and the

server runtime is (& - 2¢ - poly (d, \)). The soundness error is O(k/2*).

Proving k-sparsity of the output blocks. Given that at most k of the correction bits are non-zero,
the client needs to prove that there are at most k£ non-zero blocks in the output. Consider the final
layer of the DPF tree: in a zero block, the two PRG seeds held by the servers are identical, whereas in
a non-zero block, they are different. Rather than expanding the seeds to B group elements (as in the
vanilla construction above), we add another A bits to the output, and we also add A corresponding
bits to each correction word. We refer to these as the check-bits of the PRG outputs / correction
words, and we refer to the original outputs (the B group elements) as the payload bits. In the zero
blocks the check-bits of the outputs should be identical: subtracting them should results in a zero
vector. In each non-zero blocks, the check-bits of the (appropriate) correction word are chosen so
that subtracting them from the (subtraction of the) check-bits of the PRG outputs also results in
a zero vector. Thus, in our proof system, the servers verify that, in each block, the appropriate
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GenNext
GenNext(o, 4, 8i—1,ti—1,Ui—1,¢i—1,Vi—1,Ti—1, R, Gi, Git1):
1. Group « by entries with the same (i — 1)-bit prefix. For each group:
* Denote af_; the (i — 1)-bit prefix associated with that group
* Expand and parse s (c;_1]0)||uf(cf 11[0)[|gi (i 1]10)][s5 (i1 |[1)]|
ui(ofa|[Dlgi(ai1]11) = G(si-1(af 1))
* Expand and parse t{(a_1]]0)[[vi (e _1]]0)||r(c—1]]0)]
ti(ei |V |vi (i1 [[D)][ri(ai 1 [[1) = G(tima(ef-1))
2. For each group of (i — 1)-bit prefixes:
* Denote of_; the (i — 1)-bit prefix associated with that group. Also denote p =

hi(af—l)‘

« If o contains values with prefixes af_;||0 and af_+ |1, set Colgi(al_)] random

* Else if o contains values with prefixes af_1||0, set Colgital_)] = si(af_1|[1) +
té(af_llll)

* Else if o contains values with prefixes af_,||1, set Colgi(al )] = si(af_1]10) +
ti(ai_1]]0)

» Forj € [2]:

— If « contains a value with prefix af_;||j, set Mg, at_ () = uj(ad_q||5) +
Va1 gisr (@1 117) and pygy o (3) = ghlai ) +ri(ad 1)+
gi1(aiall7)

— Else, set mp[gi(afﬂ)](j) = UQ(af_lllj) + Ug(af—ﬂj) and pp[gi(affl)](j) =
qg(af—lH‘j) +T§(O¢f—1”j)

3. For all indeces /£ that have not been set yet, set c¢ to a new random sample, and set m(5)
and p,(j) to random bits for all j € [2].

4. Parse CW' = co|[mo(0)[[po(0)[[mo (1))
llcek—1[lmek—1(0)[[per—1(0)[[mex—1(1)

5. Group « by entries with the same (¢ — 1)-
a contains a value with prefix af_, ||5:

[po(V)]]---

Do
[IPex—1(1)
bit prefix af_;. For each group: For j € [2]:

* Denote p = hi(af_7).

o Set si(i_1|lj) « si(aiillf) + wimi(ei_1) - o) + gi-1(@i_1) - copy and
ti(af—lnj) — t;(af—ll‘j) + Uifl(af—l) - Cplo] T+ Tzfl(af—l) Cp[1]
* Set

wi(or 1 ]17) + wiad_q]5) + wim1(f_1)mpp0) (§) + gi—1 (i1 )mpp) (4)
vi (a1 |[7) = vi(ei_1]7) + vie1(o_1)mppo) (7) + rim1 (e —1)mpp; (5)
¢ Set
gi(ai-1l5) ¢ gi(ei1]17) +uim1(ai—1) - popo)(7) + gi-1(ai—1) - Pop) (9):
rl(az 1H.7)<_T1(az IHJ)"_’UZ 1( [ ) Polo (])+r1 1( [ ) pP[l](j)
6. Return CW*, s;, ti, ui, vi, @i, i

Figure 8: GenNext computes the seed and bit components of nodes at the next tree layer, where G
is a PRG that each take an input of size A bits and outputs a bit string of length 2(A + 2).
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Eval, k-sparse DPF
Eval(b, g, ke, z, B, k) :
1. Parse ko = so(0)||CW?|CW2||...||ICWH Y |ha|| ... ||hay1. Let uo(0) = b- (g == 0)
and go(0) = b (9 == 1).
2. for i from 1 to d:
* Denote z;_; the (¢ — 1)-bit prefix of z. Also denote p = h;(zi—1).
« Parse CW' = co|mo(0) 9o (0) mo(1)]
po(W)|]---l[eck—1[Imer—1(0)[[pek—1(0)][meck—1 (1) [per—1 (1)

* Expand 7° + G(s;—1(zi-1))

* Set CWpl[O] = ¢p(0]M101 (0)[[P10] (0)[|€ oy |2 10 (1] [P0y (1)

* Set CW11) = ¢l M) (0)] oy (0) ey M) (D] Pppy (1)

* Compute 7° = 7" @ ui—1(zi-1) - CWo) @ gi-1(zi-1) - CWppy

* Parse 7° = Si($i71\|0)||ui(ivz‘fl|\0)||Qi(1’i—1|\0)1| .

si(@im1||D)]|wi(@i-1][1)]]gs (zi-1][1) € {0,132

Denote i = d + 1 and x;_1 the (¢ — 1)-bit prefix of z. Also denote p = h;(x;—1).
Parse CW T = ¢ (0)]]...]|co(B = 1)|]...]|cct—1(0)]]-.]|cck—1 (B — 1)
Expand and parse s;(z;—1(]0)]]...||si(xi—1||B — 1) + G’ (sa(zi-1))
Convert s;(z;—1||7) := convert(s;(z;—1||7)) for j € [B]
For j € [B], compute s;(2i-1]|j) = si(zi1|lj) + wi-1(zi1) - oo () + g1 (zi1) -
Cp[1] (.])
8. Return (—1)° - s;(z)

N AW

Figure 9: Eval evaluates one path x given a DPF key k; corresponding to server b for k-block-
sparse vectors with block size B, where G and G’ are PRGs that each take an input of size X bits
and output a bit string of length 2(\ 4+ 2) and Blog |G|, respectively. ¢ defines which correction
word will be applied in the first layer. Also, let convert be a function that takes as input a bit string
of length log |G| and outputs a group element in G.

subtraction of the check-bits in the two PRG outputs together with the check-bits of the appropriate
correction word (if any) are zero. Building on the notation of Section [H| taking 2 € {0, 1} to be
a node in the final layer of the DPF tree, and taking s°**(x) and ¢t°** () to be the check-bits of the
PRG output on the node x for the two servers (respectively) and taking c** to be the check-bits of
the m-th correction word, the servers check that for each node z in the final layer:

0= s (a) — 15" () — ((uala) +val@) - 5% ()
- ((Qd(x) + ra(x)) - C;ﬁfl(x)m) :

To verify that equality to zero holds for all = simultaneously, the servers can take a random linear
combination of their individual summands and check only that the linear combination equals zero
(this boils down to computing a linear function over their secret shared values, the random linear
combination can be derandomized by taking the powers of a random field element). This only
requires exchanging a constant number of field elements.

This part of the proof maintains zero knowledge. The new information revealed to the servers are
the check-bits in the correction words. The concern could be that these expose something about
the locations or the values of non-zero blocks. However, the check bits of the correction words are
pseudorandom even given all seeds held by a single server, and given all the payload values of all
correction words, and thus each server’s view can be simulated and zero-knowledge is maintained.

The above construction is appealing, but it is not quite sound: intuitively, given that there are only
k active correction bits (within the k correction bit pairs), the correction words are only applied to
at most k of the blocks. If the check passes, this means that the check bits of all but at most &
of the blocks had to have been 0 (except for a small error probability in the choice of the linear
combination). However, it might be the case that the check-bits are 0, but the payload is not: i.e.
we have two PRG seeds whose outputs are identical in their A bit suffix, but not in the prefix.
One way to resolve this issue would be by assuming that the PRG is injective (in its suffix), or
collision intractable. We prefer not to make such assumptions, and instead use an additional round
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of interaction to ensure that soundness holds (the interaction can be eliminated using the Fiat-Shamir
heuristic). The interactive construction is as follows:

1. The client sends all information for the DPF except the correction words (payload and
check bits) for the last layer (B group elements and \ bits per node).

2. The servers choose a pairwise-independent function 7 mapping the range of the last layer’s
PRG to the same space and reveal it to the client.

3. The client computes the correction words for the last layer, where the PRG used for that
layer is the composition (h o G’) (the pairwise independent hash function applied to the
PRG’s output).

Zero-knowledge is maintained because (h o G”) is still a PRG. Soundness now holds because the
seeds for the final layer are determined before h is chosen. The probability that two non-identical
seeds collide in their last ) bits, taken over the choice of h, is 2~*. We take a union bound over all
the seed-pairs and soundness follows.

I Additional Details on Experiments

We provide more details about our experimental results in Section I.1)and provide additional exper-
iments and plots in Section [[.2]

I.1 Experimental setup for private model training

Here we provide the full details for our private training experiments that were used to produce the
plots in Figure[3]

Noise comparison for DP-SGD (Figure 5a). For our experiment that compares the standard de-
viation of the noise of the Gaussian mechanism and our approach, we consider a private training
setup where we have a model of size D = 220 ~ 10% and number of data points n = 6 - 10°. We
user a standard setting of the parameters of DP-SGD where we have clipping norm 1.0, ¢ = 1.0,
§ = 107°, and number of epochs is 10. We calculate the standard deviation of the noise required
for the Gaussian mechanism using the dp-accounting library in python. For our approach, we cal-
culate the standard deviation based on our description in the paper using the accounting techniques
of [ES23]]. For our method, we fix the communication cost k - B = 32768 and then plot the ratio of
the noise needed for our method over the noise of the Gaussian mechanism as a function of the block
size B. We repeat this for different values of batch size in {512, 1028, 4096, 6 - 10°} and report the

results in

MNIST experiment (Figure 5b). For MNIST, we follow the experimental setup of [AFNT23]]
and train a neural network with 69050 parameters (see full description in [Table I). We run DP-
SGD with fixed learning rate 0.1, momentum 0.9, and batch size 600 for 10 epochs. To privatize
the gradients at each batch, we clip each individual gradient to have ¢, norm at most 1 and use the
standard Gaussian mechanism or our partitioned subsampling approach to release private gradients.
We calculate the standard deviation of the noise required for the Gaussian mechanism using the
dp_accounting library in python. We set our privacy parameters to be ¢ = 2.0 and § = 106, For
our partitioned subsampling approach, we use a block size B = 920 and number of blocks k = 20,
and clip the £ norm of each block to be at most L = 1.02+/B/D where D = 69050 is the number
of parameters in the model. We repeat this process 10 times, each time recoding the accuracy per
epoch for each method, and plot the median accuracy with 90% confidence intervals in [Figure 5b]

CIFAR10 experiment (Figure 5¢). For CIFAR, we produce CLIP embedding (using the version
ViT-B/32) for the CIFAR10 images and train a simple two-layer neural network with 66954 param-
eters: our network is a sequence of two fully connected layers: the first has dimensions 512 x 128
and the second 128 x 10. Then, we run DP-SGD with initial learning rate 4.0, momentum 0.9,
weight decay 5 - 10~ and full batch for 10 epochs. We use a stepLR scheduler for the learning rate
which reduces the learning rate by a factor of 0.9 every 5 epochs. Similarly to MNIST, we use the
Gaussian mechanism and our partitioned subsampling approach to release private gradients, where
we have clipping norm 1 for the gradients, e = 2.0 and 6 = 10~°. For our partitioned subsampling
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Layer Parameters

Convolution + tanh 16 filters of 8 x 8, stride 2, padding 2
Average pooling 2 x 2, stride 1
Convolution + tanh 32 filters of 4 x 4, stride 2, padding 0
Average pooling 2 x 2, stride 1

Fully connected + tanh 32 units
Fully connected + tanh 10 units

Table 1: Architecture for convolutional network model.
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Figure 10: The trade-off between the standard deviation of the error (per coordinate) and per-client communi-
cation C' = kB, when computing the sum of n = 10° vectors with dimension (a) D = 2°°, (b) D = 2?', and
(¢) D = 2%2, with (1.0, 10~%)-DP. The blue "x’ shows the baseline approach of sending the whole vector.

Error
Error

approach, we use a block size B = 920 and number of blocks & = 25, and clip the ¢2 norm of each
block to be at most L = 1.02,/B/D where D = 66954 is the number of parameters in the model.

We repeat this process 10 times, each time recoding the accuracy per epoch for each method, and
plot the median accuracy with 90% confidence intervals in[Figure 5¢|

All of our experiments were run locally on a Macbook Pro equipped with Apple M1 Pro chip (with
10 cores), and 32GB RAM. The time for each epoch depends on the mechanism, dataset choice and
batch size. For the Gaussian mechanism, each epoch takes from a few seconds up to 30 seconds,
while for the partitioned subsampling approach each epochs takes about 1-2 minutes.

.2 Additional experiments

In this section, we present additional experimental results in different regimes than the ones pre-
sented in the main paper. We begin in where we compare our approach to the Gaussian
mechanism and plot the error for estimating the sum of unit vectors in different dimensions. We
can see that even for small communication complexity, sometime a factor of 32 smaller than the
dimension, our approach becomes competitive with the Gaussian mechanism. presents a
similar plot where we show that the same behavior holds for different number of samples n.

In we compare the performance of the partitioned subsampling scheme and the truncated
Poisson, where the plots show that each method is favorable in different regimes: the truncated
Poisson obtains better error if more communication is allowed, getting closer to the error of the
Gaussian mechanism. This is partly due to the analysis of partitioned subsampling building on
RDP analysis, which even for the Gaussian mechanism yields standard deviation bounds slightly
larger than the analytic Gaussian mechanism. The truncated Poisson analysis uses the tighter PRV
accounting.

Furthermore, we evaluate our method for estimating the mean of real data. Specifically, we compare
our method to the Gaussian mechanism for estimating the average gradient in a particular epoch
during the training of a model over the CIFAR10 dataset with CLIP embeddings. We save 1024
gradients, each of dimension D = 66954, and employ our alternative method to estimate the average
gradient under (2.0,107%)-DP. We present the results in These results corroborate our
findings in the main paper for synthetic data (see[Fig. 4c), demonstrating that the same behavior is
observed for realistic data.
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Figure 11: The trade-off between the standard deviation of the error (per coordinate) and per-client commu-
nication C' = kB, when computing the sum of D = 22°-dimensional vectors with sample size (a) n = 10*,
(b) n = 10°, and (c) n = 10°, with (1.0, 1076)-DP. The blue ’x’ shows the baseline approach of sending the
whole vector.
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Figure 12: The trade-off between the standard deviation of the error (per coordinate) and per-client commu-
nication for the Partitioned Subsampling scheme and the Truncated Poisson. These plots are for aggregating
n = 10° vectors with dimension (a) D = 222, (b) D = 2%, block size B = 2'° and (1.0, 107°)-DP.
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Figure 13: Error for estimating the average gradient during private model training of the CIFAR10 experiment
where the model has D = 66954 parameters, comparing the Gaussian mechanism and partitioned subsampling
for different communication costs. We use block size B = 920 for partitioned subsampling, and privacy
parameter (a) € = 1 and (b) € = 2.
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Figure 14: Comparison between PREAMBLE and the Gaussian mechanism for private model training over
the CIFAR10 dataset using CLIP embeddings (version RN50 or Resnet50). We plot 90% confidence intervals
for (a) batch size of 1024 and (b) full batch.

4
Epoch

Finally, in we present additional experiments for private model training on CIFAR10 using
CLIP embeddings, employing the ResNet50 architecture. This experiment adheres to the same setup
and parameters as Furthermore, we experiment with a batch size of 1024 and a learning rate
of 0.5 (while maintaining all other parameters at the same values). We run each method 5 times and
report the median accuracy as a function of epoch. Our plots demonstrate that our method performs
similarly to the Gaussian mechanism for a small batch size and full batch, with a significant reduction
in communication.

J Broader Impact

This paper presents work whose goal is to advance the field of Differentially Private Machine Learn-
ing. There are many potential societal consequences of our work, none which we feel must be
specifically highlighted here.

44



	Introduction
	Preliminaries
	Private aggregation via k-block-sparse vectors
	k-block-sparse-DPF Construction: Main Ideas
	Experimental Evaluation
	Conclusions
	Additional Related Work
	Additional Preliminaries
	Pseudocode for sampling schemes
	Missing Proofs from sec:sampling
	Proof of Theorem 3.2
	Ensuring block-wise norm bound
	Communicating 1-sparse vectors
	k-block-sparse-DPF Construction Details
	Secret-Sharing k-block-sparse Vectors
	Proofs of Validity

	Additional Details on Experiments
	Experimental setup for private model training
	Additional experiments

	Broader Impact

