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A Related Work22

In backdoor attacks, the adversary aims to embed a designed trigger in the victim model. Therefore,23

the poisoned models misclassify the trigger-embedded samples to the predefined target label (Gu24

et al. [2017], Chen et al. [2017]) while maintaining high accuracy for unaltered inputs. Multiple25

backdoor attacks prove their effectiveness in multimodal learning (Wang et al. [2024], Han et al.26

[2024]), federated learning (Li et al. [2023], Chen et al. [2023]), diffusion model (Chou et al. [2023],27

Li et al. [2024]), dataset distillation (Liu et al. [2023]), and other scenarios (Zhao et al. [2024]).28

Among current backdoor attacks, Poison-only Backdoor Attacks (PBAs) have attracted huge attention29

given their widespread use and ease of construction in real-world scenarios (Li et al. [2021],Qi30

et al. [2023]). PBAs poison the models by merely manipulating the training dataset, in which the31

effectiveness of attacks hinges on Trigger Design and Sample Selection.32

A.1 Trigger Design33

The detectable of simple-designed visible triggers in traditional attacks (Gu et al. [2017], Chen34

et al. [2017]) by both humans and machines leads the adversary to focus on the design of invisible35

triggers and physical triggers. In computer vision (CV), invisible triggers involve incorporating minor36

perturbations by tweaking the pixel values and positions of the original image (Bai et al. [2022]).37

Despite its stealthiness, the constraint of invisibility poses a significant limitation and conflict in ASR.38

Therefore, Wenger et al. [2022] introduces natural triggers based on the hypothesis that there may be39

naturally occurring physically colocated objects already present in popular datasets such as ImageNet.40

Furthermore, Lin et al. [2020] proposes a trigger formulated from a combination of existing benign41

features to bypass the machine detection.42

Efforts to overcome the dilemma frequently result in unsatisfactory performance (e.g., high injection43

rates, ineffective backdoor embeddings, limited transferability, and weakened robustness). For in-44

stance, Wang et al. [2022] introduces BppAttack, a stealthy attack that leverages image quantization45

and dithering to induce triggers. Given the constrained effectiveness of imperceptible modifications,46

adversaries struggle to enhance the ASR by employing adversarial training combined with label47

flipping. Recently, (Gao et al. [2024]) formulates a bi-level optimization problem to balance the48

conflict of ASR and stealthiness with sparsity and invisibility constraints. The upper-level optimiza-49

tion problem aims to minimize the loss on poisoned samples by optimizing the trigger. Meanwhile,50

the lower-level problem focuses on minimizing the loss across all training samples through the51

optimization of model weights, which deviates from a poison-only attack.52

Summary Current PBAs primarily focus on the design of triggers, leading to multiple triggers53

that exhibit unique advantages under different metrics (e.g., design complexity, feature intensity, the54

ability to bypass defenses, stealthiness, and dataset dependency). Therefore, it is valuable to explore55

generalization optimization strategies to enhance various triggers on both ASR and stealthiness.56

Additionally, current research overlooks the effect of sample selection in the design process.57

A.2 Sample Selection58

Clean-label backdoor attacks are seen as the stealthiest attacks, as adversaries can only poison samples59

from the target class without changing their labels. The dilemma of unsatisfactory ASR of current60

PBAs that merely depend on the trigger design led to the research study of sample selection. Gao61

et al. [2023] reveals differential sample importance and selects “hard” samples via three metrics (e.g.,62

Forgetting Event (as depicted in Section 2.1), Loss Value, and Gradient Norm) to enhance the PBAs.63

The poisoned models tend to learn the implicit projection between the trigger feature and the target64

label to evade the difficulty of the original classification upon such “hard” samples. Details of Loss65

Value and Gradient Norm can be seen as follows.66

Loss Value Given a benign model fθ (trained on the benign training set Dtr), the loss value of67

model on sample (xi, yi) can be represented as L(fθ(xi), yi). We choose samples with the greatest68

α ∗ |Dtr| values in the subset Dt are chosen for poisoning:69

Ds = arg max
Ds⊂Dt

∑
(xi,yi)∈Ds

L(fθ(xi), yi). (1)
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Gradient Norm Given a benign model fθ (trained on the benign training set Dtr), the l2− gradient70

norm of model on sample (xi, yi) can be represented as ||∇θL(fθ(xi), yi)||2. We choose samples71

with the greatest α ∗ |Dtr| values in the subset Dt are chosen for poisoning:72

Ds = arg max
Ds⊂Dt

∑
(xi,yi)∈Ds

||∇θL(fθ(xi), yi)||2. (2)

Han et al. [2024] further improves the efficiency of attacks based on an optimized backdoor gradient-73

based score. Moreover, Hayase and Oh [2022] formulates sample selection as a bi-level optimization74

problem: construct strong poison examples that maximize the ASR. Furthermore, some scientists75

propose novel sample selection methods based on poisoning masks (Zhu et al. [2023]), confidence-76

based scoring (Wu et al. [2023]), and high-frequency energy (Xun et al. [2024]).77

Summary Current research on sample selection focuses on designing new metrics or training78

derivations to construct data-efficiency attacks, overlooking the synergistic effect between triggers79

and sample selection on ASR enhancement. Meanwhile, current methods overlook the effect of80

sample selection on stealthiness enhancement.81

B Preliminaries82

B.1 Model Training83

The model output function of the image classification can be denoted by fθ : X → Y , where84

x ∈ X = {0, 1, . . . , 255}C×H×W represents an image domain, Y = {y1, y2, . . . , yk} is a set85

of k classes, and θ denotes the parameters that a DNN learned form the begin training dataset86

Dtr = {(xi, yi)}Ni=1. The benign training with Dtr can be seen as a single-level optimization87

problem. The optimization seeks a model fθ by solving the following problem during training:88

min
θ

L(Dtr, fθ) =

Ntr∑
i=1

l(xi, yi, fθ), (3)

where l is the loss function (e.g., the cross-entropy), and (xi, yi) ∈ Dtr.89

B.2 Poison-only Clean-label Backdoor Attacks90

B.2.1 Attack Knowledge91

In a poison-only backdoor attack, an adversary has access to the original training dataset Dtr and is92

allowed to inject the pre-defined trigger into a small subset of the training set. Specifically, attacks93

can be called clean-label attacks if the adversary does not change the ground-truth label of the94

origin data. Furthermore, the adversary has no knowledge and the ability to modify other training95

components (e.g., loss functions, model architecture, training schedule, optimization algorithm,96

etc). Consequently, attackers can only influence model weights through data poisoning. The latent97

connection between the trigger and the target label is learned only during the training process. In98

the inference stage, we assume that the adversary lack access to the prediction vectors. In general,99

poison-only clean-label attacks require minimal capacities and therefore can be applied in many100

real-world scenarios.101

B.2.2 Attack Workflow102

We detail the workflow of poison-only clean-label backdoor attacks to formalize the theoretical103

foundations. How to generate the poisoned dataset Dp is the cornerstone of the attack. Details about104

the attack knowledge of poison-only clean-label backdoor attacks can be seen at Appendix B. We105

remark on the important evaluation criteria at the following steps.106

Step 1: Select samples to be poisoned (by attackers). Dp consists of two disjoint parts. Given a107

target label yt, a subset Ds is selected from target-label set Dt = {(xi, yi)|(xi, yi) ∈ Dtr, yi = yt} to108

be poisoned and the remain benign samples can be denoted as Db = Dtr\Ds. Here we define a binary109

vector M = [M1,M2, . . . ,M|Dtr|] ∈ {0, 1}|D| to represent the poisoning selection. Specifically,110
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Mi = 1 indicates that xi is selected to be poisoned while Mi = 0 means the benign sample. We111

denote α := |Ds|
|Dtr| as the poisoning rate. Note that most existing backdoor attack methods randomly112

select α · |Dtr| samples to be poisoned. α serves as a crucial indicator of stealthiness in poison-only113

attacks. Backdoor attacks are supposed to maintain a high attack success rate with α as small as114

possible to evade both machine and manual inspections.115

Step 2: Trigger Insertion (by attackers). In computer vision applications, the adversary designs116

a trigger pattern w by tweaking the pixel values and positions of the benign image. The generator117

of poisoned images can be denoted as fg : X → X . For example, fg(x) = (1−m) ∗ x+m ∗ w,118

where the mask m ∈ [0, 1]C×H×W representing the poison area of the trigger w and ∗ representing119

the element-wise product. Therefore, given the target label yt in a clean-label attack, the generated120

poisoned training dataset could be denoted as Dp = {(xi, yi)|if mi=0, or (fg(xi), yt)|if mi=1}|Dtr|
i=1 .121

For stronger stealthiness, the trigger w is expected to be sufficiently invisible, which means the122

distance LD(fg(xi), xi) should be small.123

Step 3: Model Training (by users). Once the poisoned dataset Dp is generated, users will train the124

poisoned DNN via the period described in section 3.1.1. The stealthiness and utility of backdoor125

attacks demand imperceptible dataset modifications, requiring the poisoned model f̃θ to maintain126

high accuracy on benign test data. Otherwise, users would not adopt the poisoned model and no127

backdoor could be implanted. The accuracy on clean test set Dclean can be computed by:128

CleanACC =
1

Nclean

Nclean∑
i=1

ACC(f̃θ(xi), yi) (4)

where Nclean means the number of clean test set. (xi, yi) ∈ Dclean and yi is the ground-ruth label.129

ACC(ypre, y) will be set to 1 if ypre = y and 0 otherwise.130

Step 4: Activate the backdoor using the trigger during the inference stage (by attackers). The131

attackers expect to activate the injected backdoor using the trigger w defined in step 2. Given the132

poisoned model f̃θ, the Attack Success Rate (ASR) of a backdoor attack can be computed by:133

ASR =
1

Nclean

Nclean∑
i=1

ACC(f̃θ(fg(xi)), yt) (5)

where Nclean means the number of clean test set Dclean. fg(xi) represents the poisoned image on134

image xi and yt is the target label. f̃θ and ACC(ypre, y) are defined in Step 3.135

C Algorithms with other negative functions136

Algorithm 1 Metric Calculation with Negative Function NF at O(n)137

Input : Train Dataset Dtr, Target Label yt, Misclassification Events Ne((xi, yi), ym)138

Output : Calculated Metric of Samples139

for image (xi, yt) ∈ Dtr do140

Num[ym], Sum = 0141

for ym ∈ Y do142

Num[ym] = Num[ym] +Ne((xi, yt), ym)143

Sum = Sum+Num[ym]144

end for145

end for146

for ym ∈ Y do147

Cls[ym] = 1− Num[ym]
Sum148

end for149

for image (xi, yt) ∈ Dtr do150

Metric[xi] = 0151

for ym ∈ Y do152

Metric[xi] = Metric[xi] + Cls[ym] ∗Ne((xi, yt), ym)153

end for154

end for155
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Algorithm 2 Metric Calculation with Negative Function NF at O(n2)156

Input : Train Dataset Dtr, Target Label yt, Misclassification Events Ne((xi, yi), ym)157

Output : Calculated Metric of Samples158

for image (xi, yt) ∈ Dtr do159

Num[ym] = 0160

for ym ∈ Y do161

Num[ym] = Num[ym] +Ne((xi, yt), ym)162

end for163

end for164

for ym ∈ Y do165

Sum = Sum+Num[ym] ∗Num[ym]166

end for167

for ym ∈ Y do168

Cls[ym] = 1− Num[ym]∗Num[ym]
Sum169

end for170

for image (xi, yt) ∈ Dtr do171

Metric[xi] = 0172

for ym ∈ Y do173

Metric[xi] = Metric[xi] + Cls[ym] ∗Ne((xi, yt), ym)174

end for175

end for176

Algorithm 3 Metric Calculation with Negative Function NF at O(en)177

Input : Train Dataset Dtr, Target Label yt, Misclassification Events Ne((xi, yi), ym)178

Output : Calculated Metric of Samples179

for image (xi, yt) ∈ Dtr do180

Num[ym] = 0181

for ym ∈ Y do182

Num[ym] = Num[ym] +Ne((xi, yt), ym)183

end for184

end for185

for ym ∈ Y do186

Sum = Sum+ exp(−Num[ym])187

end for188

for ym ∈ Y do189

Cls[ym] = 1− exp(−Num[ym])
Sum190

end for191

for image (xi, yt) ∈ Dtr do192

Metric[xi] = 0193

for ym ∈ Y do194

Metric[xi] = Metric[xi] + Cls[ym] ∗Ne((xi, yt), ym)195

end for196

end for197

D Gradient Magnitude Similarity Deviation198

Images visually insensitive to triggers are selected by calculating the GMSD between benign images199

and poisoned images to conceal the trigger feature in the target-label feature. GMSD is a full-reference200

image quality assessment (FR-IQA) model that leverages pixel-wise gradient magnitude similarity201

(GMS) to quantify local image quality and the standard deviation of the global GMS map to quantify202

the final image quality. Specifically, the gradient magnitude is derived using the Prewitt filter, which203

estimates horizontal x and vertical y gradient components via convolution by the following kernels:204

hx =

[
1/3 0 −1/3
1/3 0 −1/3
1/3 0 −1/3

]
, hy =

[
1/3 1/3 1/3
0 0 0

−1/3 −1/3 −1/3

]
(6)
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Convolving hx and hy with the reference and distorted images yields the horizontal and vertical205

gradient images of r and d. mr(i) and md(i) represent the gradient magnitudes of r and d at location206

i, which can be computed as follows:207

mr(i) =
√
(r ⊗ hx)2(i) + r ⊗ hy)2(i), md(i) =

√
(d⊗ hx)2(i) + d⊗ hy)2(i) (7)

where symbol "⊗" denotes the convolution operation. The gradient magnitude similarity (GMS) map208

is computed based on the gradient magnitude images mr(i) and md(i) as follows:209

GMS(i) =
2mr(i)md(i) + c

m2
r(i) +m2

d(i) + c
(8)

where c is a positive constant that supplies numerical stability. Gradient Magnitude Similarity Mean210

(GMSM) serves as the local quality map (LQM) of the distorted image d with average pooling applied211

to assume that each pixel has the same importance in estimating the overall image quality:212

GMSM =
1

N

N∑
i=1

GMS(i) (9)

where N is the total number of pixels in the image. Clearly, a higher GMSM score means higher213

image quality. Based on the idea that the global variation of image local quality degradation can214

reflect its overall quality, Gradient Magnitude Similarity Deviation (GMSD) is proposed to compute215

the standard deviation of the GMS map as the final IQA index:216

GMSD =

√√√√ 1

N

N∑
i=1

(GMS(i)−GMSM)2 (10)

GMSD serves as a quantitative measure of the spatial distribution of distortion severity within an217

image. Specifically, higher GMSD values indicate a wider range of distortion magnitudes across218

local regions, which correlates with degraded perceptual quality due to the exacerbated spatial219

inconsistency of degradation effects.220

E Human Visual System221

Computers encode image colors based on the three primary color channels (RGB). However, current222

design of triggers neglects the differences in human visual perception (Land and McCann [1971]) and223

machine representation. Therefore, knowledge of the human visual system (HVS) can assist adversary224

in more scientifically leveraging the disparities between the human eye and machine systems to225

enhance the stealthiness and functionality of triggers in backdoor attacks.226

E.1 Distinct Sensitivity to RGB227

The human retina contains three types of cone cells, each playing a crucial role in color vision by228

being sensitive to different wavelengths of light. These three types of cone cells work together to229

provide us with color vision. Each type of cone cell contains a different photopigment that is sensitive230

to a specific range of wavelengths. When light enters the eye and stimulates these cone cells, they231

send signals to the brain, which then processes this information to produce our perception of color.232

Long-Wavelength Sensitive (L) Cone Cells:233

• These cone cells are most responsive to long-wavelength light, with a peak sensitivity around234

560 nm, which corresponds to the yellow-green region of the visible spectrum.235

• They are often referred to as "red" cone cells because of their relative sensitivity to longer236

wavelengths, although their peak is not precisely at the red end of the spectrum.237

• L cone cells are abundant in the retina and are essential for distinguishing between colors in238

the red-yellow-green range.239
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    L Cone Cells 
(Sensitive to Red) 

     M Cone Cells 
(Sensitive to Green) 

    S Cone Cells 
(Sensitive to Blue) 

Human Visual System       CIE 1931 Standard 
       Chroma Observer 
Spectral Tristimulus Values 

   Poisoning on R channel:
Medium degree of distortion 

   Poisoning on G channel:
  High degree of distortion 

   Poisoning on B channel:
   Low degree of distortion 

Results in the distinct 
  sensitivity in colors 

Figure 1: Distinct Sensitivity to Colors in Human Visual System.

Medium-Wavelength Sensitive (M) Cone Cells:240

• M cone cells have their peak sensitivity around 530 nm, in the green region of the spectrum.241

• These cone cells are crucial for perceiving colors in the green range and are involved in242

color discrimination tasks that require distinguishing between different shades of green and243

yellow.244

• Together with L cone cells, M cone cells form the basis for our perception of a wide range245

of colors in the visible spectrum.246

Short-Wavelength Sensitive (S) Cone Cells:247

• S cone cells are most responsive to short-wavelength light, with a peak sensitivity around248

420 nm, which corresponds to the blue-violet region of the spectrum.249

• They are often referred to as "blue" cone cells and are essential for perceiving colors in the250

blue range.251

• S cone cells are less abundant in the retina compared to L and M cone cells, but they play a252

critical role in our ability to distinguish between colors that have a blue component.253

The RGB color system is based on the three primary colors of human vision. Experiments have254

revealed that when certain spectral colors are represented using the color-matching functions of the255

RGB color system, negative values emerge. This implies that there are spectral colors that cannot256

be expressed using the visual primary colors RGB. Therefore, the XYZ color space system in the257

International Commission on illumination (CIE-XYZ) is introduced to address the dilemma.258

We use {R,G,B} to represent value of pixels in the three color channels {xR, xG, xB}. The core259

objective of the CIE-RGB system is to establish an anchored relationship between color and physical260

parameters, ensuring a one-to-one correspondence between color perception and tristimulus values.261

Its design focuses on color appearance through the proportioning of the three primary colors, rather262

than directly quantifying the sensitivity of the human visual system. The phenomenon that human263

eyes are most sensitive to green light (555nm) is reflected in the subsequent CIE-XYZ system through264

the luminance function fY = 0.2126R + 0.7152G + 0.0722B, but this weight distribution is a265

characteristic of the CIE-XYZ system, not the original design of the CIE-RGB system.266
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In 1931, CIE standardized conversion relationships between the two systems to resolve the RGB267

system’s negative value issue, guaranteeing positive tristimulus values in XYZ. Converting RGB268

values to CIE-XYZ tristimulus values follows a standardized process and the overall process of269

selecting samples can be outlined step-by-step below:270

Step 1: Normalize CIE-RGB values. Step 1 aims to convert the value of image (R,G,B) to the271

range [0, 1] :272

xc
norm =

xc

R+G+B
, c ∈ {R,G,B} (11)

Specifically, we use {r, g, b} to represent the normalized result {xR
norm, xG

norm, xB
norm}.273

Step 2: Convert normalized CIE-RGB to normalized CIE-XYZ. The conversion formulas of274

chromaticity coordinate conversion can be denoted as:275 
X = (0.490r + 0.310g + 0.200b) / (0.607r + 1.132g + 1.200b)

Y = (0.117r + 0.812g + 0.010b) / (0.607r + 1.132g + 1.200b)

Z = (0.000r + 0.010g + 0.990b) / (0.607r + 1.132g + 1.200b)

(12)

CIE 1931 Standard Chroma Observer Spectral tristimulus Values, abbreviated as CIE Standard276

Chroma Observer, characterizes human ocular spectral sensitivity across wavelengths, as depicted in277

Figure 1. Futhermore, humans exhibit limited sensitivity to blue light because the blue-sensitive cone278

cells comprise merely 5% in the human visual system.279

Summary Based on the above observations, it is appropriate to reassign the poisoning intensity of280

the trigger design with a particular enhanced poisoning intensity in the blue channel.281

F The Effect of Triggers on Backdoor Attacks282

Table 1: Performance of global-poisoning attacks by poisoning 2.5% samples of CIFAR-10.

Attack Metric Attack Setting
Type no. Method ASR BA Clean-label Training Control Stealthy

Benchmark

a Benign - 95.0 � � �
b Base 8.2 94.8 � � �
c BppAttack 12.5 94.5 � � �
d Blended-C 66.4 94.3 � � �
e 255:255:8 68.6 94.8 � � �

MultiBpp f 255:255:12 60.0 94.9 � � �
(our methods) g 24:48:8 76.6 94.7 � � �

h 36:72:12 57.7 94.6 � � �
i 8:255:255 84.1 94.7 � � �

MultiBpp j 255:8:255 72.2 94.3 � � �
(others) k 12:255:255 67.6 94.5 � � �

l 255:12:255 73.8 94.5 � � �

The effect of triggers in MultiBpp attacks According to Table 1, the red and green channels283

demonstrate superior attack performance with 84.1% ASR by poisoning at the red channel and284

72.2% ASR by poisoning at the green channel. The differential learning sensitivities imply that285

the model can infer that the feature in the red and green channels are more valuable. Tables 1{e,f}286

and {g,h} indicate that increasing the quantization step improves ASR. However, MultiBpp with the287

quantization intensity of (36 : 72 : 12) yields a lower ASR of 57.7%, compared to 60.0% achieved288

with 255 : 255 : 12. We hypothesize that the learning effectiveness of the poisoning feature is not289

solely influenced by the quantization step. Specifically, in scenarios like {f,h}, the model needs to290

focus on features from all three channels when learning under the configuration of h, whereas it only291

needs to attend to feature from one channel when learning the trigger feature.292

As depicted in Figure 2, the original BppAttack randomly selects data for poisoning. To maintain293

the stealthiness of the trigger, BppAttack needs to adopt a smaller quantization step (32 : 32 : 32),294

which makes it difficult for the trigger feature to be learned. We optimize the BppAttack based on295
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(a) Benign (b) Base (c) BppAttack (d) Blended-C

(e) 255:255:8 (f) 255:255:12 (g) 24:48:8 (h) 36:72:12

(i) 8:255:255 (j) 255:8:255 (k) 12:255:255 (l) 255:12:255

Figure 2: Visualizations of images in global-poisoning attacks. Compared to the benchmark (the first
line), images that are visually insensitive to MultiBpp are selected in Component B. NR : NG : NB

represent the distinct quantization intensity in R : G : B channels.

two key observations. Firstly, current research on colorimetry reveals that the human visual system296

exhibits vastly different sensitivities to colors. For example, we can observe that enhanced attacks297

by increasing the poisoning intensity in the blue channel can still maintain invisibility to the human298

eye (Figure 2e) compared to attacks enhanced on other channels (Figure 2i, Figure 2j). Secondly,299

different images exhibit different visual insensitivity to the specific trigger. For example, we can300

observe that the MultiBpp attack can still maintain more invisibility to the human visual system301

by poisoning images in Figure 2e compared to images in other images (e.g., image in Figure 5b).302

However, the image in Figure 2b is more visually insensitive for Blended-C compared to the images303

in Figure 2e. Therefore, the stealthiness of the trigger can be effectively preserved by carefully304

selecting appropriate samples based on the characteristics of the trigger pattern.305

(a) 0:0:0 (b) 1:1:1 (c) 2:2:2

Figure 3: Visualizations of different trigger patterns in Badnets attacks. Specifically, we use {0,1,2,3}
to represent {black and white striped, all-black, all-white, vanilla} triggers. Futhermore, NR : NG :
NB represent the distinct trigger pattern applied in R : G : B channels.

The effect of triggers in Badnets Attacks306
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Table 2: Performance of Badnets attacks upon CIFAR-10 with 1% samples poisoned.

Trigger Poisoning Rate α = 1% Poisoning Rate α = 2.5%
Pattern Random Res-x2 Random Res-x2

Type no. Method ASR BA ASR BA ASR BA ASR BA

RGB

a 0:0:0 41.99 94.16 90.74 94.11 78.29 94.68 92.97 94.58
b 1:1:1 12.13 94.23 70.00 94.13 34.09 94.88 74.63 94.36
c 2:2:2 10.42 94.08 60.79 93.81 37.37 94.48 80.04 94.24
d 1:1:0 37.31 94.45 86.15 93.90 63.62 94.92 89.52 94.51
e 2:2:0 20.50 94.31 83.08 94.10 71.80 94.97 90.36 94.29

B
f 3:3:0 40.92 94.79 74.74 94.86 68.05 94.75 91.23 94.01
g 3:3:1 12.15 94.05 53.42 94.97 26.47 94.39 70.80 94.42
h 3:3:2 28.80 94.96 60.85 94.63 49.75 94.62 68.49 94.52

The effect of triggers in Badnets attacks As depicted in Table 2 a,f, Badnets attained a notably307

higher ASR when employing a black-and-white trigger compared to monochromatic triggers (all-308

black, all-white). Concurrently, the distinctive nature of the black-and-white trigger poses a greater309

challenge in identifying appropriate images for trigger concealment with Component B. According to310

the results between b,c and d,e, incorporating more pronounced trigger features exclusively within the311

blue channel also elevates the ASR in Badnets attacks. Consequently, integrating robust features312

solely into the blue channel, which exhibits lower sensitivity to human perception, offers an313

effective means of harmonizing the benefits of both strategies.314

G Details of Experiment Setting315

Table 3: Hyperparameters and settings used in {CIFAR-10 (Krizhevsky et al. [2009]), CIFAR-100
(Krizhevsky et al. [2009]), Tiny-ImageNet (Russakovsky et al. [2015])}. sign denotes that the
transformationsaugmentations are randomized.

Dataset CIFAR-10 CIFAR-100 Tiny-ImageNet
# of Classes 10 100 200
Input Size (3, 32, 32) (3, 32, 32) (3, 64, 64)

# of Images 50000 50000 100000
Target Class 0 (Airplane) 0 (Apple) 0 (Goldfish)

Epochs 200 200 400
Optimizer SGD (Stich et al. [2018]) SGD (Stich et al. [2018]) SGD (Stich et al. [2018])

Augmentation [Crop, H-Filp] [Crop, Rotation] [Crop, Rotation, H-Filp]
Model Resnet18 Resnet18 Resnet18

Dataset and Model We conduct experiments on three benchmark datasets, including CIFAR-10,316

CIFAR-100, and Tiny-ImageNet. ResNet18 is the default model used to train the poisoned dataset.317

Among all datasets, the first class (y = 0) is designated as the target class. The target class of each318

dataset is fixed across all the attacks adopting it. Standard augmentations are adopted on each dataset319

to increase the model performance following existing training pipelines (He et al. [2016a], Tan and320

Le [2019]). Details of the dataset can be seen in Table 3.321

Attack Setup Three types of backdoor attacks {Badnets, Blended, BppAttack are used as baselines322

to demonstrate the generalization ability of our components in {local high-intensity poisoning attacks,323

global medium-intensity poisoning attacks, global low-intensity poisoning attacks}.324

Firstly, for BadNets attacks, a 3× 3 random noise checkerboard pattern is utilized as the trigger in325

CIFAR-10 and CIFAR-100. For Tiny-ImageNet, a 9× 9 is utilized as the trigger in BadNets attacks.326

{0,1,2,3} represents the distinct {black and white striped, all-black, all-white, vanilla} trigger pattern327

and NR : NG : NB represent the distinct trigger pattern applied in R : G : B channels, as depicted in328

Figure 3. The origin Badnets attack can be seen as attacks with whole-black triggers (1 : 1 : 1). The329

Badnets trigger optimized by Component C can be represented as (1 : 1 : 0). The experiments about330

Component A follow the same setting as the origin work Gao et al. [2023], in which the Badnets331

trigger can be seen as (0 : 0 : 0).332
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Secondly, for Blended attacks, a Hello-Kitty image is selected as the trigger and blended with the333

original images. NR : NG : NB represents the distinct trigger intensity applied in R : G : B channels.334

The default of Blended attacks can be seen as attacks with a transparency parameter of 0.2 : 0.2 : 0.2.335

The Blended trigger optimized by Component C can be represented as (0.2 : 0.1 : 0.3).336

Furthermore, in MultiBpp attacks, the ratio (NR
p : NG

p : NB
p ) denotes the specific quantization337

configuration for poisoning intensity across the RGB channels. Notably, the default bit depth338

employed by BppAttack in the original study is set at 5, which, in the context of this paper, corresponds339

to a quantization ratio of 32 : 32 : 32. Consequently, the "Base" scenario in our analysis refers to a340

quantization attack executed with the 32 : 32 : 32ratio, excluding any training control mechanisms or341

label flipping operations inherent to the BppAttack methodology.342

H Extended Ablation Study343

Features in backdoor attacks can be classified into {trigger feature, target-label feature, feature in344

non-target classes}. Given the trigger feature adjustable, the proposed components {Component A,345

Component B, Component C} mainly explore the potential of the inner relation between {trigger346

feature, feature in non-target classes}, {trigger feature, target-label feature} and {trigger feature,347

trigger feature}. Overall visualization can be seen in Figure 4.

Part C: explore the effect of sample 
selection on trigger design. 

    high sensitivity 

G 

R 

B 

    low sensitivity 
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    poisoning 
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on the part of benign 
images.

intensity
enhancement

       stealthiness
      enhancement

       the 
optimal 
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    large poisoning area 

    small poisoning area 

       hightlight the signifiance
           of category diversity. 
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                 of frequency. 
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Trigger Features 
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mainly on the part visually 
insensitivity to human 
visual system. 
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C 

A 
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Select the hard-to-learn samples via optimal 
balance of category diversity and frequency 
based on the scale of trigger features      . 

Part B: explore the effect 
of triggers on sample selection 
via stealthiness enhancement 

Figure 4: Overall visualization of our proposed components.

348

H.1 Effect of Target Label349

Target Label : 0 Target Label : 10 Target Label : 20
Selection ASR BA Selection ASR BA Selection ASR BA

Forget 59.39 78.21 Forget 85.4 78.11 Forget 59.4 78.8
Res-x 80.48 78.25 Res-x 91.68 78.12 Res-x 73.48 78.5

Target Label : 30 Target Label : 40 Target Label : 50
Selection ASR BA Selection ASR BA Selection ASR BA

Forget 72.94 78.31 Forget 93.23 78.74 Forget 82.3 78.69
Res-x 75.83 78.41 Res-x 96.28 78.27 Res-x 89.46 78.45

Target Label : 60 Target Label : 70 Target Label : 80
Selection ASR BA Selection ASR BA Selection ASR BA

Forgetting Event 38.78 78.5 Forgetting Event 81.96 78.56 Forgetting Event 88.46 78.61
Res-x 46.57 78.68 Res-x 79.51 78.55 Res-x 89.1 78.32

Table 4: Performance of Badnets-C with different target labels in CIFAR-100.
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Result Analysis To explore the effectiveness of the proposed strategy (e.g., Res-x) on different350

target labels, we select labels (y ∈ {0, 10, 20, . . . , 80}) from CIFAR-100 and 20% of the samples351

from the target class (representing 0.2% of the total samples) are poisoned for Badnets-C.352

As depicted in Table 4, Component A exhibits a higher ASR compared to the existing state-of-the-art353

metric, Forgetting Event (Forget), across an overwhelming majority of experimental conditions.354

Notably, a substantial variation in the efficacy of backdoor attacks and corresponding defensive355

filtering mechanisms is contingent upon the specific target class under consideration. To illustrate,356

the attack success rate of the Badnets model exhibits a stark contrast, registering at 46.57% when357

the target class is 60, yet surging to an impressive 96.28% when the target class is 40. Furthermore,358

the application of our method yields a notable enhancement of 21 percentage points in performance359

when the target class is 0, conversely experiencing a marginal decline of 3 percentage points when360

the target class is 70. Therefore, Component A exhibits the widespread applicability and robust361

superiority upon ASR enhancement across diverse target labels.362

H.2 Category Similarity363

y = 9

y = 0 y = 1 y = 2 y = 3 y = 4

y = 5 y = 6 y = 8y = 7

y = 8

y = 4 y = 5

y = 2

y = 1
y = 0

y = 4y = 3y = 3

y = 9

Figure 5: Category stability in CIFAR-10. We systematically arrange the proportions of misclassified
categories across various data categories y, emphasizing the most prevalent category through white
text highlighting. Above each visualization, the correct category corresponding to the pie chart, as
well as its representative color in the context of other pie charts, is distinctly labeled.

In CIFAR-10, the correspondence between y and the true labels is {0:airplane, 1:automobile, 2:bird,364

3:cat, 4:deer, 5:dog, 6:frog, 7:horse, 8:ship, 9:truck}. Samples of class A but frequently misclassified365

as class B suggest a high level of similarity between A and B. As illustrated in Figure 5, significant366

variations exist in the similarity among different categories. For instance, the proportion of trucks367

(y=9) is substantially larger than that of birds (y=2). Therefore, automobiles (y=1) exhibit a much368

higher similarity to trucks than to birds in the pie chart representing automobiles (y=1). Furthermore,369

the similarity pattern displays symmetry. For the set y={0, 1, 2, 3, 4, 5, 8, 9}, the class with the370

highest proportion in its corresponding pie chart also dominates the pie chart of the corresponding371

class. Although y={6, 7} deviate from this trend, they still occupy the second highest proportion in372

the corresponding pie charts y={3, 4}.373

In this paper, drawing inspiration from entropy theory, we postulate that samples belonging to class y374

(e.g., automobile) but frequently misclassified into a dissimilar class (e.g., bird) is more challenging375

to be learned by models and potentially more valuable than samples misclassified into a similar376

class (e.g., truck). For example, as depicted in Figure 7, samples belonging to {0: airplane} are377

often misclassified as {8: ship} (31.10%) rather than {8: frog} (3.13%) because of the distinct378

similarity. We hypothesize that samples misclassified as {8: frog} may be more informative and379

therefore should be considered in sample selection. Component B balances Forgetting Events and380
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Category Diversity in sample selection. Poisoning selected samples encourages the model to adopt381

shortcuts, facilitating the learning of the trigger feature.382
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high stability with Component Ahigh stability with visable triggers

                       Part A
       Distinct stability between
various types of backdoor attacks 

                       Part B
       The effect of Component A
   on stability of backdoor attacks  

Figure 6: Inference of category similarity on backdoor attacks in CIFAR-10. We assessed the attack
success rates of a conventional method characterized by prominent trigger traits and an inconspicuous
method with subtle trigger characteristics to elucidate the influence of target label on attack stability.

What is more, it is important to note that the similarity metrics depicted in Figure 5 represent the383

relative proportion of similarity to other classes and do not accurately reflect the absolute magnitude384

of similarity between two classes. As shown in Figure 6, in the context of randomly selected data,385

traditional methods with pronounced trigger feature exhibit superior attack performance (maxima) at386

y = {3, 5} (cat, dog). Conversely, they demonstrate inferior attack performance at y = 0, 6 (airplanes,387

frog). For quantization methods with a subtle trigger feature, the attack is entirely ineffective in388

scenarios other than y = {2, 3}. Our analysis posits that this phenomenon arises because {3, 5}389

({cat, dog}) are both small-to-medium-sized animals, sharing high similarity in color and body390

shape, which collectively drives the model to prioritize the learning of these two classes. In contrast,391

frogs exhibit lower similarity compared to other animal categories and fail to establish a synergistic392

relationship with them. Similarly, when juxtaposed with other modes of transportation (automobile,393

ship, truck), airplanes possess fewer common attributes with frogs, resulting in diminished model394

attention toward this category. Consequently, the trigger feature embedded in classes with reduced395

model attention receives less focus, ultimately undermining the efficacy of backdoor attacks.396

Label : 8

Label : 2
Label : 9 Label : 1

Label : 7Label : 5

Label : 3
Label : 4

12.88%

Label : 6

3.48% Label : 0

21.60%

6.50%

7.30%

5.90%

8%

31.10%
3.13%

Our methods
Current  methods

Figure 7: Visualization of misclassification results of label 0 in CIFAR-10. We use the edge lengths
and associated numerical values to indicate the proportion of category information in Forgetting
Event according to the pretraining stage.
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Based on this analysis, it can be inferred that in scenarios involving randomly selected poisoned data,397

the efficacy of backdoor attacks exhibits substantial fluctuations tied to class characteristics, reflecting398

inadequate stability. Our findings reveal that upon adopting Component A, the merits of backdoor399

attacks manifest in the following ways: (1) Component A can enhance the ASR of backdoor attacks.400

For instance, with y = 0, the ASR of BadNets attacks with Component A gets a 40 percentage point401

enhancement. (2) Component A can ensure the stability of backdoor attacks. The variability in attack402

success rates across different classes is notably mitigated when our methodology is implemented.403

Notably, for quantization attacks characterized by a feeble trigger feature, Component A leads the404

models to circumvent class-specific constraints and detect the embedded backdoor patterns. However,405

while an effective trigger strategy can attenuate, but not entirely eradicate, the impact of class-related406

factors, quantization attacks remain ineffective in the context of y = 7 (horse).
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Figure 8: Stability of Badnets attacks by selecting samples using Res-x.

407

Figure 8 delineates the failure probabilities associated with backdoor attacks aimed at the aircraft408

class (y=0) and the cat class (y=3), alongside the attack efficacy following the implementation of our409

devised poisoning data selection methodology, referred to as Res-x2. The term "seed" denotes the410

random seed employed to regulate and replicate stochastic processes. In experiments where poisoning411

data is chosen arbitrarily, the model consistently fails to acquire quantized backdoor patterns across412

all ten iterations within the attack configuration targeting the aircraft class. Conversely, in the scenario413

focusing on the cat class, the model achieves a 90% likelihood of acquiring a quantized backdoor414

feature, with a singular instance of failure observed under the condition of seed=5.415

The aforementioned observations underscore that the model’s capacity to assimilate backdoor feature416

is contingent upon random variables, exhibiting a strong correlation with class-specific attributes.417

A judicious poisoning data selection strategy can markedly bolster the robustness of the attack.418

Upon integrating our proposed Res-x2 poisoning data selection strategy, the model demonstrates a419

flawless 100% success rate in learning backdoor feature over twenty iterations, thereby significantly420

attenuating the detrimental influence exerted by the choice of target class on backdoor attacks.421

H.3 Applying our methods to poisoned-label backdoor attacks422

In this section, we examine the applicability of these strategies to enhance poisoned-label backdoor423

attacks. In the poisoned-label scenario, the selection of poisoned samples is conducted across the424

entire training dataset rather than being confined to the target class. {0.05%, 0.1%, 0.15%, 0.2%} of425

the total samples are poisoned for Badnets. We evaluate our plug-in methods (Res-x) against the426

standard version with random selection (dubbed ’Random’).427

As illustrated in Table 5, the effect of selecting samples based on the Forgetting Event metric428

on attacks exhibits a similar performance as our methods. We speculate the reasons is that the429

sample selection used in a clean-label setting aims to identify the most challenging samples of the430

target category, thereby incentivizing the model to acquire and leverage backdoor feature. However,431

when the scope of poisoned data selection encompasses the entire dataset, data originating from432

categories distinct from the current target category proves to be more "challenging to train" than433

data inherent to the target category. Consequently, these data points are more likely to induce the434

model to concentrate on the backdoor feature. For example, we delve into the intricacies of our435

category information calculation methodology. This process involves, for a given target category to436

elucidate the underlying mechanisms contributing to this phenomenon, computing the distribution437

of misclassification information, which encapsulates the extent to which data from that category438
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Table 5: Performance of poison-label attacks in CIFAR-100 with different poisoning rates.

Poisoning Rate : 0.05% Poisoning Rate : 0.1%
Attack Selection ASR BA Attack Selection ASR BA

Badnets Forget 7.00 78.26 Badnets Forget 53.98 78.51
Res-x 27.55 78.59 Res-x 54.53 78.55

Blend Forget 64.07 78.31 Blend Forget 73.29 78.70
Res-x 62.66 78.74 Res-x 71.33 78.47

Poisoning Rate : 0.15% Poisoning Rate : 0.2%
Attack Selection ASR BA Attack Selection ASR BA

Badnets Forget 59.75 78.54 Badnets Forget 74.3 78.85
Res-x 68.43 78.95 Res-x 79.77 78.77

Blend Forget 78.22 78.27 Blend Forget 83.04 78.58
Res-x 77.52 78.04 Res-x 84.74 78.47

are erroneously classified into alternative categories. Component A facilitates the sample selection439

of attacks where the target category aligns with the image’s inherent category. Conversely, this440

methodology is less conducive to attacks where the target category diverges from the image’s441

category, thereby underscoring the inherent limitations of our approach in poison-label attacks.442

Furthermore, we observe that ASRs of our methods exhibit consistently superior performance against443

Forgetting Event for BadNets attacks, in contrast to Blended attacks, under both poison-label and444

clean-label settings. We speculate that it is mostly because of the trigger-related feature (e.g., small445

poisoning area) of badnets. We will further explore its mechanism in our future work.446

H.4 The effect of Component A in Tiny-Imagenet447

Table 6: Current methods on Tiny-ImageNet.

Method Metric Badnets-C Blended-C

Vanilla BA 57.50% 57.27%
ASR 17.06% 27.71%

Loss Value BA 57.17% 57.49%
ASR 32.22% 37.63%

Gradient Norm BA 57.69% 57.82%
ASR 31.74% 38.74%

Forgetting Event BA 57.60% 57.48%
ASR 32.29% 40.59%

Table 7: Our methods on Tiny-ImageNet.

Method Metric Badnets-C Blended-C

res-log BA 57.03& 57.24%
ASR 34.46% 42.02%

res-linear BA 57.17% 57.16%
ASR 32.22% 41.48%

res-square BA 58.01% 57.02%
ASR 38.96% 43.93%

res-exp BA 57.60% 57.58%
ASR 32.29% 38.31%

Analysis on Tiny-imagenet We conduct experiments on Tiny-Imagenet, which is a simplified448

version of Large Scale Visual Recognition Challenge 2016 Russakovsky et al. [2015], with ResNet-18449

(He et al. [2016b]). We compare our plug-in methods against the standard version with random450

selection (dubbed ’vanilla’) and existing sample selection strategies based on current metrics (such as451

forgetting events, gradient norm, and loss value). Across all these attacks upon Tiny-imagenet, 50%452

of the samples from the target class (representing 0.25% of the total samples) are poisoned, with the453

first class designated as the target class. Results can be seen in Tables 6&7.454

As depicted in Tables 6 and 7, Badnets-C achieves a 38.96% ASR under our proposed Res-square455

strategy, which is 6.67% higher than the current optimal traditional filtering metric (Forgetting Event).456

Blended-C achieves an attack success rate of 43.93% under our proposed Res-square strategy, which457

is 3.34% higher than the current optimal traditional filtering metric (Forgetting Event). Furthermore,458

we learn that Badnets-C reaches optimal attack effectiveness when adopting the more aggressive459

Res-square strategy on Tiny-ImageNet instead of the optimal strategy (Res-log) when trained on460

CIFAR10. This indicates that in the Tiny-Imagenet dataset with more categories (200), Category461

Diversity should be highlighted when searching for the appropriate combination of Forgetting462

Event and Category Diversity in Component A.463
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I Stealthiness of our components on multiple attacks464

In this section, high-quality images of the same category in ImageNet are used to facilitate the465

comparison between the visibility of various methods.
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Figure 9: Images poisoned by Blended attacks with different GMSD values.
466

The effect of GMSD values in stealthiness enhancement of Blended attacks As depicted in467

Figure 9, poisoned images with lower GMSD values exhibit superiority in the stealthiness of triggers468

for blended attacks. Component B with GMSD tends to find samples with complex backgrounds469

where the visual sensitivity to Blended triggers will significantly weaken (GMSD ∈ [0.027, 0.080]).In470

contrast, the Hello Kitty triggers are easy to find when poisoned in images with a simple background471

(specifically, all-white patch) where GMSD ∈ [0.471, 0.500]. Therefore, Component B with GMSD472

can significantly enhance the stealthiness of Blended attacks.
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Figure 10: Images poisoned by MultiBpp-B attacks with different GMSD values.
473
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The effect of GMSD values in stealthiness enhancement of MultiBpp attacks As depicted in474

Figure 10, MultiBpp attacks exhibit satisfactory performance in Stealthiness even in the images with475

the lowest GMSD. Component B with GMSD tends to find samples with complex colors where the476

visual sensitivity to MultiBpp triggers will significantly weaken (GMSD ∈ [0.0274, 0.0769]). In477

contrast, single-color dominated images where GMSD ∈ [0.3806, 0.4927] are selected by Component478

B to serve as suboptimal samples. The results of lower GMSD suggest that single-channel color479

variations may amplify susceptibility to MultiBpp attacks under extreme conditions. Specifically,480

attenuation of intensity in the green channel (a region of heightened visual sensitivity in the human481

visual system) and elevation in the blue channel (a region of reduced sensitivity in the human visual482

system) both result in lower GMSD values. Therefore, single-color dominated samples will not be483

selected for poisoning. In summary, Component B with GMSD can significantly enhance the484

stealthiness of MultiBpp attacks and benefit the performance of Component C.
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Figure 11: Images poisoned by Badnets attacks with different evaluation metrics in Component B.

485

The effect of different metrics in stealthiness enhancement of Badnets attacks As depicted in486

Figure 11, poisoned images with lower GMSD values and lower MSE both exhibit superiority in the487

stealthiness of triggers for badnets attacks. Component B with GMSD tends to find samples with488

complex colors where the visual sensitivity to MultiBpp triggers will significantly weaken (GMSD489

∈ [0.0274, 0.0769]). In contrast, single-color dominated images where GMSD ∈ [0.3806, 0.4927]490

are selected by Component B to serve as suboptimal samples. Component B with GMSD tends to find491

samples with complex backgrounds where the visual sensitivity to Badnets triggers will weaken. In492

contrast, Component B with MSE tends to find samples with patches similar to the triggers where the493

visual sensitivity to Badnets triggers will significantly weaken. Therefore, MSE exhibits superiority in494

the stealthiness enhancement of Badnets attacks compared to GMSD and will be applied in this paper.495

In summary, Component B with MSE and GMSD can significantly enhance the stealthiness of496

Badnets attacks and benefit the performance of Component C.497
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