
Supplementary Material for PolyJuice

Appendix1

In our main paper, we propose PolyJuice for performing unrestricted adversarial attacks on synthetic2

image detectors. Here, we provide some additional details to support our main results. The appendix3

section is structured as follows:4

1. Implementation Details in § A5

(a) T2I Model Settings in § A.16

(b) Computing Steering Directions in § A.27

(c) Hyperparameter Search for ωt in § A.38

(d) Calibrating the Confidence Threshold of an SID in § A.49

(e) Implementation of Spectral Fingerprint Analysis in § A.510

(f) Implementation of Projected Steering Directions in § A.611

(g) More Visualizations on the Effect of PolyJuice in Image Generation Process in § A.712

2. Qualitative Analysis of Generated Attacks in § B13

(a) Common Patterns in Successful Attacks in § B.114

3. Additional Results in § C15

(a) Spectral Fingerprint Analysis in § C.116

(b) Realness Shift in T2I Latent Space in § C.217

(c) Additional image-space visualizations on the effect of PolyJuice§ C.318

A Implementation Details19

A.1 T2I Model Settings20

We provide the generation settings for SDv3.5, FLUX[dev], and FLUX[sch] in Tab. 5. All models are21

available on Huggingface Models [6] with the corresponding Model ID provided in Tab. 5.22

Table 5: Settings for T2I Models.
Model Model ID Num Steps Guidance Scale Max Seq. Length
SDv3.5 stabilityai/stable-diffusion-3.5-large 28 3.5 256
FLUX[dev] black-forest-labs/FLUX.1-dev 50 3.5 512
FLUX[sch] black-forest-labs/FLUX.1-schnell 4 0 256

A.2 Computing Steering Directions23

In Algorithm 1, we provide a pseudocode for calculating the steering direction ωt at a given timestep24

t. Algorithm 1 requires precomputed T2I latents Zt → RN→dZ , where N is the number of generated25

images and dZ is the dimensionality of the T2I latent space. For efficient calculation of the top-k26

eigenvalues and corresponding eigenvectors, we use the LOBPCG algorithm [9].27

Algorithm 1 Compute Steering Direction at Timestep t

Require: Zt → RN→dZ , Y → RN→2 (one-hot SID predicted labels)
1: Zt ↑ Zt ↓ MEAN(Zt, dim = 0) ε Center the data
2: C ↑ Z

↑
t
· Y ε Cross-covariance

3: A ↑ C ·C↑
ε Kernel matrix in Eq. (3)

4: (ε,U) ↑ LOBPCG(A, k = 2) ε Top-2 eigenpairs
5: ωt ↑ ε0 ·U0 + ε1 ·U1 ε Weighted steering direction in Eq. (4)
6: return ωt
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Note. There is a typo in Eq. (3) of the main paper, where Z is mistakenly written as KZZ . Therefore,28

the correct equation will be equal to the one shown in Algorithm 1 as29

argmax
U

Tr
{
U

↑
ZHKY Y HZ

↑
U

}
,

s.t. U
↑
U = I. (8)

Subsequently, the solution for U is the eigenvectors corresponding to the d-largest eigenvalues of30

A :=ZHKY Y HZ
↑ . This typo is fixed in the revised version.31

A.3 Hyperparameter Search for ωt32

In Eq. (6), PolyJuice steers a T2I latent Zt using the steering direction ωt and a magnitude coefficient33

ωt → [0,↔). In all steering approaches, finding the correct magnitude for adding the steering34

direction to the normal flow requires a hyperparameter search [2, 7, 5], and PolyJuice is no exception.35

As a result, there is a need for finding an optimal ωt.36

To efficiently limit the search space for the set {ωt}T↓1
t=0 , we consider ωt = ω · {a ↗ t ↗ b}, that37

is, we only apply the steering directions ωt at a constant magnitude ω over some continuous interval38

[a, b] ↘ [0, T ). We then use a simple hyperparameter search based on the Optuna framework[1] to39

find (ω, a, b). For any text caption c → C, we define a budget, or the maximum number of attempts40

that a T2I model can make to deceive an SID. We find that PolyJuice can find a majority of the41

successful attacks within few attempts (e.g. 10), as we show in Fig. 8. Further, for all captions, we42

generate all attacks with the same random seed (0) for determinism.43

Figure 8: Number of attempts to find successful attacks using FLUX[dev].

Figure 9: Heatmap showing ω and corresponding range (b↓ a) for FLUX[dev].
We also analyze the hyperparameters corresponding to successful attacks as heatmaps. From Fig. 9,44

we observe that there is a negative correlation between the constant magnitude coefficient ω and the45
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Figure 10: Heatmap showing ω and PolyJuice steering steps for FLUX[dev].

length of the continuous interval [a, b] over which PolyJuice is applied. For higher values of ω, the46

steering direction ωt is applied to only a few steps, while for smaller values, the steering is done on a47

large number of steps.48

Previously, Esser et al. [4] show that intermediate timesteps are more important in the image genera-49

tion process of flow matching-based T2I models. This finding is supported by Fig. 10, which depicts50

that PolyJuice-steering overall prefers intermediate steps and smaller coefficients.51

A.4 Calibrating the Confidence Threshold of an SID52

For calibrating the threshold ϑ of SID models, we follow the algorithm used by Ojha et al. [8]. As53

shown in Algorithm 2, the algorithm requires the same number of real and fake samples and their54

corresponding predicted confidence scores as the input and return the value of the best threshold ϑbest55

that maximizes the accuracy. In practice, for real images, we use a set of images from the training56

split of COCO, while the fake images are generated by T2I models.57

In Tab. 1, we calibrate UFD using 20K real images and 20K generated images mixed from all the T2I58

models. For each T2I-SID pair in Tab. 2, we calibrate the SIDs ( -Cal. in Tab. 2) using the following59

setting. For n successful PolyJuice attacks (n < 1000), we use 2n real images, n synthetic images60

generated by the unsteered T2I models, and n PolyJuice-steered images.61

Algorithm 2 Find the Best Threshold ϑ for SIDs (from [8])

Require: Ground truth labels ytrue, SID predicted scores ypred ε where, |ytrue = 0| = |ytrue = 1|
1: indices ↑ ARGSORT(ytrue)
2: ytrue, ypred ↑ ytrue[indices], ypred[indices] ε Sort ytrue and ypred according to ytrue
3: N ↑ LEN(ytrue)
4: if max(ypred[0 : ≃N/2⇐]) ↗ min(ypred[≃N/2⇐ : N ]) then ε Perfectly separable real and fake
5: return 1

2 (max(ypred[0 : ≃N/2⇐]) + min(ypred[≃N/2⇐ : N ]))
6: end if
7: best_acc, ϑbest ↑ 0, 0
8: for all ϑ → ypred do ε Greedily test each ypred as a threshold
9: temp ↑ ypred

10: for i = 0 to N ↓ 1 do
11: temp[i] ↑

{
temp[i] ⇒ ϑ

}

12: end for
13: acc ↑ 1

N

∑
N↓1
i=0

{
temp[i] = ytrue[i]

}

14: if acc ⇒ best_acc then
15: ϑbest ↑ ϑ

16: best_acc ↑ acc
17: end if
18: end for
19: return ϑbest
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A.5 Implementation of Spectral Fingerprint Analysis62

Given a generated image x
(i), we assume that the high-frequency details in x

(i) are a sum of (i) a63

deterministic component arising from the generative model, i.e. the fingerprint F , and (ii) a random64

component w(i) ⇑ N (0, I) [3].65

For each group of images, we first apply a denoising filter and estimate a noise residual by computing66

the difference from the original image. Then we visualize the average residuals in the frequency67

domain, as shown in Figs. 6 and 19. The algorithm for computing spectral fingerprints is provided in68

Algorithm 3.69

Algorithm 3 Computing Spectral Fingerprint of Images
Require: A set of images X

1: Xdenoised ↑ NL-Mean(X) ε Denoise the images
2: XResidual ↑ X ↓Xdenoised ε Compute the residuals
3: F ↑ FFT(XResidual) ε Perform Fast Fourier Transform
4: S ↑ ⇓FFT_SHIFT(F )⇓ ε Shift the zero-frequency component to the center of the spectrum
5: Slog ↑ log(1 + S)
6: return Slog

A.6 Implementation of Projected Steering Directions70

Fig. 5 shows the update directions of PolyJuice-steered T2I models in a projected subspace. For a71

given timestep t, we first solve the eigenvalue problem associated with Eq. (3), to obtain an orthogonal72

projection matrix Ut. The PolyJuice-steering direction at the current timestep, ωt is computed from a73

convex combination over the columns of Ut, as described by Eq. (4).74

Next, for each latent zt, we map the latent to the subspace by computing U
↑
t
zt. We also consider75

the latent at the next timestep t + 1 and similarly project it as U↑
t
zt+1. Subsequently, the update76

vector to the next step can be defined as ut = U
↑
t
(zt+1 ↓ zt).77

For both unsteered and PolyJuice-steered T2I latents, we plot the unit update direction ût, positioned78

at the corresponding mapped points U↑
t
zt.79

A.7 Experiments Compute Resources80

For all experimental steps—including dataset generation, direction computation, and attacks—we81

used eight NVIDIA RTX A6000 GPUs, each with 48 GB of memory. The primary computational82

bottleneck arises from the memory requirements of the T2I models during image generation; PolyJuice83

itself adds negligible overhead. For the highest image resolution considered in this paper, image84

generation consumed approximately 75% of GPU memory, equivalent to 36 GB.85
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B Qualitative Analysis of Generated Attacks86

We provide some additional qualitative examples of successful attacks from PolyJuice-steered T2I87

models in Figs. 11 to 16. In general, most of the images look realistic, even though we do not88

explicitly enforce any realism constraint. However, we notice that there are some characteristics of89

PolyJuice-generated attacks against specific SID models, which we discuss later in § B.1.90

Figure 11: Attacks generated by PolyJuice-steered FLUX[dev] model that were able to deceive RINE.

Figure 12: Attacks generated by PolyJuice-steered SDv3.5 model that were able to deceive UFD.
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Figure 13: Attacks generated by PolyJuice-steered SDv3.5 model that were able to deceive RINE.

Figure 14: Attacks generated by PolyJuice-steered FLUX[sch] model that were able to deceive UFD.
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Figure 15: Attacks generated by PolyJuice-steered FLUX[sch] model that were able to deceive RINE.

Figure 16: Attacks generated by PolyJuice-steered FLUX[dev] model that were able to deceive UFD.
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B.1 Common Patterns in Successful Attacks91

A park bench that has a teddy 
bear on it.

A kite sitting in the middle of a 
large body of water.

Two women in a room with 
one of them holding a cake.

A replica of a bear and her cub 
in a glass case in an exhibit.

Figure 17: (Top) Unsteered T2I-generated images that RINE correctly detects as fake. (Bottom)
PolyJuice-steered images that successfully deceive RINE as real.

Common Patterns in Successful Attacks on RINE. In successful attacks against RINE, we92

observe that the generated images often exhibit low brightness. In Fig. 17, we show some images93

generated by unsteered (top) and PolyJuice-steered (bottom) T2I models, using captions from the94

COCO validation set. Further, the unsteered and steered images share the same random initial latent95

(i.e. they are all generated with the random seed 0). Although RINE successfully detects the unsteered96

images as fake, it is deceived by the relatively darker PolyJuice-steered images. This suggests a97

vulnerability of RINE to synthetic images that appear underexposed or have low brightness levels.98

A couple of birds are standing 
on a branch.

A kite sitting in the middle of a 
large body of water.

Wild animals standing in a  
forest next to a river.

Two men sitting next to each 
other on a wooden bench.

Figure 18: (Top) Unsteered T2I-generated images that UFD correctly detects as fake. (Bottom)
PolyJuice-steered images that successfully deceive UFD as real.

Common Patterns in Successful Attacks on UFD. In successful attacks against UFD, we observe99

that the generated images often exhibit warm colors. Fig. 18 shows some examples unsteered images100

(top) that UFD detects as fake, and the corresponding PolyJuice-steered images (bottom) that fools the101

detector. Even on obviously fake images, such as the third column in Fig. 18 (cartoon of wild animals,102
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generated by SDv3.5), PolyJuice produces an image with a warmer tone that UFD cannot detect as103

fake. This suggests a vulnerability of UFD to synthetic images with warm color temperatures.104

C Additional Results105

C.1 Spectral Fingerprint Analysis106

(a) Real Samples (b) TP Samples (c) FN Samples (d) PolyJuice Attacks

(e) Real Samples (f) TP Samples (g) FN Samples (h) PolyJuice Attacks

Figure 19: More results on Average Frequency Spectra of COCO images and generated counterparts
where 1st and 2nd rows correspond to samples from FLUX[dev] and FLUX[sch], respectively.

Fig. 6 in the main paper illustrates the spectral fingerprints of real, unsteered, and PolyJuice-steered107

samples generated by SDv3.5. Here, we extend the analysis to the other two T2I models, FLUX[dev]108

and FLUX[sch]. The first and second rows of Fig. 19 show the spectral fingerprints of samples109

generated by FLUX[dev] and FLUX[sch], respectively. We observe that PolyJuice-steered attacks110

effectively obscure the characteristic frequency patterns of their underlying T2I models, producing111

spectra that more closely resemble those of real images compared to unsteered attacks.112

C.2 Realness Shift in T2I Latent Space113

(a) (b) (c) (d)

Figure 20: More visualizations of the distribution shift in the T2I model’s latent space.

In Fig. 1b of the main paper, we showed the realness shift in the latent space of T2I model for one114

timestep. In Fig. 20, we show the shift for four timesteps. We observe that there exists a clear shift115

between the predicted real and fake samples. However, the degree of linear separability of these116

distributions is not constant across different timesteps.117
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C.3 More Visualizations on the Effect of PolyJuice in Image Generation Process118

In Fig. 21, we show additional image-space visualizations of the effect of PolyJuice, by estimating119

the clean image at various timesteps. As noted in § A.3, we only apply PolyJuice over a continuous120

interval of inference steps [a, b] ↘ [0, T ), as can be seen from the figure. In both Figs. 21a and 21b,121

the original unsteered T2I image generation process (bottom rows) produces an image that is detected122

by the SID as fake. PolyJuice steers the T2I to generate images that deceive the detectors (top rows).123
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(a) Intermediate steps for “A replica of a bear and her cub in a glass case in an exhibit.”
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(b) Intermediate steps for “Two men sitting next to each other on a wooden bench.”

Figure 21: Visualizing the effect of PolyJuice on the image generation process. (Top) Image that
successfully deceives RINE. (bottom) Image that successfully deceives UFD.
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