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Abstract

In this work, we propose using mechanistic interpretability — techniques for reverse
engineering model weights into human-interpretable algorithms — to derive and
compactly prove formal guarantees on model performance. We prototype this
approach by formally lower bounding the accuracy of 151 small transformers
trained on a Max-of-k task. We create 102 different computer-assisted proof
strategies and assess their length and tightness of bound on each of our models.
Using quantitative metrics, we show that shorter proofs seem to require and provide
more mechanistic understanding, and that more faithful mechanistic understanding
leads to tighter performance bounds. We confirm these connections by qualitatively
examining a subset of our proofs. Finally, we identify compounding structureless
noise as a key challenge for using mechanistic interpretability to generate compact
proofs on model performance.

1 Introduction

One approach to ensuring the safety and reliability of powerful Al systems is via formally verified
proofs of model performance [36, 8]. If we hope to deploy formal verification on increasingly large
models [18, 21] with powerful emergent capabilities [45], we will need compact proofs of global
robustness properties. However, existing approaches tend to use proof strategies that suffer from
bad asymptotic complexity, while verifying either local robustness properties or the correctness or
generalization properties of training procedures instead of particular resulting models of interest.

One key challenge is that neural network architectures are highly expressive [39, 47], and models
with similar training procedure and performance may still have learned significantly different weights
[28, 7]. Thus, using only knowledge of the architecture or training procedure, it can be challenging
to develop efficient proof strategies for verifying model performance. We propose verifying model
performance using understanding derived from mechanistic interpretability (Section 2) — that is,
reverse engineering the specific implementation of the algorithm from the learned weights of particular
models. Knowledge of the specific implementation allows us to construct less lossy simplifications of
the model, and more efficiently reason about model performance over possible inputs.

In this work, we provide a case study of translating mechanistic interpretations into compact proofs.
We train a set of 151 attention-only transformers on a Max-of-k task (Section 3), and then reverse
engineer the models using standard mechanistic interpretability techniques. We use our understanding
to define a set of 102 different computer-assisted proof strategies with varying tightness of bound and
with different asymptotic complexity and number of required floating-point operations (Section 4).

We define a quantitative metric to assess the mechanistic understanding used in a proof strategy by
the dimensionality of the function space that the proof strategy must consider, which we deem the
unexplained dimensionality of the proof strategy (Subsection 5.1, Appendix L). Using this metric,

Submitted to 38th Conference on Neural Information Processing Systems (NeurIPS 2024). Do not distribute.



36
37
38
39
40

41
42
43
44
45
46

47

48
49
50
51
52

53
54
55

56
57
58
59
60
61

True Model Brute Force Proof Cubic Proof Subcubic Proofs

Logits (b, by s k) (s by s ly) (s by oy i) (s by o s ly)

1 1
I

[

R

h L o4 bh bbb h Lt 4

QK Circuit decomposes
into large “size” and small
“noise” directions

Size direction w/
singular value 7.4x10°

A
Remaining directions have
singular value <1.5x10*
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Figure 1: We construct proofs using different degrees of mechanistic interpretation. (Left) The models we
consider in this paper are one-layer attention-only transformers, and so contain three “paths”: the OV circuit, the
QK circuit, and the direct path. (Right) For the brute force proof (Subsubsection 4.2.1), we treat the model as a
black box and thus need to check all possible combinations of inputs. For the cubic proof (Subsubsection 4.2.1),
we decompose the model into its three corresponding paths, but still check the correctness of each path via
brute force. Finally, in some subcubic proofs (Subsection 4.2), we use all parts of the mechanistic interpretation
presented in Section 3. (Bottom) For each of the three categories of proof, we report the number of FLOPs used
in computing the certificate (lower=better), lower bound on model accuracy (higher=better), effective dimension
of the mechanistic understanding used (lower=better), and asymptotic complexity of the proof strategy as we
scale the inputs and model (lower=better). Using more mechanistic understanding leads to much shorter proofs,
but with worse bounds on accuracy (as our understanding is not fully faithful to the model internals).

we find a negative relationship between proof length and degree of understanding. We qualitatively
examine proof strategies to confirm and explain this relationship, finding that shorter proofs both
require and provide more mechanistic understanding. We also find suggestive evidence that the trade-
off between proof length and tightness of bound is mediated by the faithfulness of the mechanistic
understanding used to derive the proof (Subsection 5.2)."

However, we also identify compounding structureless noise as a key challenge for generating compact
proofs on model behavior (Subsection 5.3). The implementation of algorithms inside of neural
networks may contain components that defy mechanistic understanding and appear to us as “noise".
When we don’t know how noise composes across model components, establishing a bound requires
pessimizing over the ways the composition could occur. Worst-case noise can quickly grow over
components even in cases when the empirical noise is small, and lead to vacuous performance bounds.

2 Mechanistic interpretability for proofs

In the style of mechanistic interpretability evalution work [5], we target theorem templates that
establish bounds on the expected global performance of the model. Let M : X — Y be a model
(here assumed to be a neural network), D be a probability distribution over inputs x € X, and
f: X xY — Rbe a scoring function for evaluating the performance of the model. Then, we seek to
establish lower bounds b on the expected s as the form:

s := Ex~p [f(x, M(x))] > b. @)

As f can be any metric, this is a fully general template for theorems that can capture any aspect of
model performance for which we have a formal specification. However, in this work we restrict f to
be the 0-1 loss, so our theorems lower bound the accuracy of the model.

The proofs in this work have two components: a computational component C' : model weights —
R and a non-computational component ) arguing that for any model M’, C(M’) <
Ex~p f(x, M’(x)), thus implying that C' generates a valid lower bound for the performance of
M. The whole proof is () paired with a trace of running C' that certifies its output on M. Here,
b = C(M). As even the size of the model parameters is much larger than any reasonable (), we
approximate the length of a proof pair C, @) by the length of a trace of C'(M).

!Code for reproducing our results can be found at https: //github. com/gbmi-team/gbmi.
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Proof compactness vs. tightness of bound Different proof strategies make different tradeoffs
between compactness and tightness of bound. For example, consider two extreme proof strategies:
We can “prove" a vacuous bound using a null proof. On the other hand, in the brute-force proof, we
simply run the model on the entirety of D to achieve b = s, albeit with a very long proof.

We quantify the length of C'(M) using two metrics: the asymptotic time complexity of C' as we
scale the size of the model and the input x, as well as the empirical average number of floating point
operations required to evaluate C' (M) over a given set of models { M;}. We measure tightness of
bound of C'(M) using the ratio of the bound to the true accuracy: b/s.

Proof as pessimal ablation A standard way of assessing the faithfulness of mechanistic interpretabil-
ity is by ablating the parts of the model that your interpretation does not explain [43, 5, 17]. In this
framework, proofs can be thought of as performing a pessimal ablation over the unexplained parts of
the model — we set the remaining components of the model (the “noise") with values drawn from D
that minimize the performance of the model. Compact proofs will also often involve performing a
relaxation over input sequences, such that establishing performing pessimal ablations on a smaller
number of relaxed input sequences is sufficient to lower bound the performance on D.

3 Experimental setting

We study our approach to generating compact proofs in a simple toy setting: one-layer transformers
trained to output the max of k integers.

Model Architecture We study one-layer, one-head, attention-only transformers with no biases
but with learned positional embeddings, with vocabulary size dyoap, model and head dimension
d = dmoger = d, and context length n.x. The model parameters consist of the n¢y X dmodel positional
embedding P; the dyocap X dmodel token embed F; the diodel X dmodel query, key, value, and output
matrices of the attention head @, K, V, and O; as well as the dyodel X dyocap Unembed matrix U. We
assume (as is standard in language modeling) that dmege; < dvocab-

For an 7y X dyocab ONe-hot encoded input sequence x = [t, t1, ..., tnm_l]T, we compute the logits
of the model as follows:

O =xE + P Initial residual stream (ne X dinodel )
a=h0QK Th(O)T / Vd Attention matrix (ney X Merx)
r = o (a) - ROVO + h©  Final residual stream (Netx X dinodel)

M(x)=1L= hglla)x_lU Final sequence position logits (dyocan)
where 0* is the masked softmax function used in causal attention. Because we only look at outputs
of the model above the final sequence position i = nyx — 1, we also denote this position as the query
position query and the value of the token in this position as tquery. The model’s prediction is the token
corresponding to the max-valued logit £, ..

Task Specifically, we study the setting with n.x = k& = 4 because it is the largest sequence length for
which we can feasibly evaluate the brute force proof. We set hidden dimension dyge; = 32 and a
vocabulary of size dyocab = 64 comprising integers between 0 and 63 inclusive. For an input sequence
X = [to, t1,t2,t3]T, we denote the true maximum of the by .. We trained 151 models on this task.
Models achieved an average accuracy of 0.9992 £ 0.0015 over the entire data distribution.

Path decomposition Following prior work [9], we expand the logits of the model and split the paths
through the model into three components — the QK circuit, the OV circuit, and the direct path:

M(x) = 0" (tquey B + Pavery) QK™ (XE + P)” /V/d) - (XE + P) VOU + (tquey E + Panery) U

QK circuit OV circuit direct path

Intuitively, the QK circuit determines which tokens the model attends to from a particular query token
and sequence position, while the OV circuit processes the tokens and sequence positions that model
attends to. The direct path is simply the skip connection around the attention head.
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We further divide the QK and OV circuits into token (position-independent) and position-dependent
components. Let P,y = % > ; i be the average position embeds across positions (of size diodel)s

andlet P = 1, ® P,y represent the result of broadcasting P,y back into the shape of P (that is,
Nex X Amodel). Similarly, let Py = 1, ® Pyyery be the result of broadcasting Pyyery. Then with a

slight abuse of notation, we can rewrite the QK and OV circuits, as well as the direct path, as follows:?2

QK cireuit = tquery ( E,@KE” x™ + E,QK"PT )
—_—— —_———

EQKE EQKP
OV circuit = x EVOU + PVOU Direct Path = tquery EqU
EVOU PVOU 20

where P = P — P and xE = xF + P and xE, = xF + P, (since h(*) = xE + P).

3.1 Mechanistic interpretation of learned models

Using standard empirical mechanistic interpretability tech-
niques, we interpret one of our learned models (our “mainline"”
model) by independently examining the QK and OV circuits
and the direct path. We find that the model outputs the largest
logit on the true max token ¢,,x by attending more to 1arger o farger tokens more™ -~
tokens via the QK circuit and copying the tokens it attends to

via the OV circuit. We then quantitatively confirm that these OV Circuit performs,
. . . low-rank copying
interpretations hold for all 151 models by reporting the mean

plus minus standard deviation for various summary statistics.

Plots for this section are available in Appendix C. put & bbb

QK circuit By qualitatively examining the position- Figure 2: The models in our setting
independent QK component EQKE, we find the amount of ~implement max-of-K by attending ex-
pre-softmax attention paid to a key token is approximately in- ponepﬂalﬁy morztz largekr tokesnsband
dependent of the value of the query token #gyery, and increases fi%% y;nlg)t e attended-to tokens (Subsec-
monotonically based on the size of the key token. We confirm e

this hypothesis by performing a singular-value decomposition (SVD) of the EQKE matrices (Ap-
pendix G.3), and find that it contains a single large rank-one component with singular value around
7800 =+ 380, around 620 £ 130 times larger than the second largest component with singular value
13 &+ 3. The left (query-side) singular vector is approximately constant in all dimensions, with

value 0.1243 £+ 0.0003 ~ é = J%b. The right (key-side) singular vector of this component is

monotonically increasing as we increase the size of the key token, with (1/ V/d-scaled) pre-softmax
attention increasing by an average of 1.2176 when the key token increases by 1.°

Logits (k. b s by)

* Direct path
“does nothing”

In comparison, each 1/+/d-scaled entry of the position-dependent QK component EQKP has negligi-
ble size (average 0.31 £ 0.18), suggesting that EQKP is unimportant to the functioning of the model.
We confirm this by zero ablating EQKP. Combined with our interpretation of EQKE, this implies
that the attention pattern of the model depends only on the token values and not the ordering of the
sequence.

OV circuit Then, by qualitatively examining the position-independent OV component EVOU, we
see that it has large positive entries along the diagonal. In fact, the entry along the diagonal is the
largest in the row for all rows corresponding to ¢ > 6.6 &= 1.2. Since each entry in the sequence is
uniformly sampled and dyoca, = 64, this means that EVOU is a good approximation for the identity
matrix for all but (7/64)* ~ 1.2 x 10~*% of the sequences.

As with the position-dependent QK component, the position-dependent OV component PVOU also
has negligible size and is unimportant to model performance. Taken together with the above results
on EVOU, this suggests that the attention head copies the tokens it attends to.

?Including the mean position embed into the token (position-independent) component is a standard technique
in prior mechanistic interpretability work, see for example [28, 7].
3This implies that the ratio of attention paid to token ¢ and ¢ — 1 is approximately exp(1.2176) = 3.379.
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Table 1: We report the proof complexity, normalized accuracy bound, and estimated flops required (Equation 2),
as well as unexplained dimensonality (Section 5). We round the FLOP and unexplained dimension counts to the
closest power of 2, and report the mean/standard deviation of the bound averaged across all 151 models. As we
include more aspects of the mechanistic interpretation (reflected by a lower number of unexplained dimensions),
we get more compact proofs (in terms of both asymptotic complexity and FLOPs), albeit with worse bounds.
For space reasons, we use k := Ncix, d := dmodel, and v := dyocab-

Description of Proof Complexity Cost Bound Est. Unexplained
FLOPs Dimensions

Brute force O kd) 0.9992 £ 0.0015 240 230
Cubic O(W*E?) 0.9845 + 0.0041 225 214
Sub-cubic O@?-k* +22-d)  0.83240.011 221 213

without mean-+diff 0.758 £ 0.039 221 213
Low-rank QK OW?k? + vd® + 0.797 £ 0.013 222 212

SVD only (EU&OV) v?d) 0.643 + 0.044 222 212
Low-rank EU OW?E* +vd® + 0.662 4 0.061 22! 213

SVD only (QK&OV) v?d) (3.384£0.06) x 1076 22! 213
Low-rank QK&EU OW?k* + vd? + 0.627 4 0.060 222 213

SVD only (OV) vd) (3.3840.06) x 1075 2% 213

Direct path As with the two position-dependent components, the entries in EU have small absolute
magnitude 2.54 + 0.20,* and contribute negligibly to model performance.

4 Proofs of model performance

In this section we describe intuitions for three categories of proof that are developed around different
mechanistic interpretations and methods for using the interpretations. The strategies result in proofs
of different complexity offering with varying bound tightness (Table 1). We provide detailed theorem
statements, proofs, algorithms, and explanations of proof search in the appendices.

The brute-force baseline We start by considering the brute force proof (Appendix D), which treats
the model as a black box and evaluates it on all possible sequences. However, this proof strategy
quickly becomes untenable as the length of inputs increases. So in subsequent sections, we use
knowledge of the model drawn from the interpretation in Subsection 3.1 to derive shorter proofs.

4.1 A cubic proof

Next, we use the fact that the model is composed of the direct path and the QK and OV circuits
(Section 3) to decrease the number of sequences that we need to consider, and the fact that only
the position-independent components EQKE and EVOU contribute meaningfully to performance
(Subsection 3.1) to pessimize over sequence ordering.

First, let a pure sequence £ be a sequence with at most three distinct tokens: the max token ¢p,x, the
query token tquery < tmax, and optionally a third token t' < tmax, and let ZPU be the set of all pure
sequences in D. For a given input sequence x, the define the adjacent pure sequences Adj(x) as the
set of sequences that share the same max and query token, and only take on values in x:

AdJ(X) = {5 € Zpure | mZasz = Tmax, gquery = tquery7 Vi < nex & € X}

Using the convexity of softmax and the fact that the model contains three paths, we can show that
one-layer attention-only transformers satisfies a variant of the following convexity property: for a
given x, if M (&) is correct for all £ € Adj(x), then M(x) is correct. That is, for these transformers,
we can bound the accuracy on all sequences by evaluating M on only the O(alwmb3 (nex — 1)!) pure
sequences. This allows us to bound the accuracy of our actual M on all dyeeap ™ sequences, while
evaluating it on O(dvocalf”(nctx — 1)!) sequences.

“For comparison, the average off-diagonal element of EVOU is 21.68 & 0.83 below the corresponding
diagonal element.
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We can reduce the number of sequences that we need to evaluate by pessimizing over the order of a
sequence. For a given tuple of (¢max, tquery, t'), there are (nqx — 1)! pure sequences, corresponding
to the permutations of the tuple. Pessimizing over the order of sequences reduces the number of
sequences to consider for each (¢max, tquery; t') tuple to the number of ¢’ in the pure sequence, and
the total number of sequences to O(dvocab?’nm). By precomputing the five component matrices
EU, EQKE, EQKP, EVOU, PVOU and cleverly caching intermediate outputs, we can reduce the
additional work of each sequence to the O(n) required to compute the softmax over ngy elements,
resulting in asymptotic complexity O(dvocab?’nct)(?) (Theorem 12, additional details in Appendix E).

4.2 Sub-cubic proof

We now consider proofs that are more compact than O(dvocabS). These require avoiding iterating
over any set of size O(dvoeabg) (e.g. the set of pure sequences) and performing operations that take
O(dyocap) time on each of O(dmcabQ) combinations. Unfortunately, some methods of avoiding these
operations can lead to vacuous bounds (i.e. accuracy lower bounds near 0%). In order to recover
non-vacuous bounds, we introduce two tricks: the “mean+diff" trick to better approximate the sum of
two components with unequal variance, and the “max row diff trick" to improve upon the low-rank
approximations for EU and EQKE. We consider applying variants of these tricks at different locations
in the naive subcubic proof, leading to 100 distinct subcubic proof strategies. See Appendix G for a
formal description of these strategies.

4.2.1 Removing cubic-time computatations

Reducing the number of cases by pessimizing over sufficiently small ¢’ Previously, we consider
@(dvocab‘snctx) pure sequences &, with each ¢ parameterized by (tmax; tquery, t', ¢). Recall from our
mechanistic interpretation in Subsection 3.1 that the pre-softmax attention paid from #gery to a key
token ¢’ is invariant to ¢query and increases linearly with the size of ¢'. This allows us to pessimize
over the OV circuit over all “sufficiently small” tokens.

More formally, suppose we are given some gap g € N. For each pure sequence £ with max token
Tmax, query token tguery < tmax — g, and c copies of the third token type ¢ < t.x — g, We pessimally
ablate the OV circuit over the set ZP"® (¢, Lquery, C; g) of pure sequences £’ with the same max
and query tokens and c copies of the third token type ¢’ < ty.x — g. If the model gets all sequences
in EP" (tmax, tquery, C; g) correct, then we can conclude that it gets § correct, otherwise, we treat
the model as having gotten £ wrong. This means that it suffices to only consider the O(dvocaanm)

pessimal pure sequences of each of the O(dmcaanm) sets of the form ZP™° (¢yax, tquery, €5 9)-

Decoupling and pessimizing computations that require O(dvocab3) computations Many parts of
our cubic certificate require iterating through O(dvocab2) cases parameterized by £ and £query OF
tmax and t’. For example, as part of the pessimization procedure over pure sequences, for each of the
dyocab pOssible tn,xS, we need to consider the relative effects on the dyocap-sized logits of attending
to each of the O(dyocan) Other tokens ¢’ < #i,x, and for each ¢, and tquery> We need to check that
the contribution of the direct path on logits ¢queryEU is not sufficiently large as to overwhelm the
contribution from ¢,,,xEVOU. We independently pessimize over each of these components over one
of the dyocap-sized axes: for example, instead of computing ¢max EVOU 4 tquery EU for each timax, tquery
pair, we first pessimally ablate the direct path along the query token (which takes O(dvocabQ) time as
it does not depend on the ¢,,x, and then consider the sum ¢,,,, EVOU + max; t'EU. Since this sum
no longer depends on tquery, We only need to perform it O(dyocap) times, for a total cost of O(dvocubz).

Low rank approximations to EQKE and EU Recall from Subsection 3.1 that EQKE is approx-
imately rank 1, where the sole direction of variation is the size of the key token. By computing
only the rank 1 or rank 2 approximation to EQKE, we can much more cheaply compute the most
significant component of the behavior in the QK circuit. To bound the remaining error, we can use
the fact that after pulling off the first principle component from each of the four matrices we multiply,
very little structure remains.

We can find the rank 1/2 approximations by performing SVD on EQKE. We can efficiently com-
pute the SVD in O(dvocabdmode12) time by using the fact that EQKE can be written as the product
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Figure 3: For each of the proofs in Section 4, we plot the number of FLOPs used to compute the certificate,
as well as the normalized accuracy lower-bound (b/s). For clarity’s sake, we exclude The brute-force proof
(Section 4) computes the exact performance, but uses orders of magnitude more compute than other approaches.
The cubic proof (Subsection 4.2) uses a small amount of mechanistic understanding and less compute, while
still retaining good accuracy lower bounds. Finally, subcubic proofs (Subsection 4.2) use the entirety of the
mechanistic interpretation of the model, which further reduces compute costs, but achieve worse bounds.

of a dyocab X dmodel Matrix and a dyodel X dyocap Matrix. This allows us to avoid performing the
(’)(dvocab2dmodel)—cost matrix multiplications to explicitly compute EQKE.

Similarly, we can more efficiently check that the direct path EU contributes negligibly to the model
outputs, by using SVD to decompose EU into a sum of rank 1 products (which we can evaluate
exactly) and a high-rank error term that we can cheaply bound.

4.3 Additional subcubic proof strategies

Tighter bounds for sums of variables with unequal variance via the “mean-+diff trick' Suppose
we want to lower bound the minimum of the sum of two functions over three variables h(z,y, z) =
f(x,y) + g(y, z), while only iterating over two variables at a time. The naive way is to minimize
f(z,y) and g(z,y) independently:

min h(x,y, z) > min f(z,y) + min g(y, z)

x,Y,z z,y Y,z
Here, the error comes from setting the ys in f and g to different values. But in cases where g(y, z)

varies only by € with z but more with y, then rewriting ¢ as a sum of a component that is independent
of z (and only varies along y), as well a component that depends on z, yields a better lower bound:

win A(z,y, 2) 2 min (f (@, y) + Eg(y, ') +min(g(y, 2) — Eg(y, )
This estimate will have error at most €, while the naive estimator can have arbitrarily large error. We
refer to this rewrite as the “mean-+diff trick".> From the mechanistic interpretation in Subsection 3.1,
we know that some of the components barely vary among one or more axes. So we can apply the
mean-+diff trick to get tighter lower bounds.

Avoiding matrix multiplications using the “max row-diff trick'' Using properties of linear algebra,
we derive a cheap approximation to the max row-diff for the product of matrices AB in terms of the
product of the max-row diff of B and the absolute value of A, we deem the “max row-diff" trick. We
apply this trick to get a better cheap bound on the error terms of low-rank approximations, without
having to multiply out the full matrices. See Appendix F for more details.

5 Results

We run each of 151 transformers on the various proof strategies of different asymptotic complexity,and
analyze these proofs to empirically examine the relationship between proof length, bound tightness,
and degree of understanding. For each proof on each transformer, we approximate the length of the
proof by estimating the number of FLOPs used, and plot this against the ratio of certified bound the
true accuracy b/s (Equation 2) in Figure 3. There exists a clear trade-off between bound tightness
and compactness of the proof — more compact proofs yield looser bounds, and tighter bounds are
associated with more expensive proofs.

3In fact, this is the motivation behind the standard rewrites of QK and OV into position-independent and
position-dependent components, in cases where the behavior does not vary much across positions(Section 3).
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Figure 4: To study whether more faithful interpretations lead to tighter bounds even holding proof length fixed,
we plot the normalized accuracy bound versus the ratio of first and second singular values of EQKE, for various
types of subcubic proofs that depend on a rank-1 approximation EQKE. The closer EQKE is to rank-1, the
tighter the accuracy bound.

5.1 Shorter proofs both require and provide mechanistic understanding

Quantifying mechanistic understanding using unexplained dimensionality We first quantify the
amount of mechanistic understanding used in a proof by measuring its unexplained dimensionality
— the number of free parameters required to fully describe model behavior, assuming the structural
assumptions of the proof are correct. More detailed mechanistic interpretations will leave fewer free
parameters that need to be filled in via empirical observation. (Details in Appendix L). In Figure 5,
we plot the two axes and find a suggestive correlation — that is, proofs based on less mechanistic
understanding are longer.

More mechanistic understanding allows for more compact proofs In addition to the constructions
in Section 4, the parts of proofs we were unable to compact seem to correspond to components that
we do not mechanistically understand. For example, we could not cheaply bound the behavior of
EVOU without multiplying out the matrices, and this seems in part because we do have a mechanistic
understanding of how EVOU implements low-rank copying.

Compact proofs seem to provide understanding By examining compact proofs, we can extract
understanding about the model. For example, the fact that replacing each row of EU with its average
across rows has little effect on the bound implies that EU does not vary much based on #gyery-

5.2 The trade-off between proof length and bound tightness is mediated by faithfulness of
interpretation

Compact proofs are less faithful to model internals To derive more compact proofs, we use our
mechanistic understanding to simplify the model computation in ways that diverge from the original
model internals. For example, in some subcubic proofs (Subsection 4.2), we approximate EQKE
with a rank-1 approximation corresponding to the “size direction". However, while other components
are small, they’re nonzero, and this approximation harms model internals.

Less faithful interpretations lead to worse bounds on performance To confirm that faithfulness of
understanding affects the tightness of bound independent of proof length, we plot the normalized
accuracy bound of subcubic proofs that perform a rank-1 approximation to EQKE, versus the ratio
of the first two singular components. A larger ratio between the components implies that the rank-1
approximation is more faithful. From the results in Figure 4, we see a positive correlation between
the two axes — that is, when the interpretation is more faithful, the bounds are tighter, even at a fixed
proof length.

5.3 Compounding structureless noise poses a serious challenge to compacting proofs of global
behavior

Pessimal error terms compound in the absence of known structure Approximating EQKE with
a rank-1 matrix has small error. However, when approximating each of the constituent matrices
E, Q, K with rank-1 approximations, pessimizing over the worst way to composing the individual
small error terms leads to a bound on the error term of EQKE that is orders of magnitude larger
than the actual error term. Because we don’t understand the matrices compose in a way that doesn’t
cause noise to compound (without just multiplying out the matrices), this approximation leads to a
trivial bound on performance. We speculate that in many cases, there is no short human-interpretable
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Figure 5: For each proof, we plot the approximate number of flops required to evaluate the proofs, versus
the unexplained dimensionality (Subsection 5.1). Shorter proofs seem to related to proofs that contain more
mechanistic understanding (and thus leave fewer dimensions unexplained).

description for why random noise or approximation errors do not compound across layers of neural
networks (e.g., see the error correction results on randomly initialized neural networks from Vaintrob
et al. [40]), and thus that compounding structureless noise may be an issue in practice.

6 Related Work

Generalization Bounds Prior work in the PAC-Bayes framework [47, 26] proves generalization
bounds over learning procedures, which are similar to the global performance bounds we consider
in this work. These proofs tend to provide statistical guarantees [19] about the outputs of a known
stochastic training procedure, while we seek to bound the performance of particular trained models.

Formally verifying neural networks Most prior work formally verifies neural networks either via
model checking [22, 6] or by relaxing the problem setting and taking an automated theorem proving
approach [13, 38, 14, 25, 32] to verify local robustness properties. These proof strategies tend to be
derived by examining only the network architecture. We take an approach more akin to interactive
theorem proving [16] and verify global performance properties by reverse-engineering the neural
network weights.

Mechanistic Interpretability Finally, mechanistic interpretability is the subfield of the broader field
of understanding model internals [34], which is too large to faithfully summarize. Our work takes
most direct inspiration from efforts to deeply understand how either toy models [28, 7, 42, 2] or small
pretrained text transformers [43, 15] implement algorithmic tasks, generally by performing ablations
and SVD. In contrast, we formally prove that a transformer implements an algorithm.

[29] proves that, in a significantly simplified 2-layer, 1-head attention-only transformer model and for
the task of in-context bigram statistics, gradient descent will create induction heads [30]. Our results
concern transformers with fixed weights. In concurrent work, Michaud et al. [24] use techniques
inspired by mechanistic interpretability to perform automated program synthesis on 2-dimensional
RNNSs, while our work works with significantly larger transformer models.

7 Conclusion and Future Work

Summary In this work, we used a max-of-£ setting to prototype using mechanistic interpretability
to derive compact proofs of model behavior. Using varying amounts of understanding, we derive
more efficient proof computations lower bounding model accuracy. We find suggestive evidence that
mechanistic understanding can compactify proofs, and that we can use the tightness of the lower
bound to assess the faithfulness our understanding. Finally, we identify compounding structureless
noise as a key obstacle to deriving compact proofs of model behavior.

Limitations and future work We study one-layer attention-only transformers on a toy algorithmic
tasks. Future work should explore the viability of deriving proofs via interpretability using larger
models featuring MLPs or layernorm on more complex domains. In addition, we were unable to
significantly compact the part of the proof involving the OV circuit, which future work can explore.
The proofs we explored in this work also did not lead to qualitatively novel insights; future work
may be able to derive such insights with improved techniques. Finally, future work can address the
problem of compounding structureless noise, perhaps by relaxing the worst-case assumption used in
our pessimal ablations.
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A Training details

To train each model, we generate 384,000 random sequences of 4 integers picked uniformly at random,
corresponding to less than 2.5% of the input distribution. We use AdamW with batch_size = 128,
Ir = 0.001, betas = (0.9,0.999), weight_decay left at the default 0.01. We train for 1 epoch (3000
steps). Over our 151 seeds, models trained with this procedure achieve (99.92 + 0.15) % train
accuracy and a loss of 0.004 £ 0.008. (Numbers reported as mean across training runs =+ std dev
across training runs of mean accuracy and loss.) When qualitatively examining a single model (for
example in Subsection 3.1 or Appendix C), we use the model with config seed 123, model seed
613947648 (which is deterministically pseudorandomly derived from 123).

As our models as sufficiently small, we did not have to use any GPUs to accelerate training our
inference. Each training run takes less than a single CPU-hour to complete. In total, the experiments
in this paper took less than 1000 CPU-hours in total.

We use the folllowing software packages in our work: [31, 20, 27, 35, 41? , 44]
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s2 B Mathematical defintions

503 On the following page, we provide a detailed breakdown of the mathematical notation used in the
s04 appendix. Note that while in the main body, M (x) referred to the pre-softmax output logits, in the
s05 appendix we abuse notation and occasionally use it to refer to maximum token indicated by the logits
506 Wwhere appropriate.
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Figure 6: Definitions of the model behavior

Letd = Vd, e; = (E):, pi = (P);, a be the pre-softmax attention scores, /EU be the contribution
to the logits from the skip connection, ¢* be the contributions to the logits via attention to the input
token at index k, ¢ be the logits of the model, A/, be the difference between the logit of token ¢ and
the maximum token, and M be the model output:

1
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We might also inline the equations and write
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509

C Additional details supporting our mechanistic interpretation of the model.

We provide heatmaps of the matrices corresponding to the five components described/defined in 3,
for the mainline model.

Positional Contribution to Attention Score

Attention Score (E+ P[-1))QKT(P —E,P[p))"
EQKE := (E + P[-1))QKT(E +E, P[p))T /Vd o i -
o 3 =1 50
I 40 E 1
F 130 -
=} [
5 L 190 5 0
5 £
-~ =}
S - 10 et
3 r =]
2 o S
7= L 110
" —20
2 - i -30 -
T T T T T - T T
0 10 20 30 40 50 60 0 1 2 3
key token key position
(a) EQKE = E,QKTETx" (b) EQKP = E,QKTPT

Figure 7: The QK circuit can be decomposed into the position-independent and position-dependent components
EQKE and EQKP, and computes the pre-softmax attention score for the model. The positional contribution to
the attention score, as shown in (b), is minimal. In figure (a), the gradient from left to right along the key axis
indicates that the single attention head pays more attention to larger tokens. The uniformity along the query axis
suggests that this behavior is largely independent of the query token. Further, the light and dark bands imply that
some queries are better than others at focusing more on larger tokens.

Attention Computation: (E + E,P[p])VOU (P - E,P[p))VOU
0.8
30
S 0.6
20
0.4
10 g —
g 2 0.2
= Z
bt 0 g
é‘ é 0.0
B=1 _ ol
10 £ 02
—20 04
..
—-30 —0.6
T T T T T
40 50 [§

0 10 20 30 0
output logit token output logit token
(a) EVOU = x(EVOU) (b) PVOU = PVOU

Figure 8: The OV circuit is a sum of EVOU and PVOU. In figure (a) we see that EVOU “copies” — with the
exception of input tokens 5 and under — by virtue of the fact that above 5, the diagonal is larger than all the
other elements in the same row. We see that the range on figure (b) is much smaller than figure (a), incidcating
that positional contribution to the copying is minimal.
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521
522
523
524
525

526

input token

output logit token

Figure 9: Direct Path = tquery(EqU). These values matter a bit more that PYOU, being only &~ 10x smaller
than the typical EVOU difference. They don’t matter that much, though, being so small. Additionally, the
vertical banding indicates that the primary effect of this is a largely-query-independent bias towards larger
numbers, reflecting the fact that the input distribution is biased towards larger numbers being the maximum. The
weak diagonal pattern indicates a slight bias towards upweighting the query token itself as a (possible) maximum
token.

D Brute-force proof

Theorem 1.

Exnt7(0,1,...,duoeas — 1) e [M(x) = maxa; > BRUTE-FORCE (dyocaps Merx)

Proof. By definition and reflexivity of >. O

Algorithm 1 Counting Correct Sequences By Brute Force

1: function CORRECTNESS(input-sequence)
return MODEL-BEHAVIOR(input-sequence) == MAX(input-sequence)
end function
: function BRUTE-FORCE(dyocab, Metx)
return SUM(CORRECTNESS(tokens) for tokens € (RANGE(dyocap))"™) / dyocab ™™
end function

AN

E Details of cubic proof

In this section, we prove formally the result used in Subsection 4.1, A cubic proof.

At its heart, the convexity of softmax is an extension to a simple idea: a weighted average of scalar
values is extremized by putting 100% of the weight on an extremal value.

Using this simple version of the theorem, however, gives a useless bound of 0% accuracy: if we pay
no attention to the maximum of the sequence, of course we’re going to get the wrong answer. Since
in fact the space of possible weightings we may see in practice is much smaller (finite, in fact, with
at most dyoeap ™ values), we may look for a more general version of this idea that gives us tighter
bounds that still cover the space of possible weightings.

Since the weights are not linearly independently choosable (softmax is non-linear), extremal values
do not necessarily result from putting maximal attention on the worst token: it may be, when trying
to find the worst case, that some positions are so dis-preferred that it makes more sense to choose a
token that is “less bad” for those positions, if it draws enough attention away from the correct token.
See Lemma 3 for details.

We thus spend this section characterizing a relaxation of the constraints on weights:
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1. that contains all actually possible weightings,

2. that is extremized at weights that still correspond to some notion of “put the most weight on
the extremal tokens”, and

3. for which computing the extremal weightings is computationally efficient.
Before diving in, let’s recall the proof that a weighted average of scalar values is extremized by
putting 100% of the weight on extremal values:
Theorem 2 (Extremizing weighted averages). Fix a set of values v; € R. The weighted average is
bounded by the extremal values: for any w; such that Zl w; =land 0 < w; <1,
minv; < Z w;v; < maxv;

Proof. The proof is simple. We have
Zwivi — minwv; = Zwi(vi — minwv;) >0

J

and
maxv; — g WiV; = E w;(maxv; —v;) >0
i , , J
K2 7

so the result follows. O

E.1 Proof strategy

Outputting the correct behavior is equivalent to outputting logits ¢ such that Aly := £y — lypax < 0
for all t # max. As a result, it suffices to lower-bound the proportion of sequences where (an upper
bound on) the logit difference is negative for all non-max outputs. In particular, we will upper-bound
the contribution from incorrect tokens ¢ to the logit difference between incorrect (¢') and correct
(max) tokens Al = ¢, — 0t .

We do this by arguing that the logit difference A/, satisfies a certain notion of convexity over the
space of a relaxation of sequences (Theorem 6), and constructing a set of @(dvocab‘gnm) “extremal”
relaxed sequences where the position and token embedding components of attention are pessimized
independently.

We start by first rewriting the contribution of each token through the attention head to the logit
difference into the contributions involving PVOU and EVOU:

AL (x) = AU (x) + AV (x)

We then upper bound AEtPVOU’k (x) by noting that because the softmax attention is a weighted average

of PVOU,

AngOU,k(X) — éPVOU,k:(X)t o EPVOU’k(X)man o)
ap(x)PVOUL s — ap(x)PVOUL max; «;
o (x) (PVOUy ; — PVOUy max, o, )

< aj(x) max (PVOUy,,; — PVOUy max, o, )

Since ), aj(x) = 1, we have

Nex — 1

Z AéfVOU’k(X) S m]?,X (PVOUk,t — PVOUkJnaxJ' TJ)
k=0
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We then construct a set = of “pure sequences” consisting of only three types of tokens in one of two
orders, and show that for each input sequence x and readoff logit £, we bound the logit difference

from the token embeddings AKEVOU’k(X) using a small subset X of =:
Nex—1 Nex—1
> ALY (x) <max Y ALY
k=0 i

We construct a set Relaxed Of relaxed sequences, where each relaxed sequence consists of a sequence
and a position r = (x,1), where Al;(x,1) is evaluated by separately considering the positional
contribution through attention (that is, the attention weighted PVOU) and the token contribution
(that is, the attention-weighted EVOU) and direct contribution (the logit difference through the skip
connection (e .. + p—1)U).

Note that ¢ indicates the position that pay 100% of the attention to for the PVOU contribution.

query

We argue that Al;(x, 1) satisfies a certain notion of convexity over mixtures of sequences, such
that we can evaluate it only on a set of @(dvocab3nctx) “extremal” sequences in a way that takes
O(dvocab3nctx) total time to bound A/, (x, %) for every possible input sequence.

We then use the extremal sequences that the model gets correct to lower bound the proportion of all
sequences that the model will get correct.

Specifically, we argue that Algorithm 3 provides a valid lower bound on the proportion of sequences
the model gets correct.

E.2 Proof outline

We now proceed to the main results of this section.

Math fact: For each token ¢, the logit difference A/, for any sequence x can be decomposed into the
direct contribution from the embeds ¢EV, the attention-weighted position contribution (PVOU), and
the attention-weighted token contribution (EVOU). Therefore, it suffices to upper bound each of the
three components independently, since summing these upper bounds gives a valid upper bound on
the logit difference.

We can compute the direct contribution £V exactly by first computing (e, + p—1)U = (P + E)U
and then, for each max, subtracting the logit of the max token from each row of the matrix. No
theorems needed.

For each max token, we can bound the position contribution by its maximum over positions (Theo-
rem 6).

In order to upper bound the token contribution, we argue that any mixed sequence will be upper
bounded by the maximum of the corresponding pure sequences (Theorem 7). We then argue that for
pure sequences, it suffices to consider orderings where same tokens appear contiguously (Theorem 4).

E.3 Formal proof

For this subsection, all theorems are parameterized over the following quantities. Fix a token value
function (a la a row difference in EVOU) v : N — R and a token attention function (a la EQKE
for a fixed query token) a : N — R. Fix a position value function (2 la a row difference in PVOU)
w : N — R and a position attention function (a la EQKP for a fixed query token) b : N — R.

Definition 1. We can define a sequence of tokens via sorted tokens and a position permutation
by specifying a non-decreasing sequence of tokens to < --- < t, 1 € N<%«w pajred with a
permutation o : N<Teax —y N <7,

Definition 2. Given a non-decreasing sequence of tokens ty < --- < t, 1 € N<bww gnd a

permutation o : N<" — N<" define the sequence score sy, .. o as:

ney—1s

._ E ay, +bg (i E at, +bs(;
Sto,eeistngg—1,0 = U, € b ® et ®

0<i<na 0<i<nax

We will drop the token subscript, writing only s, when the token values are unambiguous by context.
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so5 Definition 3. Given a permutation o : N<"« — N<"a of the ng, positions and two indices
so6 0 <4,J < Ny, define the swap permutation o, ; to be the permutation that is o except swapping i
597 and j:
o) ifk=j
Oiesj(k) = 0(j) ifk=1
o(k) otherwise

se¢ Lemma 3 (Characterization of swapping tokens). Fix a non-decreasing sequence of tokens ty <
509 -+ <tn.—1 €N Fixo:N— N bea permutation of the n., positions. Fix indices 0 < i,j < Nepy.

600 Define A, ;s to be the difference in sequence scores when you swap i and j:

AU,iHj = 380i6; — So
601 Then there are two cases for sign (Ag i ;):

602 1. If ay, = ay; then sign (Ag i¢sj) = — sign (ba(i) - bg(j)) sign (vti - vtj).

ap, at

603 2. Otherwise, sign (Ag,iﬁj) = sign (ati — atj) sign (bg(l—) — bg(j)) sign (sg — W)
604 Intuitively, Lemma 3 says that, if the token contribution to attention is equal between tokens ¢; and

605 1;, then the impact of swapping their positions ¢ () and o(j) is entirely determined by how much

606 attention is paid to the positions of ¢ and j and the relative difference in their value. (Notably, by

607 swapping these tokens, we don’t affect the attention paid on other tokens, and so the effect of the

e0s change does not depend on the values of the other tokens.) Alternatively, if the attentions are not

609 equal, then swapping the positions changes the allocation of attention to other tokens in the sequence,

610 and so it may the case that this change in allocation in attention dominates the attention-weighted

611 values of these two tokens.

612 Proof. First note that the theorem is trivial for 7 = j.
613 For the rest of the proof, we take i # j.
614 The proof proceeds just by algebraic manipulation with no deep insight. We first list the facts we use,
615 the proceed to computing sign (A, ;.,;). We abbreviate 0., as ¢’ for brevity.
Sign (eb““’) — eb“(f)) = sign (ba(z) — ba(j))
616

sign (Ag,icsj) = sign (syr — So)

at,+b, 1,
0<p<nex v, e ®

= sign — S5

at, -‘rba/
P0<p<ng €W

617 Now multiply through by the denominator, which is positive

= sign g vtpeatp +oor(py So E e%pThe/(p)

0<p<nex 0<p<mex
= sign E Utpeatﬁbaw) — vy, e (ebam _ eba/m) — vy, e (ebam — eba'm)
0<p<newx

sy 30 etmte 4 s et (ebr) — ebor) 5,6 (ebe) — bl
0<p<nex

= sign E vy M FTE) gy e (ebam — ebam) — vy, e (ebou') — ebaa))

Tetx
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_ E vy, M FPTw) 4 g et (eba(i) — ebau)) + s,e™ (ebam — ebou))

>< Meix
sign ((vy, €™ — vy, e ) (ebvm - ebv(ﬂ) + 5o (€% — ™) (eba(i) _ ebc,m))
sign (eb”“> — eb”(j>) sign ((futj e — futie‘“i) + 5, (e —e™i ))

= sign (bg(i) - bg(j)) sign (sg (e —e™i) — (vti et — vy e ))

618 Divide through by non-zero values when possible

= sign (bo(i) = ba(j))
sign (vti — vtj) ifay, = ay,

ag. at ..
vy et —ve e

T ) otherwise

e ti—e

sign (e — e ) sign <sa -

— Sign (bo(z) — bo’(])) sign (’Uti — Utj) ’ if at, = CLtj

.
sign (ay, — ay, ) sign (bo(i) — bo(j)) sign ( 5o — W) otherwise

619 ]

e20 Definition 4. Fix a set of fixed indices F C N<" gnd an assigment of token values to each of the
621 fixed positions tg : F — N<%ow_Fix a non-decreasing sequence of tokens tg < --- <t, 1 € N.

622 Given a permutation o : N<"= — N"« sqy that o fixes F (relative to to, . .., tn 1) ift; = tr(o(i))
623 whenever o(i) € F.

624 Definition 5. Fix a set of fixed indices F' C N<" and an assigment of token values to each of the
625 fixed positions tp : F — N<®hocr,

626 Define the position-sorting permutation fixing indices in F' o : N<"« — N<"e 19 be the permutation
627  that sorts the indices not in F according to b: for 0 <4, j < ne, withi,j ¢ F, b; < b; whenever
628 05(i) < 05(j); and o5(i) =i fori € F.

620 Theorem 4 (Pessimization over sequence ordering is possible and results in contiguous sequences).
630 Fix a set of fixed indices F C N<" and an assigment of token values to each of the fixed positions
a1t : F — N<%ww  Fix g non-decreasing sequence of tokens tg < -+ <t 1 € N.

632 Let Omin, Omax : N — N be permutations of the ng, positions, fixing positions in F, satisfying the
633 following property: For all o : N — N a permutation fixing F', we have

Somin <= S0 = Somax 2
634 (Such permutations are guaranteed to exist because the permutation group on n, elements is finite.)

635 Then omax and owin may be taken to be contiguous on equal tokens. That is, there exist 0ax and omin
636  satisfying the property of Equation 2 which additionally satisfy the property that for 0 < 1, 5, k < Ny
637 witht; =t; # ty and i, j, k & o~ (F), it is never the case that o5(c(i)) < os(c(k)) < o5(a(4))
638 for 0 € {Omax, Tmin }-

639 The basic idea is that we will assume that one of o,,x and on;, cannot be contiguous on equal
e40 tokens and derive a contradiction. We will pick the extremal permutation that is closest to being
641 contiguous, take a contiguity violation, and then show that either we can correct the contiguity
e42 violation without changing the score—thus violating the presumption that the permutation is closest
643 to being contiguous—or we will find one swap of indices that decreases the score and another swap
644 of indices that increases the score, thus violating the presumption of extremality.

645 In slightly more detail, but still informally, we will consider the sign of the difference between
e46 scores of our purported extremal permutation and a permutation that has swapped some indices. The
647 theorem follows from showing that there exists a triple of indices i, j, k such that the sign of the score
e4s difference from swapping ¢ and j is different from the sign of the score difference from swapping j
649 and k.

650 First, a definition and some helpful facts about it.
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Definition 6. Fix a set of fixed indices F C N<" and an assigment of token values to each of the
fixed positions tg : F — N<%ww_ Fix a non-decreasing sequence of tokens tg < --- <t, 1 € N.

Say that a permutation o is contiguous on equally-attended positions if, for all 0 < ¢ < ngy with
i & 0~ Y(F), the sorting order according o on the contiguous block of positions with contribution
to the attention score equal to that of o (i), {o(j) ‘ bo(j) = bo(iy and o (j) ¢ F'}, is the same as the
sorting order according to the fraction of tokens equal to t; with b-values greater than b, ;, with ties
broken by the value of t;. Equationally, this second sorting order is defined by the score

tj

dvocab

(|{k | te = t; and by > by(iy and o(k) & F}| + >/|{l~c|t;€ =tjando(k) ¢ F}|.

Most importantly, any permutation that is contiguous on equally-attended positions has the property
that for any indices 0 < 4,7,k < new with 4,5,k & o~ (F) and t; = t; # tx and 04(0(i)) <
os(o(k)) < os(a(j)), we will have the strict inequality b,(;) < by) < by(;). Additionally, we
may always sort equally-attended positions to make any permutation contiguous on equally-attended
positions.

We will define an additional notion of contiguity-violations which we avoid up-front by arbitrarily
swapping involved indices without changing the score s, .

Definition 7. Fix a set of fixed indices F' C N<" and an assigment of token values to each of the
fixed positions tg : F — N<%ww_ Fix a non-decreasing sequence of tokens tg < --- <t, 1 € N.

Say that a permutation o is needlessly non-contiguous at i, 5, k (for i, j,k € o= (F)) if Ay icsk =0
or Ny josk = 0, for 0 < .5,k < ney withi,j,k & o= (F) witht; = t; # t and 05(0(i)) <
os(o(k)) < os(a(4))-

Say that a permutation o is needlessly non-contiguous if it is needlessly non-contiguous at any
i,j,k & o H(F).

Lemma 5. Fix a set of fixed indices F C N<" and an assigment of token values to each of the fixed
positions tg : F — N<%ew_ Fix a non-decreasing sequence of tokens to < --- < t, 1 € N.

Any needlessly non-contiguous sequence o which fixes F' can be made into a sequence o’ which
still fixes F' and is both simultaneously contiguous on equally-attended positions and not needlessly
non-contiguous, and for which s, = s4.

Proof. First, sort regions of equally-attended positions to make o contiguous on equally-attended
positions. If the resulting permutation is not needlessly non-contiguous, then we are done.

Otherwise, we have A, i, = 0 or A, j, = 0 for some i, j, k, for 0 < 4,5,k < ney with
i,j,n € o7 (F)and t; = t; # t; and 05(0(i)) < o5(o(k)) < o5(c(j)). Since the sequence is
contiguous on equally-attended positions, we have the strict inequality b, ;) < bo(r) < bo(j)-

By Lemma 3, we have two cases. Noting that ¢; = t;, we can write them as

1. U, = Vg, and at, = Qg

v, eti —py, etk

2. ag, # at, and Sg = W
In the first case, we may fully freely interchange tokens equal to ¢; with tokens equal to ¢; without
changing the score; in this case we may use the token value as a sorting tie-breaker and swap tokens
until there are no more needlessly non-contiguous triples falling into case (1).

In the second case, since swapping tokens does not change s, the property will continue to hold for
these tokens after the swap. We may then swap tokens, again using token value as a tie-breaker, until
there are no more needlessly non-contiguous triples falling into case (2). [

We can now finally make our argument for Theorem 4 more precise.

Proof of Theorem 4. Choose oyax and oy to be contiguous on equally-attended positions and
not needlessly non-contiguous, and suppose that we have ¢ € {0max, Omin } such that for some
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0<i,j,k < nex withi,j,k ¢ o~ *(F) and t; = tj # t, we have by (i) < bo(ry < bo(jy. We will
derive a contradiction with the presumption that o is extremal by showing that we can swap ¢ and k
to change the score in one direction and that we can swap j and k to change the score in the other
direction.

Take o{, to be o but swapping i and &, and take o} to be o but swapping j and .

Now we will consider the cases for the sign of the score difference Ay := Sot —So and A = So1 —So-
By the presumption of not being needlessly non-contiguous, A, # 0 for z € {0, 1}. If we can show
that the sign of A is distinct from the sign of A1, then we will have a contradiction with extremality
because we will have either Sop < Sq < Sgp OF Sg1 < Sg < Sy That is, we would be able to swap
i <> k and j < k to get a lower and higher score, making o not extremal.

Noting that t; = 5,

sign (vy, — vy,) if a;, = ay,
. A — ai b N b Lt t
sign (Ag) = sign (by(s) — bo(x)) sign (az, — az, ) sign (So — %) otherwise
sign (vt, — vy,) ifar, = ay,
sign (Aq) = sign (b, ;) — b i g, et .
gn (Aq) gn (bo(j) = bar)) sign (ar, — ay, ) sign (sg — %) otherwise

Noting that the product is non-zero by presumption, that right multiplicand is equal for Ay and A1,
and sign (ba(i) — ba(k)) = —1 and sign (ba(j) — bg(k)) = 1, we have our desired contradiction. [

Note that the proof of Theorem 4 does not go through if we include the position value function w in
the score, because we may trade off the position value function against the token value function. We
now show that we can independently pessimize over positional attention.

Definition 8. Given a non-decreasing sequence of tokens to < --- < t, 1 € N<bww gnd q
permutation o : N<"= — N<" define the full sequence score s} as:

Slney—150

— t; To (i t; Too(i
TR g (ve, + wg (i)t o0 E et Tba(i)
0<i<Nen 0<i< N
We will drop the token subscript, writing only s,, when the token values are unambiguous by context.

Theorem 6 (Independent pessimization over positional contributions is possible). Fix a set of fixed
indices F C N<" and an assigment of token values to each of the fixed positions tp : F — N<®hoca,
Fix a non-decreasing sequence of tokens to < --- <t,, 1 € N. Let Omin, Omax : N = N be as in
Theorem 4.

Define relaxed extremal sequence scores 74, ., Topin-

+ min w;
0<i<nen

Omin * Omin

/ !/
Thenro,., <s, ands, <rg .

Proof. This proof follows straightforwardly from the softmax weighting being an affine weighting.

S; _ § (vr, +wa(i))eati+bn(i) § e%iFba (i)

0<i <neix 0<i <Meix
_ Dguettw 5 wepet e
- Zi eatier”(i) + Zi eati+ba(i)
2 Wa (et

> et oo

:So_—‘,—
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e%t; Tba (i)
=So+ § :wﬂ(i)ai
et Tbo (i)
i 2je

et Tbo(i)

, et tho(i)
S0+ g Wo() =~ o 13—~ = So = So T E Wo() =~ 5
et To (i) o TS pat; +boi)
7 25 7 2je

et; Tba(i) et tbo(i)
So 4 Min W (1) E =1 < S, < So +Max Wy (k) E —_—
k eat; o (i) i k et o)
e e

Since
et; +bs (i) Zl et; +bo(4)

Z ooy i Hbo(y
- Zj edt; (i) Zj edt (i)

we get
S5 + mkin Wo k) < Sty < S0 + MAX W (k)

' ands. <7, asdesired. O

Omin Omax

and hence r,_, <'s

Theorem 7 (For a fixed ordering, softmax is convex over token counts and only pure sequences need
be considered). Fix a set of fixed indices F' C N<" and an assigment of token values to each of the
fixed positions tp : F — N<%ww_ Let n denote the number of fixed positions: n := |F|. Fix a set
S C N<dew of yalid other tokens in the sequence.

Define a comparison on non-negative integers less than d,ocqp:

ci= E Utp(i)eatF(i)"'b’i d = E eatF(i)+b’i f;: E ebi

ieF ieF 0<i<Nen
i¢F

Cmp(x,y) = Sign (d(eamvm _ eayvy) _ C(eam _ eay) + feax—i-ay (U$€a°”+ay _ ’Uyeam—"_a?/))
Let tin and tyax be the minimum and maximum elements of S according to Cmp.6

For a given choice of a non-decreasing sequence of tokens to < --- <ty 1 € N compatible with I’
and S and a given choice of permutation o : N — N of the n, positions fixing F (t; = tp(o(3)) for
o(i) € Fyandt; € Sforo(i) ¢ F): let Sgmin (and So max) denote sy, . o When t; = tmin
SJorall o(i) & F (or tmax, respectively).

stnex—1,

Then for all such choices of sequence-permutation pairs,

So,min S Sto,.“,tnm,l,a S So,max-

This theorem follows by chaining two lemmas: that scores are extremized by considering pure
sequences, and that the extremal pure sequences match the comparison function defined in the
theorem statement.

Lemma 8 (Sequences scores are extremized on purer sequences). Fix all the same quantities as in
Theorem 7.

For any indices 0 < i < j < Ny, token values x,y € S, the score for a sequence witht;, = # y =
t; is bounded on both sides by sequences witht; =t; = xandt; = t; = y.

Proof. Let s, g be the sequence score with ¢; = « and ¢; = (3, and define the score differences
Ay =844 — Spyand Ay := s, — s, ,. It sufficies to show that sign(A;A,) < 0. To show this,
we must only compute the sign of A, for o € {z, y} and show that whenever both A, and A, are
non-zero, they have opposite signs.

We proceed by computation after defining some convenience variables for brevity:

C .= E Utkeatk+ba(k) D= E ey, Tho (k)

0<k<meix 0<k<ncx
k#i,j k#i,j

8We will prove that cmp is transitive in the process of proving this theorem.
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- x fa=y . 1 fa==x . i ifa==x
Q= : lo = . 1a = o~
y ifa==x j ifa=y j ifa=y
aa+bs(s) aa+bs(j) Az +bg (i) ay+bs(j)
sign (A,) = sign V€ + vl +C _ Uge + vye +C
e%atbo(i) 1 gtatboi) 1 D e Tbo() 1 ety tbo) 1 D
) vaeaa+ba(ia) =+ Uaeaa"l'bo-(i&) +C vaeaa+bg(ia) + U&ea&""bo(i&) +C
= sign _
& eanrbU(ia) + ea<"+b0(ia) +D eanrba(m) + ea&+b0(i&) + D

Multiply through by positive denominators and simplify
= sign (C (ead+b”(i&) - €b"(i&)+a°‘> +D (vaeb”(i&)+a“ - v&ead+b°(ia))
+ Vo (eb”(*&) + ebaua)) 5o (ig) e _y, (ebﬂ(i&) + ebg(m)) ea&+bd(iﬁ)+au)
Pulling out e~ (s

= sign (e“f**aa (eb”(ia) + eb”(w) (va —va) + C (% —e*) + D (e* v, — e va))

Note that swapping o and & negates the sign. Hence, we have sign(A;) = —sign(A,) and hence
Spx < Suy < Sy OF Syy < Sz < Sz 5 as desired. O

Lemma 9 (Pure sequences are sorted according to cmp in Theorem 7). Fix all the same quantities as
in Theorem 7.

Fix tokens x,y € S. Let n := |F| be the number of non-fixed tokens. Fix sequences with n copies
of x and y respectively: fixty o < -+ <tzn,—1 € Nandtyo < --- <ty n,.—1 € N compatible
with F' and S and given choices of permutations o,,0, : N — N of the ney positions fixing F':
tri = tp(oz(i)) for o,(i) € F; ty,; = tp(oy(i)) for oy(i) € F; ty; = x for 0,(i) ¢ F; and
tyi =y foroy(i) ¢ F.
Then

Sign((saw7t1',[]a~~wt:r.',n(-,x71) - (So’y,ty,opu,ty,nm71)) = Cmp(Qj?y)

Proof. The proof goes by straightforward computation.

Sign((soz7ta:,0a-»-yta:,nclel) - (SUy,ty,o,-»-,ty,nmfl))
. vee® f+c  vyerf+c
= sign —
et f+d et f4d

Multiply through by non-negative denominators
= sign ((vze™ f +¢) (™ f + d) — (vye™ f +¢) (" f + d))
= sign (—cfeam +cfe®™ + dfvye® — dfvye®™ + fPu et — fZUye“m+“y)
Use f >0
= sign (—ceaz +ce™ + dvge®™ — dvye™ + fope®s T — fvyeaﬁay)
= sign (¢ (€™ — e*) + d (vpe™ —vye™) + f (vpe T —vyeteTh))
= cmp(, y)
O

Corollary 10. Define the relation <¢mp by & <cmp y if and only if cmp(z,y) € {—1,0}. The
relation <.y, is always transitive.

Proof. Note that by Lemma 9, cmp is comparing two sequence scores. Since < is transitive over the
reals, the relation <., is also transitive. O
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Figure 10: Recapitualtion of some relevant definitions from Figure 6

Letd = Vd, e; = (E);, pi = (P)::

1
(e, +P-1)QK ey,

EQKE((L',l, .’bz) = 7

EQKP(z_1,i) := 7(%_1 +p-1)QK"p]
EVOU(zy,) := e, VOU
PVOU(k) := pi vou
V(x_1) = (es_, +p-1)U
ALY (2 1,maxxl) Y2 1) — V(2 1) max, o,

Finally, we combine the previous lemmas to complete our proof of Theorem 7:

Proof of Theorem 7. Extremal sequences with scores S, min and sg max are guaranteed to exist
because there are only finitely many elements of S and therefore only finitely many sequences.
By Lemma 8, the extremal sequences must be pure (have ¢; = t; whenever o(i),0(j) ¢ F). By
Lemma 9, the extremal sequences must have tokens that are extremal according to cmp. O

Algorithm 2 Counting Correct Sequences in Cubic Time, Full Version: Preliminaries

1: function CORRECTNESS(input-sequence)
2: return MODEL-BEHAVIOR(input-sequence) == MAX(input-sequence)
3: end function
4: function MODEL-BEHAVIOR (input-sequence)
Require: input-sequence is a tensor of shape (7, ) With values in N<@ve
5: tmax < MAX(input-sequence) > tmax ¢ Max-token
X < input-sequence
skip-score, < ALY (z,, 1, tmay)
attn-weights-unscaled,, < EQKE(z,, 1, %) + EQKP(zy, 1, k)
9: attn-weights <— SOFTMAX (attn-weights-unscaled)
10: Vg EVOU(ZCk)
11: wy, + PVOU(k)

%R

12: A’Uk-yi — Vkyi — Ukt
13: Awk,i — Wh,i — Wkt
14: return max;.,, . (skip-score; + > /" YAy + Awy ;) - attn-weights,)

15: end function

16: function CORRECTNESS-PESSIMIZING-OVER-POSITION-SLOW (input-sequence)

17: X <— input-sequence

18: return ALL(CORRECTNESS(perm + [z_1]) for all perm € PERMUTATIONS(Z¢.—1))
19: end function

Theorem 11.

]EXNU(O,L...,dmmb—l)"(“ M(X) = mzax CL’{| 2 CUBIC(dvocabvnctx)

Proof. (sketch) Apply the previous theorems and lemmas to Algorithm 3. O

Theorem 12. The running time of Algorithm 3, after using caching to avoid duplicate computations,
is O(dvocab nctx2)-

Proof. The nested loops in CUBIC execute the innermost body O(dvocaanm) times, and the
summation on Line 42 costs O(nyy) per iteration. What remains is to show that the call
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Algorithm 3 Counting Correct Sequences in Cubic Time, Full Version. Lines are annotated with
comments indicating the parameters for a cache to avoid duplicate computations.

1: function MODEL-BEHAVIOR-RELAXED(query-tok, max-tok, non-max-tok, n-copies-nonmax)
2: Lquery $— query-tok, tyax ¢— max-tok, t' < non-max-tok, ¢ <~ n-copies-nonmax
Reqllil'e= 0 < tquew < tmax < dvocab’ 0 < t < tmax < dvocab’ 0 <c< Netx
Require: if n-copies-nonmax = 0 then non-max-tok = max-tok
Require: if query-tok # max-tok then n-copies-nonmax < nex — 1
Ensure: return > MODEL-BEHAVIOR(x) for all x with specified ¢query, ¢ copies of ¢’ in non-query
positions, and the remainder of the tokens equal to £«

3: skip-score, < ACEY (tquery, tmax) > Cache by tmax, tquerys t
4: wy, + PVOU(k) for 0 < k < new > Cache by &
5: AWmax,i  MAXO<k<ne (Wi — Wty > Cache by tyax, @
6: v <= EVOU(k), Avk; < Uki — Uk by for k € {tquery, tmax, t'} > Cache by tyax, K, @
7: ax < EQKE(tquery, k) for k € {tquery, tmax, '} > Cache by tquery, k
8: br—1 — EQKP(tquery, nerx — 1) > Cache by tquery
9: b._1 < SORT(EQKP (tquery, : —1)) > Cache by tquery, k
10: attn-weights-unscaled. ,, 1 4= Gt + Ony—1 > Cache by tguery
11: attn-weights-unscaledowk — ag,, T b—c forc <k < negx — 11> Cache by tguery, tmax, ks €
12: attn-weights-unscaledl’ i Qi b force <k <ngx —1 > Cache by tquery, tmaxs K, €
13: attn-weights-unscaledo’,C  ay +bepr for 0 < k < negx — 1 — e Cache by tquery, t' k,c
14: attn-weights-unscaledl’,C —ay +b for0 <k <ng —1—c > Cache by tquery, t' k,c
15: attn-weights, <— SOFTMAX (attn-weights-unscaled,,) > Cache by tquery, tmax, t's k, €
16: attn-weights; < SOFTMAX (attn-weights-unscaled, ) > Cache by tquerys tmax, ', K, €
17: if ¢ = 0 then > In this case, attn-weights, , = attn-weights, ;, so we drop the first subscript
18: return max; ., (skip-score; + Awmax.i + S 1~ Avy.; - attn-weights),)
19: else
20: Avg i <= Avg i fore <k <mneg — 1
21: Avg i+ Avp; fore <k <ng —1
22: Avp 1 ¢ Avgy { e max sy, (Atmax.i + Avg ;) - attn-weights,
23: return max;;  skip-score;+max Tl e ’ k . ’
o MaXizy,, (AWmax; + Avg ;) - attn-weights; ;
24: end if

25: end function

26: function RELAXED-CORRECTNESS-PESSIMIZING-OVER-POSITION(fquery tmaxs t', c)

27: > runs the model on a relaxed variant of input sequences compatible with the arguments

Ensure: return is False if CORRECTNESS-PESSIMIZING-OVER-POSITION-SLOW(x) is False for
any x with specified query, ¢ copies of ¢’ in non-query positions, and the remainder of the tokens
equal to tmax

28: return MODEL-BEHAVIOR-RELAXED (fquery, tmax, ', ¢) < 0

29: end function

30: function CUBIC(dyocap, Mctx)

31: count < 0 > # of correct sequences
32: for £,,x € RANGE(dyocap) do > tmax <— Max-token
33: for 0 < tguery < tmax do > fquery < query-token
34: Cmax  Metx — 1 i tquery = timax €lse ney — 2 > maximum copies of nonmax
35: for 0 < ¢ < ¢pax do > number of valid choices for the non-max token
36: RCPOP() + RELAXED-CORRECTNESS-PESSIMIZING-OVER-POSITION(Y)
37: if c = 0 then

38: t-count <— 1 if RCPOP (fquery, tmax, tmax, 0) else O

39: else

40: t-count < > ' 1 if RCPOP ({query, tmax, t', €) €lse 0

41: end if

42: count ¢ count + 3°5_, ("7 ") - (t-count)’ > taking 0° = 1 conventionally
43: end for

44: end for

45: end for

46: return count

47: end function
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to RELAXED-CORRECTNESS-PESSIMIZING-OVER-POSITION (query, tmax, ', ¢) costs O(nex) when
¢ # 0 and at most O(dyocapMerx) When ¢ = 0 and ¢/ = tpax.

The matrix multiplications in EQKE, EQKP, EVOU, PVOU, and ¢EV can be cached upfront, costing
O(max(dvocabv dmodela nctx)zdmodel) S O(dvocabg) since we assume dvocab > dmodel and dvocab > Tetx -

The sorting on Line 9 can also be cached upfront (per tquery), costing O(dyocabcix 10g Ncix ).

Note that each variable assignment in RELAXED-CORRECTNESS-PESSIMIZING-OVER-POSITION can
be cached into a table parameterized over at most three variables which range over dyocap and over at
most two variables that range over ng.

‘What remains is the return statements.

When ¢ = 0, we have on Line 18: return max;  (skip-score; + Awmax,; + Zzzgl Avg; -
attn-weights, ). This is O(dyocabTecrx) as desired.

When ¢ # 0, we have on Line 23:

Nex—1 :
. & maxgzy (Aw ; + Avy ;) - attn-weights_ .
return max skip-score; + max ¢ =k=0, it (Ao i) 18 Wmin,
it ey maxize (AWmax,i + Avg;) - attn-weights, .. .

We can cache max;, skip-score; per tmax and fquery, costing O(dvocaanctx). We can cache

max;zt,, (AWmax,i + Avg ;) Per tmax and k costing O(dvocabchlx). Finally, we can compute the
summation in cost O(ny) per loop iteration, as required. O

F Details of sub-cubic proof

In this section we fill in the details lacking from Subsection 4.2.

In Appendix E we proved an intricate version of convexity of softmax where, modulo pessimizing in
unrealistic ways over the attention paid to positions for the computation done on positional encodings,
all extremal relaxed sequences correspond to actual sequences.

When we only get a budget of O(dvocaanm) extremal relaxed cases to consider, though, we must
pessimize more, which gives us a simpler version of the convexity theorem and proof. Notably, when
we restrict our sequences to have only two tokens (the max token ¢, and the non-max token t'),
most of the theorems from Appendix E.3 get significantly simpler.

Additionally, we must pessimize separately over the token value (v) and token attention (b) computa-
tions in order to allow efficient computation (Theorem 15).

F.1 Proof of baseline sub-cubic result

For this subsection, all theorems are parameterized over the following quantities. Fix a token value
function (a la a row difference in EVOU) v : N — R and a token attention function (a la EQKE
for a fixed query token) a : N — R. Fix a position value function (a la a row difference in PYOU)
w : N — R and a position attention function (a la EQKP for a fixed query token) b : N — R. Fix a
total number of tokens ¢

Definition 9. We can define a sequence of tokens via mapping from positions by specifying a subset
of valid tokens S C N<%ww paired with a function T : N<"x — S specifying which token is in each
position.

Definition 10. Given a subset of valid tokens S C N<%ww and a function T : N<"~ — S specifying
which token is in each position, define the sequence score

- i) +bi i) +bi
ST 1= E vp(iyetTo E eT ()

0<i<nen 0<i<nen

Definition 11. Given a subset of valid tokens S C N<%ww and a function T : N<"~ — S specifying
which token is in each position and two indices 0 < i, j < Ny, define the swaped mapping T}, ; be
the function that is T except swapping i and j:

T@) ifk=j
Tiy(k) = { TG ifk =i
T(k) otherwise
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g20 Lemma 13 (Characterization of swapping tokens in a two-token sequence). Fix two tokens ty <
821 t1 € Nand a function T : N<" — {t4 1} specifying which token is in each position.

sz Define Ar ;. ; to be the difference in sequence scores when you swap i and j:
AT,iHj = S8Tih; — ST

823 Then
sign (Arieyj) = —sign (b; — b;) sign (UT(i) — ’UT(j))

824« Proof. Lemma 3 gives us the result directly when ap(;y = ag(;. Otherwise, we get

. . : . v (i) €T — vp(;)e’TD
sign (Ar,ics;) = sign (ar@) — ar(j)) sign (b; — bj) sign <3T - XK )eam) — eaT(J(j) >
825 Hence all that remains is to show that
sign (s (70 — TG ) — v e*TD + vy ) = —sign (vra) — V7))
g2s Define v := %(vT(i) + vp(;y) and define Av := %(vT(i) — vp(jy) so that vy = 0 + Av and

827 Ur(;) = U — Av. Assume WLOG that T'(i) = 0 and 7'(j) = 1 so that vp(,) = 0 + (—1)7® Av for
g8 all p.

g29 Then we have

sign (s7 (70 — TG ) — vy e™TD + vy TG )

= Sign (ST (eaT(i) — eaT(j)) — (eaT(i) — ea’T(j)) — ApeT@ — Afueu’T(j))
ar(p)+bp
VT (p)€
. 0<p<nc ap; ap(; Y P Qs Qg
= sign (e @ — e (J)) — (e T@@) — e T(J)) — Av (e @ + e T(J))
E eaT(;v)“'bp
0<p<newx

> (i = (—I)T(”)Av> o) by
- 0<p<nen (€97 — T _M_ Av (e2T() 4 7))
Z T (p) T0p

0<p<nux
eaT(i) g ebP _ea‘T(j) E ebP
0<p<ncix 0<p<ncix
: . T(p)=T() T(p)=T(j) . . . ,
= sign(Av) sign (9T — T()) — T() — A7)
E T (p) T0p
0<p<nex
eaT () E ebl’ — e%T(G) E ebp
0<p<newx 0<p<nex
: . T(p)=T(3) T(p)=T(5) v v . .
= sign(vp@) — vr()) sign p— (€976 — ITW)) — TG — TG
E 4T ()T
0<p<nex
Define
P = E ebr P; = E ebr
0<p<mix 0<p<ncx
T(p)=T() T(p)=T(3)
830 so that we get
sign (s7 (70 — 7)) — v e ™D 4 vy TG )
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eT) p; — eaT(j)Pj
e P; + eaT(J')Pj

= sign(vT(i) — UT(j)) sign ( (e — e9TG)) — TG — e“T(j))

Multiply through by the positive denominator and expand out so that we get
= sign(vr(;) — vr(j)) sign (—2e*TO TG P — 2eTO TG Py)
= —sign(vpgy — vr()) sign (eaTUH‘aT(j)Pi + eaT(i)+aT(j)Pj)

= —sign(vr@) — vrg))

O

Theorem 14 (Pessimization over sequence ordering for two-token sequences is simple). Let o :
N — N denote a permutation of the n positions that sorts them according to b: for 0 < 1, < Ny,
b; < bj whenever o4(i) < 04(j). Fix two tokens to < t1 € N.

Let ny, be the number of p € [0, e, ) with T(p) = to and let ny be the number of p € [0, ney) with
T(p) = t,. Note that ny, + Ny, = Negye
Define i == argminte{tmtl} v and define tmax = argmaxyc s ¢,y Ut

Define Tinin, Tmax : N<™ — {tg,t1} to be the assignment of tokens to positions that pays the least
(respectively, most) attention to tyax:

max

T (Z) — tmax lfogO’s(Z)<7’Lt
m . tmin ifntmax S Os (Z) < Tetx

{tmin l..fo S Os (7/) < ntmin
tmax l:fnt < Os (Z) < Nerx

min —

Timax () :=

Then we have that
S8Tin < ST < ST,

max

Proof. The extremality of s7, , and s7, __ follows straightforwardly from Theorem 4.

All that remains is s7,, < st

This follows from noting by Lemma 13 that swapping two tokens in T},;, increases the sequence

score, while the reverse is true of s, __, thus showing that it must be sz, that is the minimum and
ST.... thatis the maximum and not vice versa. O

Definition 12. Given a subset of valid tokens S C N<%w aqnd a function T : N<" — S specifying
which token is in each position define the full sequence score s/:

’o_ i +bi i) +bi
S 1= E (V@) + w;)eTOT E ettt

0<i<ney 0<i<men

Theorem 15 (Independent pessimization over positional contributions and token attention and token
value is possible). Fix two tokens to < t1 € N. Let Thin, Tmax : N<" — {tg,t1} and tmax, tmin
be as in Theorem 14. Fix a set S of valid tokens with ty,t; € S.

Define relaxed versions T}y o, Tt - NS — S of Ty ax and Tryin:
, . Tmax(z) lmeaX(Z) = tmax
Trnax (1) == argmig; otherwise
JFtmax
. Tnin () if Trmax (1) = tmax
Toin (1) := argmageg; otherwise
JFtmax
That is, T, .. replaces tmin with whatever token in S draws the least attention away from tyax, while

T/ .. replaces tin with whichever token in S draws the most attention away from tpax.
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855 Define relaxed extremal sequence scores 7

max’ | Trnin*

. +b; a +b;
T, = min  w; + E VT (1) € AT! () § e T/ (8

0<i <N
= " 0<i< Ty 0< i<y
L +b; L +b;
T -=  IMAX wW; + § UTmin(i) eaT,/l,ax(t)+ i § eaTr/nax(l)"F i
: 0< i <My
0<1< Ny 0<i< Ny
sss Thenrr,, <sp andsp <rr, .
857 Proof. (sketch) Essentially the same as the proof of Theorem 6. O

sss  Note that in practice, we take S to be the set of all tokens less than t,,,x — ¢g for some minimum
859 gap g. This allows us to share computation across the various maximum tokens to reduce overall
860 computational complexity.

Algorithm 4 Counting Correct Sequences in Subcubic Time, Preliminaries

1: function INPUT-SEQUENCE-COMPATIBLE-WITH(input-sequence, dyocab, Mctx»> tmaxs tquerys €5 9)

2: X ¢+ input-sequence
3: return False if x ¢ (< )nex > the sequence is not made of valid tokens
4: return False if z_1 7# tquery > wrong query token
5: return False if max; x; # tpnax > wrong max token
6: return False if |{i € N<" |z, £t ..} # ¢ > wrong count of non-max toks
7: return ALL(2; = fpax OF tmax — T > g for 0 < i < ney) > check gap on non-max toks
8: end function
9: function CORRECTNESS-PESSIMIZING-OVER-GAP-SLOW (dvocabs Metx> tmaxs tquerys C» G)
10: return ALL(CORRECTNESS(x) for all x s.t. INPUT-SEQUENCE-COMPATIBLE-WITH(X,

dyocabs Metx> Tmaxs tquery» G 9)
11: end function
12: function SUBCUBIC(dyocab, Metxs ()

13: count < 0 > # of correct sequences

14: Gtmamtquew ¢ & MIN(tmax, MAX(L, Gt o)) > Clip G to valid range

15: e S Ming<y, Gro e > Cache running minima

16: for t,,.x € RANGE(dyocap) do > tmax — Max-token

17: for 0 < tguery < tmax do > Lquery < query-token

18: Cmax < 0 1f tquery = tmax €lse 1 > minimum copies of nonmax
0 ifthax =0

19: Cmax ¢ { Nex — 1 i tmax = tquery > maximum copies of nonmax
Nex — 2 else

20: for cin < ¢ < Cpax do > number of valid choices for the non-max token

21 9 — Gty

22: g Gy .

23: g-gap < tmax — Lquery

24: RCPOG(X) <~ RELAXED-CORRECTNESS-PESSIMIZING-OVER-GAP(Y)

25: if (q-gap = 0 or g-gap > ¢g) and RCPOG (dyocab; Metx, tmax, Lquerys €, g, g*) then

26: d + cif Tquery = Tmax €lse ¢ — 1 > # of non-max non-query tokens

27: count < count + (”“X 1) (tmax — g)cl > taking 0° = 1 conventionally

28: end if

29: end for

30: end for

31: end for

32: return count

33: end function

g1  Theorem 16. For all G,

Ewa(O,l,.,_7dmm,]71)n(-,x M(X) = miax xz:| > SUBCUBIC(dvocab> Nerxs G)
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Algorithm 5 Counting Correct Sequences in Subcubic Time

1: function MODEL-BEHAVIOR-RELAXED-OVER-GAP(tmax, tquerys G G5 §*)
Ensure: CORRECTNESS-PESSIMIZING-OVER-GAP-SLOW is False = result is False
Require: 0 < g* < G < tiax
Requlre if ¢ = 0 then tgery = tmax

AN A

9:
10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:
28:
29:
30:
31:
32:
33:
34:

skip-score < max; {5V (tquery )i — min; £V (tquery )i > Cache by tquery
v — EVOU(K)
wy — PVOU(K)

AWmax,i < MaXy, Wp; — Wp.t > Cache by tyax, @

‘max

Arwmax,max < max; A'wmax,i > Cache by tmax
Avy, ¢~ max; vy ; — min; vy ; > Cache by k
AUmax — MaX0<k<tme—g* Avy, > Cache by tmax, €
Av t""“ € UVt — Vlmag b > Cache by tpax
Avlps, — maxiz,, Ao > Cache by timax
if c = 0 then

EU
b4 (tmax)i + Vtpuri Awmax,i
return max;—,  (¢; —

Emax

end if

b:,nmfl — EQKP(tquerw Netx — 1) > Cache by tquery
bo,.—1 < SORT(EQKP(tquery,: —1)) > Cache by tquery, £
by,.—1 < REVERSE(Dg._1)

ar, < EQKE (tquery, k) > Cache by tquery, £
Gmin,k < Ming<i<k a; > Cache by tquery, k£, compute in amortized O (dyocan?)
Gmax,k — MaX)<;<k a; > Cache by tquery, kK, compute in amortized O (dyocan?)
Aamax < Oty — Omin,tpaw—g > Cache by tquery, tmaxs C
Aamin < Qe — Omax,tu—g > Cache by tquery’ tmax, €
idx-set < {0, ..., nex — ¢ — 1} if tax # tquery €Ise {0, ..., e — ¢ — 2, e — 1}
attn-weights-unscaled, ,, Aamin + by 1 if k € idx-set

attn-weights-unscaled; ; < Aamax + bo i if k € idx-set > Cache by tquery, tmaxs K, €
attn-weights, <— SOFTMAX (attn-weights-unscaled,,) > Cache by tquerys tmax, K, €
attn-weights; <— SOFTMAX (attn-weights-unscaled, ) > Cache by tquery, tmax, &, €

attn-maxg < attn-weights, ;
attn-maxy < D ;cige Altn-weights, ;
attn-max <— attn-maxg if v fmax > Avmax else attn-maxy

max —

return skip-score + Awmax max + attn-maxvims + (1 — attn-max ) Avax

i€idx-set

end function
function RELAXED-CORRECTNESS-PESSIMIZING-OVER-GAP(dyocabs Metxs tmaxs tquerys C» G §°)

> runs the model on a relaxed variant of input sequences compatible with the arguments

Ensure: CORRECTNESS-PESSIMIZING-OVER-GAP-SLOW is False = result is False
Ensure: return is False if CORRECTNESS-PESSIMIZING-OVER-GAP-SLOW(X) is False for any x

35:

with specified ¢max, tquery> and ¢ tokens not equal to Zmax

return MODEL-BEHAVIOR-RELAXED-OVER-GAP (tmax, tquery; ¢, G, %) < 0

36: end function
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Proof. (sketch) Apply preceding lemmas and theorems to Algorithm 5 O

Theorem 17. The running time of Algorithm 5, after using caching to avoid duplicate computations,
is O(dvocudemodel + dvocuanCtxz)-

Proof. (sketch) Sum the complexities indicated along the right side of Algorithm 3. The dvocademodel
term comes from the precomputing EVOU, EU, and EQKP. The dvocaanctx2 term comes from the
softmax over ny tokens for O(dvocaanctx) pessimized pure sequences. Confirming that none of the
complexities on the right side exceeds O(dvocademndel + dvocaanctXZ) completes the proof.

O

F.2 The mean+diff trick

Suppose we have quantities f; , and g, . and we want to pessimize (WLOG, suppose minimize) the
quantity f; , + gy . over z, y, and z in time less than O(ngynyn.), say we allow O(nyn, + nyn. +
ngzn,). Also suppose the variation of f over the y axis is much larger than the variation of f over the
X-axis.

We can of course say
min + min < =+ g
Ty fxvy vz Gy,z = fa:,y Y,z

But we can do better!

Note that
f%y = Exfaf,y =+ (fx,y - Eacfx,y)

Suppose that f, , varies much less over x than it does over y, and much less than g, , varies over
either of y and 2. This will make the following bound a good approximation, though the bound is
sound even without this assumption. We can write

fz,y + 9y,z > glylg[fm,y + gy,z]
- ?J%[Eqrfr,y + 9y,2 + frc,y - E"cf?",y}
> in;g[E:cfx,y + gy,z} + inylri[fx,y - ]E:cfx,y]
= r;uzn[Elfl,y + gy,2] + r;uyn[fxw —Ey fuy]
By averaging the variation over certain axes, we have
Theorem 18 (Mean+Diff).
min foy + gy,z 2 WNE, foy + gy.2] + minlfoy — Eofoy]

max fz y + gy,» < max[Eq foyy + gy 2] + max(fey — By foy]
T,z Y,z zy

and the RHSs can be computed in time O(ngzn, + nyn, + ngyn,) for ng, n,, and n, the number of
possible values of x, y, and z, respectively.

Example for how this helps with small variation:
Take any function k(y) and then take
foy = k(y) +e1(z,y)
Gy,» = —k(y) +e2(y,2)
Then we have
min[foy +gy.2] = minfer (2,) + e2(y, 2)]

min f, , + min g, . = min k(y) + min —k(y) + mine; (x,y) + mines(y, 2)
z,y Y,z Y Yy Ty e

= min k(y) — max k(y) + miney (z,y) + mines(y, 2)
Yy Yy x,y Y,z
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Igjliyn[flﬂy - Exfr,y] + IBIZH[Q%Z + Emfz,y] = I;liyl’lf;'l(l', y) + Izrlllzn[EQ(:% Z) + Ex81($7 y)]

If ¢; and 5 are small compared to min,, k(y) — max, k(y), then using E;, f, ,, gives a much better
bound.

Note, though, that this could be a worse bound if the assumption of small variation does not hold.

Note also that this trick is not restricted to adding and subtracting E,, f, . If f is a matrix indexed by
z and y, we might also try taking SVD and using the first principle component instead. Compactly,
the more general theorem is:

A basic application of the triangle inequality gives the following result:

Theorem 19 (Summarize+Diff). For any h,, which can be computed in time O(ny,),

min f o + gy.z > Iilizn[hy +gy.2] + r;liyn[fmyy — hy]

z,Y,2

ma); fac,y + Gy,> < H;?zx[hy + gy,z] + H;ix[fﬁ",y - hy]

»Ys

and the RHSs can be computed in time O(ngyn, + nyn, + ny,) for ng, n,, and n, the number of
possible values of x, y, and z, respectively.

We see that if the variation of f in the x-axis is indeed much smaller than the variation in the y-axis,
then letting

Joy =hy +eay
‘ 3},22 Jry+ 9y — Ig’izn[hy + gy,2) — rglyn[fry — hy|

< [ min(foy + gy.z] — minfhy + gy 2| + [ minfe, ]
< 2max |5 |
T,y

so indeed this bound doesn’t worsen too much and we are able to compute it in quadratic rather than
cubic time.

G Details of SVD of QK proof

As discussed in Subsubsection 4.2.1, to further reduce the computation cost of proof, we need to
avoid computing the residual stream, EVOU, and EPQKE matrices fully. Using mechanistic insight
or otherwise, we observe that these matrices (apart from EVOU) can be well-approximated by rank 1
matrices. This will remove the dominant computation cost of (’)(dvocab2 “ dimodel )-

G.1 Comments on relationship between mechanistic insight and proof size

Up to this point, we haven’t really said much about what the model is doing. All the mechanistic
insight has been of the form “the model varies more along this axis than this other axis” or “the input
data is distributed such that handling these inputs is more important than handling these other inputs”
or, at best, “the model computes the answer by attending to the maximum token of the sequence;
everything else is noise”.

Here, finally, our proof-size constraints are tight enough that we will see something that we could
plausibly call “how the model pays attention to the maximum token more than anything else”, i.e., (if
we squint a bit) “the model pays more attention to larger tokens in general.

G.2 The max row diff trick

As stated above, we are breaking matrices into their rank 1 approximation and some noise. To bound
the noise, i.e. to bound expressions of the form [, (A4; + E;) — [ [, Ai, where E; denote the matrix
errors, we can use the following trick:

Lemma 20 (Max Row Diff (vector-matrix version)). For a row vector a and a matrix B,

max ((aB); — (aB);) <> |au| max (Bi.i — Br.;)
) k 1,
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Moreover, for a collection of n row vectors A,., if the shape of B is m X p, the right hand side can be
computed for all r in time O(nm + mp).

Proof.
max(aB); — (aB);

2]

= nﬁxg ar (Br,i — Bi,j)
< Z meax ay (Bk,i — Bk,j)

o Z male Bkz Bk’j) ifak Z 0
min; j (B, — By,;) ifar <0

72(1 max; ; (Bk; — Bk ;) ifap, >0
"1 =max; ; (B — Bi;) ifax <0

= Z x| max (B.i — B.;)
- :

The asymptotic complexity of computing the result follows from caching the computation of
max; j (By; — By ;) for each k independently of r, as the computation does not depend on A,.. [

Theorem 21 (Max Row Diff). For matrices A and B,

max ((AB)r; — (AB)r;) < max » Ay x| max (By.i — Br.;)
7/L7 T k 1/7
Proof. By taking the max of Lemma 20 over rows 7 of A. O

Lemma 20 can also be applied recursively for a product of more than two matrices.

Lemma 22 (Max Row Diff (vector-matrix recursive version)). For a row vector a and a sequence of
n matrices By, of shapes 1, X ¢,

max <aHB> —<a];[Bp>j <Z\ako Z! _—

ax (By,, i — Bk, )
7,7

Moreover, for a collection of q row vectors A, the right hand side can be computed for all o in time
O(q’ro + Zp TPCP)'

Proof. We proceed by induction on n.

For n = 1, the statement is identical to Lemma 20.

Suppose the theorem holds for all positive n = s; we show the theorem holds forn = s + 1. We
reassociate the matrix multiplication as

(o) - (v )

i p=1 j
s+1 s+1
=max | (aBj) (H B > — (H Bp>
i, . b2 ;

Using the induction hypothesis gives

< Z Zakg (B1)ko by
1

Z | B2 k1,k2 Z | a+1 ks kst1 | max (Bks+17 Bks+17j)

kst1
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The triangle inequality gives

< Z Z |k (B1) ko ki | Z |(B2)ky ko - Z ’(Béufl)ks’ksﬂ ’ H}%X (Bk5+lai - Bksﬂd’)

kl ko k2

and algebra gives

= lawol Y 1B ko k| D [(Ba)ky ks
ko k1 k2

kst1

‘ t Z ’(B*9+1)ksaks+1 ’ H}SJX (Bkerl,’i - Bks+17j)

kst+1

The asymptotic complexity of computing the right hand side also follows straightforwardly by

induction.

Theorem 23 (Max Row Diff (recursive)). For a sequence of n + 1 matrices Ay, ..

(1), )
e p % p r

»J

< max 3 (Ao} |+
ko

Proof. By taking the max of Lemma 22 over rows r of Aj.

Note that Theorem 21 is compatible with the mean+diff trick of Appendix F.2.

O

o An,

> N An-Dkns k| max ((An )k, i -

kn

2]

Theorem 24 (Combined Mean+Diff and Max Row Diff). For matrices A and B, and any column-
wise summary vector Hy, of A (for example we may take Hy, :== E, A, 1)

LSV

Proof.
max ((AB),,i — (AB).;)
]
- > Avk (Bii = Biy)
7/L) k

= rrna;_cz (Hy + (Arx — Hy)) (Br,i — Brj)
711 k

max ((AB);,; — (AB)r;) < (maxz Hy (By,i — B/m‘)) +max » Ay — Hi| max (Bg; — Bi,;)
(2¥] k I k (2¥]

S (H}%X%:Hk (Bk,z — Bk’j)> + m;“ink: |Ar,k — Hk| Hzlgx (Bk,z — Bk’j)

G.3 Exploring rank 1 approximation via SVD

Let us first look at

EQKE[q, k] := (Elq] + P[~1)QK (E[k] + Edgim—oP[: —1]".

From Figure 7a, we see that there is not much variation along long query token direction. We
can confirm this by performing a singular value decomposition (SVD) on EQKE, and plotting the

resulting matrices, scaled by singular value:
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The first singular value is just over 7440, while the second singular value is just under 15. There’s
really not much going on here beyond the first singular component.”

Call the first singular component of EQKE the “query direction” d, and the “size direction” dj, on
the query-side and key-side, respectively.

There are two ways that we can decompose EQKE into a low-rank component that we can compute
exactly, and a full-rank error term that we approximate bounds for.

G.4 The simple SVD decomposition of QK

In time O(dvocabdmoddQ) we can perform SVD on each of the four component matrices £+ P[—1], Q,
K, E+E,P[p] and perform low-rank SVD on the matrix product (E + P[-1])QKT(E+E,P[p))T.

G.5 The complicated SVD decomposition of QK

We can decompose E into a part parallel to d,, and a part orthogonal to d,, say E+ P[—1] = E, —|—qu,

and similarly £ + E, P[p] = Ey, + Ej-. Note that E, and E}, are both rank 1, and hence can be
multiplied with other matrices of shape dnogel X @ in time O(dpodera) rather than time O(dyocabdmodel @)-
While the “most mechanistic” interpretation would proceed with the analysis in terms of E, and
E, perhaps decomposing them further, we can get more bang for our buck by extracting out all the
low-rank structure available F, (), and K, so as to make our error bounds as tight as possible.

To this end, we perform SVD on EL, E,ﬂ-, @, and K and peel off the first singular components so as
to get the decomposition

E+Pl-1]=E;+ E;2+ E,
E +E,Plp| = Ex + Ey2 + Eji,

Q=Qo+Q"
K=Ky+ K"

Then EQKE, a product of these four matrices, can be expressed as a sum of 2232 — 1 = 35 rank
one products and one high-rank error term. We can compute the sum of the rank one products
in time O(dyoeay”) and express EQKE as, say, EQKE, + E},Q* (E,K+)T. Call the second
term EQKE_err. We must now bound for each ¢ and m the quantity max;<,,—c EQKE_err[g, 7] —
EQKE_err[q, m].

How big is this?

"We might be tempted to keep analyzing the SVD, and notice that the query direction is mostly uniform,
while the key direction is monotonic (nearly linear, even). But the proof complexity doesn’t demand this level of
analysis, yet, and so we can’t expect that any automated compact proof discovery system will give it to us.
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Even if we relax to max; ; EQKE_err[q, i] — EQKE_err|g, j], the maximum such value across all
rows is under 1.85. And the rows don’t have any particular structure to them; the maximum absolute
element of the entire matrix is just barely over 1, so doubling that doesn’t give too bad an estimate.

But we somehow need to compute this value without multiplying out the four matrices.

One option is to try to use singular value decomposition again. Since o1 (M) = sup,, | Mz| / ||z|,
considering vectors with one 1, one —1, and zero elsewhere, the maximum difference between
elements in a row upper bounded by v/20; (M). The largest singular value of EQKE_err is just under
7.6, giving a row-diff bound of about 10.7, which is large but not unusably so.

U Singular Values for EQKE_err v
0- 0-
10 - ™ 10 -
64
20 - 20 -
5
30 - 4 30 -
10 -, 3 40 —
[
50 47 21 50 -
- 14
60 "= = 60 ¥
T T T T T T T U T T T T T T T T T
0 10 20 30 40 50 60 0 10 20 30 40 50 60 0 10 20 30 40 50 60

If we perform SVD before multiplying out the matrices, however, their first singular values are about
4, 1.4, 1.4, and 4, giving a product of about 30, which when multiplied by V2 is about 43. This
works because 01 (AB) < o1(A)o1(B), but note that we can do factored SVD without needing to
use this technique. This bound is still usable, but pretty big.
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Note that using anything close to this method to drop below dvocabdmode12 seems infeasible; the best
bound we know on the largest singular value that can be verified even in the worst-case in strictly
less time than it takes to compute the full SVD is the Frobenius norm, which is defined as tr(M M7,
can be computed in dpodeidvocay time, and is equal to the square root of the sum of the squares of the
singular values. While the Frobenius norm of EQKE_err is only about 12 (giving a bound of about
17 on the row diff), the Frobenius norms of the four multiplicand matrices are a bit over 10, 4, 4, and
10, giving a product of 1932 and a bound of 2732(!). This is unusably large.

However, we can get a much better bound on the max row diff of EQKE_err without having to
multiply out all four matrices. We can use an approach vaguely similar to the mean+diff trick, as
follows.

If we want to compute the max row diff of a product of matrices AB, we can compute by Theorem 21

%)

max ((AB),; — (AB),;) < max E |A; | max (Bj,; — B,;) 3)
T 1,7
k

or by combining this approximation with Theorem 18 via Theorem 24 we may compute

rmax ((AB),; — (AB),;)

%7

< | max E,.A, (Br:; — Bg.;) | + max A, —E A, | max (Bg; — By ;
< ( na zk: & (B, m)) : zkjl ¥ k| max (Byi — By.;)

taking whichever bound is better.

The first gives us a bound of 7.94 on the maximum row diff, which is better than we can get by
doing SVD on the product of the matrices! We can get an even better bound by peeling off the
first two singular values of all four matrices before multiplying them; this gives us a bound of 5.67.
Combining it with the avg+diff trick wouldn’t give us much (8.05 and 5.66 respectively), as we’ve
effectively already done this by peeling off the leading singular contributions; the mean of EQKE_err
over dimension zero has norm 0.025.

Although this noise bound is no longer the leading asymptotic bottleneck, we can peek ahead to what
we get if we want to be linear in parameter count. In this case, we can apply the recursive version of
Equation 3 via Theorem 23, giving a bound of 97.06 on the maximum row diff.

The mechanistic understanding we get here is roughly “for any given basis vector of the residual
stream, the difference between the overlap of any two input tokens with this direction is small once
we factor out the first two singular components”, and this is sufficient to drive a low error term overall
if we factor out the leading singular components in other places. We don’t mechanistically understand
how to combine the EQK (without multiplying them out) in a way that allows getting a good bound,
though, which corresponds to our inability to drop below dvocabdmode]2 here.

If we use this trick on QK only, and use the mean+diff trick on final attention handling (without
which we lose about 3 %), we can achieve a bound of 0.7810.

If we use this trick on the skip connection (EU) only, we can achieve a bound of 0.6805.
Using this trick on both EU and QK drops us down only to 0.6379.
If we use this trick on EU and use the recursive version of this trick on QK, we get a bound of 0.3064.

Unfortunately, it’s not clear how this trick would apply to EVOU. A fancier convex hull checking
algorithm seems required, and an analysis thereof is in progress.

H Justification of pessimization choices

In Subsection 4.2 we make a number of choices about which axes of variation are more or less
important to track at various points in the bound computation.

Here we do some more traditional mechanistic interpretability analysis to justify that the choices that
we made could be expected to lead to reasonably good bounds.
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Figure 11
The attention computation weighted by the number of sequences with the particular max.

H.1 Justifying the gap

We take advantage of the fact that attention is mostly monotonically increasing in input integers and
that for most sequences, the attentional contribution of the particular query token matters much more
than the particular non-max token in the sequence.

We justify this as follows.

We can look at the typical diff, when attending to the max token, between the largest non-max logit
and the max logit. As shown in Figure 11, the largest difference between an off-diagonal entry of
EVOU and the diagonal of that row is typically at most —5.% The typical worst contribution to the
wrong logit from a non-max token (this is typical over non-max tokens, worst over choice of output
token-logit index) is around 44:

&Typically” here means about 98 % of the time.
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EVOU := EVOU
max EVOU[;, ] — min EVOU, j]
i J

Z £ 0:44.0 £ 7.7; range: 50 + 19

count

30 35 40 45 50 55 60 65 70
logit diff

1038

1039 The difference in attention between tokens is approximately linear in the gap between the tokens

-100

1040

1041 The slope of the line, that is, the difference in pre-softmax attention scores divided by the gap between
1042 the key token and the max token, is approximately 1.2:
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EQKE := (E + P[-1))QKTE" (weighted by sequence count)
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Exponentiating, the post-softmax attention paid to the max is typically about 3x larger than to the
token one below the max; here the logit difference between the max and non-max token is significant,
typically being around 13 (44/3) for the worst output logit. But by the time the gap is 3, this difference
has dropped to about 1.1, and by the time the gap is 4 it is around 0.3.

So for sequences where the largest non-max and the max are close together, the particular structure
of the non-max EVOU matters a lot; but when the max is separated from the largest non-max by a
modest gap, the structure of the non-max EVOU does not matter so much.

The upshot is that to handle most sequences, we need only ask an oracle for the minimum gap g > 0
between the max token ty,,x and largest non-max tokens ¢’ # tmax, such that the model outputs the
correct answer for all sequences where the non-max, non-query tokens have value at most ¢, — g

While computing this gap may be expensive (and indeed the naive computation of the oracle takes
longer than the brute force proof—though it should be very easy to optimize), we don’t have to
pay the cost of computing the gap in the size of the proof, only the cost of storing the gap table
((’)(dvocabznctx)) and of verifying the gap. Empirically, gaps are typically 1-6:

-106

count X # sequences
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Figure 12: The distribution of entries of the four residual matrices (after removing two principle components
from E 4+ P and one principle component from () and K). Distributions look pretty close to normal.

If we rely on the gaps, this results in leaving behind about 7.9 % of sequences.

We can compute a non-max — max — largest logit contribution of non-max to maxes < the max
(O(dvocabQ)) (and whether it’s to a token within or outside of window); compute a table of pre-softmax
attention diffs between tokens ¢ and 7 + 1 (O(dvocab2)); then sort the queries by overlap with the query
direction; compute for each number of queries handled (where we assume we handle all queries with
greater overlap than the current one) and for each max how many of the queries fall strictly below the
max (and whether the max being the query makes the cut); compute a table of # queries handled —
4 — min more attn paid to ¢ + 1 than to ¢ (O(dvocabz)); compute max — non-max — upper bound
on amount more attention paid to non-max than to max by Oracle-permitted queries (indexed only
on max) ((’)(dvocabz)); compute per num queries permitted then for each max, non-max, num copies
nonmax, compute if the non-max contributes little enough to the bad logit that even with the worst
skip connection things are fine.

H.2 Stopping after 1-2 principle components of QK

Did we miss out on any structure in the noise of EQKE? The distribution of entries of the four
matrices looks pretty close to normal as seen in Figure 12.

If we sample elements randomly, we get (sample size 100) that the maximum row diff of the product
of the matrices is approximately 1.31 4 0.13 (sampling without replacement from the empirical
distribution) or 1.31 + 0.14 (sampling from the normal distribution). So in fact our max row diff is
unusually high (by about 4¢).”

I Convex relaxation

We construct convex relaxation to perform pessimal ablations in our proofs. The following is a formal
description of the argument.

This shows up in the bias towards having larger values (both positive and negative) in the lower-right
corner of the plot, indicating that noise is larger for larger query and key values. We hypothesize that this is
due to the distribution of data: larger values are more likely to have more space between the maximum and
next-most-maximum token, so a bit of noise matters less for larger maxes than for smaller ones.
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For a set of inputs X;, we define a set of “relaxed" inputs X1 with an injection T} : X; — X[elaxed
mapping input, and a function h; : X4 — R such that for all x € X;, we have f(x, M(x)) >
hi(T;(x)). We proceed by finding a small subset of “boundary” examples B; C X!®# proving
that if h;(x™2¢d) > b, for all x4 € B; then h;(x™¥ed) > b, for all x™&xed ¢ X ;Claxed. C then
validates that that h; (x™¢d) > b, for some b; for all x™¢d ¢ xelaxed Thig allows us to conclude
that f(x, M(x)) > b; forall x € X.

J IEEE 754 vs. R

In Section 2 we defined C' and () and glossed over whether we were reasoning over reals or floats.
Here we clarify this point that we’ve so far been sweeping under the rug.

Let IF denote the set of the relevant flavor of IEEE 754 Floating Point numbers (generally 32-bit for
our concrete models, but everything would hold just as well for 64-bit). Let F* denote F restricted to
finite numbers (that is, without NaNs and without 4-c0).

Parameterize C', M, and D over the real field they operate on, so that, e.g., Cr : model weights — F.

Then we have () establishing that for any model M’, Cr(Mg) < Ex.p, fr(x, Mi(x)), and we
have a trace demonstrating that Cy(Mp) = b.

Let i : F* — R be any injection such that maps each floating point number to some real number that
it is “closest to”. Supposing that b € F* and thus b € R, we need two additional components of the
proof. We need to find &,&” € R™ prove that

|Cr(MR) — i (Cr(Mp))| < e

and
|(Ex~pp fr(X, ME(X))) = i (Exnpy fr(x, Mp(x)))| <€

Then we can chain these proofs to prove that
i (Ex~ps fr(x, Mp(x))) > b—e—¢

Such e-ball robustness proofs should be well within the scope of existing approaches to formal
methods on neural nets, see, e.g., [33, 3, 4, 23, 1, 46]. We leave actually dealing with the gap between
floating point numbers and real numbers to future work.

K Infinite distributions

When we described the basic brute-force proof strategy in Appendix D, we talked about running
the model on the entirety of D. This is straightforward when X is finite. Perhaps surprisingly, we
can do this even if X is infinite as long as the PDF X — R of D is computable and the natural
computational topology of X is compact [12, 11, 10], because integration of computable functions
on computable reals is computable [37].

L. Computing effective dimensionality reduction

We claim in Figure 5 that we can use unexplained dimensionality as a metric for understanding. Here
we describe how we compute the unexplained dimensionality of a proof strategy.

As in Figure 1, for any given proof, we can separate our treatment of transformer components into
“black-box” (e.g., matrix multiplication) and “white-box” components (e.g., specifying that the QK
circuit is approximately rank one; pessimizing over non-max tokens). Considering the performance
score as a large white-box component which may reference black-boxes internally, we define the
unexplained dimensionality of a single black-box computation as the log-cardinality of it function
space (so, e.g, 2 - 64 for a function 64 — R2, whose cardinality is (Rz)%, where 64 denotes the finite
set on 64 elements). The unexplained dimensionality of the entire proof is the sum of the unexplained
dimensions of all black-box components.

Intuitively speaking, unexplained dimensionality tries to capture the degrees of freedom that we
have to check via brute enumeration over black-box computations. Proofs with less unexplained
dimensionality contain more mechanistic understanding, and vice versa.
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M Computing approximate FLOPs

In Figure 3 and Table 1, we display approximate floating point operations. We instrument our code to
execute on phantom tensors that track their shape and accumulate an approximate count of floating
point operations. We compute matrix additions and multiplications in the obvious way. We take the
instruction count of SVD to be the cost of verifying that the output of SVD is a valid decomposition:
that we have a pair of orthonormal bases which when multiplied out give the original basis.
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NeurlIPS Paper Checklist

1. Claims

Question: Do the main claims made in the abstract and introduction accurately reflect the
paper’s contributions and scope?

Answer: [Yes]

Justification: We present the key challenges in the field of formal verification for neural
networks, and describe our proposed solution. Then we summarize our experimental setup
and results.

. Limitations

Question: Does the paper discuss the limitations of the work performed by the authors?
Answer: [Yes]

Justification: See Section 7.

. Theory Assumptions and Proofs

Question: For each theoretical result, does the paper provide the full set of assumptions and
a complete (and correct) proof?

Answer: [Yes]

Justification: We provide intuitions for our proof constructions in the main body of the paper.
In the supplemental material, we lay out in full detail theorem statements and proofs. Along
with this, we provide algorithms and plots that are useful for understanding how the proofs
were constructed.

. Experimental Result Reproducibility

Question: Does the paper fully disclose all the information needed to reproduce the main ex-
perimental results of the paper to the extent that it affects the main claims and/or conclusions
of the paper (regardless of whether the code and data are provided or not)?

Answer: [Yes]

. Open access to data and code

Question: Does the paper provide open access to the data and code, with sufficient instruc-
tions to faithfully reproduce the main experimental results, as described in supplemental
material?

Answer: [Yes]

Justification: We directly link to a codebase with the specific implementation of our case
study.

. Experimental Setting/Details

Question: Does the paper specify all the training and test details (e.g., data splits, hyper-
parameters, how they were chosen, type of optimizer, etc.) necessary to understand the
results?

Answer: [Yes]

Justification: In supplementary materials, we provide the full details of our model training
set up. In the main body of the paper, we describe our experimental setting and provide
reasoning for why we chose this experimental setup as a very simple case study of our
theoretical work.

. Experiment Statistical Significance

Question: Does the paper report error bars suitably and correctly defined or other appropriate
information about the statistical significance of the experiments?

Answer: [Yes]

Justification: We run our experiment on models trained with 151 different hyperparameters.
For most reported computations, we provide statistical significance information. We do not
need to perform explicit t-tests or such since it is not relevant to our setup.

8. Experiments Compute Resources
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10.

11.

12.

13.

14.

Question: For each experiment, does the paper provide sufficient information on the com-
puter resources (type of compute workers, memory, time of execution) needed to reproduce
the experiments?

Answer: [Yes]

Justification: See Appendix A.

. Code Of Ethics

Question: Does the research conducted in the paper conform, in every respect, with the
NeurIPS Code of Ethics https://neurips.cc/public/EthicsGuidelines?

Answer: [Yes]
Justification: We confirm that we have read the Code of Ethics.
Guidelines:

¢ The answer NA means that the authors have not reviewed the NeurIPS Code of Ethics.

* If the authors answer No, they should explain the special circumstances that require a
deviation from the Code of Ethics.

* The authors should make sure to preserve anonymity (e.g., if there is a special consid-
eration due to laws or regulations in their jurisdiction).

Broader Impacts

Question: Does the paper discuss both potential positive societal impacts and negative
societal impacts of the work performed?

Answer: [NA]

Justification: This paper seeks to advance the fields of mechanistic interpretability and
formal verification of machine learning systems. While there are many indirect societal
consequences of our work through the impacts on these fields, we feel that none are
sufficiently consequential as to be highlighted here.

Safeguards

Question: Does the paper describe safeguards that have been put in place for responsible
release of data or models that have a high risk for misuse (e.g., pretrained language models,
image generators, or scraped datasets)?

Answer: [NA]

Justification: This paper does not involve any such assets.
Guidelines:

Licenses for existing assets

Question: Are the creators or original owners of assets (e.g., code, data, models), used in
the paper, properly credited and are the license and terms of use explicitly mentioned and
properly respected?

Answer: [Yes]
Justification: We list all important Python packages used in the paper in Appendix A.
New Assets

Question: Are new assets introduced in the paper well documented and is the documentation
provided alongside the assets?

Answer: [Yes]

Justification: We introduce no new assets except for the codebase needed to reproduce our
experiments, which does contain appropriate documentation.

Crowdsourcing and Research with Human Subjects

Question: For crowdsourcing experiments and research with human subjects, does the paper
include the full text of instructions given to participants and screenshots, if applicable, as
well as details about compensation (if any)?

Answer: [NA]

Justification: This paper does not involve crowdsourcing nor research with human subjects.
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1228 15. Institutional Review Board (IRB) Approvals or Equivalent for Research with Human
1229 Subjects

1230 Question: Does the paper describe potential risks incurred by study participants, whether
1231 such risks were disclosed to the subjects, and whether Institutional Review Board (IRB)
1232 approvals (or an equivalent approval/review based on the requirements of your country or
1233 institution) were obtained?

1234 Answer: [NA]

1235 Justification: This paper does not involve crowdsourcing nor research with human subjects.
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