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A APPENDIX

A.1 PROOF OF THEOREM 1

Since Zp, € zZ 1, it trivially holds that
(20)

min max{cyl , azz} < min  max{c|

z,¢, 2}
z€Z 2€2L v Cai’

The lower bound is now a convex minimization, which can be rewritten as

min Inax{c;r z,C,, c),z} = min 7 s. t. CJ,LZ <7 ,clz<T

zZEZ], i T ZEZL ’
Defining the slack variables 7, > 0 and 7, > 0 for the inequality constraints, the Lagrangian can be
written as

T
‘C(T7zana7ny) —7'—|—7’]a(C Z_T)+ny(cy,iz_7)

and minimizing £(7, z, 14, 1,/) With respect to the primal variable 7, yields 1, + 1, = 1. Defining
1 :=1q = 1 — n,, and using the fact that the dual maximization always serves as a lower bound on
the primal we get

.
max min (7] Cai+ (1—n) Cy,i) z < min max{c

t2}.0
0<n<lzeZ, z€ZL

ylvaz

A.2 PROOF OF THEOREM 2

Following on the statement of Theorem 1 and by substituting z = sz L—1 + by, we get

-
max min (77 Coit+(1—7) Cyj) (WEZL,l—i—bL) < min max{c;— z, Mz} (21
OSWSIZL—lezL_l ’ ZGZL N

which can be reordered as

max min (w1 + an)TzL,l (22)

0<n<lz;, <zp-1<zZp-1
where wq := Wrc, ; and wy := W (c,; — ¢y,;) , which then equals

TaA
Jnax, (w1 +nwa) 21 (23)

where minimization w.r.t. zy_1 is solved by the (this is under the setting for most networks with
positive activations, and thus lower bound gz; is always non-negative)

) Zr—1]; if (w1 +nws]; <0
Zr_1]; = . 24)
2y {[ZLl]j it [wi+nwa]; >0
and can be rewritten as
NL—1
1 . Z7r_ . 1 . . 25
s, 3 foneme] (1 it}

w2 j w2, 5

and can be rewritten as

nr—1

0217?%{1 Z_: <1{n<wm} wroznoytws ol +1 nzfﬂ} Wiog—+es OZLl]j)
w2 j w2 4

(26)

where “o” denotes the elementwise multiplication. Thus, due to the concavity of the dual, optimal

7 can be found by evaluationg the objective in between the break points which are given by ¢ :=

[C1, ey Gy ] := —w1 /wo with element-wise division.

To do this, let us use s to denote the n -ary tuple of indices that sorts ¢. That is

C=1ClsrCnp) =T0a(C) = [Coysoons Cs, | S Goy € S Gy,
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with operator II,(.) denoting the permutation of its arguments according to s, such that G = (s, Vi,
and ¢ is sorted in the increasing order .

We can also rewrite the problem by summing over the indices in the sorting set s instead, as

np_1
max Z 1 Wi,s; [wi0Zf 1 +nwr0zr 1], +1 W1,s; [wioz_+wozp 4], |
- {n<———} {nz——""}

w2,s_7~ wzvsj

27)

Now let us define u; := Ig(wy 02z, 1), 01 := g(wy 0Z51), uy = lg(wa 02, _4), Gy :=
Is(wy 0 Z1,—1), we get

nr-—1
0Sn21 > <1{n§5.7} (W1, + ntia;) + 1z (wr,; +nus ;) ) : (28)
RO

By breaking the objective of maximization into piece-wise terms, and by imposing the feasible set
0 < n <1 by finding indices

m=min v and M = maxv
Csp>0 Csp<i

we can reduce the problem down to piece-wise maximizations form < v < M — 1 as

v np_1
. nax D (wry+nus )+ Y (1 +nlay) (29)
CEn<Cu+1 j=1 =1

which will be maximized with lower bound of 7 = Q:V if the coefficient of 7 is negative, and with
the upper bound 1 = (,,+1 otherwise.

So, the overall maximization boils down to obtaining «,, + /3, for v = m, ..., M where

v nr—-1
Q, = E up; + E Ut = Qu—1+ Uy, — Uy
i=1 i=v+1
and
v nr-—1
Qv = § QQ@ + E 7-_’42,1' =qv-1 +Q2,y - 1_1,271,
=1 1=v—+1
and

/By - (EVl{qVSO} + 5y+11{q,/>0}) X qu-

Values o, + 3, can be efficiently computed by a forward cumulative sum of u; and u,, and forward-
backward cumulative sum of u; and 4, thus imposing the overall complexity which is dominated
by the sorting at O(nr_; log(ng—1)). 0O

A.3 DESCRIPTION OF ALGORITHM 1

Here is a step-by-step walk-through for Algorithm 1, with insight on how these steps are performed
and why.
It is important to notice that the optimization in Theorem 2 could also be solved alternatively via
bi-section which maybe simpler, however Alg. 1 solves it analytically.
1. Form vectors w; and wy, which are the last layer values as w; = Wrcy; and wy =
Wi (Ca,i — Cy,i)

2. Define ¢ = [(1,...,(n, | = —wi /w2 and get the vector of indices s that sorts it, i.e.,
Csl S tee S CsnL71
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3. Form the element-wise product of (w1, ws) with (z;_;, Z,—1)), and sort them according
to the index set s.

u, :Hs(wlogL_l),ﬁl :Hs(wloi[,_l) u, : =11 (wQOZL 1) uy = Il (wQOZL_l).
4. Get the lowest and highest indexes (m,M) such that the sorted { vector value at those indices
are between 0 and 1.
5. Now, at this point the goal is to iterate over the index v = m,..., M, and evaluate the
objective ( which can be expressed as o, + 3,,) for each v, and select the optimal value.

However, this can be done in an intelligent way to save computation. To this end initialize
these values at

m nr—i1

Ay = g Uy 4+ E Uy 5
1=m-+1
nr—1

dm = § U2 K + § uQ K
i=m-+1

Bm = (Cul{qugo} + Cu+11{qu>0}) X Qv

6. Iterate over v = m + 1, ..., M and set

Qpy = Oy—1 +Q17y - 'L_Ll,l/
Qv = qv-1 +Q27V — U2,y
By =aqu (Cs,,l{qyﬁo} + Cs,,+11{qy>0}7)

7. Return the maximum value of o, + 8, overv =m, .... M — 1

A.4 PROOF OF THEOREM 3

Let us start by splitting the feasible set into disjoint sets of

Zi v ={zr 1| zp10> 201y}, and 2] i={zp 1 | 2010 < ZL-14)
where A . . A A
2, =2Y UZS | adZ!_ NZl =0

Proof is carried out by considering z € 2’%71 and z € 22_1, separately.

Restricting z € 2’%71 we have Lyen\ o (fo (X +6),y) < Lyenn\y (fo(x + 6), a) which leads to

L?ggfjas? (X7 Y; 9) = I(sneai( min {gxem\a(fe (X + 6)a y)7 Exent\y(f@ (X + 6)7 (l)} (30)
S max gxem\a(zLa y) s.t. zZ; = WZZL—l + bL (31)
z, 1€Z)_,
Loss function £yeq\ o 18 the cross entropy loss defined on the K'-dimensional vector 201, » 2L, K]
and class y, and thus following ( ) given its transnational invariance equals
max gxem\a(zL7 y) = max gxem\a(zL - ZL,yla y) st. zp = WZZLfl +by, (32)
z _1€ZY_, zr _1€ZY_,

with 1 denoting the (K + 1)-dimensional vector of all ones. Given the invariance of Lrent\a With
respect to zr, 4, it can finally be upperbounded by taking the upperbound for all ¢ indices where
i=1,...,K,i # a,y and lowerbound at index ¢ = y. Note that for i = y, value [z;, — 21, ,1]; = 0,
and a lower bound on other entries ¢ = 1, ..., K, i # a, y can be obtained by

T,
2L — 2Ly :fmax{zLyszi,zLaszi} = fmax{c Z, Mz} (33)

yz ) azz}< ‘](X y)< J ( ay) (34)

< — min max{c,
ZL€EZL
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where the first equality holds since 2’%71 ={2r-1 | 2L-1a < 2L_14} forz € ZA%fl, second
inequality is due to Theorem 2, and third inequality is given by Eq. 15.

Thus, for z € 2’%71 the loss term is now upperbounded by

L:(Eliglsltn (x,9;0) < éwent\a(_Js,G(Xv Y), )

where
0 if 1=a,y

7,7 . 35
T (x,y) otherwise. (35)

2

Heo(x,y)]i = {

Similarly, it can be shown that for Thus, for z € ZAEA the loss term is now upperbounded by
L,rd(]));:giln(xa Y; 9) S Za:emf\y(_']eﬂ (Xa y)a Cl).

The equality of lyenp\y(—Je0(X,y),a) = Loenna(—Je0(X,y),y) trivially follows from the fact
that [J g(x,y)]; = 0fori = a,y.

Thus, since éL_l = 2}{_1 U 2271, the proof is complete. .0

B APPENDIX: EXPERIMENT SET UP

Training parameters and schedules are similar to ( s ) and ( s ), and
outlined in detail here. For training the classifier network with architecture given in Table 2, for
both datasets, Adam optimizer with learning rate of 5 x 10~% is used. Unless stated differently, x
is scheduled by a linear ramp-down process, starting at 1, which after a warm-up perio,d is ramped
down to value keng = 0.5. Value of e during the training is also simultaneously scheduled by a linear
ramp-up, starting at 0, and ramped up to the final value of €y, reported in Tabel 1, and networks
are trained with a single NVIDIA Tesla V100S GPU.

o For MNIST, the network is trained in 100 epochs with batchsize of 100 (total of 60K steps).
A warm up period of 3 epochs (2K steps) is used (normal classification training with no
robust loss), followed up by a ramp-up duration of 18 epochs (10K steps), and the learning
rate is decayed x10 at epochs 25 and 42. No data augmentation is used. Furthermore,
fixed selection of 7 = 0.9 and » = 0.1 during training is used for this dataset with no
ramp-down. Reported numbers in Table 1 corresponds to A\; = 1 and Ay = 2 fore = 0.3,
and A\; = 0.6 and Ao = 1 for ¢ = 0.4 respectively.

e For CIFARI1O, the network is trained in 3200 epochs with batchsize of 1600 (total of 100K
steps). A warm up period of 320 epochs (10K steps) is used (normal classification training
with no robust loss), followed up by a ramp-up duration of 1600 epochs (50K steps), and
the learning rate is decayed x 10 at epochs 2600 and 3040 (60k and 90K steps). Random
translations and flips, and normalization of each image channel (using the channel statistics
from the train set) is used during training. Furthermore, during training for all € values we
have selected 7,y = 1.0 and 7eng = 0.9. Additionally, Nend = 0.1 is used during training,
withp = 0.1 for e = 2/255 (no ramp down), = 0.3 fore = 8/255,n = 0.4
for e = 12/255, and = 0.5 for € = 16/255. The intuition behind these parameters
selection lies in Remark 2, as large 7 values promote the abstain option more, so for large
€, we start with larger [/—s well. Reported numbers in Tabel 1 correspond to A\; = 1

for all € values, and Ay = 3.0 for ¢ = 2/255, Ay = 2.9 for ¢ = 8/255, and A\ = 3.1 for
€ = 16/255 to insure similar natural accuracy for fair comparison against other methods.

B.1 EMPIRICAL ATTACK SUCCESS RATE USING PGD ATTACKS

In order to obtain empirical attack success on the trained networks, adversarial perturbations are
sought by solving
max | max 2y, ; — MaX{ 2L 4, 2 36
SeA. (i;ﬁa,y L,i { L,y L,a}) ( )
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Network layers
Conv643 x3+1
Conv643 x3+1
Conv 128 3 x 3+ 2
Conv 1283 x 3+ 1
Conv 1283 x 3+1
Fully Conn. 512

# hidden 230K
# params. 1M

Table 2: Network architecture. Similar to the Large network used in ( R )

This attack is indeed an adaptive attack as it aims at circumventing the detection while trying to cause
misclassification ( , ). Perturbations are sought by maximizing this objective using
PGD with 200-steps for mnist and 500-steps for CIFAR-10 ( ), with 10 random
restarts. It is interesting to note that the achieved attack success rate in Table 1 is well below the
verified robust error, further implying the effectiveness of incorporation of the detection mechanism
as the true robustness of the system against practical adaptive PGD attacks are considerably stronger
in comparison to robust classification without detection.

16



