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Abstract

We argue to use Differentially-Private Local Stochastic Gradient Descent (DP-
LSGD) in both centralized and distributed setups, and explain why DP-LSGD
enjoys higher clipping efficiency and produces less clipping bias compared to clas-
sic Differentially-Private Stochastic Gradient Descent (DP-SGD). For both convex
and non-convex optimization, we present generic analysis on noisy synchronized-
only iterates in LSGD, the building block of federated learning, and study its
applications to differentially-private gradient methods with clipping-based sen-
sitivity control. We point out that given the current decompose-then-compose
framework, there is no essential gap between the privacy analysis of centralized
and distributed learning, and DP-SGD is a special case of DP-LSGD. We thus build
a unified framework to characterize the clipping bias via the second moment of
local updates, which initiates a direction to systematically instruct DP optimization
by variance reduction. We show DP-LSGD with multiple local iterations can
produce more concentrated local updates and then enables a more efficient exploita-
tion of the clipping budget with a better utility-privacy tradeoff. In addition, we
prove that DP-LSGD can converge faster to a small neighborhood of global/local
optimum compared to regular DP-SGD. Thorough experiments on practical deep
learning tasks are provided to support our developed theory.

1 Introduction

Local Stochastic Gradient Descent (LSGD) [, 2] and (Local/Client-Level) Differential Privacy (DP)
[3 14} 5] are two popular methods to address the issues of communication efficiency and data privacy,
respectively. Rooted in the FedAvg framework first proposed in [6]], instead of communicating and
synchronizing on the local updates from each user at each iteration, LSGD [1]] randomly samples
participants to perform gradient descent on their local data in parallel and only aggregates their local
updates periodically. Though LSGD is a simple generalization of SGD to a distributed setup with a
lower synchronization frequency, empirically it is known to produce promising performance, with
regard to both communication efficiency and convergence rate [[7]. When each user holds i.i.d. data,
LSGD provably achieves a linear speedup in the number of users with also asymptotic improvements
on the communication overhead over regular distributed SGD to produce equivalent accuracy [1} 2].

As for privacy preservation, DP [3} 18] provides a semantically precise way to quantify the data leakage
from any processing. At a high level, DP is an input-independent guarantee which ensures that an ad-
versary cannot infer the participation of an individual datapoint easily from the release. For example,
the classic (¢, §)-DP with small security parameters € and ¢ implies a large Type I or Type II error for
an adversarial hypothesis testing to guess whether an arbitrary individual is involved in the processing
[9]]. In DP research, one key problem is to determine the sensitivity, the worst-case influence/change
on the output of the objective processing after arbitrarily replacing an individual in an input set. Only
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with tractable sensitivity, one can then apply proper randomization/perturbation such as the Gaussian
or Laplace mechanism [[10] to produce required security parameters. Unfortunately, sensitivity is
in general NP-hard to compute [[L1]. To this end, in practice, a commonly-applied alternative is the
decompose-then-compose framework: a complicated processing is first (approximately) decomposed
into several simpler (possibly adaptive) subroutines such as mean estimation, each of whose sen-
sitivity is controllable. A white-box adversary is then assumed who can observe the intermediate
computations, and an upper bound on the privacy loss is derived by the composition of the leakage
from the virtual release in each step [12].

In the applications of machine learning, where the processing function returns a model trained on
possibly sensitive data, arguably the most popular and generic DP privatization method is DP-SGD
[13,114]. As a representative of the above-mentioned decompose-then-compose framework, DP-SGD
views the SGD as a sequence of adaptive gradient mean estimations. To ensure a bounded sensitivity
guarantee, each per-sample gradient is clipped, usually, in /3-norm [[14] to some constant ¢, which is
essentially a projection to an lo-norm ball of radius c. Noise, which is determined by both the number
of iterations 7" and the clipping threshold ¢ (sensitivity bound), is then added to the clipped stochastic
gradient in each iteration to produce satisfied DP parameters (¢, §) under T-fold composition. A wider
dimension and a longer convergence time 7" will consequently require a larger DP noise. Though the
implementation of DP-SGD does not require any additional assumptions on either model or training
data, it is notorious for heavy utility loss, especially for deep learning. Moreover, the understanding
of the clipping bias from this artificial sensitivity control remains limited. In general, due to the bias,
clipped SGD will not converge even without noise perturbation [15,[16].

Given the artificial assumption that DP-SGD releases the intermediate computations, there is no
essential gap between the privacy analysis of the centralized and local SGD, except that in the
distributed setup one may apply different DP metrics such as Local DP (LDP) [4] or client-level DP
[S] to consider the privacy preservation for each user’s local data. More interestingly, it is worth
noting the connection among different problems in federated learning and DP-SGD that are essentially
equivalent. First, it is not hard to see that DP-SGD is a special case of DP-LSGD. DP-SGD can
be viewed as: n nodes, each holds a sample, and a virtual server collects the clipped stochastic
gradient from a subset of sampled nodes in every iteration, and publishes a noisy gradient descent.
DP-LSGD can be similarly defined where the only difference is that the server may not synchronize
on each iteration, but clips and aggregates a linear combinations of local gradients, periodically.
Thus, as a primary concern in federated learning, a smaller communication overhead in a lower
synchronization/aggregation frequency would also imply less leakage and a smaller composition
bound of privacy loss. On the other hand, the study on the utility loss by perturbation and artificial
sensitivity control (clipping) could also be used to analyze federated learning with compressed
communication [17] where there exists quantification error in broadcasted local updates. Therefore,
in this paper, we aim to provide a unified analysis for both noisy LSGD and DP-LSGD/SGD to get
new insights. Before we can build useful theory to capture these concerns from different perspectives,
several technical challenges need to be addressed.

Utility of ''Synchronized/Published' Iterate Only: Many existing convergence results [2} 18|19}
20, 21]] on non-private LSGD are developed on the (weighted) average of all iterates. These include
the intermediate iterates produced during the local updates from each user/node, which will not be
exposed or shared. To properly characterize the effect of perturbation, a more appropriate and realistic
convergence guarantee is to measure the performance of synchronized (shared) iterates only. This is
also important to help understand the practical performance of LSGD as neither the server nor users
have access to all intermediate computations. Such measurement is especially necessary when we
apply LSGD in a private version: the utility of concern is only with respect to the released outputs,
and anything assumed to be published would incur privacy loss and increase the scale of DP noise.

Clipping Bias and Data Heterogeneity: In practice, tight sensitivity of many data processing
algorithms is intractable and thus a very popular but artificial control is clipping. However, clipping
could also bring non-negligible bias. In general, there is no convergence guarantee for clipped SGD
if we only assume the stochastic gradient is of bounded variance [15]], though under more restrictive
assumptions, for example, when the stochastic gradient is in a symmetric [15] or light-tailed [22]
distribution, or provided generalized smoothness [23], some (near) convergence results are known. A
concise characterization of such clipping bias still largely remains open, especially for deep learning.
The bias is even more complicated in the more general DP-LSGD. To provide meaningful theory
to instruct systematic bias reduction, we do not want to assume Lipschitz continuity or bounded
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gradient, which may make the analysis trivial and impractical. Thus, the desired analysis essentially
captures the scenario given heavy data heterogeneity, and the results should not require a bounded
difference among the local updates.

In this paper, through tackling the above-mentioned challenges, we aim to provide useful and intuitive
theory to understand practical performance of LSGD and instruct optimization with DP guarantees.
In particular, we want to explain how DP-LSGD out-performs regular DP-SGD. We summarize our
contributions as follows.

1. With only a mild assumption that the stochastic gradient is of bounded variance, we present
the convergence analysis on the released-only iterates of LSGD under perturbation for both
convex and non-convex smooth optimization in Theorem [3.T]and [3.2] In particular, for the
general convex case, we show more powerful last iterate convergence, which could be of
independent interest in developing generic last-iterate analysis with unbounded gradients.

2. We then generalize our results to study the utility of DP-LSGD, where DP-SGD becomes
a special case. In particular, we use the incremental norm of local update (see Definition
[.T)) to characterize the clipping bias and show DP-LSGD has a faster convergence rate to a
small neighborhood of global/local optimum as compared to DP-SGD.

3. We further show LSGD behaves as an efficient variance reduction of local update, where
multiple local GDs with a small learning rate cancel out substantial sampling noise, and
enable more efficient clipping compared to DP-SGD. Thorough experiments show that
DP-LSGD produces a much sharpened utility-privacy tradeoff in practical deep learning.

1.1 Related Works

Convergence Analysis of LSGD: With the increasing scale of both training data and models,
federated learning has become an important paradigm in modern machine learning, where LSGD and
its variants form the building block. Though the idea of LSGD can be traced back to earlier works
[24! 25]], the theoretical convergence analysis has only been proved recently. A common strategy to
show convergence is to consider a virtual average of all the intermediate iterates produced by each
user, and keep track of the divergence (dissimilarity) between the virtual average and the local iterate.
In the setup where each user holds i.i.d. data, Stich in [1]] studied strongly-convex optimization with
LSGD and showed a linear speedup in the number of users/nodes. [26] presented non-convex analysis
under the Lipschitz continuity assumption where the divergence of local update is also bounded.

For the more general applications with heterogeneous data, [27]] studied the convex case with local
GD (without sampling on either users or users’ local data) but still under Lipschitz continuity. [2]
presented more generic and tighter analysis for LSGD without assumptions on bounded gradient for
both strongly and general convex optimization. Further generalization of LSGD to the decentralized
setup under arbitrary network topology was considered in [19} 28l 29]]. However, many existing
works [2} 119} 28] only showed the convergence rate relying on all the intermediate averages. To our
knowledge, the first generic analysis for synchronized-only iterates was shown in [30]. [30] proposed
Scaffold, a generalized LSGD with careful correction on the client-drift caused by data heterogeneity.
Compared to existing works, in this paper, we prove more powerful last-iterate analysis for general
convex optimization with clipping and perturbation for privacy. It is also worth mentioning that with
a different motivation, there is another line of works also studying noisy LSGD to capture the effect
of compressed local updates to further save the communication cost. But, in most existing related
works [17,131]], the compression error is assumed to be independent with zero-mean. As we need to
study DP-LSGD with clipped local update, which introduces bias in the local update generation, in
this paper we present more involved analysis to handle such adaptive and biased perturbation.

Convergence Analysis of DP-SGD and DP-LSGD: Asymptotically, under Lipschitz continuity, DP-
SGD is known to produce a tight utility-privacy tradeoff [32,|33]], where no bias is produced given a
clipping threshold larger than the Lipschitz constant. However, without Lipschitz continuity, practical
understanding of DP-SGD remains limited. On one hand, negative examples are shown in [[15} |16]
where clipped-SGD in general will not converge, and in practice clipped-SGD does produce bias
and has a lower convergence rate, especially in deep learning applications compared to regular SGD
[L6]. On the other hand, under more restrictive assumptions on the stochastic gradient distribution,
clipped-SGD can be shown to (nearly) converge [[15, 22} [23]]. A generic characterization on the
clipping bias still largely remains open. As a consequence, there is little known meaningful theory to
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systematically instruct optimization algorithms with DP guarantees, and most existing private deep
learning works are empirical, which aim to search for the optimal model and hyperparameters for
objective training data [34}35,[36]. As for DP-LSGD, to our knowledge the only known theoretical
result that captures the clipping bias is [16]. However, [[16] still assumes globally bounded gradient
compared to bounded second moment as assumed in our results, and its main motivation is to study
the clipping effect in client-level DP. In this paper, we show more intuitive and generic analysis of
DP-LSGD for both convex and non-convex optimization, and our motivations are also very different.
We set out to provide usable quantification on the utility loss due to clipping and we argue to apply
DP-LSGD both in the centralized and distributed setup, since DP-LSGD can significantly reduce the
clipping bias with a faster convergence rate.

2 Preliminaries

We focus on the classic Empirical Risk Minimization (ERM) problem. Given a dataset D =
{(zs,y;),i = 1,2,-- ,n}, the loss function is defined as F(w) = 1 - >7" | f(w,z;,y;) = -
iy fi(w). We will consider the cases where the loss function f;(w) : W — R* is convex or
non-convex. w* = arg min,, F'(w) represents the global optimum. Some formal definitions about

the properties of the objective loss function are defined as follows.

Definition 2.1 (Smoothness). A function f is -smooth on W if the gradient V f(w) is B-Lipschitz
such that for all w,w’ € W, ||V f(w) — Vf(w")] < Bllw" — w||.

Definition 2.2 (Convexity and Strong Convexity). A function f(w) is A\-convex on W if for all
w,w €W, 2w —w'|]? < flw) — f(w') — (Vf(w'),w —w'). We call f(w) general convex if
A=0,and f %w) is strongly convex if A > 0.

Assumption 2.1 (Bounded Variance of Stochastic Gradient). For any w € W and an index 1 that is
randomly selected from {1,2,--- ,n}, there exists T > 0 such that E[||VF(w) — V f;(w)]|?] < .

Assumption [2.1]is the only additional assumption we need for the analysis of non-private LSGD
without clipping. We formally present the non-private LSGD algorithm in Algorithm | which uses
non-clipped local update (3). The whole process is formed of 7" phases. In each phase, by g-Poisson
sampling, in expectation (ng) many users will be selected to perform K local gradient descents
on their local data before broadcasting the local update. To match the DP-LSGD where the local
function f;(w) held by each user may only be determined by a single datapoint, we do not consider
an additional stochastic gradient oracle on the local function in Algorithm|I] but only assume random
sampling on the user level at each phase. However, our results can be easily generalized to the
scenario with stochastic local gradient. Moreover, we assume Poisson sampling in Algorithm I]so as
to match the setup of DP-LSGD, since given current studies on privacy amplification by sampling,
Poisson sampling can produce the tightest results [37] (and has become the most popular option in
practice [36}138]). In the following, we introduce the definition of DP.

Definition 2.3 (Differential Privacy [38]). Given a universe X*, we say that two datasets X, X' C X*
are adjacent, denoted as X ~ X', if X = X' Uz or X' = X U x for some additional datapoint
x € X. A randomized algorithm M is said to be (¢, 0)-differentially-private (DP) if for any pair of
adjacent datasets X, X' and any event set O in the output domain of M, it holds that

P(M(X) € 0) < e - B((M(X') € O) + 6.

In Definition 2.3] we apply the unbounded DP definition as adopted in most existing DP-SGD works
[[L6l 1351 138]], where the two adjacent datasets are defined to differ in one datapoint. One may also
apply the bounded DP definition [8] by defining the adjacent datasets as arbitrarily replacing a
datapoint. However, as a stronger definition, bounded DP will also face a larger sensitivity bound.

We can now formally describe DP-LSGD and DP-SGD. In (2)) of Algorithm [I] a clipping operation
on a vector v with threshold c is defined as CP(v, ¢) = v - min{1, ¢/||v||}, which ensures a bounded

sensitivity up to c¢. Using the clipped local update , by selecting Q) to be proper DP noise,
Algorithm|[I] captures DP-SGD when K = 1 and DP-LSGD for general X > 1. DP-LSGD (SGD) is
essentially an LSGD (SGD) with clipped local update (per-sample gradient) and additional DP noise.
Running for 7T iterations with a total privacy budget (e, §), one may select Q) ~ N(0,0? - I)
where o = O(qc/T log(1/6)/€) by the composition bound [38]]. The privacy analysis and the noise
bound are identical for both DP-LSGD and DP-SGD given the same clipping threshold c.
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Algorithm 1 (Differentially Private) Local SGD with Noisy (Clipped) Periodic Averaging

1: Input: A system of n workers where each holds a local loss function F'(w) = f;(w), sampling
rate ¢, update step size 7, local update length K and global synchronization number T, clipping
threshold ¢, and initialization w(®) with synchronization noise Q7).

2: fort=1,2,---,T do
3:  Implement i.i.d. sampling to select an index batch S®) = {[1],--- ,[B,]} from {1,2,--- ,n}
of size B;.
4. fori=1,2,---, B, in parallel do
5: w[(it]’o) = -1,
6: fork=1,2,--- K do
7:
t,k tk—1 (t,k—1
wi = wii ™ = 09 g (wli ). M
8: end for P
9: Clip the local update as Aw[(it]) =CP(w [(f] )
10:  end for
11:  if to ensure Differential Privacy with clipping then
12:
1 t
7 — =1 L — . ®) ()
o =00 (3 M) + @ @
13:  else
14:
o — )
o Z wm 3)
15:  end if
16: end for

17: Output: @) fort =1,2,--- ,T.

We want to stress again that our motivation to study DP-LSGD is not because we only focus on the
federated setup, but to provide a unified analysis of the clipping bias and argue for using DP-LSGD
even in the centralized setup. Our results are straightforwardly applicable to distributed learning with
local DP [4] or client-level DP [5]], where the only difference is that we may add a larger noise Q(t)
determined by the number of local datapoints or the users involved, respectively, for these stronger
DP definitions. As for the possible communication restriction where we need to add discrete noise of
finite precision, one may replace the Gaussian noise by the Binomial mechanism [39].

3 Convergence of Synchronized-Only Iterate in Noisy Non-Clipped LSGD

In this section, we will study the convergence analysis of LSGD in Algorithm[T]using the non-clipped
local update (3)) for both convex and non-convex optimization.

Theorem 3.1 (Last-iterate Convergence of Noisy LSGD in General Convex Optimization). For an
objective function F(w) = L -5"" | fi(w) where fi(w) is convex and B-smooth with variance-

bounded gradient (Assumption , when 1 < min{ \/EK, ﬁ, 2ﬂ+3K1ﬁ/ nq)} log(TK) > 2, and

QY isan lndependent noise such that E[Q®] = 0 and E[||QW||?] < Q, for some parameter Q for
t=1,2,---,T, when K? = O(nq), Algorlthmlwzth (l) ensures

[ — w|®

E[F(@™)] <0(1)- ( + log(TK + 1)(% + K22 + Q/n + )

n(TK+1)
402,.4 2,2
+n(log(TE) + 1) (0% — w |+ T(3° K%+ TR )
= O(”wm) — *”2 + ZL L VTKQ), ifn = O(1)VTK).
VTK F
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The proof can be found in Appendix To prove Theorem with a careful analysis on || (*) —w*||2,
we develop a new last-iterate analysis framework, different from existing works [40, 41} 142] which
must count on the assumption of bounded gradient. In Theorem [3.1} we need to assume the noise
@ to be independent and of zero-mean. Because we do not assume Lipschitz continuity of F'(w),
we cannot provide a meaningful upper bound of the deviation between F(w) and F(w + Q) for
arbitrary w and () in general. However, provided the Lipschitz assumption, Theorem [3.1] can be
easily generalized to handle biased perturbation. In Section[d}, with an additional assumption on the
similarity of the local functions (Assumption4.2), we will show how to handle the clipping bias as a
special biased noise. When there is no noise 0 =0, provided that K = O(T 1/ 3), we show LSGD
@ —w* H2+T)
T2/3

achieves O( last-iterate convergence in general-convex optimization.

We now study the non-convex scenario.

Theorem 3.2 (Synchronized-only Iterate Convergence of Noisy LSGD in Non-convex Optimization).
For an arbitrary objective function F(w) = L . 3" | fi(w), where f;(w) is B-smooth and satisfies
Assumption _and for arbitrary perturbation (not necessarily independent or of zero mean) where
E[|Q®M|?] < O, whenn < min{ﬁ, ﬁ, ﬁ} Algorithmwith ensures that

S IVE@ )P, aF@©) | 16PT2K? 4L+ ) S B[R4
T - TKn nq KT
1/3 T2/3:2/3 ) O
=0(7 3T i3+ . 2/3 = )
T2/3(nq)"/ (nq)?/
). In particular, when Q) is independent and E[Q®] = 0, and

E[

“

(ng)*/®

when we select ) = O(F1/37173

n=0O(1/K), then

Eim IVF@ )2 o E@O) | T FEIIQUIR),
T - nT'K nT'K

1 ~
The proof can be found in Appendix B} In Theorem[3.2] we provide an analysis on the effect of generic
perturbation, which can also be used to capture the clipping bias in DP-LSGD. When there is no

perturbation, Theoremhas two implications. First, we show to ensure min E[||VF(w")||?] < &,
we need T' = O(~ 7/(ng) ), which is tighter than the state-of-the-art results O(% + NT‘/Z) in

=372
[30]. Second, compared to O(1/T%/%), we also show that LSGD can converge faster in O(1/7)
to a T-neighborhood of a saddle point. This is helpful to understand the practical performance of

DP-LSGD with bias, as discussed in Section 4.2}

As a final remark, we want to mention it is possible to improve the convergence rate from O(1,/72/3)
to O(1/T) via careful variance reduction or error feedback mechanism, such as Scaffold [30] or
FedLin [43]. However, the proper implementation of those advanced tricks in DP-LSGD with
additional sensitivity control is not clear. As a first step to systematically study the generic clipping
bias, in this paper we only focus on the regular LSGD. We will explain and discuss possible
generalizations in Section [6]

4 Utility and Clipping Bias of DP-LSGD and DP-SGD

In this section, we move to study DP-LSGD with clipped local update (2)) in Algorithm[I] To have
a clear comparison with DP-SGD, we still consider the centralized setup and F(w) = 1/n - f;(w)
where each local function f;(w) is determined by a single sample. To capture the clipping bias, we
need to introduce a new term, termed incremental norm.

Definition 4.1 (Incremental Norm). Consider applying the private and clipping version of Algorithm|[]]
with (2) on F(w) = >"""_, fi(w). Inthe t-th phase, we define \Ilgt) =1 (||Aw£t> | >c) -(||Aw§t)\ —c)
as the incremental norm of the local update from f;(w) compared to the clipping threshold c, for
t=1,2,---,T.

In Definition , the incremental norm ¥" simply quantifies the difference between the norm of

the local update and its clipped version from fi(w). In the following, we will always assume the DP
noise injected E[||Q("||?] = o2d, following the classic privacy analysis of DP-SGD [38].
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It is not hard to observe that the clipped local update is essentially a scaled version of the original
update, and thus virtually one may view DP-LSGD as a generalization of noisy LSGD but each local
update applies a different and adaptively-selected learning rate. To show meaningful characterization
on the difference among those learning rates, we need the following assumption as a generalization
of bounded-variance stochastic gradient.

Assumption 4.1 (Incremental norm of Bounded Second Moment). When applying the clipped version
of Algorithm|l|via @) on an objective function F(w) = % Sfilw), E[(X0, (\Ilgt))Q)/n] is upper
bounded by B?, for some global parameter B fort =1,2,--- ,T.

also suggests that E[ (Y-, \Ilff))/n} <B.

Assumption basically states that in expectation the square of l;-norm of each local update is
bounded. Assumption

4.1 Utility of DP-LSGD in Convex Optimization

Another assumption we need for the anlysis of DP-LSGD on general convex optimization is the
similarity among the local functions.

Assumption 4.2 (v Similarity). For F(w) = 1/n-Y .| fi(w), local functions f; are of y-similarity
to F such that for any w € W, | f;(w) — F(w)| < =, for some constant y > 0.

The main reason why we need this additional Assumption|4.2]is because we do not assume Lipschitz
continuity of F'(w). Thus, we alternatively consider to use the similarity among local functions to
characterize the deviation of the evaluation of F'(-) on biased iterates.

Theorem 4.1 (Last-iterate of DP-LSGD in General Convex Optimization). For an arbitrary objective
function F(w) = = - 3" | fi(w) where f;(w) is convex and 3-smooth, and under Assumptions
and when n = O(1/vVTK) and Q) is independent DP noise such that E[QM] = 0 and
E[|QW %] = 02d, t = 1,2,--- , T, then when K* = O(nq), DP-LSGD with clipping threshold c
ensures that

c ~ 1 K
EIF(@™) — Flw ) = O((—— + B\ 1a© — w12
o EFED) = F)] = O((m + p)le® —w] .
K 1 K3? K K3/2
+ (= + 1+ + +1 —+x/ Ko’d
Y v LAY IR )
For (€,0)-DP, where 0 = O(Ci”T:f‘(l/é)), we have that
E[F(@™) - F(w")]
~ B ©) — a2 1 K B B T3/2KY%log(1/6)d
o8 (e —w] _ Ky B erB, *log(1/8)dc”
VT VT ~—
(A) (B) ()

The proof can be found in Appendix We focus on a practical scenario where B = O(c¢), i.e., the
incremental norm of local updates is in the same order of the clipping threshold ¢ selected, and thus
(¢ + B)/c = O(1). From Theorem [4.1] we show the last-iterate utility of DP-LSGD is captured
by three terms: (A) a similar convergence rate as regular LSGD, (B) a clipping bias, and (C) the
DP noise variance. First, ignoring the bias and noise, DP-LSGD still enjoys a convergence rate
O( Hw(f;% = 4+ (\/717 + £)7). Second, the clipping bias is captured by (713)/c. This matches our
intuition that a larger incremental norm B combined with a smaller clipping threshold ¢ will imply a
more significant change on the local update and thus a larger bias. The last accumulated perturbation

3/27-1/2
term is determined by the noise injected across each phase with an effect of O( K n§°§(1/ o)de? )

for (e, §)-DP under T-fold composition.

As we consider the very generic setup with non-trival clipping, Theorem [3.2] cannot be directly com-
pared to the classic DP-utility tradeoff [32]] given Lipschitz continuity, where a utility loss ©(v/d/ne)
is tight for convex optimization under (¢, §)-DP. However, we have the following interesting observa-
tions. First, when we take the clipping threshold ¢ = O(n) = O(1/VTK) and K = O(T-d/(n?¢?)),
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DP-LSGD achieves the same optimal rate O(v/d/ne) [33] ignoring the clipping bias. Second and
more important, when the stochastic gradient variance 7 is in the same order of the clipping bias

O(yB/c), then by selecting ¢ = ©(n) and K = O(T), Theorem4.1] suggests that DP-LSGD will
converge in O(1/T) to an O(yB/c + —5= ) neighborhood of the global optimum. As a comparison,
when we select K = 1 in Theorem @ it becomes the analysis of DP-SGD but the convergence
rate to the neighborhood of global optimum in the same scale O(yB/c + —£) is only O(1/V'T).
Moreover, as we will show in the next section, the local update bound 5 in DP-SGD with K = 1
in practice would be much larger than that of DP-LSGD with a relatively larger K. As a simple
generalization, we also include an analysis of DP-LSGD on strongly-convex functions in Appendix
[D] and we move our focus to the non-convex optimization in the following.

4.2 Utility of DP-LSGD in Non-convex Optimization

Theorem 4.2 (DP-LSGD in Non-convex Optimization). For F(w) =L .37 | fi(w) where f;(w)
is B-smooth and satisfies Assumptions 2.1 and whenn = O(1/K), DP-LSGD ensures that

g IVE@ )| <4Fmﬂw+J6WH¢K2+4U4wMXBWq+a%)

When we select n = O( \/%7) and K = O(T), for (¢,0)-DP we have that
S IVE@ED)2 s F@®) 7 BT d
E — = — . 7
[ T |=0(—F—+ mt T —53) ©)

The proof can be found in Appendix [E] For the analysis of DP-LSGD in non-convex optimization,
we do not need Assumption d.2]on the similarity among local functions and Theorem[4.2]is simply
obtained by substituting the clipping error from each phase into Theorem[3.2] To have a more clear
picture, we still consider a practical scenario when B = By - 7 for some constant 3y and the variance
7 is also some constant. Then, from we have that

> IVP @ D)2 F@®) 1 By dy 1 1 d
[ T ] O( T +TLL]+ q n262)_O(T q n2€2)'

In other words, similar to the convex case, DP-LSGD will converge at a rate of O(1/T) to an
O(1 + d/(n¢?)) neighborhood of a saddle point given some constant sampling rate q. As a
comparison, for DP-SGD when K = 1, from Theorem we can only ensure an O(1/v/T)
convergence rate to a same O(1 4 d/(n?e?)) neighborhood.

5 Why DP-LSGD Produces Less Bias and Better SNR

Throughout the previous section, we showed that asymptotically DP-LSGD enjoys a faster conver-
gence rate to a neighborhood of (global/local) optimum compared to DP-SGD. We characterized
the clipping bias mainly based on the second moment upper bound 32 of the incremental norm

\115” of local updates. In this section, we proceed to empirically study the \I/Et), and the tradeoff
between clipping bias and DP (Gaussian) noise in practical deep learning tasks. We will explain why
DP-LSGD could produce smaller bias and enable more efficient clipping compared to DP-SGD.

To produce good utility-privacy tradeoff, a proper selection of the clipping threshold c is important.
Many existing works are devoted to optimizing the selection of ¢ by either grid searching [35] or
adaptive fine-tuning [44]. A smaller c requires less DP noise. But, as a tradeoff shown in Theorem
and[4.2] a smaller ¢ and a consequently a larger B will also lead to a heavier clipping bias. Thus,
from the perspective of signal-to-noise ratio (SNR), an ideal scenario is that the /3-norm of each
local update is concentrated such that we can maximize the efficiency of the clipping power ¢ with
a small clipping effect for most local updates. Interpreted via our developed theory of clipping

bias, it is expected that given the clipping threshold ¢, the incremental norm \Ifgt) would be small,
captured by B in (5) and . In Fig. (a,b), we plot various statistics of the incremental norm \I/Et)

for DP-LSGD and DP-SGD, respectively, on training CIFAR10 [45]]. By our analysis, DP-LSGD
usually should apply a smaller learning rate 7. To have a fair comparison, we consider the normalized
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(a). DP-LSGD (b). DP-SGD (c). Performance Comparison
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Figure 1: Training ResNet 20 on CIFAR10 with DP-LSGD (K = 10,7 = 0.025,¢ = 1) and
DP-SGD (K = 1,7 = 1,c¢ = 1) under (e = 2,6 = 10~°)-DP, with expected batch size 1000.

incremental norm \IJZ@ /m. Given the same clipping threshold, comparing Fig. (a) and (b), the mean
of normalized incremental norm, captured by 53/ in our theorems, of DP-LSGD is only around 32%
of that of DP-SGD. The corresponding standard deviation is around only 40% of that of DP-SGD.
One may also compare the 25% and 75% quantiles, which suggest that more local updates bear
less clipping influence in DP-LSGD, thus enjoying a higher clipping efficiency. We also report
the comparison when training ResNet20 [46] on SVHN [47] in Fig. P]in Appendix [F] with similar
observations. Details of experiment setups and the anonymous GitHub code link can be found in
Appendix [

Dataset and Method \ € 1.5 2.0 2.5 3.0 3.5 4.0

CIFARI0, DP-LSGD (K = 10)  59.4(£0.5) 64.0(£0.3) 66.2(£0.4) 67.7(£0.3) 68.7(£0.2)  69.9(£0.3)
CIFARI0, DPSGD (K = 1) 108(£1.2) 58.7(£1.0) 59.9(£1.2) 60.6(£0.8) 62.1(£0.6) 62.8(£0.6)
SVHN, DPLSGD (K = 10) 83.2(£0.4) 84.4(£0.5) 85.7(£0.5) 85.4(£0.4) 86.1(£0.4) 86.5(£0.3)
SVHN, DPSGD (K = 1) 71.5(£0.8) 78.2(£0.6) 79.8(£0.6) 80.3(£1.0) 8L.7(X0.4) 82.2(X05)

Table 1: Test Accuracy of ResNet20 on CIFAR10 and SVHN via DP-LSGD and DP-SGD under
various € and fixed § = 1075, with expected batch size 1000.

In Fig[T](c), we record the performance of DP-LSGD and DP-SGD, which coincides with our theory
that DP-LSGD has a smaller clipping bias and a faster convergence rate. The smaller incremental
norm in DP-LSGD is not surprising. With relatively larger K, for each individual function f;(w),
though the K local gradients are correlated and essentially determined by a single sample, their
aggregation still averages out substantial sampling noise and makes the [;-norm of local updates more
concentrated. In Table[I] we include additional comparison between their performance on CIFAR10
[45] and SVHN [47]]; DP-LSGD produces significant improvements.

6 Conclusion and Prospects

In this paper, via LSGD, we provide a unified analysis of the clipping bias and the utility loss in
privacy-preserving gradient methods for both centralized and distributed setups. Provided the generic
analysis, we develop the connections between the bias and the second moment of local updates.
This initializes a new direction to systematically instruct private learning by connecting the research
of variance reduction in distributed optimization. In this paper we only focus on regular LSGD
to show its advantage over DP-SGD, but advanced acceleration methods [30, 131, 143[] are known
in non-private federated learning to further reduce the “local-update drift” caused by (per-sample)
data heterogeneity. This could then further reduce the clipping bias given local updates of smaller
variance. Thus, a promising future direction is to understand and incorporate those techniques
within the sensitivity control framework. Another important issue we have not fully explored is the
software implementation of DP-LSGD in the centralized case. For DP-SGD, many PyTorch libraries
with fast per-sample gradient computation in low memory overhead have been developed, such as
Opacus [48]. However, in all above-presented experiments, we simulate DP-LSGD in a distributed
environment and compute each local update in parallel at a cost of large memory. Given limited
hardware resources, this restricts the application of larger batchsize (tens of thousands) and deploying
deeper neural networks, which are known to produce much better utility-privacy tradeoffs [36,49].
We leave empirical efficiency improvement to future work.
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ss A Proof of Theorem 3.1} Last-iterate Convergence of Noisy LSGD in General
504 Convex Optimization

We first present a sketch of the proof. There are two main challenges to derive the last-iterate
convergence of LSGD with unbounded gradients. First, to derive the last-iterate guarantee, we

need to keep track of the progress of F(w®) — F(w*)) for different ¢ and ¢'. To support this, we
still adopt the similar idea from existing works [2, 26] to consider a virtual sequence determined
by the average of all intermediate updates assuming all users participate in the ¢-th phase, i.e.,
otk = 1.5 w!™®_ But instead, we show a more generic analysis on F(#®*)) — F(u) for
arbitrary u and a careful characterization of the difference between F (%)) and F(w®) under

sampling, given that @(?) is the actual and only release. The second and more challenging problem is
that we cannot straightforwardly apply classic last-iterate convergence analyses [40, 41, |42]] which
must count on the assumption of bounded gradient. To address this, in the proof, we alternatively use
the following two kinds of upper bounds on the gradient norm

IVF(w)|? = |[VF(w) = VF(w")|* < min{?||w — w*[|*, 28(F (w) — F(w"))},

505 which is based on the property of smoothness and convexity. With a careful analysis on || —
s06 w*||? for any ¢ and k, we propose a more generic last-iterate framework to handle unbounded and
507 heterogeneous local update, simultaneously.

s08 A.1 Main Proof
1(t)( (t,k) w(tfl))

=1 "1
sto  for those intermediate iterates produced by the users selected in the ¢-th phase. 1§ ) is an indicator
511 which equals 1 iff the ¢-th user is selected in the ¢-th phase. Meanwhile, we imagine the scenario

so9 Before the start, we define a virtual sequence Wk = =1 4 niq Z

s12 that all users participate in the ¢-th phase computation and a sequence of intermediate iterates w(m)
st3 fori=1,2,---,n,andk =1,2,---, K, is produced. We use w(**) = 1.5 | w(t ") to denote
s14  the average. It is not hard to observe that E[w(:F)] = @(*F) conditional on @(t- 1) Moreover,
si5 w"? = @t = @t=D fori = 1,2,--- ,n. In the following, we unravel [|&**) — u|? for

s16 arbitrary v and obtain

“ n t tk—1
Hw(tk u||2 _ ”w(t Jk—1) Z 1( )vfl ( )) u||2

n (t) (t,k—1)
~ — 2 N _ — i T]ll Vf1 wy
= ”w(t,k 1 _ u||2 — n7q . anl(t) . <w(t,k 1) _ U,Vfi(wgt’k 1))> + HZZ_I ( ) H2

nq
: ® (th—1) ®)
517 We first work on the last term || =14 Z;%(w )12 in .
518 Lemma A.l. Conditional on @~V
n (t) (t,k—1) 2092 T 2
EH‘Zz:ln i V. (wz )HQ] < 0n=p Z ngﬁk 9] _@(t,k—1)||2 + 6n°T
ng n Py ng
+10n° min{28(F(@"*) = F(w*)), 87w * ) — w*|?}.
)

519

s20 Now, we move our focus to the second term —3 S nl(t) (wtF=1) — g, Vfi(w§t’k_1))> of .

521 Lemma A.2. Conditional on w1,

E[—i zn:nl(t)< (t.k—1) _ qul( (t,k— 1))>]

T
q i=1

< m(F(u) - F(@ (k) ;Z (k1) k)2

(10)

13



522

(t,k=1) Btk=1) ”2

%

s2s  Finally, we consider the upper bound of >, |jw

8
524 Lemma A.3. Whenn < NI

> ™ — 92 < akPnr?. (an
525 =t

526 Now, we combine Lemma [A-T] [A-2] and [A3] together and go back to (). On one hand, when we
sz adopt the upper bound of LemmalA.1|using F'((**)) — F(w*), we have

E[Hw(t,k) _ UHZ] < E[Hw(t,k—l) _ u||2 + QOWZB(F(u?(t’k_l)) _ F(w*)) + QH(F(U) _ F(’Lb(t’k_l)))

6n3T
- %q + (109° 6% + Bn) - 4k>n?].

(12)
528 Sum up on both sides from k = 1,2, -- - , K, and we have that
K
E[Y 2n(F (@) — F(u)) — 20p°8(F(@™* V) — F(w"))]
k=1 (13)

6Kn?

<E[0' ™) — ul® — [0 ] 4 2T 0?62 + ) - K

When u = w*, it is noted that the left side of (I3) becomes
K

E[Y (20— 209*B)(F (&) = F(w))],
k=1
s29 and once 7 is small enough such that 2(n — 10n%3) > 0 where n < 1/(1073), then the above is
53 non-negative. In the following, we further take the perturbation Q*) into accountant. It is noted that
Efa® —ul?] = E[Jo"") + Q) —u|?) = E[J&"") —ul’] + E[JQV ],  (14)

s31 since Q) is independent zero-mean noise. Therefore, when we further sum up (13) for t =
ss2 1,2,---,T combined with (T4),

T K ’lI)(t’k) _ w*
E[Zt:l Zk:l FJEK ) F( )]

_ 15
O —wt P (6rPr/ng) + (078 4 By) AR QK
= (25— 202B)TK (20 — 20m%) '

sss  Here, as assumed E[||Q®||?] < Q. When 7 < 1/(2083), which suggests that (2 — 20n%3) > 7 and
s34 (101232 + Bn) < 201, respectively, can be simplified as

S DI F@) = Fw), [0 = P

] 6nT
TK - nTK

E[ —_
nq

+88K2r2) + O/(nk)  (16)

+

535 On the other hand, when we apply Lemma in if we adopt the form £2[|w®**=1) — w*||? as
536 the upper bound, we have

Ef@ —ul®] < B[l —ull® + 10° 52 @Y — w?||* + 29 (F (u) — F(@®*1))

6 2
- —ZqT + (1098 + Bi) - 4k* 0]

a7
537 With a similar reasoning, when 1 < 1/(208),
E[F (@) — F(u)]
ptk=1) _ 112 — |k — |2 3 (18)
< E[Hw ull | ull + 5n52‘|u~}(t,k—1) _ w*”Q + onT +4k3257'772]-
2n ng
sss8  However, to apply , we need an additional result to upper bound the term [|@(:*=1) — w*||,

539 summarized as the following lemma.

14



540

541

542

543

544

545
546
547

549
550

551

552

Lemma A.4. With the initialization w'°), when 1) < min{ \/%K, ﬁ, 2ﬁ+3K1ﬁ/(nq) Y, forany k €
0: K —1],

_ 12K4 2,4 K2 2
[”w(t k) *”] < ||1I)(0) 711)*” +8tﬂn3K37+(t71)(Q+ ﬂ n T+ 3 n-t
ng

).

From Lemma[A.4] we also have a global bound that for any ¢ € [1: T]and k € [0 : K],
12K48%n*r + 3K?n?r

Efa"" —w*] < @@ —w*| + T (860 K7 + (Q + ”

). (19

Now, forany ¢y € [1: T] and kg € [0 : K — 1], if we select u = w(to-ko) stemmed from ,
E(t,k)ecE[F(w(t’k)) — F(wtoko))]
(T —to+ 1)K — ko
(T -ty +1)Q 518 E(t’k)ec E[f|@®*) —w*||?]
277((T—t0+1)K—k0) (T—to'i‘l)K—ko ’
where C = ((to,k) k=ky, -, K— 1) ((t k),t=to+1,--- ,T)k=0,--+- | K — 1). Finally,
as we are concerning about the utility of F(w(7)), we need to virtually implement one more gradient

descent step on @™ to get an upper bound of F(w™)) — F(w*). To be specific, we imagine one
additional full gradient descent using the entire set on w(”), and for any u, we have that

< 3n7/(nq) +AK*prn?
(20)

_|_

i i VSi(@™)
[T — w2 = 5 — - =2 §

< @ —ul® = 2p(F(@'D) = F(u) + | VF(@")) = VF(w")||?
< &P —ul|? = 2(F(@) - F(u)) +minn* {52 @) —w?||?, 28(F(@'D) - F(w"))}.
2

Therefore, let u = w* and we can combine @g and (Z1) to produce the following. Since we assume
(2n — 20m?B) > n which also implies 2(n — n?3) > 1, we have

>im1 Spey (F@HFD) — F(w")) + (F(0™) — F(w"))

Ef TK +1

]

(22)
A 6nT 2 5
— 7t +88K"tn") + K).
< TR G KT + O/
Similarly, for (20), it is noted that conditional on @w®*~"), we have that
Efo" —ul?] = E[Ja"*) — @02 + | —ul?, (23)

and for E[||@®*) — (®*)||2] for any ¢ and k,

U *M) - < 564 — w<t-1>>| %)

n k
_ uz 10 5 o) < THIZE) 55 o g it
=0 1=1 =0
2]{7 n k—1
_ ke~ ) S IV AiwD) = V(@ t0) + V fi(@D) — F(@®)) + VF(@"D) ~ VF
1=1 =0
n k—1
kn?
= ’ 77 Z B2 |w™ — @@ |12 4+ g2 & ) — w 7 +7)
=1 =0
k—1
3Kn? *
= (48°K3m? + Kr+ Y B2l — w*||?).
=0

(24)
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s53  where the last line of (24) we apply Lemma Therefore, by replacing E[[|[w(**) — wu||?] with
ssa E[f|w®*) — @R 2] + [|[@®*) — ul|? in (18), we have that

E[F(w®*Y) - F(u)] <E

|[@E*=D — |2 — | ®F) — u||? 4 [|®EF=1) — GEF=D |2 — || ER) —

w(t,k71)||2

2n
T Y C L AK?Brn?].
" (25)

555 Now, we let u = w(*-*0) in (21 and , combining we have

Y S BIF (@) — F(@k0)) + B[F (™) - F(@oko)

(T—to+ 1)K —ko+1)
(T -t +1)Q

2 ((T—to+1)K—k0+1)
S (B ES T + K+ 35 | —w|?)
2T —to+ 1)K — ko + 1)

57762(2 1o kg1 BB —w*[12] + E[JJo™) — w|1?])
(T—to+ 1)K —ko+1 ’

< 3n7/(ng) + 4K2Brn* +
(26)
_|_

ss6 INow, we can apply the last-iterate convergence rate trick.

ss7  Lemma A.5. For any sequence y;, 1 = 1,2,--- , M,

M M—
Zj:lyj 121 M— ]+1(yl Yn—j)
LN

ym = "7 G+ 1) 27)

j=1
558

ss0  One can easily verify the identity in Lemmal[A.5]

seo  If we take y; = E[F(0*F) — F(w*)] and z; = E[||[@*F) — w*||?], for j = (t — 1)K + k and let
sst M = TK + 1 where yrg 1 = E[F(0™) — F(w*)] and 27541 = E[||o'”) — w*||?], combined
se2 with (22),(26) and Lemma[A’5] we have that

yric+1 = E[F(@") — F(w")] (28)
TK TK+
_ 2 =1 Y TZIE 1 Zl TK1+2 W= yrr+1-j) 29)
TK+1 Zj+1’ j
@) — w*|? 6nT =
= ”(T](-Fll)l (n +85K2T77 )+Q/(77K)} (30)
1 37)7 0 Q 12K4n38%r  3K%nr  3K?p 0 DT K j42 2l
4BK*T — FppR2 =it i TIre
+Z{j+1 ng +46 277 + 2nq + 2nq + nqg mlax{zl}) +5n jG+1) }
(31)
|0 — w*||? 6nT 5 o = 12K438%r  3K%nr  3K?%p
——— 4 log(TK +1)(— K
- n(TK+1) +log( + )( nq + 88K+ Q/n+ 2nq + 2nq + nqg mlax{zl})
(32)
K1 1
2 —_—— . .
+ (5n )Z(J TR D) AT (33)

.

DOHEY . - o
563 Ir} ll we apply 1i on = Kfl/ In ( , we apply the results in and o (T(_T;OfrolJ)ril()_QkOH) <

564 since the number of iterates is always no less than the number of synchronization in any time
< log(TK + 1) and as assumed log(TK) > 2.

Q
2n°

se5 interval. In l) we use the fact that Z] 1 +1

16



se6 INow, with the assumption that K 2 = O(ng), lb can be further bounded as

Yy <0(1)- (M +log(TK + 1)(E + K*m?* +Q/n+ ™) + n(% 1) -max{z})
THA n(TK +1) ng j:lj ot
(34)
<o) (20 4 vogri 4 1)(I + K22 + O+ 7o) (35)
- n(TK +1) ng
K4 2,,4 + K2 2 _
T (log(TK) + 1) (J0® — w* | + T (3P Ko7 + Z L1 Q) 60
s67  In (36), we apply Lemma[A:4]and (I9). Thus, we complete the proof.
s68 A.2 Proof of LemmalA.]l
seo  Conditional on w®~1), we have that
Zn ) nl(t)vf_(w(t,k—l)) )
E 1= i v [
{ v 17
n k—1 n k—1 n k—1
_ gy S L VA S V@) | S )
ng n n
n (t) (tk—1) n (tk—1)
; 1,7 — q)Vfi(w, ie1 TV fi(w;
S 2E[sz=1 77( '3 Q) f(wz )HQ] +2 ”ZL_N? f(wz )||2 (37)
ng n

_20g— A X [V i D)|?

n v f. (t,k:—l)
+2_||Zz:177 fz(wz )||2

(ng)? n
2"72 ;l, vfz wgt,kfl) 2 ?7 vfz wgt,kfl)
< LIV B T

570 In the fourth line of 1! , we use the fact that 1ﬁ?n]

s E[(10) —9)?] = ¢(1—q) and E[(1{"” —q)- (1} —q)] = Ofori # j. As for 227, ||V fi(w("* V)2,

(3 3
572 we can further bound it as follows,

are i.i.d. Bernoulli variable of mean g, and thus

n

Z vai<w§t,kfl)) _ vfi(w(t,k—l)) + vfi(w(t,k—l)) _ Vfl(w*) + sz(w*)H2 (38)

=1

< 32 (BQle(t,kfl) _ w(t,k—l)”Q + 2B,Df1 (,Lb(t,k—l)’w*) + ||Vfl(w*)||2) (39)
i=1

<383 Juy Y @RV 4 60 (F(aF ) — P(w)) + 307 (40)

i=1

573 In (39), we apply AM-GM inequality again and use the property that for convex and 3-smooth

s7+ function f;(w), it holds that |V fi(z) — Vf;(y)|> < 28Dy, (z,y), where Dy, (z,y) = f(z) —

sis f(y) — (Vf(y),z —y) is the Bregman divergence. In (d0), we use the fact that VF(w*) = 0 and

s76 due to Assumption [2.1} the variance > | |V f;(w*) — VF(w*)||*> = Y0, [V fi(w*)[]? < n7.
n . w(t,kfl)

577 When we apply similar decomposition tricks in 1| to the term || % %,

SV fi(wdF D) 2

[
n
S V(D) = V@ 0RD) £ VL (@0FD) = Y fi(w*) + Y f(w7) E

< .

o Sy Vi) — Vi@ D) S V@) - Vi)

<2 ~ 241 ; I
9432 §1 (t.k=1) _ = (t,k—1)|2

S 6 Zz:l ”wz w || + 45(F(’Lb(t’k_1)) _ F(w*))7

n
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578

579

580
581

583

584

585

586

since VF(w*) =1 .3" | Vf; (w*) = 0. Thus, can be further bounded as follows:

S v g wF)
nq

Ef] 1]

, (@D

L0n232 - 6n°T
<nTBZI|w§““ D — @RV )2 4 20802 (F(0®F V) — F(w?)) + 22

- n
i=1 q

. Meanwhile, it is noted that ||V f; (w(**—1)) —

1
V f;(w*)||? can also be bounded by (2| (**~ D _ w*||? alternatively due to the smooth assumption.
Thus, by replacing 28(F (@*~Y) — F(w*)) in (39) and (41) with 52(|@ -+~ —w* |2, we complete
the proof.

Here, we use the fact that ¢ > 1/n and thus 5. <

’I'L

A.3 Proof of LemmalA.2]

Based on the Poisson sampling assumption, conditional on @*~1),

% zn: l(t) = (t,k—1) qul( (t,k— 1))>]_ %[i(w(t,k—l) u, V f; (w! (t,k— 1))>]
i=1

=1
For each 1, it is noted that
— (@R~ Vfi(wfY))
k— k— ~(t.k— k— k—
~(w{"Y —u, V fi(wfFD)) = (@ OFD D 9w D)) 42)

< filw) — i) L) - () 1+l a2

In , we use the following facts. First, for smooth and convex function f;, Dy, (u, w(t’k_l)) >0
and thus —(w; (th=1) _ Vfi(wgt’k_l)» < f,-(u)ffi(wgt’k_l)) Second, for the term — (& (tF—1) —
(t v fi( (8= 1))>, we use the classic smooth inequality where

B

||w(t’k71) AU ||2
2 1

Fi@®FD) < fi(w®FTY (@R D tE D f (0T

Therefore, by (@2)), we have that

21 - ~ (t,k—1) (t,k—1) ~ (t,k—1) s - (t,k—1)  ~(t,k—1)|2
I ) — (" < (F(u)—F ) . ) —_\b .
Dt w VAT < 2E@-FEE TS aF )

i=1
A.4 Proof of LemmalA.J

Given w1,

n n n k—1 (t,0)
C VT, N
S [l — e f}:u}jVﬂ ) - T 2o T Dy
=1 i=1
n k—1
<3kn? [ D23 (IV ™) = VE@D)P + [V £i(@"D) = V@)1 (44)
=1 1=0
(tl
+ V@) - 2= f( ) (45)
n k—1 . n k— 1ﬂ2|~(t ) _ (t,l)”Q
<3k (D2 A wl™ — @ O|2) + knr + 37 e (46)
=1 l= =1 1=0
n k—1
<3R4 1/n) YD [llwi™? — 2] + 3k%nrn?. (47)
=1 1=0
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587

588

589
590

591

592
593

594

595

596

In (43)), we use the fact that || 3°_, v;]|2 < 3327, [|v:]|2. In (46), we use Assumption|2.1|that the

()
variance of stochastic gradient is bounded by 7 and apply the form VF(w(t’l)) = M.
Let M®) =E[>"7 | ||w(t oK) _ ptk) |I?]. Then, from || when n > 1, we have an inequality in a
form

k-1
M® <6k " MY + 3kn7),

1=0
where M) = |lo*=1) — (=12 = 0. It is not hard to verify that by induction, once 7% < %,
M®) < 4n’k3nr.
A.5 Proof of LemmalAd]
To provide more intuition, we start from the case when ¢t = 1, 0*% = @(®) and thus

(1,k—1) RS
H ~(1,k) _ —w ||2 _ || ~(1,k—1) _ w*||2_2 <Zz 1vf1( ) w(l’k_l)—’w*>+’l7 ”Zz 1Vfl( )HZ
n

As a straightforward corollary of Lemma [AT] [A72] and@ we can obtain a similar upper bound in a
form once 7 < min{ﬁ7 25}

H’Lz)(l’k) *H2< ”wlk 1) *H2+277(F( )_ ( (t,k— 1) /8 Z”wtk 1) ~(t,k71)”2)

(622 ” (t,k—1) ﬂ}(t’k_l)Hz
n

< [JaF — w2 4 2(n — 287°)(F(w*) — F(@"*1) + (Bn + 28°0?) - 4> K1

< MR — w2 + 2(n — 2897) (F(w*) — F(@"*Y) + 88n° Kr.

+ 292 +2BF (wtF1) — F(w*))

(48)
n (48), we apply LemmalA.3|and use the fact that 81 + 23%n> < 261.
On the other hand, during the synchronization, it is noted that
E[@Y] = E[o ) + QW] = E[w™* ).
Therefore,
Ello™ — w*|?] = E[@™ — &5 )17 + i) — w2,
Moreover,
E[jw™ — &)
K n 1 (1 k—1)
_ (1 Vi
E[n2HZk—1 Zz—l( ) ( ) _ Q(l)HQ]
nq
(1,k—1)
< K77 Zk 121 12||sz( )”2 +0
n=q

3K N (S0 (Bl — D) 4 28n(F@th D) - F(wt) +nr} o

< n2q
3Kn? (48207 K3nr + 260 Y r (F(wMF=1) — F(w*)) + Knt} 5

< ng +

_12K'B%nr 4 6K A0 Yo (F(@F D) — F(w*)) + 3K L0

= ” .

49)
In the fifth line of (@9), we apply Lemma[A-3] From (#8),
K
[ ™) —w*||? < [0 = w*||* + 2(n — 287%) Y (F(w*) — F(@"*~1)) + 88n° K*7. (50)
k=1

19



Now, we combine and . Once 2(n — 26n?) — % > 0, which implies that n <
1
28+3KpB/(nq)’

12K43%p*r + 3K 20T
nq

Efa —w*|*] < [|@©@ — w"|? +

+ 863 K31 + Q.

597 The remainder of the proof for the ||@(**) —w*|| is straightforward as for arbitrary t,

w0 —w*|| =
see  ||w!~1) — w*||. Therefore, by induction reasoning, we have the bound claimed.
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s99 B Proof of Theorem 3.2; Synchronized-only Convergence of Noisy LSGD in
600 Non-convex Optimization

eor  Based on the smooth assumption of F'(w), we have the following classic inequality,
F(@W) < F(w® V) + (VF(@* ), 0® — gty 4 éHw(t) — w2

= P —(VF@), - 3 sz M) - Q)

Zesm k=0
Zth“QW
ieS®) k=0
=M%
K—-1
tk _ k
}j\WF “1UW+H S V@)~ [VF@D z:Vﬁ SR 12))
k=0 i€s® 7 iest
HVR@),Q0) + 2 L Ly EjVﬁ 0y _ @2,
165@) k=0

(5D
e02 In 1} we simply use the fact that <a by = For notation simplicity, we will
es use g ") = Vfi(wF) and gtk) = e 2ies, Viilw; () ) = ne " s, 9!"* in the following.
s04 Using the generalized AM-GM inequality, where (a,b) < 1(v|la||® + %||b|\2) for any v > 0, on
s0s  (VE(w®1),QM), we have that

— lallP+lib)*—a—bl*
2

_ n _ 1
(VF(w1),QW) < ZIIVF(w“ P+ EIIQ(“HQ- (52)

606 Similarly,

W"ZZ““WW@ﬂszwWWWW (53)

zESt k=0 lESt k=0

607 Thus, putting together, we have the following by rearranging the terms in (31,

K—

,_.

nK _ 77
(7 - *)IIVF( )2 <FP@Y) — F(w®) - 5 lg®* )12 = B Z g®R)12)
k=0
(A)
n K-—1 1
t5 IVF (1) — g®&R)|12 + (5 + B)IQM]12.
k=0

(54)
s0s  Still by AM-GM inequality, it is noted that || 31" g®R)||2 < K S5 1 |gF)||2 and therefore
609 term (A) is lower bounded by (2 — B1°K) 31—, ||g(t )|2. For a sufﬁ01ently small learning

s10 rate 7, term (A) is non-negative. Thus, to upper bound ||V F (w®)|?, it suffices to keep track of

11 ||VF(w®) — gtR)|2,

612 Now, we imagine the scenario that each agent participates in the ¢-th phase without Poisson

613 sampling and each produces intermediate w(t’k) forv = 1,2,--- ,nand k = 1,2,--- , K. Let
o1a WK = L5 w!™™ Tt is not hard to observe that conditional on =1, E[&® k) w(t D] =

21



615 —nE[Z;:Ol g*1]. On the other hand, by AM-GM inequality again,

[VF (=) - gb|?
< 2(|VF (@) = VF@ )2 + [TF (@) - ¢0))
< 2B = @2 + V@) - P R) 5)

S (g — 1) (V@) = V f(w (”“)))”2)'

= 220"~ — a4 | o

616 In , we use the S-smooth assumption on V F'(w), and 11@ is an indicator which equals 1 iff the
617 ¢-th worker/agent is selected in the ¢-th phase with probability g, otherwise 0. We first handle the first

s18  term 52||w® — (F)||2. With expectation conditional on (1),
k-1
B[l — a2 = Elp?|| ZQ(” IPI=E[l = (D g"") — (@1 — ™))
1=0
. (56)
Z llgD11%)
1=0

sto  In (56), we use the following fact about the variance and second moment: for a random vector v
620 whose mean is y, E[||v||?] = E[||v — u||?] + ||x||*. As mentioned above, the expectation conditional

e2t on @D El(th) — =D = —pE[S 7} g(tD]. Therefore,

K K—1
262 ) E[|a"") —a®P|?] < 26° an ZE g™V < 268%n°K* Y " Efllg™M|).
= k=1 1=0 k=0

(57)
Now, combined the same term E[|[g(**)||?] in (57) with (A), it is not hard to verifiy that, once

— Bn?K — ?n>K? > 0, which holds when 5 < 13% » then the expectation

K-—1
E[] 282K Y | A <o.
k=0

n ~ k
622 Now, we move our focus to the second term |- - Y77, (¢ — 1) (Vfi(@w®R)) -V f; (w" ))) 1
623 in (33).

624 Based on the assumption on Poisson sampling, 1 184

i

is independent andE[lEt)] =qfori=1,2,---,n

625 Morevoer, ]E[(lf ) 9)?] = q — ¢* < q. Therefore, with expectation,

2y Shala = 1O (TA) - VA
=0 nq

:K - (0= B[V @) =V fi (w2 KZ ~ BE[E ) w2
k=0 =1 (nq) k=0 =1 q

(58)
In (58), we use the fact for n random independent vectors vy;.,) of zero mean, E[|| Y7 v; %] =
> E[||vi]|?]. On the other hand, we can apply the results of Lemma to upper bound

Z?ZlE[sz(t,k) — wM)|?] by 4n%k?n7 once n < min{ \/%K, ﬁ} Now, back to , we
have that

KZZ BE] ||w (k) — 5““)”21 _ AnPTBRK

k=0 i=1 B nq
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626 With the above preparation, we are finally ready to complete the proof. Back to (54)), conditional on
27 w1, with expectation we have that

77K

5

K—1
)IIVF( o )|? <E[F(@Y) — F(@®)] - (g - BPK - B’ K?) Y Ellg")?)
k=0
n 8 rp2K3 1
+ 2 I 4BV
nq n
(59)
628 Summing up both sides of (59) for ¢ = 1,2, ..., T, with unconditional expectation and averaging,

620 since nK/2 —n/4 > nK /4 for K > 1, we obtain that once ) < min{ﬁ, 4,6%(, ﬁ},

g IVF@ D), 4F@®) | 160°r8K2 | (1+Bn) ¥, ENQWIR),
T ~ TKny ng KT

630 Alternatively, especially when the perturbation Q) is independent and of zero-mean, we may
31 consider another bound derived as follows. Still, based on the smooth assumption of F'(w), if we

(t,k‘))

sz focus on each cross term between VF(w*~1)) and V f;(w;""), we have

F(’lf)(t)) < F(@(tfl)) + (VF(zD(t*U),w(t) _ m(t71)> + gHw(t) _ @(t71)||2

= F(@""™D) — (VF(@!"), = Z ZVfl Y =Wy

zesm k=0
U k
|| Z ZVfl LRy QW2
2es(t) k=0
= F(o V)
K-1
t.k t.k
(2 ST (IVE@SD)2 + [V £i(wl™)2 — [VE@ D) = ¥ fi(w!")]|2))
ieS® k=0
B, = (t.k)

(t—1) t) 2yl . LR _ ()2

HVE@ ), Q)+ 310 3 > VAW - QU
icSt) k=0
(60)
633 With a similar reasoning as (53)), we have the following by rearranging the terms in (60},
nKB e (t— ~ n BPBiK k
SIVE@ DI <F@ ) = R - (50 - S 5) Y Z gt
ng  (ng)?
ieS®) k=0
(A) (61)
e 2 ZHVF p0) — gM2 4 51,

ieS® k=0
saa  For a sufficiently small learning rate 7, term (A) is non-negative. Thus, to upper bound ||V F (w®)]|2,

635 it suffices to keep track of ||V F (w*~1)) — g(+*)||2. Conditional on w(*~1), take expectation on both
636 sides of (34) and we have

K—

2 n 1
BV P @) <B[P(@) - P®) - (L~ ZTE) 23 jglen e
1=1 k=0
77 n K-—1 (62)
k
+ 570 2 IVE@ D) =gV 4 51V,
1=1 k=0

637 since E[B;] = ng.
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638 By AM-GM inequality again,

2 IVE@) - g

n

<23 (IVF@) = VA D 4 19A0) = V)P

- (63)
<2(nr + 823 000 - wltH)?)
i=1
n n k-1
A
2(nr + 8% 2Z||Zg ) <2(nm+ Bk Y] Y o).
i=1 1=0 i=1 =0
Plugging (63)), which suggests that
n — n K-1
n e 5 " K? k)
72 V@) — )7 < e + K SN ey
i=1 k=0 i=1 k=0
e39 back to (62), we have that
n K-1
e . n o BrK /32 3K2 Lk
LBV E@ )] <E[F() - F@®) - (5L - ) Do lgMIP
i=1 k=0
+n7K + B1QW],
[3 2K ,H2 SK (64)
ss0 Therefore, when 5- — L= — > 0, which requires that < 5 ﬁ > we have
F(@V) - F(w) B
E[|VF@@ )% <2-E[ e +T+n—K||Q<t>|\2}. (65)
641  Now, we sum up (]6_3]) both sides fort = 1,2, --- ,T" and average them, we have that
S [VE@ D)2 F@) 3 BE(IQW)
<2 -E[———+~2 = . 66
E| i ] R T TR (66)
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s2 C Proof of Theoremd.1;: Utility of DP-LSGD in General Convex
643 Optimization

44 We first focus on the clipped local update CP(sz@, c) = CP(wgt’K) —w® 1 ¢) in the ¢-th phase
645 if the i-th sample gets selected. Since the local update before clipping is essentially the sum of
e46 gradient scaled by the learning rate —, therefore

CP(w™™ — @~ c) = CP( n}:vL k), ”E:Vf k) (67)

647 where nft)

= 5 - min{l, } is determined by the clipping threshold, and thus

T v A
648 771@ < 7. Based on Definition ,

) ( c v
n—mn"=n-(1- =n- L, (68)
' ¢+ 1(|Aw” || > ¢) - (|Aw!” || - ¢)) c+ ol

649 where \Il(t) = max{0, ||Aw(t) || — ¢} represents the incremental norm of the local update from the
0)
650 ¢-th sample in the ¢-th phase. For simplicity, we will use A\Il( ) to denote f\l’ OR

651 Now, we consider two virtual sequences:

652 a) w/(t 0 = (=1 and w; (k) - w:(t’k_l) t)Vfl( (t.k— 1)) which represents a sequence
653 of iterates based on the gradients V f;(w; (*, k 1)) but scaled by 77( ) instead of constant n for
654 each ¢;

655 b) We use it = nq ZZ 1 l(t) (t’k) to represent the average of w;(t’k) for those indices
656 1 selected in the ¢-th phase. Here, 11(- ) = 1iff the i-th sample is selected in the ¢-th phase.
657 Similarly, we define w(**) = 1 . w /(t‘k) to be the average of all w;(t’k) fori=1,2,---,n
658 It is not hard to observe that w(t K) w1 —I—CP(AwEt), ¢), and consequently conditional
659 on w1V, E[w®] = E[&®K)] = w(t’K) since the independent DP noise satisfies that
660 E[Q®W] =0

es1  In the following, we unravel ||@(*) — u||? for arbitrary u and obtain

[t — ul|?

(t,k—1)
- 771 vf’b( t )
=+ Z . — ul}?

(2 (2

(ke 2 - S 1V fi(w )
— ||w(t,k 1)_u||2_n7q Zn(t) (t)< (t,k—1) —u, vfz( (t 1) )>+|| 17 ||2

1=1 nq
(69)
662 We first work on the last term of . With the fact that ngt) < n, conditional on w1,
S (t) (t)vf( (tk—l)) )
E 7 7 v
[l ” 7]
n k—1 n k—1 n k—1
oy SOV S VAW | S OV Y)
ng n n
no () 1(t) (t,k—1) n (t) tk 1)
1.7 — q)Vfi(w, Vfi
ng n
k—1 " k—1
< 20a= AV T IV fitw™ P 2 IV fitw ™)
B (ng)? n
k—1
R v\ ]
n
(70)
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663 which can be further bounded via Lemmal[A.] as

3325 (t,k—l) _an(tk—1))12
a3 Zi —— I minf68 P (@0+)— F(w*), 36264~ - |2} +37).

(71)
es4+ Now, we move our focus to the second term of (69). Still, with a similar reasoning as Lemma[A.2]

_9 o
B[ 21 @ ) —u Vi)

=1
92 =
= [ D0 = AT @D —w, V()]
=1
25 . B (k1) (the
< =31 = AU (£ilw) = @) + S - a D))
=1
(t,k— 1) ﬁ (t) (t,k—1) (t,k—1) 12
< 29(F(u) — F(w +o Z — AT - %)
2 N, Ap® ~20 g
-z AV (F(u) — F(wtF=D)) = (nAvsY) - 2y
- ;n i (F(w) z::n n
e A\I/z(' ~(th— Bn k— (b Ay Yo A\I/Z(-t)
§277(1*E+)(F(U)7F(w(t’k 1)))+(?Z||w§t’ D gtk 1>|\2)+Z+.
=1
(72)

665 In the fourth line of (72), we use the ~-similarity assumption from Assumption[d.2] In the following,

, o®
ess  we will use ATU®) = ZiA for simplicity.

657 Next, we work on the upper bound of 37 [Jw ¥~ — (k=1 |12, Similar to Lemma

n

P e
i=1
n k-1 (t,0) k-1
o 2 1V ()
=2 I== “nﬂ T L Vi Ly
i=1

i () 0 o (V) - fowf“)))nu o S = ) T wl)

2
: H . )

(73)
668 For the first term in , we have studied it in Lemma where once n2 < JT’
n Vf (t l
> ln- S0 2 VA, )—17 Zsz )2 < an?kPnr. (74)
i=1 n

669 Plugging li back to , since (n — 77( )) < n?, and we apply the similar decomposition trick
670 used in (71)), we have that

zn: GtE=1) (t,k—l)Hz

S 8772k:27

k—1 n (t,l
< 82k2nT + 1 2kn* 300 i IV fi(w; ))”2
n n

6k _ . ~ * - *
+ =53 (B — w2 + min {28(F (@) — F(w")), 8@ — w2} +7)

=0
o k—

1
< 14n2k27 + n" (820D — w"V|2 + min {28(F (@) — F(w*)), B2la®) — w*|2}),
=0

(75)
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672

674

675

677

678
679
680

681

683
684

given that n > 1. Thus, when 7 is selected small enough such that < min{ﬁoLT;qa’ ﬁ}, for any
ko < K, by induction it is not hard to verifiy that
(tko—1)  ~(tho—
Sy w0 — @tk D)2
n
12ﬂ2k0

ko—1 (76)
(3" min {28(F(@)) — F(w")), g2 [a®) — w*|?}).

=0

Now, we put (71), and together, and go back to (69)
(1 = ATO)(F(@ V) = F(u))] < B[l —uf? — o) — ul|?] + 49720

(3 min {28(F@0) — (), 82100 —u|7}))

=0
+ 1207 min {28(F(0"F~D) — F(w*)), B2(la") — w*|?} + 1207

< 15772k(2)7 +

1202k
+ (120232 + B) (1592 k> + —1 =

(77)
When 7 is small enough such that 120?32 4 8n < 2/7, can be simplified as

(1 = AT (F(@*Y) = F(u)] < E[Jo* Y —ul|? — [0 —u]]?] + dpy AT
3 k—1

24K6 « - x
+(10K3" 1207+ =250 3 i {26(F (")), 82" —w|?})
+ 12n* min {283 (F( Ry F(w )),BQHw(t’l) —w*|?*}.

(78)

The remainder of the proof is almost the same as that for Theorem @I On one hand, it is noted that
1— AT = Z - < (79)

®
=1 Cc* ‘I’(t) c+ T

since 1/(1 + ) is convex regarding «. Therefore, E[(1 — AT®))] > g and E[AT®)] < C%B by
n (t)
AssumptionthatE[Zi:%] <B.

Therefore, for sufficiently small = O(n/K?) such that 24n>3 + 48K15 “n’ < 2(51 7y summing
up both sides of (77) for k =1,2,--- K and ¢ = 1,2,--- ,T with u = w*, and take the zero-mean

independent DP noise into accountant where w*) = %) 4 Q") we have

[Zt DIy erB) (F(@®F=1) — F(W*))]
ol 1B o A
—_— K 12 —+ —
< TRy, + (30K~“5n~ + 12n)1 + 1 B + Kn'

To obtain the convergence guarantee of w(”), we similarly imagine a virtual step where we implement
one additional full gradient descent using the entire set and we have that

[T+ — )2 = 0T —u—n- Z?:l VZ(@(T’K)) 2

< @™ —ul|? - 2n(F(U7(T)) F(u)) +n*|VF(@") = VF(w")|*

< [0 — w*||* = 25(F(@™) = F(u)) +7* min{5?[[@™) —w*|*,26(F(a") - F(w"))}).
Thgr}:efore, for small enough 7, such that n — 723 > 0.57, we combine and with u :(3)1*),
and have

[Zt L i sy (F@FD) — Fw*)) + 5.8 (F(@™) - F(W*))]
) TK +1 (82)
[0t — w*? 4B | o%d

< 30K26n% + 12 b
S TR w1y TR 12T+ T
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685 Similarly, it is noted that conditional on w1 we still have that
! e e W R L (83)
sss and for E[||@**) — @®k)||2] for any t and k, we use @'(t%) = L. 37" | w!™,
[0 — @B = E[|(@"F — o) — (@ —a1))?)
n k—1 (84)

n ( (t)_q k—1 k
E[| Z ZVfZ 1S ZZ IV £i(wi"))12,

687 since 77( ) < n. Therefore, by , we also have that

k—1
. _ 3Kn? *
B[00 — @t PP < =L (48K r? + K3 g a0 —wl?) - (85)
=0

ess  Now, using (71) and (83), (78) can be rewritten as

[1(1 = AT (F(@ ") - F(u)]
< B[ H D — ulf? = ) — w5 FD — a RV - g — o))

2K i (352 Syl

n
q =1

wit,lfl) _ k=1 HQ

- +min{68F (&) — F(w*), 360"+ — w*|*} + 37)

+ (0K By + 120)r + 2T Z wmin {26 (F ")), 82 — w|2))
+ 12n% min {25( w(t’]’C 1)) — F(w )), 52||w ®0) _ w*|| }
(36)

s9  On the other hand, if we select u = (%) for some to € [1 : T] and ko € [0, K — 1] in (86), when
60 K2 = 0(ngq),

Vmee mesa (F@) = F@oh) + gig (F(@T) - F(@h)

E
[ (T —to+ DK — ko + 1 ]
3K ~ *
w LB KT + K7+ 30 B2 — w||?)
(T—to—l—l)K—ko-‘rl (87)
K—1 - .
Kﬁ3n2(z(t,k)ec e E[Jo®) —w ||2]) (K28 )
n (T—to-l—].)K-ko*Fl
N B N a*d g2 e wyec B[N0 —w*|?] + E[|0™) — w*||?]
(c+B) n (T—to+ 1)K —ko+1 ’

so1 where C = ((to,k),k = ko, -~ , K —1) U ((t,k),t =to+1,--- , T,k =0,--- ,K —1). In the
s92 following, we may apply a similar reasoning as Lemma[A.4]to derive the following results.

Lemma C.1. Provided sufficiently small ) = o(1/K), foranyt € [1 : T)and k € [0 : K — 1]

~ (t,k) _p —(0) *)2 B 3 7.2 2 Krnp? 2
E[|a"* —w*|?] = O([w® — w*| +TK(mC+—B+nKT+nr+Tq)+Tad).

693

694 By Lemma (C.I),

K— ~ * — *
24K 3n? . Dot kyec l:ol]E[Hw(t’l) — w*||?] + E[|o™) — w*||?]
n (T — to + 1)K — ko (88)
K2 3 B K
< 577 O(||’(0 w||2—|—TK( ’}/784-773[(27'-‘1-77 T+ ” )—|—T02d)
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695 On the other hand, we have

QZt to Ek ko+1 [Hw(t’k_l) _W*”Q]

12
(& (T—to—l—l)K—ko

(89)
<n-O(|[@"™ —w*|[* + TK (v

3 -2 Kn 2
B+77KT+T]T+ q)—i—T d).

696 Now, we can apply the last iterate trick in Lemma Lety; = TiB)]E[(F(w(M)) — F(w*))] for
67 j=(t—1)K+k+1fort =1,2,--- , Tandk =0,1,--- , K—1,andyrg1 = E[F (™)) —

2(c—C&-B)
sos  F'(w*)].

Cc

Yrk+1 = E[W(F(@(T)) — F(w?))]

TK+1 TK
_ dj=1 Y Z 1 Ez TK+1 i —yrk+1-j)
TK+1 " &j+1 j

n?K? K2 1

<O(n+ ==+ 47 + 7)) 10 = w"IP
+TK(K27’2+KZ+77) ((1+ K%+ K)n T+ 186) (52K3m +K7)
+(I22;7+17(7?]2+Tn+1/77)02d)
Ol + 208 — w4 (e + g4 K By e
+(§;/Z+1)67l3+\/ﬁ02d)
_0(|w(i)/_—w |2+(\1ﬁ+§) +—+W02d)

(90)
e99 when we select ) = O(1/vVTK), K = O(ng) and K = O(T). This completes the proof.

700 C.1 Proof of Lemma[C1l

701 From (69), by letting u = w*, given w1, we have that
M g g

(t.k) _

[ ul|?

n (t) (t k—1)
771 vfl *
”w(tk 1) Z ( ) —w H2

(b1 _ 2 2 . SV hiw™ )
= [+ | - = S @D~ T ) 4 s n .
i=1

oD
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702 By (72) and (70), (OT) can be further bounded by
) — w2

— ”w(t,k—l) _ ’U}*”2 + 2,'7(1 o A\I/(t))(F(’LU*) _ F(?I)(t’k_l))) + (ﬁn § :”wl(t,k—l) _ ’lf)(t’k_l)HQ)
n
i=1

~ 382 5" (tk=1) _ =(t,k—1)}2
+ 4777A‘I’(t) + 772( ﬁ Zz:l ”wz - w H 4 65(F(Ib(t’k_l)) _ F(w*)) + 37_)
< @D — w2 = (201 - AVY) — 689%) (F(@*Y) — F(w"))

S w7V —a A2

+ dnpyAT®) 4 37

+ (1B + 3n*5%) .
< [l ®FD —w*||? = (2n(1 — ATD) — 6497) (F(@w'"F~) — F(w*))

1202k § -
+ (B + 3n2B%) (15n2k2r + —L=( > BF@) — F(w*))) + 4npyAT®? 4 37,
1=0
92)
703 On the other hand, as for ||+ — w*||, we have that
Efla® - w*|?] = E[|@® - @®®|?] + E[|aF) — w?||?]
S S (1) — @V i) . .
= E[|| =r=t== ” I1P] + Ef]a“") — w*[*] + 0*d
Kn? K n \va? (t,k:—l) 2
< n Zk:l 21:12“ fl(wz )H —l—EHl’lI}(t’K) _ w*||2] +02d
n2q
K n k=1 ~ — ~ c— %
3K Y {00 (82wl — @D |2) 4 280 (F(@F1) — F(w*)) +nr}
< ey
+E[|a ") —w|*] + o%d
B KTn?
=0 —(0) _ %2 tK o~ 2 3K2 i t 2d.
(1o = w"|* +tK (my 5 + (0° + 7" K*)r + ” ) + to™d)
(93)

704 for sufficiently small n = o(1/K) and K = O(ngq). Thus, with the above reasoning, we consider
705 t =T and k = K, and then we obtain a global upper bound.

76 D Utility of DP-LSGD in Strongly Convex Optimization

707 Theorem D.1. For an arbitrary objective loss function F(w) = 1 .37 | f:(w) where f;(w) is
708 A-strongly-convex and [3-smooth, when n < min{1/5,2/(8 + A)}, Algorithm|l|with clipped local
700 update (2)) ensures that

A1+ VK - (£ + B2+ n*rK? + o%d)
(M +n0)E 1)1 = (1)K

_ N TK, _ "
Efljo™ —w*?] < (1 - 0N)?)" " 0@ —w*|? +
%94)

710

711 Proof. For simplicity, we use G(w) = w — nV F(w) to represent the output of gradient descent of
712 function F'(w). Similarly, we use G;(w) = w — 1V f;(w) to denote the gradient descent output of
713 the i-th individual loss function f;(w).

Lemma D.1 ([50]). If F(w) is convex and [3-smooth, and 1 < 2/, then the operation G(w) is
contractive, i.e.,

1G(w) — G(w)]| < [lw —w']],
Sor arbitrary w and w'. In addition, if F(w) is A-strongly convex and [3-smooth, then if n < 2(8+ \),
then G(w) is strictly contractive such that

1G(w) = G|l < (1= 27w —w'|.
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In the ¢-th phase of Algorithm (1| conditional on the initialization w(*~1), we first consider a virtual
trajectory produced by applying full gradient descent on F'(w) with step size n) for K iterations. We

denote those iterates by @w“*), for k = 1,2, , K. Let w* = arg min,ey F(w) be the global
optimum, when n < 1/,

[2*) — w*|? = @Y —w =V E@ )| (95)
< [J@ Y — w2 4 P [ VE@CE )P = 2p(F (@) — F(w") (96)
< (L= pA)[@F D — [P+ (2078 = 2n)(F(@ D) = F(w*)) ©7)
< (=)@ —wt (98)
In (96), we use the property of strong convexity that
F(’l])(t’k_l)) _ F(w*) < <VF(1I}(t’k_1)),TI)(t’k_1) _ w*> _ éllw(t,k—l) _ w*H2
In (97), we use the smooth assumption that 5z HVF(w(t F=D) |12 < F(@w®*F=1D) — F(w*). Finally,
in (98), as n < 1/8 and thus 2n(ns — 1) < 0 Therefore,
@ —w | < (1= )K" — w1 (99)
We will use v; = (1 — nA\)¥ for simplicity.

Now, we consider to bound the deviation between w* %) and @® . In the following, we always
assume 7 < min{1/8,2/(8 + \)}. It is noted that, based on the strict contraction property of G and
G}, for any v and v,

1Gi(u) = G(u)|| = [[Gi(w) = Gi(v) + Gi(v) = G)|| < [|Gi(u) = Gi(v)]| + |Gi(v) = G(v)]]

< (1= 25—l + 9V 5(0) - TP,
In the following, we use v2 = (1 — g%\) for simplicity. Similarly, for {G1, Ga, - - , Gy} on inputs
{u1,ug, - ,un}, we have
2 iy Giui) i llui — v Zl Gi(v)
== = G < 72 == + == -G

100
S s — o] (10
Yo .

n

At the t-th phase, from the initialization w1, wEt’K) = GioGio--0G(w* V). On the
%,_/

other hand, with the same start point w*~1), the virtual iterate w**) = Go G o--- o G(w*~ V).
_,_/
k
Therefore, with a recursion reasoning,

3 Z:l w(fK)
it — L= i

n
K-1 ~ _
TS DY [ et el
B n
22 Ty (el — @K ) +77||Vf=(w(t’K‘”) ~VE@ D) on
K—2

< H*(t 1) *(t—1)||_~_ N ko 7’5( k21 LIV fi(w tk)) VF(w (t,k) )
- n
o T —95)
B L=

Here, in (TOI), we apply Assumptlon [2-1) on the variance bound 7, where the sampling noise of
stochastic gradient satisfies || >, (V fi(w) — VF(w))|| < nB3. Now, we further take the clipping
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745

operation, i.i.d. sampling and DP noise into accountant. First, due to the clipping, stemmed from

(101),

n t
T 0 CPAWD)

1=

_ t,K (4
:HZZ Lot 4 CP(w) a1 ¢) — K|

n n
no(—(t— tK) (- (t,K) n t,K
< H Dio1 (“’(t Y + CP(w; — a7V, ¢) — w; ) I+ Dic wz( : _ w(t,K)”)
n n
- g VTl =)
iy 1 . 72 .

(102)
In the following, we proceed to incorporate the sampling noise and DP noise into the deviation

> CP(Aw1 ,c)

analysis. Let u(t) = be the average of clipped local update at the ¢-th phase. Let

1 Et) to be an indicator Wh1ch equals 1 iff the i-th sample gets selected (independently with rate q).
Then,

(®) (t)
R DA Aw:
ot - ot )] = Bfjat-) + st TPEN D 0 ) (103)
(t) (t)
[Hw(t 1) + Zz 1 1 TZIP( C) —’lf}(t’K)”] +U\/g (104)
® ()
_ i1 L7 -CP(Aw; ", ¢ -
[H (t—1) Z =1 na ( ) _u(t) +/~L(t) _w(t,K)H] _’_o_\/g
(105)
(t) (t)
(1,7 —q)-CP
< gm0 PRy et 05 1 40 40V
(106)
2 1 —~K
< E—i—B—s—M—&—U\/ZL (107)

n’q L=

In (104), we use the fact that Q) is independent DP noise with zero mean and E[[|Q®||] = o/d.
In (T06)), we use the triangle inequality. In , we use the convexity of /o norm function and it is

noted that (1@ —gq)fori=1,2,--- n,areiid. and of zero mean while ||C77(Aw ol <e.

So far, we have derived the expected deviation between w*) and w(“%) at the end of the ¢-th phase
conditional on w*~1). In the following, we will continue to incorporate such deviation to .

By applying the AM-GM inequality, |ju — v||* < (1 + 2)[ul|? + (1 4+ 1)||v||? for any z > 0, on
[@® —w*||? = [|(@0*F) — w*) 4+ (0" — @) ||2, we have that

Efl[o® —w*[] < (1 + 2)E[Ja) —w*|? + (1 + )IIU’J“) @ 2]

)(\/quwﬂfl(l 2) 4 Va2

1— K\2
777—( 72) +o_2d)

< (14 2mE[a® —w* | + (1 + 2

1, c?
< (14 2)mE[oD —w*|?] +4(1 + ;)(Fq + B2 +

(1 —=2)?
(108)
Based on (I08) by recursion, we further obtain the following unconditional expectation
A1+1) 2 T2(1 —4§)?
Efl|o™ —w*||*] < (14 2)m) 0@ —w*|]? + ———2—(—+ B+ i ke Dl +0?d

414 N5 (n—q + B2 + n*1K? + 02d)
(A+n0)F =11 = (A"
(109)

In (109), we select z = (1 +n\)E — 1, O

TK | _ N
< (1=mN)?) " @ —w? +
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764

E Proof of Theorem 4.2 Utility of DP-LSGD in Non-Convex Optimization

To apply Theorem [3.2{on DP-LSGD, we may equivalently view the perturbation term Q) as formed
by two parts. One is due to the local update clipping and the other is the DP noise added, denoted by
e® in this proof. To be formal, Q(t) can be rewritten as follows,

SR S ot e

zESt k=0 max{|| Zk —0 9; H
n K-l (110)
- b+
- gZ —+e'\.
i=1 k=0 maX{HZk o 9i || c}
(A4)

In (TI0), term (A) corresponds to the correction term due to the clipping, where equivalently the
learning rate of the local update from each sample is scaled by a factor determined by the norm

I 22(2—01 gF||. e is the independent DP noise added in the ¢-th phase. Therefore, conditional on
w*1), the expectation of ||Q®)]

n K—
]E[H Zi:l Zk:Ol 17(t)/’7(1 - Inax{” Ek;(’:iol g?”vc} )95”2]

is in the following form,

E[||Q(t)”2] = (nq)? +02%d
P E[lIln( - o g
< Z’L=1 [”77( max{uzf 01 kH C})Zk =0 gz H } +0-2d (111)
ng

_Z B
q

n
Recall Definition l in \I/(t) is the incremental norm of the local update by i-th sample in the

t-th phase, i.e., max{||n Zk o 95| = ¢,0}. Now, plugging the form of E[[|Q®)||%] in ( -i back to
Theorem [3.2] we obtain the utility bound claimed for DP-LSGD

+0%d = ¢B% + o2d.

F Additional Experiments and Experiment Setups

For all the experiments with respect to CIFAR10, we assume the training data set of 50,000 samples
is private. Similarly, for SVHN, we assume the training data set of 73,257 samples is private. In
Fig. Q] (a,b), we report the statistics of normalized incremental norm when we train ResNet 20 on
SVHN. Very similar to our observation on CIFAR10, both the mean and the standard deviation of
the normalized incremental norm in DP-LSGD is only about a half of those in DP-SGD, which
suggest that DP-LSGD bears less influence from the clipping operator. As a consequence, in
Fig. [2] (c), we can see DP-LSGD enjoys a faster convergence rate accompanying with a better
utility-privacy tradeoff. Our code can be found in the following anonymous Github link: https:
//anonymous .4open.science/r/DP-Local-SGD--262F/README . md|

As for the hyper-parameter selection, in Table[I] for both the experiments on CIFAR10 and SVHN,
the total number of phases 7T is selected to be 1000, 1000, 1500, 1500, 2000 and 2000 for ¢ =
1.5,2,2.5, 3, 3.5 and 4, respectively. For DP-LSGD, K is always fixed to be 10 and n = 0.025; while
for DP-SGD, K =1,n = 1.
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(a). DP-LSGD (b). DP-SGD (¢). Performance Comparison
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Figure 2: Training ResNet 20 on SVHN with DP-LSGD (K = 10,7 = 0.025, ¢ = 1) and DP-SGD
(K =1,n=1,c=1) under (e = 2,§ = 10~°)-DP, with expected batch size 1000.
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