A Compose algorithm

The algorithm will return a list of intervals S and for any .S; € S, S;[0] is the start and S;[1] is the
end of the respective interval. Intuitively, this COMPOSE function tells us which nodes in the tree
that we need to use to compute any partial sum.

Algorithm 3 COMPOSE |[a, b]

Input: Starting point a, ending point b of interval [a, b].
Let k be the largest k£ such thata = 1 mod 2k anda +2F — 1 < b,
Set S = {[a,a +2F — 1]}
Seta’ = a + 2F.
if ' > b then
return S.
else
Let S’ = COMPOSE(d’, b).
LetS=SUS.
return S
end if

B Reconstruction algorithm for sensitivity-reduced algorithm (Algorithm [2)

Algorithm 4 Reconstruction algorithm

Input: Noisy gradient arrays FG, FA, F, momentum parameter «, sensitivity parameter v,
iteration .

g+ |x]
r=t—gN R
G[Lr] = Z[y,z]ECOMPOSE(l,r)(l - ‘J‘)T_ZF[iZ]

Glrt1,r4+N) = Z[y,z]eCOMPOSE(r+1,r+N)(1 - O‘)TJFN_ZF[iZ]

G = (1 —a)'""Gyy ,q /initial value for Gy , that will be updated in the following loop.
forAi:O...q—ldo

Q

[t—iN+1,t—(i—1)N] = Z[y,z]ECOMPOSE(tfiNJrl,tf(ifl)N)(1 - O‘)t_(i_l)N_Z}T[iz]
[t=iN+1,t=(i—=1)N] = Z[y,z]eCOMPOSE(t—iN+l,t—(i—l)N)(]‘ - a)ti(lil)NizF[ﬁ,z]
Gyt = (Z;;%)(l—’y)f(1—a)(l_l_J)N)((1—W)At—iNH,tf(ifl)N+7Gt*iN+1vt*(i*1)N)+
(1 — )N (1 =) G g

end for .

Ty = Z[g,z]eCOMPOSE(Lt)(l - a)tizF[z,z]

my = OzG[l)t] + ary

Return: 7y

>

C Renyi Differential Privacy

In this section, we will prove some general theorems on the composition of RDP using tree compo-
sitions. Note that these results are all consequences of well-known properties of Renyi differential
privacy [Mironov, [2017]] and tree aggregation [Dwork et al., 2010l |(Chan et al.||2011] and have been
used in many other settings [[Guha Thakurta and Smith| [2013| [Kairouz et al., [2021] |Asi et al., 2021].
However, we find many presentations lacking in some detail, so we reproduce a complete description
and analysi here for completeness.

We will consider functions operating on datasets of size N. Given two neighboring datasets D =
(Z1,...,Zy)and D' = (Z1,...,Z} ), we use s to indicate the index that is different between the
datasets. That is, Z; = Z] for i # s. Given a subset S C {1,..., N}, we use D[S] to indicate the
restriction of D to the elements with index in S: D[S] = (Z; | ¢ € S).

14



Consider a set of K functions Gy,...,Gg, and an associated set of subsets of {1,...,N},
S1,...,SK (note that the S; are sets of integers, NOT sets of datapoints). Each G; produces
outputs in a space W, and takes ¢ inputs: first, a dataset D (or D’) of size N, and then i — 1 el-
ements of W. That is, if the space of all datasets of size N is D, then G; : D x Wi~ — W,
Further, each G; must have the property that G; depends only on D[S;]. that is, if ¢ ¢ S;, then

Gi(D,xq,...,2;—1) = Gi(D',x1,...,x;_1) forall zy, ..., x;_1. With this in mind, we recursively
define:
=G1(D)
=Gyi(D')
(D fl,... — 1)
Gi(D' f],....f_})

Thus, the ordering of the GG; indicates a kind of “causality” direction: later f; are allowed to depend
on the earlier f;, but the dependencies on the dataset are fixed by the S;. Intuitively, we should
think of being able to “break up” a set of desired computational problems into a number of smaller
computations such that (1) each sub-computation is in some way “local” in that it depends on only a
small part of the dataset, potentially given the outputs of previous sub-computations, and (2) each of
the original desired computational problems can be recovered from the answers to a small number of
the sub-computations. If so, then we will be able to accurately and privately make all the desired
computations.

Given the above background, we define:
» A, to be the maximum sensitivity (with respect to some problem-specific metric like Lo or

Ly)overall (z1,...,2;_1) € (W)~! of the function D +— G;(D, z1,...,x;_1). Thatis,
when W = R? and the metric is the one induced by a norm || - ||

Ai: sup ||G1'(D,’I17...,IL'Z'_1)7G1(D/,I1,...,$1‘_1)”
|D*D/|:1~'E1w~,$i71

where we use |D — D’| = 1 to indicate that datasets are neighboring.
* IN(s) to be the set of indices ¢ € {1,..., N} such that s € S;.
* OUT(s) to be the complement of IN(s): the set of indices ¢ € {1,..., N} suchthat s ¢ S;.

C.1 Algorithm and Analysis

Now, we will describe the aggregation algorithm that is used to compute private versions of all
¢, assuming that W = R? for some d. We write X ~ N (i, 02) to indicate that X has density

p(X =2) = \1ﬁ exp (—( — 1)?/20?). Further, for a vector i, we write X ~ N (u,0%I) to

indicate P(X = z) = \/ﬂ)d exp (—|lz — p)*/20?)

Let D, (P]|@) indicate the Renyi divergence between P and Q:

Du(PIQ) = 105 & (5] ]

o ( /I Q(2)=*P(2)° dx)

Now, we need the following fact about Gaussian divergences:

Da(N(0,0%) N (1, 0%)) = ap® /20°
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This implies the following multi-dimensional extension:

DN (O, 0 1) (1,0°1)) = ai o (o [ exploll = /2081 exp( ol 20%)%) iy ..

[Zd:bg (U\/ﬂ/ exp(— l‘—Mi)2/202)1_°‘exp(—a:Q/Qa?)a)dx)]

i=1

Da(N(0,0%) [N (i, 02))

I
KM& L

Il
-

K2

= al|u||*/20

Algorithm 5 Aggregation Algorithm with Gaussian noise

Input: Dataset D, functions G, ..., Gx with sensitivities A1, ..., A with respect to the Lo
norm. Noise parameter p
Sample random (7 ~ N (0, A%/p*I)
Set f1 = Gl(D)
Setf; =f; + Cl
for:=2,..., K do
Sample random ¢; ~ N(0, A2/p?1).
Set fz = Gi(D7f1, ey ﬂ,l).
Set fz = fz + Cl
end for_ )
return fy, ... fx.

Theorem 10. Let V to be the maximum over all s € {1, ..., N} of the total number of sets S; such
that s € S; (i.e. V = sup, |IN(s)|). Then Algorithm|3is (c, Vap®/2) Renyi differentially private
forall c.

To convert the above result to ordinary differential privacy, we observe that («, €)-RDP implies
(e + k’i(%, 9)-DP for all 6. Thus, supposing p < 4/ M, we then set @ = 1  YI28(/9) o get

V'V
(Vp?+ py/V1og(1/6),0) < (2p+/V log(1/6),5) differential privacy.

Proof. Let us write f; for the outputs with input dataset D, and fz/ for the outputs with input dataset
D'. Let s be the index such that Z, # Z;.

Then, we can express the joint density of the random variable f'l, ey frc:
K

p(fr=r1,... e =1k) = Hp(fi =rlfi =711, fii=7ri1)
i=1

i€IN(s) i€OUT(s)

Similar expressions hold for f'l’ :

dl’d)

p(f] =r,... 0] H p(E =rilfl =, f_ =ri1) H p(E =rilfl =r1,.. . f =1 1)

1€IN(s) 1€0UT(s)

Further, for any i € OUT(s)

p(fz = T‘i|f1 = Tl,...,fi_l = 7"1‘_1) :p(fll = ’I“i|f{ =T1,-. '7fi/—1 = ri—l)

Now, for the rest of the proof, we mimic the proof of composition for Renyi differential privacy: let
P and P’ be the distributions of the ouputs under D and D’. Then:
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H p(E =rilfl =r1,.. L =rig)® H p(E =rilfl =r1,.. £ =ri)dr
1€IN(s) 1€OUT(s)

1 e e —a, (f e e a
= —qls / I pE=rilfi=ri, ... fiy=ri) " pE =rilf] =r1,... £ =ri1)

H p(fl = ’I"Z'IAl = T1y..- ,fi,1 = Tifl)l_ap(fi/ = ’l"z‘f‘{ = T1y..- 7f'i/71 = Tifl)a d’f’
i€0UT(s)
To make notation a little more precise, let us write driy to indicate Ajen(s)dr: and drour =
Nieout(s)dri. Similarly, frm indicates integration over only r; such that ¢ € IN(s). Now, recall that
fori € OUT(s), we have

p(fz = ’I’i|f1 =T1,-... 7%,'_1 = Ti—l) = p(fz/ = T‘i|f{ =T1,-.-, fi/—l = Ti—l)
so that:

1 ~ ~ ~ A ~ ~
Da(PIHP) = 1 log / H p(fZ = 7"1'| 1="T1,-. -afi—l = Ti_l)l_ap(fi/ = ’I“l|f{ =T1,.. "fi/—l = ’I“Z'_l)a
(

o —
" i€IN(s)

I p=rifi=ri,....fis =riy) drovrdrix
i€OUT(s)

so, we can integrate over r; for i € OUT(s):

1
a_log /TIN.HP(

1€IN(s)

!/ [e%
ey fi71 = 7’1',1) d’l"lN

—h>
Il
<
—_
Il
<
[,
%‘."
-
Il
<
T.
—_
~—
—
Q
i}
—~
[
<
|
<
=
oy
|
<
[,

Now, let the indices in IN(s) be (in order): i1, . .., i,. Then we have:
Dao(P'||P)

1 " . . . o .
= a_llog H/T p(fzj :Tij‘fl :T17...,f1'j_1 :Tij_l)l ap(fi/j :T’ij|f{ :rlﬂ""fi/j—l :T‘ij_l)a dTIN
j=1""4%;

Now, let’s compress the density notation a bit to save space:

1 - . .
= a—llOg H/ p(fi, :rij\rl,...,rij_l)l O‘p(fi'j =7y, —1)® | drgy oodr,
J=1""4;

Now, let’s focus on just one integral:

/ p(fij =T |7“17 R ,’I“i],l)l_ap(filj = Ti; ‘T‘l, . ,rij,l)o‘drij
i

= / p(ClJ =Ti; — Gij (D,’/‘l, s 7Tij—1))1_ap(<z{j =Ti; — Gij (D/’Tlv s 7Tij—1))a drij

_ 1 (1— )|z —Gi;(D,ry,...,1; — 1) alle — G, (D', r, .., — 1) p
= 7(0 271-)‘1 e exp | — Agj /p2 exXp | — A/sz /pg x
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using a change of variables z = x — G, (D', r1,...,75, — 1):
1 (1 —=a)llz = (Gi, (D71, .o oyriy, = 1) = Gy, (D71, 0007y - 1)|1? al|z||?
= — exp | — R exp| -5 5 | dz
(ov2m)d Jra Allp Allp
= eXp((a - 1)Da(N(O’ Ai/pQ))N(GlJ (D7T17 s T 1) - Glj (D/7T17 sy T — 1)’ AZ/[OQ)))
use our expression for divergence between Gaussians with the same covariance:

1) = Gy (Dy 71T, — 1)||2/2Afj)

= exp (@ = Dap?|Gi, (D1, o,
< exp ((a — Dap®/2)

Now, returning to our bound on the divergence:

1 - . I
log H/ p(fi, :rij\rl,...,rij_l)l O‘p(filj =71y, .., 1)® | drgg ooodry,
j=1 Ti]

rewrite a bit for clarity:

n—1

1 R

= — log H /r p(fi, = ri;lre, ..., rij,l)l_ap(f'i’j =ry|re, .., —1)®

Jg=1""%

/ p(fs, = ri,|r,. .. 77"z‘n—1)17ap(f{n =ri,
r;

n

a
T1y-.. 7Tin—1) ) dT’,jl e d?”in‘|

integrate out r;

n—1

1 £ —a, (f a

=——7 log |exp ((a — 1)ap?/2) jl_Il / p(f, =rilr, i) p(fi’j =7y, 5T —1)
= i

d’l“il .. 'drin71j|

now integrate out all the other variables one by one:

log H exp ((a — 1)ap?/2)

j=1

<

a—1

= nap®/2
< Vozp2/2

D Proof of section

D.1 Privacy

Theorem 4. (Privacy guarantee) Suppose that f(w,x) is G—Lipschitz for all w € RY, © € X,
Algorithmis (z, ﬁ) Renyi-differentially private for all z. Consequentially, if § > exp(—¢), then
with o > Llof(l/é), Algorithmis (¢, 0)-differentially private.

To see the (¢, d)-DP result from the RDP bound, we observe that (z, 527 )-RDP implies (52 +
%, §)-DP for all §. Thus, optimizing over z, we set z = 1+ /202 log(1/4) to obtain (¢, §)-DP
with € = 1/202 + 24/log(1/6)/202. Thus, by quadratic formula, we ensure (€, §)-DP for all &
satisfying:

1
= V/21og(1/6) + 2 — /21og(1/9)
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In pursuit of a simpler expression, observe that /= +y > /x + %/%Ty’ so that it suffices to choose:
/21og(1/6) + 2¢
o>
€
So, in particular if § > exp(—e), then we obtain the expression in the Theorem statement.

Proof. Lett = ¢;N + r,. Define:
fiy.e) = @Y (1= ) TV f(wrng )
t=y

To compute the sensitivity of ff, .}, recall that ||V f(w;, x4 )| < G for all w and z. Further, any
given x; can contribute at most [|y — z|/N] gradient terms in the summation defining fy,-)» and the
jth such term is scaled by (1 — ). Thus, £, .| has sensitivity A 2aG Z;Zgy‘/m -
a)’N < 4aG (by proposition forall [y, z] and o > .

Next we compute the maximum value over all s € {1,..., N} of |{S;| s € S;}| (the maximum
number of intervals that one index s can belong to). Forany s € {1,..., N}, forany b < |log,(V)],
there are at most % different @ € {0,...,[7/2°] — 1} such that s € Sla2v4+1,(a+1)2v] for b <
|logy(INV)]. Further, for any b > [logy(N) [, s € Sjagvs1,(at1)2e] = {1, N} for all a. Therefore,

: R

f}(;r any s;here are at most V = min(R + 1, [log,(N) + 1]) % + 2= logy (N)+1] | ] sets S; such
that s € 5;.

y,2) —

Now, we show that Algorithm [I] is actually providing output distributed in the same way as the
aggregation mechanism in Algorithm [5] To do this, observe that given values for ws, ..., wr,

fly.e) = () + aZf:y(l - a)zftvf(wtaxw%t) where ([, ] ~ /\/(O,A[Qy,z]UQVI) using the
notation of Algorithm[3] Then the output of Algorithm [3]is
G[Lt] (f[l,l]a c af[l,t]) = Z (1 _ a)t_zf[y,z]
[y,2]€COMPOSE(L,¢)

z

—a Z (1—a)* Z(l _ a)z_t/Vf(wt’vxwf}T’ )

ly,2]€COMPOSE(1,t) t'=y

+ Z (1 - a)t_ZC[y,z]
[y,2]ECOMPOSE(1,t)
t

=« Z(l — a)tit'vf(wtux,rgg{ )

t'=1 v/
D DI Ch O )
[y,2] ECOMPOSE(1,t)
Now, observe that the value of m, as described in Algorithm[T|can be written as:

my = (1 - a)mtfl + OéVf(wt7 mwﬁ{';t)

t
=« Z(l — )V f(wy, T ay )
=1 ¢

Thus our momentum 1, in Algorithm [T]is exactly as the first term in the output of Algorithm 3] (Eq.
i and NOISE, is the same as the second term. Then, by Theorem Algorithmis (z, ﬁ) —RDP
or all z. O

D.2 Utility

To prove the main theorem of section [3] (Theorem [6) we would need some extra lemmas on the
momentum error below. Lemma|[TT]is the bound on the error of m; without any added noise from
the tree. This error comes from the biasedness of the momentum as well as shuffling. Then, we will
prove Lemma[T2] which is the bound on the added noise.
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Lemma 11. Define m; as:
my = (1= a)my—y + oV fwg, o)
where Tt . is the sample at iteration t = @ IN + ry. Let:
e =my — VF(wy)
Then:

L
Ellle:l] < 2GVa+2nNL + %

Proof. Leti = q;N + r; for any i € [t]. Then:
Elllelll = Elllm: = VF(w)]]

Ellm: —a Z(l — ) 7'V F(w,n)ll] + E[[la Z(l — ) T (VF(wg,n) = VF(w;))]]

Ella) (1 —a) " 'VF(wi) = VF(w)ll]

i=1
E[[m: — aZ(l =) T'VF(wg,n)l] + nNL + Ef||o Z(l — ) TV (w;) = VF(wy)|]
= Ellla Z(l —a) TV (wi, ol ) —a Z(l — ) 'V (wgn)ll] + 0N L

Ellla > (1 - ) "V F(w;) — VF(w,)]]
i=1
Ellla Y (1~ ) (w2t ) = VF g+ Ella 3 (1= 0)' (9 f(wi, o, ) = Vi (wg,at, )]
AN+ Ella Y (1 - a) 'V F(w,) — VF(w,)]|

i=1

t
< \IE[Ia > (=) (VS (wg,n, aF,) = VE (wg,n))||2] + 20N L
i=1
t

Ella (1 - ) 'VE(w;) = VF(w,)|] 5)

First let us bound the last term in Eq[5] Denote g; = (1 — a)gi—1 + aVF(w;). Then, if we
let g1 = VF(wy), g: = Y i, (1 — @) "VF(w;). Letr, = E[[|aY_, (1 — ) 'V F(w;) —
VE(w,)|l| = Elllg. ~ VF ()]}, we have:

=E[ll(1 - a)gi1 +aVF(w) = VF(w)]]

=E[I(1 = a)(ge-1 — VF(wy))]]]

=E[I(1 = a)(ge-1 = VF(wi1)) + (1 = a)(VF(wi—1) = VF(wy))]]]

Unroll the recursive expression:

t

Z (1 — ) "((VF(wi—1) — VF(w)))||

nL

(0%

IN
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Now let us bound E[f| e 320_, (1 — @)t (V f (w5, 2% ) — VF(wg,n))||?]. For any iteration i let
Apai = Vf(wg,n, 2% ) — VF(wg,n) and ¢; = (1 — a)'~*. Thus:

Ella) (1 —a) " (Vf(wgn, ek ) = VE(wyn))|*] = o* B
=1

t
1Y cidnnl?
i=1

If we expand the equation above, we will have some cross terms as well as some squared norm terms.
First, let us examine the cross terms for iteration ¢ < j where g; = ¢q; = ¢. Then:

B g e 1] = 3 s B [ e s, = ] Plst, =
ki=1 g
= i cich[ﬂ'gi = k] <Aki, II:]IZ [Aﬂgj ‘ng = kz]>
ki]\Tl J
2

o Ag
—kz} <Akmz?\/‘#il1 kJ>

Notice that ij Ay, = ch\;:l V f(wgn, x;{k_j ) — VF(wgn) = 0 (since the iterate at the beginning
of the epoch is independent of the data that are samples in that particular epoch). Thus ey ks Ay, =
—Ay,. Then:

N Ay N —
Z cic; P[ml = k] <Aki, ZW> = Z cic Plml, = kil <Ak’7’ NAk1>

ki=1

N c;C
_E: — .99 2

Now let us analyze the cross terms for 7 < j where ¢; < g;.

E [cicj <AﬂgL, i } Z cic; E E [ (A qL,AW;I;->|7Tg: = kz} P[W?i = k]

= Z cic; P k] <A a0 ﬂ; {AWZj |k = kz}>

ki=1

Sh=1 Ay
— E i Plrd =k (A a, =
k1 o [er | < e N

=0

Thus, the cross terms E {CiCj <Aﬂ.gi , Aﬂ_qj >} < 0 for every ¢ < j. Either way,
7 7‘]'

t t
o’E ||ZCiATr:3;:||2 <o’E ZcfHAw,‘gﬁ”Q
i=1 i=1
< 4G% 22 2(t %)
< 4aG?

Plugging this back to eq. [3]

L
Ellle] < 2GvVa +2nNL + %
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Lemma 12. Let V = (min(R, Llogz(N)J)—l—l)%—i—Zf: Llogy (N)-+1] | 4] asin Algorithm Suppose
o> % Then,

E[||e — my||] < 4aGo+/dV logy T

Proof. We have:

m; = my + NOISE;

where NOISE; = Z[y7z]eC0MPOSE(1,t) (ly,-]- Since there are at most log, 7' intervals in
COMPOSE(1, t), NOISE; is a Gaussian random vector with variance:
VAR < 160%G%0?V log, T (6)
Then:
E [||7ie — mq|] < Vdv/VAR
=4aGo+/dV log, T
O
Theorem 6. (Utility guarantee) Assuming f(w, ) is G-Lipschitz, L-smooth for allw € RY, x € X,
. D . _ 1 _ eN —
and F(w) is bounded by R. Then Algorithm |l|with n = AT Thom /T T =
N2 T log, T+/dlog(1/8) . . .
g T/ doa (/)" < N , and W that is pick uniformly random from w1, ..., wr
guarantees:
€ 1/4)71/4
E[[VF@)[] < (3R +6Ly/log, T'log(1/6) + 12G\/log, T'log(1/5)*/*)d
VeN
3L(dlog(1/6))"*\/log, T N 6G N 6G log, T'\/dlog(1/6)
4,/eN3/2 VN eN

<6 ( 41 /4 1 )
\F
Proof. From Lemma 5] we have:

E[[VE(@)]]

A\

3E [(F(wi) — F(wr41))] | 3Ly
< T R +TZE|Q||

_ BE[(F(w) = Flwr))] | 3Ly %ZEHW —VE(w)]]

T 4

_ SE[(F(UJ1)_F(U}T+1))] +3D’7+;iEHmt_mt+mt_vF(wt)|]

20T 4 2

Applying Lemma and using Theorem with V

24/log(1/5
Zf UOEQ(N)JrlJL 7] <dlogy T 0 = #:

(min(R, [logo(N)]) + D)% +

3R 3nL 377L 12aG log, T'\/dT log(1/6)
< 2 2=
E[|VF(w )||]_2 Tt +6Gva+6nNL+ — i
3R 677L 12aGlog, T'\/dT log(1/0)
< — +6G +6nNL+ —
20T v+ 6n Vi
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1.
VNT"®

Letn =

3R+6L)VN L 120G log, T+/dT log(1/5
GR+BLIVN 6 +6Gva 5G| 12aGlog 0g(1/9)
VT aV/NT aT eV N
_ eN .
SO = o TVt 17
(3R+6L+12G)VN = 6LVTlog, T dlog(1/6)+ 6GVeN
VT eNVN (dlog(1/6))1/4\/Tlog, T

4 6G log, T'\/d log(1/6)
eN

E[IVE@)[] <

E[[VF@@)I] <

2
Since « > +, then the largest 7 < ——<N- .
= N & ~ log, T/dlog(1/5)

(3R + 6Ly/log, T'log(1/5) + 12G+/log, T log(1/8)1/*)d"/4 N 3L(dlog(1/4))Y/*\/log, T L 656G

E[[VE@@)] <

VN WA N
n 6G log, T'\/dlog(1/0)
eN
- [ di/4 1
<O —+——=
o (\/ eN W)
O

E Proof of section 4]

E.1 Privacy

Theorem 8. (Privacy guarantee) Suppose o > 1/N and f is G-Lipschitz and L-smooth. Then

Algorithmis (2,32/20?) Renyi differentially private for all z. With o > 47”05(1/6), Algorithm@is
(e,0)-DP

Proof. To show the privacy guarantee, we will show that the releasing all of the F[S 2 F[ﬁ 2 Fr

[y,2]
is private. To see this, observe that the intervals [y, z] correspond to nodes of a binary tree with at
least T leaves: [y, z] is the node whose descendents are the leaves y, . . . , z, so that we are essentially

analyzing a standard tree-based aggregation mechanism.

To start, let us re-define the queries:

b
F[(Clib] (xl, [ ,xN) = Z(l — O{)b_tvf(wqt]\/'7 xﬂ'gf)

t=a
b

F[ﬁ,b] (1,...,2n) = Z(l - a)bit(vf(w%viwgz) - vf(w(Qt_l)N’ :Ew?:))

t=a
b

F[fz,b] (xlv s ’xN) = Z(l - a)b_t(vf(wtvxwﬁi) - vf(thviﬂ-ﬁz))

t=a
First, we will compute the sensitivity of Fﬁ b] by the exact same analysis as in Theorem@ we have
that F[fi ] has sensitivity

[b—al/N1-1 4
26 Y. (1-aYV<4G

=0

where the last inequality uses Proposition in conjunction with the assumption o > ﬁ
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Then, for the sensitivity of F[f L observe that
IV f(wg, N, Trs) =V f (W, N, Tz )| <N L
Thus, by essentially the same argument used to bound the sensitivity of F[f b F[ﬁ b has sensitivity at

most 2nN L.
Finally, for the sensitivity of F[Z o

||vf(wt7x7r?,‘) - vf(w%Nax-rr?,:)” < 77NL

Thus, F[Z,b] also has sensitivity 2n/N L.

Next, observe that for any index ¢ € [1, N], x; can influence at most 1 4 [log,(2N)| < 3log,(N)
intervals [a, b] corresponding to nodes in the tree such that b < 2N. Thus, by adding Gaussian noise

with standard deviation /V<anyodg to F[ib] and \/V<anoda to F[ﬁb] for any [a,b] C [1,2N]
yields a set of estimates that are (z, z/202) Renyi-differentially private for all z.

Now we turn to intervals that are not subsets of [1, 2N]. For these, notice that again by same analysis
used to prove Theorem [ we have that the number of nodes any index ¢ can influence is at most:

[og, (T)] T

T
2 Lylsagen®)
j=|logz(N)+1]

21

([logz(N)] +1)

Thus, by adding Gaussian noise with standard deviation v/V=an0dg or v/Vaanoda to F[ib], or
F [ib]’ we obtain (z,z/20?) Renyi-differential privacy. Finally, by adding noise with standard
deviation \/V< oy 06, to F[z b We also obtain (z, z/20%)—RDP. Therefore, overall the mechanism
is (z,32/20%)—RDP.

For the (¢,§)-DP guarantee, notice that (z,3z/202)-RDP implies (¢, d)-DP with ¢ = 3/202 +
24/31log(1/6)/202 for all §. Thus, any when § > exp(—¢), any o satisfying

_ 4/log(1/9)

- €

will suffice to achieve the desired privacy.

O
E.2 Utility
First, let us prove a bound on E[||; — m¢||] by bounding the variance of all of the added noises.
Lemma 7. Suppose o > % and v < L, using the update ofAlgorithmE] we have:
. 192Galog, T'\/dlog(1/6 128(G + 2L)ar/ndT log(1/6) logs T
N 16nLalog, T+/3dT N log(1/6)
€

Proof. First, observe that since « > 1/N, by Proposition we have:

iu —a)N < v 2 (7)

pard ~ 1—exp(-1) —
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Now, we define some notation. Let For any iteration t, let t = ¢; N + r;. For any interval [a, b], set
b
F[fib] (x1,...,2N) = Z(l — Oz)b_tVf(wq,t]\;7 xﬂgz)
t=a
b
F[ﬁb] (1,...,2N) = Z(l — )"V f(wg, N, Trat) = Vf(wig,—1)N, Trat))
t=a
b

F[Z,b] (T1,...,2N) = Z(l - O‘)bit(vf(wtvxw?.;’) - vf(thviﬂﬁz))

t=a
We will use the notation F7, to indicate [} (w1, ..., x) for brevity. Then:
= b—z G
Glas) = > (1— )2 FS
[y,2]€COMPOSE(a,b)
b—z A
A[a,b] = Z (1-a) F[y)z]

[y,2]€COMPOSE(a,b)

Tlab] = Z (1- a)b_ZF[z’z]

[y,2]€COMPOSE(a,b)

Observe that with this definition, if m; is the momentum value defined recursively as m;1
(1= a)my + aV f(w, xra: ), we have:

t
me = aZ(l - oz)t_in(wi,a:Trgf)

i=1

faz o)t ’Vf(w%N,m & +az (1—a)~ ’(Vf(wz,x g;)fo(wqiN,xﬁgz))

i=1
= aG[l,t] + QT 4]
From Lemma([T7] we know that:
q—1
oGy =1-a)"""aGy, )+ Z(l —a)Ni(1 - ’y)q_(”l)aG[TH’HN]
i=0
- 1—1 ) .
+ Z Z (1 =)V (1= MNAp—in41,t—(—1)N] F YC—iN+1,t—(i—1)N])
=1 \j=0

3
Now we can compute the accuracy of the estimate aG[1 4 using da, 0a, Or, V<on = 3logy N,
Vion = 4log, N . Let us analyze the noise added to aG [1,4] term by term.

First term, (1 — )" oG ,:

(1- a)T_TaCAv’[M] =(1-a)"a Z (1-— a)T_ZF[iZ] +(1-a)"a Z (1- a)r—zqu’z]
ly,2]ECOMPOSE(1,r) [y,2]€COMPOSE(1,r)
=(1- a)TﬁlaG[l:r] +(1- a)T*Ta Z (1—-a)™™ ZCy 2

ly,2]ECOMPOSE(1,r)

where C[Cy; 2 ™ N(0,620%V) with V<on = 3log, N. Now, by Proposition there are at most

2(1 + log, ) < 4log,(N) intervals in COMPOSE(1, r). Thus, the variance of the noise added to
the first term is:

VAR; < 2(1 —a)T7"(1 + logy (1)) a?640%V
<12(1 — )T "a?640% logs N
< 12026% 0% logs N
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Second term, >/~ (1 — a)Ni(1 — 1)~ DaG 1 o n:

q—1 q—1
(1—a)Vi(1 - 7)q7(2+1)aG[r+l,r+N] - Z(l —a)Ni(1 — )1 li+D) Z (F[ch,z] + C[iz])
i=0 i=0 ly,2] ECOMPOSE(r+1,r+N)

Since there are at most 4 log, N terms in COMPOSE(1, V), the variance of the noise added to the
second term is:

VAR, < 42 2Nz _ 7)2qu(z'+1) log, Noch%anSzN

4 10g2 Na26é02VS2N
T (I—exp(-1))?
12026202 logs N
(1 —exp(—1))?
where the second inequality comes from Proposition[T4]

Third term, o 7"} (Z;;}J(l -7 (1 - a)(i_l_j)N) YGT—iN+1,T—(i~1)N]*

q—1 1—1
Z Y (1 — @)=1=IN aYGT—iN4+1,T—(i—1)N]
=1 \j=0
qg—1 1—1 . ]
— Z Z (1 _ a)(z—l—])N avy Z (1 Oé)T (i—1)N— Z(FG +C[y Z])
i=1 \j=0 ly,2]€COMPOSE(T —iN+1,T—(i—1)N)

where (& | ~ N(0,0202Vson) where Voon = 4L log, N. There are at still at most 4 log, (N
[4,2] G N 1082 &2

terms in COMPOSE(T — iN + 1,T — (i — 1)N), so Using Corollary 15} the variance of the noise
added to the third term is:

2(1 1)
VAR3<4Z l—eXp e a?y%logy N6Z02 Voo

16'yoz2 log2 No6Z.o*T
(1 —exp(—1))2N
16’ya25é02Tlog§ N
(1 —exp(—1))2N

Fourth Term, >/~ | (Z;;E(l -7 (1 - a)(iflfj)N> (1 =Y)Ar—iny1,7-(i-1)N]?

Similar to the third term, we have:

q—1 [i—-1
Z(l — )7 (1 =) IV ) (1= V) Ar_ing1,m— - 1) N
i=1 \ j=0
qg—1 [i-1 ] . )
— Z(l_,y)J<1_a)(z—l—])N a(l—’y) Z (1 )T (i—1)N— Z(A[yz +<yz])
i=1 \j=0 [y,2]€ECOMPOSE(T—iN+1,T—(i—1)N)

Thus the variance of the noise added to the fourth term is:

V. < 4q_1 s (1—9)*
R DL e
1602 logy N63 02T
= IN(1 - exp(—1))2
160263 0T log2a N
= IN(1 — exp(—1))?

logy N6&0?Vaon
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Now let us analyze ar(; 4 to see how much noise we need to add to make it private. We have:
afy = arpy + o > $fy.2)
ly,z] ECOMPOSE(1,t)
where (. 1 ~ N(0,070°V>2x). There are at most 3log, 7' in COMPOSE(L, ¢), thus the variance
of the noise added is:
VAR5 = 3log, Ta?620°Vaon

Plugin Vaon = 4% log, N, 6" = 2nNL

- 48T a*n?N2L20? logs T

- N
Now combining VAR1, VAR, VAR3, VAR4, VAR5 we have the total variance of the Gaussian noise
added to my; is:

12a26%02 logg N 16va?6%0°T logg N  16a%530°T logg N
(1 —exp(—1))2 (1 —exp(—1))2N (1 —exp(—1))2yN
N 48Ta*n?N2L?*0?logs T

N

VAR < 120425%;02 logg N +

256G2a%02logs N 256G2ya?0Tlogi N 1024n2N2L2a?02T logs N

= 256G2020? log2 N
oo N )2 T 1 exp(C1)2N (1= exp(~1)*7N
48T a2 N2L%02 log2 T
T N

Since the added noise is a Gaussian vector:

E[lle — mul]]

< Vdv/VAR

< Vd x (16Go¢alog2 N+

16Gao logy N N 16Ga,/A0V/T logy N N 32nN Lao/Tlogy N N 4nN Lao log, TV/3T
1 —exp(—1) (1 —exp(—=1))VN (1 —exp(=1))vV7N VN

32G VTlog, T 4nN VT1 4nN 1 vV
< Vi x 48Gaclog, T + a/yo 0g5 64nN Laov T log, T NN Lao logy TV 3T
VN VN VN
Sety =nN:
4nN Lao logy TV 3T
E[[[rie — my||]] < Vd x <48Gaalog2T—|— 32Gaoc+/nT log, T + 64Laoc~/nT log, T + il ai/%gg )

44/log(1/96)

< 192Galog, T'\/dlog(1/6) N 128(G + 2L)ay/ndT log(1/6) logy T N 16nLalogy T/3dT N log(1/9)
o € € €

Setting 0 =

O

and F (w1 ) is bounded by R. Then Algorithm2\with~y = nN,n = \/JI\TT o= T]\;ZT/EE T = NP

Theorem 9. (Utility guarantee) Assuming fﬁu, x) is G-Lipschitz, L-smooth for all w € R, x € X,

/ ’
T73/4/d ~ . . . o
€ < “Nara o and W that is picked uniformly at random from wy, ..., w guarantees:
SR+24K(G+2L) +12L)d"3  6G  36GKvVd 9KLVd
BV @) < GEFHEE LI T BIAT | 5G| SOKVE | 9KLVe
(eN)2/3 VN eN eN

o /3 1

< e T
<0 (e + w)
where K = 161og, T log(1/9).
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Proof. From Lemma(7} we have:

< 192Galog, T'\/dlog(1/0) N 128(G + 2L)ay/ndT log(1/6) log, T

Elllne — mll < 6
n 16nLalogy T'\/3dT N log(1/9)

Now use Lemma.land let K = 161og, T'log(1/6):

3nL
F
E[[|[VF (@ )HLQT 4
T
32<2Gf+2nNL 0L 12KGaﬁ+8K(G+2L)aW+KanL\/3dTN>
T c . c
L L Kovd 24K 2L T 3KonLv3dTN
§ﬁ+3n +6Gf+6nNL+3” 36G af+ (G + 2L)o/nd | 3KanLy3d
2nT 4 € €
L Kovd 24K 2L dT  3KanL\/3dTN
SL]; 6Gf+6nNL+6" 360€af+ (G+6 Yav/n L3 047763
_ 1 .
Setn—m.
SR+ 6L)VN 6L 36GKavd = 24K(G +2L)aTY*/d = 3KalLv/3d
H“717( H] f; (2 ) + + 6(;\/Qi + (X\/r7 + ( + )(Y \/f’ + (0% \/447
VT aV/NT € eN1/4 P
3R+ 6L)VN K 4 T1/4 K
§(2 + )er 6L oava 39C a\/ﬁ+2K(G+2L)a \f 9KaL\d
VT aVvVNT € eN1/4 €
3/46.
Seta = TJ;[/4\/E'
E[[VF(@)[] < (3R+24K(G+2L) +6L)VN 6LTY*/d 6GN38/c 36GKN3* 9KN3L

\/T + eNb/4 T3/8d1/4 T3/4 + T3/4

NT7/3¢4/3
dz/3

(3R+24K(G+2L) + 12L)d"/?  6G N 36GK\Vd N 9K L\Vd
(eN)2/3 VN eN eN

Because we must have oo > %, the largest value of T' =

E[VF@)]] <
- qi/3 1
=0 <<eN>2/3 * fzv>

F Technical Lemmas
Lemma 5. [Essentially Lemma 2 [|Cutkosky and Mehta| [2020]] Define:
ét = 7?lt - ‘7}7(1Ut)

Suppose wy, ..., wr is a sequence of iterates defined by w41 = wy — n% for some arbitrary
sequence M1, ..., mr. Pick W uniformly at random from wy, ..., wr. Then:

T
T R W ]

Proof. From smoothness:

L
F(we1) < Fwe) +(VE(we), w1 — we) + 5 fJwer — wy|”

= F(w;) +n <VF(wt) HmZH > + LTWQ
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Let’s analyze the inner-product term via some case-work: Suppose [|&]| < 1|[VF(w,)||. Then
HIVF(wy)|| < |[VF(wy) + & < 3||VF(wy)]| so that:
Th VF(wt) + €t
< " e HIVE(wr) + &
—IVE@)I? | IVE(wo)lléll
T VE(we) + &l [[VE(we) + &

2 R
~ZIVEG)l + 2l

IN

On the other hand, if [|&;| > 3|V F (w;)]|,

~(vr), ) <0

2 2
—SIVF @)l + S IVF (o)

N

IN

2 4.
—SIVF ()l + 5l

So either way, we have — <VF(wt) T > < —2||VF(wy)|| +2[|é;|| Now sum over t and rearrange
to get:

T
1 3(F(w1) — Fwr4)) 3L77
— <
T ;:1 IVE(w)| < T + = E €l

Take expectation of both sides:

1 T
ZE Y IVF(w)]
t=1

Pick @ uniformly at random from wy, ..., wr. Then:

E[(F(w1) ~ Flwrs)] | n 3«
ot 1 fg e

B(|vF()) < B Feral], 30, 3 ZE el

Proposition 13. Ler o € (0, 1] and N be an arbitrary positive integer. Then:

1 _aVie b e L
;(1 )= 1 —exp(-1) <1’ aN>
Proof.
Sa-a)Vi=3 (1-a))
i=0 i=0

using the identity 1 — z < exp(—zx):

s

<Y (exp(—aN))’
=0
Now, if N < 1, then we use the identity exp(—z) < 1 — 2(1 — exp(—1)) forall € [0, 1]:
S (1 -a)¥ <3 [1 - (1 exp(~1)aN]
=0 =0

1
~ aN(1 —exp(—1))
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On the other hand, if N > 1, then we have:

Y 1-a)¥ < (exp(-aN))’
i=0 i=0
<> exp(—i)
i=0
1
1 —exp(—1)
Putting the two cases together yields the desired result. O

Proposition 14. Ler v € (0, 1] % In (ﬁ) < a < 1 and let N be an arbitrary positive integer.

Then:
o0
. ) 1 1
(1-9) " (1-a)V' < —————max | 1,
; 1 —exp(—1) aN —In (%)

In particular, if v < 1/2 and %ﬂm) <a:

7 [ 1
;(1 - ’Y) (1 - a)N < 1 — exp(—l)
Proof.
S-y) - =3 (- a))
i=0 1=0

using the identity 1 — 2 < exp(—x):

<Y (1 =) (exp(—aN))’

=0

“S [ (oo ()]

Now, as in the proof of Proposition we consider two cases. First, if 0 < a/N — In ( ﬁ) <1,

then since exp(—z) <1 — (1 — exp(—1))z for all = € [0, 1], we have:

ii_.;(l —9)(1—a)V' < 2 [1 — (1 —exp(~1)) (aN —In (1_17»]

1
(1 —exp(-1)) (aN —In (ﬁ))

<

Alternatively, if aN — In (1) > 1,

o0 oo

DA <Y exp(—i)

i=0 i=0
< 1
~ 1—exp(-1)
Putting the two cases together provides the first statement in the Proposition.

_1
1—y

1+In(2) <

For the second statement, observe that since In ( ) is increasing in -y, we have ——;

«
implies 1 + In (ﬁ) < N, from which the result follows. O
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Corollary 15. Suppose v € (0,1] and 1 > o > % In (ﬁ) Then:

i—1 .
. ) . 1 —~)—1 1
Z(l — ) (1 — )1V < kel max | 1,
=0 1 —exp(-1) aN —In <i>
1—y
Proof.
i—1 ' ‘ _ il o ‘ _
S =P (1= @) IN = (1= )it Y1 = P (1 )N
§=0 §=0
) (oo}
<S@A=7)"D) 1=y - )
k=0
now apply Proposition [T4}
1—)it 1
N Clule) SN T S
1 —exp(—1) aN —1n (L)
1=y

O

Proposition 16. Ler v € (0, 1) and s be any integer. Suppose brbr_1 . .. b is the binary expansion

of s, so that s = ZZO ;2. Then:

R » R

Z bi,YQ(s mod 2%) < 14+ 272’
i=1

1=0

Proof. Define F(s) = Zf;o biv2(s mod 2) \where b, is the ith bit of the binary expansion of s. Then

we will show first:

R R
F <Z2i> <1+ 4%
=0 =1

and then for all s < 27+1,
R
F ( ')

which together proves the Proposition.

For the first claim, we have:

R
> 2" mod 2/ =27/ —lforallj < R+1

=0

R

so that:
r (zR: 21) _ 272(2'21)
i= i=0 .
=1+ 272(2121)
121 |
<14 4%
i=1

Now, for the second claim, suppose that s # Zf;o 2'. That is, there is some j such that b,
Equivalently, we can write s = A 4+ B such that A < 2/ and B = 0 mod 2/*! for some j
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Then define s’ = A + B/2. Let I . .. b, be the binary expansion of s’. Then we have b = b; for
i < jand b; = b; 41 fori > j. Further, fori < j, s mod 2 = A mod 2° = ' mod 2¢, and for
i>7j,s mod 2t = A+ (B mod 2*1) > A+ (B/2 mod 2%). Thus, we have:

R

R
F(S) _ Zbi'YQ(s mod 2%) < Zb;'72(8/ mod 2°) _ F(SI)
=0 =0

By repeating this argument, we see that if s has n non-zero bits in the binary expansion, F(s) <
F(2™ — 1). Finally, notice that adding higher-order bits to the binary expansion can only increase F,
so that F(2" — 1) < F(28+1 — 1) and so we are done.

O

Lemma 17. Let T = qN + r where q € Z is the quotient and v € [0, N — 1] is the remainder when
dividing T by N. Then:

Ju

G[l,T] =(1- Oz)T_TG[LT] + (1- Oz)Ni(l — ’y)q_(i+1)G[r+1’T+N]

Q

i=0
q—1 1—1 . ) .

+ Z(l — 7)Y (1 — )TN (1= MNAT—int1,7-(-1)N] T VG [T —iN+1,7— - 1)N])
i=1 \j=0

Proof. For any iteration t, let t = ¢; /N + r,. We re-define:

b
FGy=> (- @)’ "'V f(wg, N, @)
_b .
Fioy=> (1= )" (Vf(wgn,2%) = VI((wig—1nz))

and:
b—z G
Glap) = > (1— ) FS
[y,2]€COMPOSE(a,b)
b—z A
N D I

[y,2]€COMPOSE(a,b)

Interpreting Zi’:a as 0 whenever b < a, we see that statement of the Lemma is immediate for 7' < N,
as ¢ = 0, 7 = T and all sums are zero. Next, a little calculation reveals the following identity:

Gur =01—a)"Gur-n + Gr—ni1,1) 9
which implies the Lemma for ¢ = 1 (since T'— N =r).
Further, we have:
Gir-n+1,1) = (1 =YAr-~Nt1,1) +VGr-~N41,1) + (1 = V)Gr_ant1,7-N]

Putting these together yields:
G =1~ a)NG[l,T—N] + (1 =YAr—ny1,1 VG r—~Ns1,1 + (1 =7)Gr—an+1,7-N]

= (1= a)*NGuran + (1= ) NGrrani17-n + (1= NAT_N11,7) + VG- N+1,7]

+ (1 =79)Gr—an+1,7-N]
=(1- a)zN(G[LszN] +((1-a)N+(1- MNGir—any17-N + (1 = VNAr-_Ny1,7 + VG -N117)

which is exactly the statement of the Lemma for ¢ = 2 (since in this case 7' — 2N = r).
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Now, we proceed by induction on ¢: Suppose the statement holds for (¢ — 1) N + r. That is, suppose

[\v]

G[I,TfN] =(1- Oé)T_N_TG[l,r] + (1- Oé)iN(l - ’Y)q_(i+1)G[r+1,r+N]

Q

1=0
q—2 [i—1 ' ‘ _
+ Z(l — )7 (1 — a)mt=IN (=) Ar—+1yN+1,7—in] + VG [T (i4+1)N+1,7—iN])
i=1 \ j=0

Then, we observe the following identity if ¢ < ¢:

G[TfiNJrl,Tf(ifl)N] =(1- ’Y)A[TfiNJrl,Tf(ifl)N] + WG[T7¢N+1,T7(¢71)N] +(1 - ’V)G[Tf(iJrl)NJrl,TfiN]

From this we can conclude:

Grr—int1,7—-1)n] = (1= N Grr—gn+1,7—(q-1)N)]
q—i—1
+ (1 =) (1 =) Ar—Gti)N+1,7—(+i-1)N] + VG [T = (i) N+1,T— (j+i—1)N])
=0

Now, put this together with (9):

Gur=0-a)"Gur_n+ 1 ="' Crr_gni1,7—(g-1)N]

V)

q

> =91 =NAr—sn)N+1.7—jN] + VG- (j+1)N+1,7—jN])
0

Jj=

using the definition of ¢, 7:

= (1 e NG[LT_N] + (1 - ’Y)qilG[r+1,r+N]

-2

+) (1 —7)((1— NAT—(G+1)N+1,7—jN] T VG [T = (j+1)N+1,7—jN])
j:

Q

(e}

using the induction hypothesis:

q—2

—(1- O[)Ter[LT] + Z(l _ a)(i+1)N(1 _ 7)"7(”2)G[7-+1,7»+N]

=0

q—2 1—1
+ Z(l — Y (1 —a)=IN (=) Ar—+1yN+1,7—in] +F VG [T—(i41)N+1,7—iN])
i=1 \ j=0
+ (1 - V)q_lG[r—Q—l,r—i-N]
q—2
+ > (=) (1 =)Ar—GriyN+1,7—iN] + VG r—(G+1)N+1,7—5N])
i=0

reindexing and combining the third line with the sum on the first line:

qg—1
=(1-a)""CGpa+ Z(l —a) N (1 =) IG
i=0
Q72 izl . . .
+ Z Z(l —7)’(1— a)(l_])N ((1 - V)A[T—(i+1)N+1,T—¢N] + ’VG[T—(1'+1)N+1,T—1'N])
i=1 \j=0
q—2

> 1= ((1=NAg—an)N+1.7—jN] + VG T —(j+1)N+1,7—jN])

<.
I
o
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reindexing:

—

=(1- a)T_TG[M] + (1- a)iN(l — W)Q_(i+1)G[T+17T+N]

Q

i=0
q—1 [i—-2
+ Z(l — )7 (1 = a)7t=IN (1= NAT—int1,7-(i—1)N] T VG [T —iN+1,7—(-1)N])
i=2 \j=0
q—2
+ > (1= ((1 = v)Ar—+1)N+1.7—N] + VG [T (j+1)N+1,7—jN])
=0
q—1
=(1- oz)Tf’”G[LT] +) 1-a)?1- 7)q7(1+1)G[T+17T+N]
i=0
a-! iz2 . . .
+ Z Z(l =) (1= ) IV (1= ) A _inirr— - 1yN) F VG —iN 17— (- 1)N])
i=2 \ j=0

—

Y 1=9)""HA = NAg—iNt1,7-(i-1)N] + VG [T —iN+1,7—(i-1)N])
1

Q

.
Il

q—1
= (1 — OZ)TirG[LT] + (1 — OZ)ZN(l — 7)q7(z+1)G[r+17r+N]
i=0
qil izl . . .
+ Z(l — ) (1 —a)imt=N (A=) Ar—int1,7-—1)N] + VG T—iN+1,7—(-1)N])
i=2 \ j=0
which establishes the claim. O

Proposition 18. [Essentially|Daniely et al.|[2015], Lemma 5] The output of S of COMPOSE(a, b)
satisfies |S| < 2(1+ |logy(b—a+1)]). In the special case that a = 1, |S| < 14 1og,(b). Moreover,
each element of COMPOSE (a, b) is an interval of the form [q2* + 1, (¢ + 1)2%] for some q,k € N,
the intervals in S are disjoint, and |a,b] = U, ,jes(®, yl.
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