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Abstract

Federated Reinforcement Learning (FRL) extends federated learning to sequential decision-
making, enabling multiple clients to collaboratively train a global policy without sharing
raw trajectories. While this setting is promising for privacy-sensitive domains such as au-
tonomous systems and IoT control, it introduces critical attack surfaces: adversaries can
corrupt policy gradients, and adaptive attackers that reshuffle targets and prioritize high-
impact clients render static defenses brittle. Defenses in FRL operate at two complementary
layers: server-side aggregation and client-level placement, but the latter remains under-
formalized despite directly shaping attacker incentives. We propose FRL-CDPS (Client-
Level Defense Placement for Adversarially Robust Federated Reinforcement Learning: A
Stackelberg Approach), which models budget-constrained client-level defense placement as a
Stackelberg game: the defender commits to a protection strategy while a rational Bayesian
attacker best-responds under imperfect reconnaissance, maintaining posterior beliefs over
each client’s defense status. The framework captures partial observability and probabilistic
defense effectiveness, faithfully reflecting real-world conditions where defenses are imperfect
and adversaries operate under uncertainty. Despite NP-hardness of the defender’s bilevel
problem, we provide tractable solvers, namely exact feasible-set search for small systems
and candidate-based Monte Carlo search for larger ones, with a %—approximation guarantee
for the attacker oracle. Experiments on CartPole-vl and HalfCheetah-v2 across seven ab-
lation dimensions show that FRL-CDPS consistently outperforms heuristic client-selection
baselines (random, UCB, Thompson sampling) and composes effectively with server-side
defenses (FLTG, FedGreed), demonstrating that Stackelberg planning provides a principled
and practical advantage for client-level defense in FRL.

1 Introduction

Reinforcement learning (RL) has achieved remarkable results across domains such as gaming, robotics, and
healthcare (IMmih-ef all, 2015; Silver et all, 2O16; L, POUT7), yet real-world deployment is routinely constrained
by sample efficiency: a single agent often lacks sufficient trajectories to learn a high-quality policy. Federated
learning (FL) addresses this by enabling collaborative model training across many participants without
exchanging raw data (McMahan ef all, POT7; Koneény et all, PUI6; Sheller_ef—all, P020; Li_efall, 2OTY).
Federated Reinforcement Learning (FRL) lifts this paradigm to sequential decision-making (Qi et all, 2022),
allowing geographically distributed agents, such as autonomous vehicles, industrial robots, or mobile devices,
to jointly refine a global policy while keeping sensitive trajectory data local. This combination of sample
efficiency and privacy is essential in large-scale applications including autonomous driving, IoT control,
personalization, and network resource management (Yang et all, 2009; Qi et all, 2022; Fang et all, P025;
Jiang et all, 2025).

Despite its promise, FRL exposes a critical and underexplored attack surface. Unlike supervised FL, where
poisoning typically targets data labels or model weights (Bagdasarvan et all, 2020; Xie et all, 2020), FRL
adversaries can manipulate policy gradients directly. Because gradients steer the global policy update at
every round, even moderate corruptions can cascade through the aggregation step and severely destabilize
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are not merely theoretical: an adversary controlling a small fraction of clients can craft gradient perturbations
that exploit the temporal structure of RL training, causing persistent and compounding policy degradation
(Ma“efall, P023). Sophisticated multi-round attacks that enforce consistency across malicious clients can
break many state-of-the-art server-side defenses simultaneously (Kie_ef all, P0I25).

What makes FRL particularly challenging to defend is the adaptive nature of realistic adversaries. A static
attacker who targets a fixed set of clients is, in practice, the easiest threat to handle. In real deployments,
adversaries continuously re-optimize their strategy: reallocating attack budgets across rounds, periodically
reassigning which clients to poison, and concentrating resources on high-value targets whose compromise
inflicts the greatest harm to the global policy (Qi et all, 2022; Kumar et all, 2020; Han ef_all, 2021). This
adaptive, temporal behavior exploits the sequential nature of FRL training and renders conventional defenses,
which assume a fixed threat model, progressively less effective as training continues ([Yang et all, P0TY). At
the same time, the defender must respond to evolving attacker behavior under a limited protection budget,
giving rise to a cyclic strategic interaction that neither pure heuristics nor static optimization can faithfully
capture.

Existing defenses in FRL and FL operate at two complementary but largely independent layers. Server-side
aggregation defenses, such as coordinate-wise median (Yin_ef all, 2UIR), Krum (Blanchard et all, 20I7),
FLTG (Wen et all, 2075), and FedGreed (Kritharakis ef all, 2025), filter or downweight suspicious gradient
updates before aggregation. These methods have been refined extensively and offer meaningful robustness
against certain attack patterns (Allonah ef"all, 2024; Fang et all, 202d). Client-level placement defenses
determine which clients to enroll in each round, and have been approached using bandit heuristics such as
UCB and Thompson sampling (Deressa"& Hasan, 2024). However, these two layers have been studied in
isolation. Server-side filters do not determine which clients to protect in the first place, and client-selection
heuristics are purely reactive: they learn from past observations rather than anticipating how their selection
will shape the attacker’s incentives. Critically, no existing framework treats client-level defense placement
as a strategic commitment problem under a budget, despite the fact that which clients are defended is the
single most direct lever a defender has over the attacker’s targeting decisions.

This gap motivates a game-theoretic formulation. The interaction between defender and attacker is inherently
asymmetric and sequential: the defender, as leader, must commit to a client-level protection strategy before
the attacker observes it and responds optimally. This structure is precisely the Stackelberg game model,
which has been foundational in physical security domains (Conitzer & Sandholm, 2006; Tambd, 2001) and
is now gaining traction in federated learning security (Li—ef—all, 2024H). However, existing Stackelberg
approaches in FL focus on reweighting aggregation or incentive design (Li_ef_all, P024B; Javaherian_ef all,
P025), not on the budget-constrained placement of client-level protections in FRL. Moreover, they do not
model the FRL-specific structure: per-client defense and attack costs, gradient-noise injection attacks, partial
reconnaissance of defense status by the attacker, and probabilistic defense effectiveness. Filling this gap
requires a purpose-built framework that brings Stackelberg planning directly to the client-level placement
problem in FRL.

To address this, we propose FRL-CDPS (Client-Level Defense Placement for Adversarially Robust
Federated Reinforcement Learning: A Stackelberg Approach), a framework that models client-level de-
fense allocation as a budget-constrained Stackelberg game. The defender, acting as leader, commits to a
protection strategy: a deterministic set of clients to defend, subject to a total defense budget. The attacker,
acting as follower, observes this commitment only through noisy reconnaissance and selects which clients
to poison under its own budget, best-responding under imperfect information. The framework explicitly
accounts for partial observability, where the attacker receives only noisy signals of the defender’s actions,
and for probabilistic defense effectiveness, where a defended client can still be compromised with reduced
probability. This captures the realistic setting where neither perfect monitoring nor guaranteed protection
is available. We establish the theoretical foundations of the game, provide tractable solvers, and design
FRL-CDPS as a modular layer that is orthogonal to and composable with existing server-side aggregation
defenses.

Our contributions are as follows:
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e To our knowledge, FRL-CDPS is the first framework that explicitly models client-level defense
placement in FRL as a budget-constrained Stackelberg game, where the defender commits to a
protection strategy and a rational Bayesian attacker best-responds under imperfect reconnaissance.

o We establish the theoretical foundations of the game: existence of Stackelberg equilibria (Lemma ),
the leader’s commitment advantage over simultaneous-move Nash (Claim M), reduction of the at-
tacker’s best response to a 0/1 knapsack (Lemma B), NP-hardness of the defender’s bilevel problem
(Claim B), and a %—approximation guarantee for the attacker oracle (Claim B).

« We provide practical solvers, exact feasible-set search for small systems (K < 15) and a candidate-
based Monte Carlo search for larger ones, designed as a modular layer orthogonal to and composable
with existing server-side aggregation defenses.

e We evaluate FRL-CDPS on CartPole-vl and HalfCheetah-v2 across seven ablation dimensions
(reshuffle frequency, attack style, budget regime, number of clients, attack intensity, observation
accuracy, and attack regime), consistently outperforming client-selection heuristics (random, UCB,
Thompson sampling) and server-side baselines (FLTG, FedGreed) under adaptive multi-client at-
tacks.

2 Related Work

Server-side aggregation defenses. A major line of FL security research studies robustness at the server
aggregation layer. FLTG (Wen ef all, PO25) is an angle-based Byzantine-robust aggregation method designed
for non-I1D federated learning: it combines a trusted or dynamically selected reference update, ReLU-clipped
cosine-similarity filtering, norm alignment, and non-IID-aware weighting to suppress malicious or highly
misaligned clients. FedGreed (Kritharakis ef all, P028) is a loss-based Byzantine-robust aggregation method:
the server evaluates client updates on a trusted reference dataset, ranks clients by that loss, and greedily
retains a low-loss subset for aggregation. Other representative methods include Krum (Blanchard et all,
2017) and coordinate-wise median (Yin“ef all, POIR), which filter statistical outliers among client updates.
While effective against certain static attack patterns, these approaches do not optimize which clients to
protect, leaving the client-level placement problem unaddressed. We use FLTG and FedGreed as server-
side baselines since they represent complementary filtering philosophies (trust-score reweighting vs. greedy
trusted-subset selection) and compose cleanly with our client-level defense layer.

Client-level selection heuristics. A parallel line of work addresses which clients to involve in each round.
UCB-style selection policies (Khajehali et all, 2025; Waret et all, 2025) and Thompson-sampling variants
(Deressa &z Hasan, D024) treat client participation as a bandit problem, maximizing utility based on past
observations. These approaches are adaptive but reactive: they learn from observed outcomes rather than
anticipating the attacker’s response to the defender’s commitment. They also lack budget constraints tied
to per-client defense costs and carry no formal guarantee under adversarial non-stationarity. We adapt UCB
and Thompson sampling to our setting under a shared budgeted defense interface, so that comparisons
directly isolate the effect of Stackelberg planning versus bandit heuristics.

FRL threat modeling and game-theoretic planning. Recent work documents adversarial fragility in
FRL pipelines (Huang et all, 2021), and game-theoretic approaches have been applied to FL incentive design
(Mia ef all) 2023; Lief all, 20244; Hu et all, 2024; Zhang et all, 2022). Stackelberg commitment models are
well-studied in physical security games (Conifzer & Sandholnl, 2006; També, 20011; von Stengel & Zamil,
o0i0), where a defender deploys limited resources against a best-responding adversary. However, these
classical formulations assume a fixed, fully-specified defender resource set and do not model the FRL-specific
structure: budget-constrained client-level protection, gradient-noise injection attacks, partial reconnaissance
of defense status, and non-stationary client costs. FRL-CDPS instantiates Stackelberg planning directly in

this setting with explicit attacker best-response oracles and formal complexity results.

Positioning. Table M summarizes our scope: server aggregation and client-level placement are complemen-
tary control layers, and FRL-CDPS contributes a strategic planning formulation for the client-level layer.
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Table 1: Scope comparison across defense families. Client-Set Opt.: explicitly selects which clients to protect
each round. Joint Atk+Defense: formulates attacker and defender as coupled strategic agents. FRL-CDPS
is the only method satisfying both criteria.

Client-Set  Joint Atk-+

Family Representative Methods Opt. Defense

Server aggregation FLTG (Wen et _all, p02H), FedGreed No No
(Krifharakis_ef all, 2025)

Client heuristics Random, UCB (Khajehali et all, 2025; Yes No
Waref_ef_all, P025), Thompson Sampling
(Deressa &7 Hasan, 2024)

FRL-CDPS (ours) Stackelberg game-based client-level place- Yes Yes

ment

3 Background

We study a synchronous cross-client federated reinforcement learning (FRL) setup where multiple clients
collaborate to train a shared global policy without exchanging raw trajectories (McMahan ef all, POT7;
Konecny et all, 2016; [Yang et all, 2019). Here we focus on the technical setup underlying our framework.

3.1 Federated Reinforcement Learning Setup

Formally, we consider K clients C = {1,..., K}, each interacting with a local instance of a common Markov
decision process (MDP) with shared state/action spaces and reward objective. The FRL objective is to
maximize the shared policy’s expected return

J(Trg) = ETNWG

H—-1
E Tel,
£=0

where 7 = (sg, a0, 70, --.,SH) is a trajectory of horizon H rolled out under policy 7y (here ¢ indexes within-
trajectory steps, while ¢ denotes the federated round). At round ¢, each client i collects trajectories D,
computes policy gradients, and updates local parameters 92@. For discrete-action environments (CartPole-
v1) we use REINFORCE (Williamd, 1992), and for continuous-action environments (HalfCheetah-v2) we use
a PPO-style clipped surrogate objective (Schulman ef all, PUT7) with clip parameter € = 0.2.

2017)) to form a global update direction and applies it to the shared model. This aggregation rule is fixed
throughout our framework, and our optimization variable is exclusively the client-level protection set.

In the framework described in Section B, K parallel workers each interact with independent environment
instances, perform local gradient updates, and transmit them to the server for aggregation. Adversarial
dynamics and the client-level defense-selection layer are introduced on top of this baseline system.

We model adversarial interactions as a Stackelberg security game (Tambd, 2011, Conifzer & Sandholn,
2006): the defender (leader) commits to a budget-constrained client-protection strategy first, and the attacker
(follower) best-responds given noisy reconnaissance of that commitment. Formal game definitions, utility
functions, and equilibrium characterization are given in Section M.

3.2 Threat Model

We consider a setting where a subset of clients can behave adversarially during federated RL training (Huang
et all, 2O21; [Zhang et all, 2020; (J1 et all, 2022), where the number of adversarial clients is implicitly bounded
by the attacker’s budget B4. Each client C; possesses local trajectory data D; = {(s¢, at, St41,7¢)} from its
environment interactions. All three attack types share a common high-level structure: adversarial client C;,
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when successfully compromised, corrupts the training signal before it contributes to the global update. The
attacks differ in where the corruption is injected.

(i) Gradient noise injection (post-computation; Bhagoji et all 2019): The adversarial client perturbs
computed policy gradients before aggregation:

Wy

ngvi-‘rn

(maX(Vi) - min(Vi)) &

Wref
where V; is the true gradient, n > 0 is the attack-intensity multiplier, &; has i.i.d. Uniform(—1,1) entries,
(max(V;)—min(V;)) is the gradient range that adaptively scales noise to each parameter’s natural magnitude,
w; > 0 is the damage weight, and wyer > 0 is a normalization reference. High-w; clients inject proportionally
more disruptive noise.

(ii) Action flip (at trajectory collection, pre-computation; Huang et al] 2017; Lin"ef all 20T7): The adver-
sarial client substitutes locally-sampled actions with adversarial alternatives during environment interaction:

/ .
ay = argmin mo(a | se),

selecting the action least favored by the current policy at each step. This generates a corrupted trajectory
D, whose policy gradient points away from the current policy, without requiring any access to 6 beyond the
action distribution at the current state.

(iii) Reward poisoning (at trajectory collection, pre-computation; Ma“efall 20T9): The adversarial client
negates and scales the observed rewards before local gradient computation:
Wj

Wref

rp=—n" “|rel,
causing the policy gradient to push the policy toward low-reward behaviors. The w;/wyf scaling preserves
damage-weight proportionality across attack types.

All three attacks are conditionally applied only when the attack succeeds under the defense model (probability
1 —0-x;), preserving the unified game-theoretic formulation across attack types. Throughout, 7 > 0 is the
attack-intensity multiplier, w; > 0 is the damage weight for client C;, and w,s > 0 is a normalization
reference.

Damage Weights. Federated systems naturally exhibit heterogeneity in client strategic importance: major
hospital systems contribute more valuable data than individual clinics, gateway nodes are more critical than
edge sensors, and large financial institutions have greater systemic impact than smaller participants ([Lietall,
2020; Wang et all, 2021; [Yang et all, 2009). Yet existing FL security analyses typically assume uniform client
importance (Blanchard et all, POT7; Vin_efall, 20TR). We model this heterogeneity via damage weights
w; > 0: clients with larger w; amplify attack impact through the w;/wyct scaling shared across all three
attack types, and the defender must prioritize protecting high-w; clients under budget constraints. The
damage weight w; represents the strategic importance of client 7. In practice, w; may be estimated from
factors such as data volume, policy contribution, or historical training impact, but in our framework it is
treated as an exogenous parameter known to the defender.

Adversarial objectives and capabilities. The attacker aims to degrade global policy performance by
maximizing the reduction in J(mg). It is black-box with respect to model internals (no access to 6, local
MDPs M;, or server aggregation logic), and its capability is limited to corrupting the training signal at
compromised clients via gradient noise injection, action substitution, or reward manipulation (formalized
above). Separately, the attacker does possess reconnaissance capability: it receives a noisy binary signal o;
per client indicating whether that client appears to be defended (¢ € (0, 1] is the accuracy of this signal). The
attacker acts as a rational Bayesian agent over this defense-placement signal, maintaining posterior beliefs
over each client’s defense status and best-responding accordingly. These two aspects are orthogonal: black-
box refers to the training process, while Bayesian reasoning applies only to the strategic defense-placement
game.

Attack strategy. At each federated round, the attacker re-solves its budget-constrained best-response
problem and selects a subset s4 C C of clients to compromise. Thus, the attack set is dynamic rather than
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static across training. The selection prioritizes clients with higher expected impact under current costs,
defense decisions, and observation uncertainty. The attacker may periodically reshuffle compromised clients
over rounds to maintain degradation and avoid persistent targeting patterns.

Definition 1 (Adversarial Regimes). We study four adversarial regimes that vary along two axes:

o Cardinality: Single-client (|sa| =1 at each round) vs. multi-client (|s4| > 1, bounded by attacker
budget Ba ).

o Persistence: Static (game parameters {w;, ¢4, Ca,i} are fived for all rounds) vs. reshuffling (damage
weights w;, defense costs cq;, and attack costs c,; are jointly resampled every Tieshume TOUNS,
forcing bandit-style defenses to re-learn the client landscape from scratch).

Crossing these two axes yields four regimes: (i) single-client static, (ii) single-client reshuffling, (%) multi-
client static, and (iv) multi-client reshuffling. Reshuffling models realistic non-stationarity in federated sys-
tems: client hardware profiles, network conditions, and data distributions shift over time, altering both the
cost of defending each client and the strategic value of compromising it. FRL-CDPS handles this grace-
fully by recomputing the Stackelberg solution from updated parameters, whereas bandit methods must restart
exploration after each reshuffle.

4 Framework of FRL-CDPS

FRL-CDPS models client-level defense as a two-player Stackelberg game between a server-side defender
(leader) and a budget-constrained attacker (follower), as illustrated in Figure M. We now formalize each
component.

4.1 Stackelberg FRL Game

We define Grrr, = ({D, A}, Sp,Sa,Up,U,), where D is the defender (server-side security planner) and
A the attacker (malicious entity). The defender’s action is client-level protection selection, while server
aggregation is fixed. Each client i has a defense cost ¢;; > 0 and an attack cost ¢,; > 0. The defender
chooses a protection set sp C C with budget

Z cii < Bp.

1€ESD
The attacker chooses an attack set s, C C with budget

Z Ca,i < BA~

1€sA
Let 0 = (01,...,0x) € {0,1}¥ denote the attacker’s noisy observation of the defender’s actions, where o; = 1
indicates that client ¢ appears defended.

Observation model. Given the defender’s binary allocation z € {0,1}¥ (where z; = 1 iff i € sp),
observations are generated independently per client via a symmetric binary channel:

K
P(o| x) :HP(OZ' | z;), Ploj=ax;|2z;)=q, Ploj=1—a;|2;)=1—g¢q,

i=1

where ¢ € (0,1] is the observation accuracy parameter. The channel flips the true defense status with
probability 1 — ¢ in both directions: a defended client (z; = 1) falsely appears undefended with probability
1 — ¢, and an undefended client (x; = 0) falsely appears defended with probability 1 — q.

Attack-success probability. Let 6 € [0, 1] be the defense strength. Defending client ¢ activates a validation
mechanism (e.g., gradient anomaly detection) that causes the attack to fail with probability ¢, leaving an
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\ o= {ﬂ otherwise /

( Attack Model Adversary \

Gradient Noise Injection
wi

Vi=V:+ n (max(V;) — min(V;)) &
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Figure 1: The FRL-CDPS training pipeline illustrating the budget-constrained Stackelberg game at the
client-selection layer. In each federated round, the server-side defender (leader) commits to a protection
strategy vector x € {0,1}¥ subject to a defense budget Bp. The attacker (follower) receives a mnoisy
reconnaissance signal o ~ P(-|x) indicating which clients appear defended. Acting as a rational Bayesian
agent, the attacker computes the estimated value of compromising each client and solves a 0/1 knapsack
problem to select the optimal attack set under budget B 4. During local training and global aggregation via
FedAvg, deployed defenses probabilistically reduce the success rate of the chosen attacks. The server then
updates the global policy and advances to the next training round.

undefended client always compromised. Formally, the attack-success probability given true defense status x;
is:
pi(z;)=1-10"z;.

The observation o; does not change the realized outcome, and enters only through the attacker’s selection
of which clients to attack.

Attacker’s Bayesian estimated value. Since the attacker cannot observe z; directly, it maintains a
prior mg = min(l, Bp/>. ; cd7j) € (0,1] (the fraction of total defense cost the budget can cover, clipped to
1 when the defender can afford all clients) as a uniform belief that any given client is defended. This prior
is an approximation: it ignores heterogeneity in individual defense costs c4,; and treats all clients as equally
likely to be protected. Formally, the attacker assumes z1,...,zx are i.i.d. Bernoulli(mg), independently
across clients. It then applies Bayes’ rule given observation o;, treating each client’s defense indicator as
conditionally independent given my:

1] 0=1) = q7o
Plrstlo=l) = e () W
P(z;=1] 0;=0) = (1=g)mo (2)

(1=q)mo + ¢(1-mo)

The attacker’s estimated attack-success probability is:
]51(01) =1-6- P(I’Z:l | Oi),

and the estimated item value used in the knapsack selection is 9;(0;) = w; p;(0;).
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The realized utilities depend on true z;, not on o. For a given attack set s4 (selected via the estimated
values above), the attacker’s realized damage and the defender’s residual damage are:

Ua(sp,sa) = Z w; (1 —0-x;), Up(sp,sa) = — Z w; (1 —0-x;).

1€ESA 1€ESA

The observation o does not appear in these expressions directly, and enters only through the attacker’s
selection of s via 9;(0;). Since o is random, the defender optimizes the expected residual damage over
observation realizations:

UD(SD) = Eo~P(~|m)|:UD (SDv 52(0)):| ) (3)

where s%(0) = argmax,, UA(SA;O) is the attacker’s best response to observation o, and UA(SA;O) =
> ics, Di(0;) is the attacker’s estimated utility used for selection. Since Up(sp,sa) = — > ;c,, wi(l — ;)
is the negative of realized damage, we have Up(sp) = —H(z), where H(x) = E,[D(z,0)] denotes the ex-
pected realized damage (formalized as the defender’s objective in Section B=3). Maximizing Up is therefore
equivalent to minimizing H(x).

Connection to J(mp). The damage weight w; serves as a proxy for client i’s marginal contribution to the
global return J(mg): corrupting a client with large w; injects proportionally more disruptive gradient noise
(via the w; /wyet scaling in the attack model), causing a larger reduction in J(mg). The game utilities U4 and
Up thus summarize the attacker’s and defender’s objectives in terms of expected policy damage, without
requiring either player to know 6 or J directly.

Assumptions: (i) Probabilistic defense: defended clients can still be compromised with reduced success
probability. (ii) Partial observability: the attacker observes a noisy signal of defended clients rather than
exact defense actions. (iii) Rational players: both optimize expected utilities under their budget constraints.

Definition 2 (Stackelberg Equilibrium). A pair (s§,s%) s a Stackelberg equilibrium if:

1. Attacker best-responds to each realized observation o:

s%(0) € Ra(sp,0) = arg max UA(SA;O),

sAL )Y ca,i<Ba
i€sp

where Ua(sa;0) = > ics, Vi(0:) uses the attacker’s estimated values.

2. Defender commits optimally under budget, anticipating the distribution of attacker responses:

spearg  _ max  Eoup(jsp|Un(sp, s4(0))],
sp: ) . cd4,i<Bp
i€sp ’
where P(- | sp) denotes the observation distribution induced by sp (i.e., x; = 1[i € sp| in the
symmetric channel). Since Up = —D s the negative of damage, mazimizing Up is equivalent to
minimizing expected damage H(x) as in the bilevel formulation equation M.

Lemma 1 (Equilibrium Existence). At least one Stackelberg equilibrium in deterministic behavioral strategies
exists for the finite strategy spaces above. (The defender plays a pure protection set s}, C C, and the attacker
plays a deterministic map s : {0, 1} — 2€ from observations to attack sets.)

Proof. We establish existence by showing strategy spaces are finite, utilities are well-defined, and both
optimization problems attain their optima.

Finiteness. The defender’s budget-feasible strategy space Sp C 2¢ satisfies |Sp| < 2K <« . Similarly
[Sa] < 2K < .

Well-defined utilities. Ua(sp, §A) and Up(sp,sa) are real-valued and bounded on Sp x S4 since all w;
and 0 are finite. For any fixed o, Ua(s4;0) = >, , 0i(0i) is also bounded.

Attacker’s best response. For any sp and realized o, maximizing UA over the finite set S4 attains a
maximum, so Ra(sp,0) # 0.
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Defender’s optimization. The defender maximizes Up(sp) = Eo[Up(sp,s%(0))] over the finite set Sp.
Since Sp is finite and Up is well-defined and bounded, a maximizer s7, exists.

Equilibrium construction. With s}, fixed, select s%(0) € Ra(s},0) for each o. The pair (s,s%(-))
satisfies both conditions of Definition B and constitutes a Stackelberg equilibrium in deterministic behavioral
strategies. O

Claim 1 (Leader’s Advantage). Under standard Stackelberg security-game assumptions with defender-
favorable equilibrium selection, the defender’s commitment value weakly dominates the corresponding
simultaneous-move benchmark.

Proof. In the simultaneous-move (Nash) game, suppose the equilibrium strategies are (sg ,sg ). In the
Stackelberg game, the defender can always commit to s, which induces the same follower best-response
set. With defender-favorable tie-breaking, the resulting utility is at least Up(sN,sY). Since the defender
can additionally optimize over all commitment strategies, the Stackelberg value is weakly higher: UD(SB) >
Up(sh,sY). This is the classical commitment-effect result in security games (Conifzer & Sandholm, 200B;
MTambd, 2011; von Stengel & Zamii, 2000). In our optimization we use pessimistic tie-breaking (worst-case
over follower best responses), which provides a lower bound on the commitment value. O

4.2 Attacker’s Problem: Knapsack Reduction

We establish that the attacker’s optimization reduces to a standard 0/1 knapsack problem.

Lemma 2 (Knapsack Reduction). For fized defender strategy sp and observation o, the attacker’s best-
response problem

max ) 0i(o)

1€ESA

s.t. Z Cai < By

1€ESA

is a 0/1 knapsack with values 9;(0;) = w;p;(0;) > 0, weights cq,;, and capacity Ba.

Proof. The attacker’s objective Ua(s4;0) = > ics, 0i(0;) is a non-negative linear sum over a binary selection
variable y; € {0,1} with y; = 1[i € s4], subject to a single linear budget constraint. For any client with
non-positive estimated value, including it in s4 provides no gain while consuming budget, so we restrict to
It ={ieC:0(0;) >0} without loss.

Define the bijection ¢ : 27 T e {0, 1}” Il (using indicator variable z to avoid collision with the defense
allocation vector x):

1 ifiesy

0 otherwise

d(s4) = z where z; = {
For any s4 C I and 2z = ¢(s4):
> i) =Y 0i(0i) 2 > cai<Ba <> Y caiz < Ba.
i€sa ier+ i€sa iert

Since ¢ is bijective and preserves both objective values and feasibility, the attacker’s problem is precisely a
0/1 knapsack with item values 9;(0;), weights ¢, ;, and capacity Ba. O

Claim 2 (Computational Complexity). Assuming attack costs cq; and budget By are rational (scaled to
integers), the attacker’s problem can be solved exactly in O(|I"| - Ba) pseudo-polynomial time via dynamic
programming, where I = {i : ©; > 0}, or approzimated with a %-factor guarantee in O(|I"|log|IT|) time
using greedy+best-single selection (assuming cq,; > 0 for all i, so that item densities ¥;/c,,; are well-defined).
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Proof. Standard knapsack DP uses table DP[i, b] = max utility from first ¢ items with budget b, and items
with 9; < 0 are excluded (set 1) without loss. For approximation, we use the greedy+best-single-item rule:
compare (i) density-ordered greedy packing and (ii) the best feasible singleton.

%-approximation guarantee. Let vy, = max;cr+ 0; and v, denote the optimal fractional knapsack
value. Ordering items by density p; = 0;/cq,i, let Vo be the total value of the maximal prefix that fits under
capacity. If item j is the first item that does not fit completely, then the fractional solution that takes a
fraction A € (0,1) of item j achieves Vi + A = Vtrac. Thus vgrac < Vg + Umax; 50 Vg 2> Vfrac — Umax. The
augmented greedy oracle returns

Vgreedy = maX{VG’a Umax} > maX{Umaxa Vfrac — 'Umax}- (*)

Let vint be the optimal integral value. (i) If ving < 20max, then vypayx > %vmt, and by (x) we get Vgreedy > %vint.

(i) If ving > 2Umax, then vgae > ving and Vgae — Umax > %vint, 50 by (%), Vgreedy > %vint. This follows the

classical analysis of Marfello & Tofhl (I990). O

4.3 Defender’s Bilevel Optimization

We encode the defender’s protection strategy with a binary vector z € {0,1}¥, where z; = 1 means client i
is protected. The attacker observes a noisy signal o ~ P(:|z) and selects a binary attack vector y € {0,1}%
using its Bayesian estimated values 0;(0;) = w;p;(0;).

Inner problem (attacker best response for realized o). Given x and observation o, the attacker solves:

K
*(0) = arg ma 0;(05) s 4
y'(0) = arg max ; (0)y (4)

K
s.t. anﬂ‘ Yi < BA.
i=1

This is a 0/1 knapsack on items ¢ € C with values 0;(0;), weights cq i, and capacity Ba (Lemma B). The
realized damage from attacker response y*(0) is D(x,0) = >, w;(1 — 0z;)y; (0).

Outer problem (defender planning). The defender minimizes expected residual damage over the distri-
bution of observations:

i =H = E,wp(|o)|D(z, )
Jmin (@) = H() P D(x,0)] (5)
K
s.t. chﬂ‘ xT; S BD.
i=1

Problems equation 8 & equation B precisely capture the Stackelberg structure: the defender (leader) commits
to x, the attacker (follower) responds to each observation draw, and the defender anticipates the distribution
of attacker responses via the expectation in H(x).

Claim 3 (NP-hardness of Defender’s Problem). The defender’s bilevel optimization problem equation @ is
NP-hard.

Proof. We reduce from the 0/1 knapsack decision problem (KDP). An instance is (o, v;, W, V) with item
costs a; > 0, values v; > 0, capacity W, and target V: does there exist z € {0, 1} with }°, a;2; < W and

Construction. For each item ¢, create a client with cq; = o, ¢q; =0, w; = v;, and set Bp =W, B4 = 0.
Set § = 1 and ¢ = 1 (perfect defense and perfect observation). Then o; = z; exactly, and the Bayesian
posterior gives P(z; = 1| 0;) = x;, so 9;(0;) = w;(1 — x;). Since ¢,,; = 0, the attacker can always attack all
undefended clients, so H(z) = >, wi(1 —x;) = >, v — Y, vi%;.

10
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Equivalence. Since ), v; is constant, minimizing #(z) subject to ) . c;z; < W is equivalent to maximizing
>, viz; under the same budget, which is exactly the 0/1 knapsack optimization problem. For the decision
version, define threshold L = 3. v; =V, so that H(z) < L <= ) . v;z; > V under ), oyz; < W, so solving
the defender’s decision problem solves KDP. The reduction is polynomial-time, so the defender’s problem is
NP-hard. O

Approzimation oracle. The attacker oracle achieves a é—approximation per observation sample o (Claim B):

Dapprox(,0) > $D(z,0) for every o. Taking expectations over o ~ P(-|z) and using linearity of expectation
gives Eo[Dapprox(2,0)] > 3 H(x). Since the oracle guarantees H(z) > 1 H(z), the surrogate f(z) = 2H(x)
is a conservative upper bound on residual damage f(x) = H(zx) for each candidate z, used to rank defense

sets in the outer search.

Algorithmic Solutions. Since exact defender optimization is NP-hard, we use a two-regime solver for
client-level defense selection (not aggregation redesign):

Ezact feasible-set search for small instances (K < 15) evaluates all budget-feasible defense sets and selects
the one with minimum estimated residual damage.

Candidate-based search for larger instances (K > 15) first generates feasible defense candidates (a ratio-
greedy seed plus randomized feasible subsets), then evaluates each candidate under the same Stackelberg
objective via Monte Carlo estimation of H(z) = E,[D(z,0)], and returns the lowest-damage set. The
estimator uses a sequential sample-size rule targeting € = 0.02 absolute error at 8 = 0.05 failure probability
(using S to avoid collision with defense strength ¢), with sample count bounded in [100, 1000].

The attacker oracle, used inside both regimes, solves the knapsack problem in Lemma B via exact dynamic
programming when tractable, and otherwise falls back to greedy+best-single with a %—approximation guar-
antee (Algorithm m).

Algorithm 1 Attacker Oracle

Require: Expected values {v;}X |, attack costs {c,;}2, budget B
Ensure: Attack set s%
Keep profitable items I'™ < {i : v; > 0}
Attempt exact integer-scaled DP on (I, v;, ¢4, Ba)
if exact DP succeeds then
return exact optimal s%
else
Compute density-greedy set sff)

Compute best feasible singleton 3541)

return arg max {ZiESEf) Vi, Zz’Es(Al) ”Ui}
end if

Complexity: Exact DP is pseudo-polynomial in the scaled budget, while fallback greedy+best-single is
O(|I'"|log |IT|) and preserves the 1 approximation guarantee.

For the defender, the implementation evaluates ezpected residual damage via Monte Carlo, where each sample
calls the attacker oracle with a noisy observation realization.

Ezact Feasible-Set Search (Small Systems). For systems with K < 15, all budget-feasible defense sets are
enumerated and scored (Algorithm B):

Candidate Search (Larger Systems). For K > 15, we avoid exhaustive enumeration: construct a greedy
seed defense by sorting clients via w;/cq; and packing under Bp, generate additional randomized feasible
candidates, score each with the same Monte Carlo damage estimator, and select the minimum. The estimator
uses pilot samples and confidence-controlled sample sizing (bounded between implementation minima and
maxima).

11
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Algorithm 2 Exact Defender Search

Require: Client set C, costs {cq;}, budget Bp, MC estimator
Ensure: Defense set s7,

: Enumerate Fp = {sp C C: ZiESD cdi < Bp}

s J* 4 oo, s — 0

: for each sp € Fp do

~

Estimate J(sp) = E[damage | sp] by Monte Carlo

~

if J(sp) < J* then
J* j(sD); s ¢ Sp
end if
end for

*
return sp

© X NPT AN

Table 2: Complexity summary. Here B/, is the integer-scaled attack budget, Nyc is Monte Carlo sample
count, and M is the number of defender candidates.

Algorithm Time Complexity Space Approximation
Attacker oracle (exact DP) O(|I*|-BY) O(|I*|-BY) Optimal
Attacker oracle (fallback) O(|[I*|log |TT|) o(|I*)) 1-approx.
Defender exact search O(|Fp| - Nuc - Toracle) O(1) extra  Exact over Fp
Defender candidate search ~ O(MK 4+ M - Nyvc - Toracle) O(MK) Heuristic

Implementation notes. Attack and defense costs are clipped away from zero to avoid degeneracies in
density-based routines. The exact knapsack solver rescales real-valued costs/budgets to integers and uses
memory-aware DP variants. All defender scores are Monte Carlo estimates under noisy observations com-
puted with fixed seeds for reproducibility.

Algorithm B gives the complete FRL-CDPS procedure integrating the Stackelberg defense layer with FRL
training.

4.4 Notation Summary

In summary, the framework establishes equilibrium existence (Lemma ), proves that committing as leader
weakly dominates any simultaneous-move Nash strategy (Claim M), reduces the attacker’s best response to
a 0/1 knapsack (Lemma B), proves NP-hardness of the defender’s bilevel problem (Claim B), and provides a

%—approximation guarantee for the attacker oracle (Claim B). We now evaluate this framework empirically.

5 Results

5.1 Experimental Setup

Environments. We evaluate FRL-CDPS on two standard benchmarks: CartPole-v1 (discrete control) and
HalfCheetah-v2 (continuous control) from OpenAl Gym (Brockman ef all, PITH). K = 30 parallel workers
independently interact with separate environment instances, each collecting trajectory data under the shared
global policy my. Workers compute local policy gradients and transmit them to the central server for Fed Avg
aggregation. CartPole-v1 uses REINFORCE (Williams<, 199%), and HalfCheetah-v2 uses a PPO-style clipped
surrogate objective (Schulman ef all POT7) with clip parameter e = 0.2. Training runs for 7" = 5000 rounds.
CartPole results are averaged over 3 seeds and HalfCheetah results over 10 seeds. We acknowledge that
3 seeds is modest for RL, but CartPole-v1 has relatively low variance. HalfCheetah-v2 results should be
interpreted with this limitation in mind.

Client heterogeneity. Clients are assigned damage weights w;, defense costs cq ;, and attack costs cq ;
reflecting realistic strategic heterogeneity: some clients are high-value targets with large w; and high defense

12
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Algorithm 3 FRL-CDPS: Stackelberg Defense for Federated Reinforcement Learning

Require: Clients C = {1,..., K}; game parameters {w;, cq,;, cq}; budgets Bp, B4; observation accuracy
q; defense strength §; reshuffle frequency Tieshumie; total rounds T

Ensure: Trained global policy myr)

1: Initialize global policy 7y

2: Compute initial Stackelberg defense: s}, <~ DEFENDERSOLVER({w;, ¢4, Ca,i}, Bp, Ba,q,0)

3: fort=1,2,...,7 do
if t mod Tyeshume = 0 then

Resample {w;, cq,i, Cq,;i }; recompute s}, < DEFENDERSOLVER(- - - )

end if
// Each client collects trajectories and computes gradients

for each client i € C in parallel do
(®)

%

(®

g

© 2T

Collect local trajectories D
10:  end for

11:  // Attacker observes noisy defense signals and selects attack set

12:  For each i: sample o; ~ P(- | x;) with z; = 1[i € s3]

13:  Compute p;(0;) =1—0 - P(z;=1] 0;), then 9;(0;) = w;p;(0;) for all i

14: % < ATTACKERORACLE({0;}, {cq,i}, Ba) (Lemma )
15:  // Adversarial clients corrupt gradients; defense reduces success probability

16:  for each i € s% do

17: With probability 1 — ¢ - x;: inject gradient corruption on client 4

18:  end for

19:  // Server aggregates and updates global policy

200 O 9= 4 4. % Zf{:l ggt) (FedAvg, v = learning rate)
21: end for

22: return my(r)

under my:—1); compute gradient g

costs, while others are cheaper to protect but less impactful. Default budgets are set as Bp = 0.3 x > ;Cd.j
and By = 0.3 X }; ¢q,;j. Default observation accuracy is ¢ = 0.8.

Attack styles. We instantiate three attack types: gradient noise (Bhagoji et all, 2009) (uniform noise
perturbation to transmitted gradients), action flip (Huang et all, 2017; Lin_et all, 2017) (adversarial action
substitution during trajectory collection), and reward poisoning (Ma“ef_all, P019) (manipulated reward
signals). Unless otherwise noted, experiments use gradient noise at intensity 0.5.

Adversarial regimes. We evaluate all methods under the four regimes from Definition m: (i) single-client
static, (ii) single-client reshuffling, (iii) multi-client static, (iv) multi-client reshuffling. In reshuffling regimes,
game parameters are redrawn every Tieshume = 100 rounds, forcing learning-based defenses to continuously
re-estimate client values while FRL-CDPS recomputes the Stackelberg solution instantly.

Metric. We report mean cumulative episode reward as the primary metric, directly tracking J(mg). Ta-
bles additionally report +std across seeds. Higher is better, and the unattacked clean baseline sets the
performance ceiling.

5.2 Baselines

We compare FRL-CDPS against five baselines spanning both defense layers.

Client-selection baselines (all share the same budget Bp, cost structure, and defense mechanism as
FRL-CDPS, so comparisons isolate the effect of the selection strategy):

e Random: Selects a budget-feasible protection set uniformly at random each round. Serves as a
non-adaptive but unbiased baseline.

13
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Table 3: Notation summary for FRL-CDPS.

Symbol Meaning
K Number of clients
C={l,...,K} Set of clients
SD,SA Subsets of clients chosen for defense / attack
Cd.isCa,i Defense cost / attack cost for client 4
Bp,Ba Defender / attacker budget
w; Damage weight (strategic importance of client )
Wref Reference weight for normalizing damage scaling
Up,Upx Defender and attacker utility functions
Ti, Vi Binary defense / attack indicators for client ¢
H(z) Defender’s expected residual damage; H(z) = E,[D(z, 0)]
D(z,0) Realized damage under defense = and attacker observation o
t, T Round index / total number of training rounds
l Within-trajectory step index (distinct from federated round t)
Treshuffe Reshuffle frequency (rounds between parameter resampling)
H Trajectory horizon
0 Defense strength (probability that defense blocks an attack)
q Observation accuracy of the attacker’s reconnaissance
0; Attacker’s noisy observation of client i’s defense status
o Attacker’s prior belief that a client is defended; 7o = min(1,Bp/ >, ca ;)
pi(0;) Attacker’s estimated attack-success probability for client ¢
0;(0;) Attacker’s estimated value of compromising client #; w;p;(0;)
n Attack-intensity multiplier

Learning rate for global policy update
o Global policy parameterized by 6
J(mg) Expected return of policy my

Server-

UCB: Adapts the UCB-based client-selection schemes of Khajehali et al] (2025); Waret ef all (2025)

to the defense setting. FEach client ¢ maintains an empirical attack-frequency estimate pl(-

observations over nl(-t) rounds. The UCB score is:
Int
s = w, (ﬁﬁ“ +e %) : (6)
n;

where w; is client ¢’s damage weight and ¢ > 0 is the exploration constant. Each round, clients are

) from noisy

ranked by sz(-t) and a budget-feasible subset is selected greedily. Counts reset on parameter reshuffle.

Thompson Sampling: Adapts standard Beta-Bernoulli Thompson Sampling (Deressa & Hasan,
2024) to client defense selection. Each client ¢ maintains a Beta posterior over its attack probability,
initialized as Beta(1,1) and updated via:

aEtH) (t) + 1[attack observed on 1], ﬁi(tH) = ﬂi(t) + 1[no attack observed on 1|. (7)

Each round, a score s; = w; -6; is computed from a sample 6; ~ Beta( ﬂ( )) and a budget-feasible
subset is selected greedily by descending score. Posteriors reset on reshufﬂe

No Defense: No client-level protection applied. Represents the lower bound.
side aggregation baselines (composable with the above):

FLTG (an ef_all, 20

125): In the original paper, FLTG combines (i) a trusted or dynamically
chosen reference update (ii

) ReLU-clipped cosine-similarity trust scores, (iii) norm alignment, and

14
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(iv) non-IID-aware weighting. Our FRL implementation instantiates the angle-based trust-weighting
core using a Byzantine-robust proxy reference. Specifically, each client i receives a trust score via
ReLU-clipped cosine similarity to a reference gradient gj:
N gi
TS; = ReLU(cos(gl-, gs)) , g =TS, - m lgsll, (8)
7
and aggregates G =) . g; / > . TS;, downweighting updates that diverge from the trusted direction.
In our FRL instantiation, where a separate labeled root dataset is unavailable, we use the coordinate-
wise median of all received client gradients as a Byzantine-robust proxy for gs. Thus, the equation
above matches our implementation of FLTG’s angle-based component, but it does not claim to
reproduce every mechanism in the original FLTG pipeline.

o FedGreed (Krifharakis ef all, 2025): In the original paper, the server evaluates each client update
on a trusted reference dataset, ranks clients by that loss, and greedily aggregates a low-loss subset. In
our FRL instantiation, where no labeled root dataset is available, we replace this loss-based ranking
with distance to a Byzantine-robust reference gradient. Let

grer = median ({g; }1,) , di = ||8i — Grefl|2s 9)

and let p € (0, 1] denote the FedGreed selection fraction. We keep the m = max(1, |pK|) clients
with smallest distances,

1
Srag = arg min Zdi, G= - Z 8is (10)

SC{1,....,K},|S|=m icS i€ESFG

and aggregate only their gradients. This matches our implementation: the coordinate-wise median
provides a Byzantine-robust reference, clients are ranked by Euclidean distance to that reference,
and the closest fraction is averaged.

FRL-CDPS and the client-selection baselines operate at the pre-aggregation layer and are orthogonal to
server-side rules. We evaluate both standalone and composed configurations.

Implementation note. Because our FRL setup does not provide a labeled trusted server dataset, all server-
side baselines are instantiated in FRL-compatible form. For FLTG and FedGreed, this means replacing the
original trusted-data scoring component with a Byzantine-robust reference-gradient proxy, while preserving
the core trust-weighting or greedy trusted-subset logic used by each method.

Computational resources. All experiments were run on a single NVIDIA A100 80GB GPU. Each full
training run (7" = 5000 rounds, K = 30 workers) takes approximately 2-3 hours on CartPole-v1 and 6-8
hours on HalfCheetah-v2. The Stackelberg solver (defender search + attacker oracle) adds less than 5%
overhead per round relative to vanilla FedAvg, as it operates on scalar game parameters rather than model
parameters. CPU preprocessing and game parameter resampling were handled on an AMD EPYC 7742
64-core processor with 512 GB RAM.

5.3 Adversarial Performance Analysis

FRL-CDPS achieves the highest final reward on both environments (Table H), outperforming the next-
best heuristic (Thompson Sampling) by a margin that widens as training progresses (Figure B). Table B
further confirms this advantage across all four attack regimes. The gap between FRL-CDPS and Thompson
Sampling reflects the key advantage of commitment: FRL-CDPS precomputes which clients to protect given
anticipated attacker behavior, while Thompson Sampling wastes rounds re-exploring client values after every
reshuffle. UCB performs comparably to No Defense, which we hypothesize is because UCB over-prioritizes
high-cost top-tier clients early in each era, leaving mid-tier clients undefended during the initial exploration
phase, exactly the clients the attacker exploits before UCB’s estimates converge. HalfCheetah-v2 results
exhibit high variance across seeds (std &~ 150-170), attributable to the inherent instability of continuous-
control policy gradient training under multiple seeds. However, the relative ordering across strategies is
consistent and confirmed by the learning curves in Figure PH.
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Composition with server-side defenses. The right panels of Figure B show learning curves when client-
level placement strategies are composed with server-side aggregation defenses (FLTG and FedGreed). We
evaluate all six pairwise compositions (each of FRL-CDPS, Thompson, UCB paired with each of FLTG,
FedGreed) alongside standalone FLTG and FedGreed.

Across both environments, FRL-CDPS-based compositions outperform the corresponding UCB- and
Thompson-based compositions within both server-side defense families. On CartPole-v1 and HalfCheetah-v2,
FRL-CDPS + FedGreed is the strongest composed configuration, while FRL-CDPS + FLTG also remains
consistently above UCB + FLTG and TS + FLTG. This shows that the Stackelberg advantage is preserved
when client-level placement is combined with server-side aggregation.

Table 4: Final cumulative episode reward (mean + std, CartPole-v1: 3 seeds, HalfCheetah-v2: 10 seeds)
under multi-client reshuffling (Tiesnume = 100) with gradient-noise attack at intensity 0.5.

Strategy CartPole-vl  HalfCheetah-v2
Clean Baseline (no attack)  364.7 +10.9 547.7 + 169.7
FRL-CDPS (Stackelberg)  224.2+12.3 486.0 £155.0

Thompson Sampling 182.0+17.3 412.7 £ 151.9
Random 1774+ 14.4 396.9 + 158.3
UCB 160.9 £19.1 372.3 £160.2
No Defense 158.5 £ 18.7 342.0 + 159.7

5.4 Ablation Studies

To understand the sensitivity of the Stackelberg advantage, we conduct ablations varying:

o Reshuffle frequency Tieshume € {50,100,500} (Figure Bd): at each reshuffle, damage weights w,
defense costs cq4 ;, and attack costs ¢, ; are jointly resampled, simulating realistic shifts in client char-
acteristics (e.g., hardware changes, network topology updates). Shorter eras force bandit methods
to relearn more often, widening the gap with Stackelberg planning. The static (no-reshuffle) regime
is covered in Table B.

o Attack style € {grad noise, action flip, reward poison} (Figure BH): tests robustness to different
corruption mechanisms.

o Budget configuration (Figure Ba): defender-favored (Bp=0.5, B4=0.2), balanced (Bp=B4=0.3),
and attacker-favored (Bp=0.2, B4=0.5).

o Number of clients K € {20,30,50,100} (Figure EH): tests scalability of FRL-CDPS’s solver
variants.

o Attack intensity € {0.3,0.5,0.7} (Figure b): robustness across mild and severe attack regimes.

o Observation accuracy ¢ € {0.6,0.8,1.0} (Figure BH): higher ¢ gives the attacker cleaner reconnais-
sance, paradoxically helping bandit defenses learn more accurate attack signals, while FRL-CDPS
accounts for ¢ algebraically and is unaffected.

o Attack regime (Table B): all four combinations of cardinality (single vs. multi-client) and per-
sistence (static vs. reshuffling), isolating how much of the Stackelberg advantage comes from each
axis.

Reshuffle frequency & attack style. Figure Ba shows that at low Tieshume, bandit methods incur
systematic exploration penalties each era as they re-estimate client values from scratch after each parameter
reshuffle, while FRL-CDPS recomputes the Stackelberg solution directly from the updated {w;,cq,i,cqi}
without any exploration overhead. Figure BH shows FRL-CDPS’s advantage is consistent across gradient
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CartPole-vl — Learning Curves Under Adversarial Attack
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(a) CartPole-v1

HalfCheetah-v2 — Learning Curves Under Adversarial Attack
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(b) HalfCheetah-v2

Figure 2: Learning curves under multi-client reshuffling with gradient-noise attacks. Left panels: client place-
ment strategies (standalone). Right panels: compositions with server-side aggregation defenses (FLTG and
FedGreed). FRL-CDPS achieves the highest reward standalone and in composition on both environments.

noise, action flip, and reward poisoning attacks: the relative ranking of all methods is preserved regardless
of the corruption mechanism, confirming that the Stackelberg commitment benefit is attack-agnostic rather
than specific to any single threat model.

Budget configuration & scalability. Figure Ba shows FRL-CDPS degrades most gracefully under
attacker-favored budgets (B4 = 0.5, Bp = 0.2). Under defender-favored budgets, all methods improve,
but the relative ranking is preserved. Under attacker-favored conditions, heuristic methods drop sharply
because they cannot anticipate which high-value clients the well-funded attacker will concentrate on, while
FRL-CDPS explicitly accounts for the attacker’s expanded reach when computing its protection set. Fig-
ure B8 shows that FRL-CDPS maintains a consistent advantage across K € {20, 30,50,100} clients. As K
grows, the solver switches from exact feasible-set enumeration (tractable for K < 15) to candidate-based
Monte Carlo search, which trades optimality for scalability. Despite this approximation, FRL-CDPS contin-
ues to outperform heuristics because the Stackelberg commitment benefit persists even under approximate
optimization.

Attack intensity & observation accuracy. Figure Ba shows FRL-CDPS degrades most gracefully as
attack magnitude 7 increases from 0.3 to 0.7. At high intensity, uncovered clients suffer proportionally larger
gradient corruptions, so the value of correctly identifying and protecting high-damage-weight clients com-
pounds, directly benefiting FRL-CDPS’s principled prioritization over heuristic methods. Figure BH shows a
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y Ablation — Client i Attack Style Ablation — Client

Mean Final Return
Mean Final Return

Grad Noise Action Flip Reward Poison
Attack Style

R =100 R =500
Reshuffle Frequency

SN Clean Baseline WM Random WS Thompson Sampling BN Clean Baseline MMM Random WM Thompson Sampling
== No Defense - uUCB . FRL-CDPS (Ours) = No Defense = ucs m— FRL-COPS (Ours)

(a) Effect of reshuffle frequency. As Treshume decreases, bandit (b) Robustness across attack styles. FRL-CDPS
defenses incur larger exploration penalties while FRL-CDPS re- consistently outperforms baselines regardless of
computes optimally. the corruption mechanism.

Figure 3: Ablation: reshuffle frequency and attack style.

Defense / Attack Budget Ablation — Client i Number of Clients Ablation — Client Placement Strategies

Mean Final Return
Mean Final Return

Def > Atk Def = Atk Def < Atk N =30 N =50

Budget Regime Number of Clients.

W Clean Baseline WS Random  mem Thompson Sampling mmm Clean Baseline W Random s Thompson Sampling
. No Defense L] W FRL-CDPS (Ours) . No Defense - ucB MW FRL-CDPS (Ours)

(a) Effect of budget asymmetry. FRL-CDPS (b) Scalability with number of clients K. FRL-CDPS’s candidate-
maintains its advantage even when the attacker based solver maintains competitive performance as K grows.
holds a larger budget.

Figure 4: Ablation: budget configuration and scalability.

counterintuitive pattern: as attacker observation accuracy ¢ increases from 0.6 to 1.0, Thompson Sampling
and UCB improve alongside FRL-CDPS. Higher g gives the attacker cleaner signals about which clients are
defended, making its attack patterns more predictable and consistent. This regularity in turn provides bandit
defenses with cleaner feedback about which clients are being targeted, accelerating posterior convergence.
FRL-CDPS accounts for ¢ algebraically in its Bayesian posterior (Equations I-2) and is unaffected by this
dynamic, maintaining a stable advantage across all ¢ values.

Single vs. multi-client attacker. Table B compares all four regimes: cardinality (single vs. multi-client)
x persistence (static vs. reshuffling). Under single-client attacks, all methods improve since only one client is
corrupted per round, and even random defense has a reasonable probability of covering the active attacker.
The static multi-client regime shows a moderate FRL-CDPS advantage: with fixed parameters, bandit
methods eventually converge to good coverage, but FRL-CDPS begins from the optimal placement imme-
diately. The reshuffling multi-client regime (matching Table H) shows the largest gap, as parameter resets
force bandit methods to re-explore while FRL-CDPS is unaffected. The static vs. reshuffling contrast within
each cardinality directly quantifies how much of the Stackelberg advantage comes from non-stationarity
robustness.

6 Limitations and Future Work

A limitation of this work is the reliance on known damage weights w; and cost parameters in the Stackelberg
solver, which in practice must be estimated or specified by a system designer. Additionally, the current solver
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Figure 5: Ablation: attack intensity and observation accuracy.

Table 5: Final reward (mean + std, 3 seeds, CartPole-v1) across all four adversarial regimes. Static: game
parameters fixed. Reshuffle: parameters resampled every Tieshume = 100 rounds.

Single Single Multi Multi
Static Reshuffle Static Reshuffle

FRL-CDPS 283.4£15.7 276.6£16.9 240.8+11.6 224.2+12.3
Thompson 280.9+9.5 268.6+£14.3  209.5£18.7 182.0+17.3
UCB 282.6£12.4  264.0£15.6 198.9+14.2 160.9+19.1
Random 264.5£12.8 262.3£19.8 192.7+18.6 177.4+14.4
No Defense  256.8+14.7  257.6+£19.5 155.2+11.5 158.5+18.7

Strategy

relies on combinatorial search and greedy approximations for the bilevel optimization. Applying state-of-
the-art differentiable bilevel optimization techniques (Eranceschief all, POTR; Lin_ef—all, 2021) could yield
tighter solutions and better scalability to large client populations. Future work includes online estimation
of game parameters without resetting the solver, extension to partial participation and asynchronous FRL,
and tighter theoretical analysis of the multi-round regret of Stackelberg commitment under non-stationary
attacker behavior.

7 Conclusion

We presented FRL-CDPS, a Stackelberg game-based framework for budgeted client-level defense placement
in federated reinforcement learning. By modeling the defender as a leader who commits to a protection
strategy and the attacker as a follower who best-responds under imperfect reconnaissance, FRL-CDPS
converts the inherently reactive problem of client-level defense into a proactive, anticipatory optimization.
The key theoretical contributions (reduction of the attacker’s best response to a 0/1 knapsack, NP-hardness
of the defender’s bilevel problem, and a %—approximation guarantee) ground the practical solvers in rigorous
foundations.

Empirically, FRL-CDPS consistently outperforms heuristic client-selection baselines (random, UCB, Thomp-
son sampling) across both CartPole-v1 and HalfCheetah-v2, seven ablation dimensions, and varying adversar-
ial regimes. The advantage is most pronounced under frequent parameter reshuffling, where bandit methods
must re-explore client values from scratch while FRL-CDPS recomputes the Stackelberg solution directly.
When composed with server-side aggregation defenses, FRL-CDPS remains the strongest client-placement
method within both the FLTG and FedGreed families, and the best composed configuration depends on the
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environment. Standalone server-side defenses provide only marginal improvement over no defense, confirming
that client-level placement is the dominant robustness lever and that FRL-CDPS occupies a complementary
layer in the FRL defense stack.

8 LLM Usage Declaration

We acknowledge the use of large language models (LLMs) to assist in refining portions of the text in this
manuscript. Their use was strictly limited to improving readability, grammar, spelling, and style. All ideas,
interpretations, and conclusions presented in this work are solely the responsibility of the authors.
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