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Abstract

We consider the private ranking recovery problem, where a data collector seeks to estimate
the permutation/ranking of a data vector given a randomized (privatized) version of it. We
aim to establish fundamental trade-offs between the performance of the estimation task,
measured in terms of probability of error, and the level of privacy that can be guaranteed
when the noise mechanism consists of adding artificial noise. Towards this end, we show the
optimality of a low-complexity decision rule (referred to as linear decoder) for the estimation
task, under several noise distributions widely used in the privacy literature (e.g., Gaussian,
Laplace, and generalized normal model). We derive the Taylor series of the probability of
error, which yields its first and second-order approximations when such a linear decoder is
employed. We quantify the guaranteed level of privacy using the («,€)-Rényi differential
privacy metric. Finally, we put together the results to characterize trade-offs between privacy
and probability of error.

1 Introduction

Today, ranking algorithms are of fundamental importance and are used in a large portfolio of applications, such
as search engines (Dwork et al.,2001)), biomedical (Chanas & Kobylanskil [1996)), recommender systems (Baskin,
& Krishnamurthi, 2009)), and feature matching (Jeong et al., 2020)). Broadly speaking, the goal of a ranking
algorithm is to sort a dataset — which, in the current Big Data era, is usually massive in size and complexity —
so that users/individuals are provided with accurate and relevant results. For instance, a recommender system
may suggest a new item to buy to a user based on their interests and previous purchases. Although modern
ranking algorithms promise efficient means of performing large-scale data processing, there are numerous
privacy considerations that must not be overlooked. For instance, the dataset might contain confidential
data, such as clinical /genomic health and banking records, or a user would not like to disclose their previous
purchases to a recommender system.

In this paper, we study the private ranking recovery problem, which consists of recovering the rank-
ing/permutation of an input data vector from a noisy version of it. The importance and timeliness of
this problem stems from two major considerations. First, many modern computing systems (e.g., recom-
mender systems) are often more interested in recovering the permutation, i.e., the relative ranking of data
points, rather than the values of the data itself. Second, because of privacy considerations, users might
decide to privatize their data (e.g., by adding some noise) before sharing it with an external party (e.g.,
recommender system). These facts give rise to the following practically relevant question: Which perturbation
mechanisms allow for data privatization, while still allowing to correctly recover the permutation of the input
data vector with high probability?

1.1 Related Work

Recently, problems with a similar flavor to the private ranking recovery problem (studied in this paper)
have been analyzed. For instance, [Jeong et al. (2020; |2021)) focused on characterizing the probability of
error of estimating the original permutation of data perturbed by adding Gaussian noise. In particular,
they characterized sufficient and necessary conditions of the Gaussian noise covariance matrix that ensure
that the optimal (i.e., that minimizes the probability of error) decision rule consists of simply declaring a
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permutation-independent linear function of the noisy observation. The rank aggregation problem was studied
under differential privacy constraints by [Shang et al. (2014)) and [Hay et al.| (2017)), and under local differential
privacy by [Yan et al.[(2020) and |Alabi et al|(2021). Differential privacy (DP), which is a statistical guarantee
introduced by |Dwork| (2008) for indistinguishability whether any data element exists or not in a dataset,
is one of the most common adopted privacy metrics. Several notions of DP have been introduced and
analyzed that range from the basic e-DP metric (which can be guaranteed by using the Laplace randomized
mechanism) (Dwork, 2008]), to more relaxed versions of it, such as the (e, §)-DP [Dwork et al.| (2006]), the
e-mutual information DP and the e-Kullback-Leibler (KL) DP |Cuff & Yul (2016]), and the (o, €)-Rényi DP
(RDP) Mironov]| (2017)). In particular, the («,€)-RDP encompasses: (i) the e-DP if a — oo, and (ii) the
e-KL DP if a — 1. Moreover, some important properties of the e-DP, e.g., the composition theorem, remain
applicable in the RDP framework.

When data is confidential and hence, needs to be privatized before being shared with an external party
(which will perform some operations on it) a natural question arises: For a fized target performance guarantee
(a.k.a. wutility) required on the data, what is a randomized mechanism that achieves the maximum level
of privacy? To answer this question, one needs to understand the trade-off between privacy and utility.
Such a trade-off has been studied in the literature in several settings, where different utility measures have
been used. For instance, [Wasserman & Zhou (2010) compared several randomized mechanisms (from a
statistical point of view) by using the Kolmogorov—Smirnov and the Lo distances among distributions and
densities. |Wei et al.[ (2020]) showed a trade-off between the convergence of a federated learning algorithm
(utility) and the level of privacy (measured in terms of DP) that can be guaranteed, hence suggesting the
amount of artificial noise that should be used in this context. |Avent et al.| (2019) studied the privacy-utility
trade-off for a hyperparameterized algorithm using multi-objective optimization and Pareto front. For a
single real-valued query, |Geng et al| (2015]) identified the staircase distribution (i.e., a geometric mixture of
uniform random variables) as a distribution that minimizes the Ly loss (utility) under a fixed given level of
e-DP. The staircase distribution has also been shown to be the optimal e-DP mechanism under other utility
constraints (Soria-Comas & Domingo-Ferrer, 2013)). More recently, |Geng et al. (2019)) studied trade-offs
between (0, §)-DP and the L, loss function for a single real-valued query function.

1.2 Contributions and Paper Organization

In this paper, we study the private ranking recovery problem, where a confidential input data vector needs
to be privatized (by means of a randomized mechanism) before being shared with an external party. We
seek to retrieve the true ordering of the input data vector given the privatized data. Our main goal is to
characterize the trade-off between the performance of estimating the permutation of the input data vector
(measured in terms of error probability) and the level of privacy (measured in terms of («, €)-RDP) that the
used mechanism guarantees.

First, in Section [2] we formulate the private ranking recovery problem within a DP framework. In particular,
we adopt the (a,€)-RDP as a privacy metric; our choice mainly stems from the fact that the (a,€)-RDP
encompasses other widely employed DP metrics such as the e-DP (Dwork, 2008)) if « — 00, the e-KL DP (Cuff
& Yu, [2016) if @« — 1, and (¢, 6)-DP (Mironov}, [2017)).

Second, in Section (3] we show that under mild assumptions on the input data vector (i.e., the input data
distribution is exchangeable) and on the randomized mechanism (i.e., it has an ¢,-spherical distribution),
declaring the permutation of the observed noisy vector is an optimal decision rule for recovering the permutation
of the input data vector. Because of this, and using the terminology introduced in |Jeong et al.| (2020} |2021)),
we refer to such a decision rule as linear decoder. This has complexity O(nlogn), which is a significant
reduction with respect to the O(n!) complexity of a naive brute-force implementation of the optimal decoder.

Third, in Section 3] we characterize the error probability of the linear decoder, by deriving the Taylor series of
it. This result suggests that the private ranking recovery problem is noise dominated, i.e., the error probability
is large even for small values of the noise variance. Further, we derive the first-order approximation of the
error probability with respect to the noise standard deviation, and we verify through numerical simulations
that this approximation is indeed accurate. In particular, our first-order approximation expression decouples
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Table 1: Trade-off between («, €)-RDP and P, in the low-noise regime with i.i.d. noise components.
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the effects of the input data distribution and noise distribution on the error probability. We also derive the
exact expression for the linear slope of the error probability for the case of i.i.d. input data vector entries.

Finally, in Section 4| we derive the trade-off between privacy (measured by the («,€)-RDP) and utility
(measured by the error probability P.) in the low-noise regime. We consider widely used noise addition
mechanisms, i.e., the Laplace, the Gaussian, and the generalized normal. As indicated in Table [T} these
mechanisms have different relationships between € and P.. In Table [} ¢1,co and c3 only depend on the
input data distribution; for the generalized mechanism, the bound is tight for o = co. We observe that the
generalized normal mechanism with p < 1 offers the best trade-off.

1.3 Notation

Boldface upper case letters X denote random vectors; the boldface lower case letter x indicates a specific
realization of X; X;.,, denotes the i-th order statistics of X € R™; [n : ng] is the set of integers from n;
to no > ny; I, is the identity matrix of dimension n; 0,, is the column vector of dimension n of all zeros;
Ix|l, denotes the ¢,-norm of x € R"; calligraphic letters indicate sets; |.A| is the cardinality of A. X 4 is
the subvector of X where only the elements in A are retained. For two n-dimensional vectors x and y, if
for all i € [1: n], the i-th element of x is larger than or equal to the i-th element of y, then we use x > y;
1s is the indicator function over the set S. For any x € R™ and y € R", the Hamming distance is defined
as dg(x,y) = >y Liaityi}s £ denotes equality in distribution; V' (p,,, K) is the n-dimensional Gaussian
distribution with mean p,, and covariance matrix K; Lap(u,b) is the Laplace distribution with mean pu
and scale b; GN (u, a, p) is the generalized normal distribution (Nadarajahl [2005) with mean p, scale a, and
shape p. We let P be the set of all permutations of an n-dimensional vector. For 7 € P, we define

Hr={xeR": 2, <x;, < - <2} (1)

with x,,,7 € [1 : n] being the 7;-th element of x, and 74,4 € [1 : n] being the i-th element of 7. For example,
in the 3-dimensional space there exist |P| = 6 permutations, and we have

Hap3) X1 < Xo < X3, Hagspe) X1 < X3 < X,
Hez)  Xoe <Xy < X3, Hegsa): Xe < X3 < X,
Hiziz X3 < Xi < Xo, Hony X3 < Xo < Xy,

where X;,i € [1: 3] is the i-th element of X.

2 Problem Formulation

We consider the private ranking recovery problem, as shown in Figure[I] In this setting, because of privacy
considerations, a randomized mechanism K(-) is applied on the confidential n-dimensional data vector X € R™,
before this data is collected by an external party (e.g., recommender system). In other words, K(-) is applied
so as to hide the values of X from the collector (i.e., privatize X). The goal of the data collector is then to
retrieve the permutation 7x according to which X is sorted, i.e., to output the estimate 7x.



Under review as submission to TMLR

K(X
Data X >@ ( )> Collector _»D;code
I } X

Figure 1: Graphical representation of the considered private ranking recovery framework.

In the framework described above, a natural trade-off arises between the performance of the estimation task,
referred to as utility function in the remaining of this paper, and the privacy level that can be guaranteed. In
particular, such a trade-off is dictated by the distribution of X, and /C(+). In this work, we are interested in
characterizing such a trade-off for randomized mechanisms that consist of noise addition on the data vector
X, namely

K(X) =X+ oN 2 K(0,X), (2)

where N € R” is the n-dimensional noise random vector and o > 0 is a parameter controlling the power of
the noise.

Utility Function. As utility function, we consider the probability of error incurred in the estimation of 7x.
With reference to Figure [I} we let ¢(-) : R™ — P denote the decoder that the data collector uses to output
#x. Then, the probability of error of the estimation task depends both on ¢(:) and K(-), that is

Pe(¢,K) = Pr(¢(K(X)) # mx) - (3)

Privacy Metric. Given K(o,X) in , it is important to quantify the privacy level guaranteed by this
mechanism. Towards this end, we leverage the (a, ¢)-RDP (Mironov, 2017 in Definition

Definition 2.1. Let & be the set of possible n-dimensional real-valued data vectors. Let (X, X) € X2 be a
pair of adjacent data vectors, which differ in at most one element, i.e., dy(X,X) < 1. Then, for a > 1, the
randomized mechanism K(-) gives (a, €)-RDP if

RDP,(K) < e, (4a)

where

RDP, (K) sup DoKX K(X)), (4b)

?X,X)e)ﬂ:dH(X,X)gl
and, for X and Y with equal support,
1 fx(Y)>a]
Do (X||]Y) = ——1IlogE , 4c
xIv) = 2o | (2200 (40)

with fx(-) and fy(-) being the probability density functions (PDFs) of X and Y, respectively. D, (-]|) is the
Rényi divergence of order a.

Several rationales are behind our choice of using the (a, €)-RDP as a privacy measure. First, the («,€)-RDP
encompasses other widely employed DP metrics, e.g., the e-DP (Dwork, 2008)) if & — oo, and the e-KL
DP (Cuff & Yu, 2016) if « — 1. The («, €)-RDP also bypasses some limitations of the e-DP (e.g., a Gaussian
noise adding mechanism is not e-DP), while still retaining similar appealing properties (e.g., composition
properties (Mironov, [2017))) as those of the e-DP.

Our goal in this paper is to characterize the privacy-utility trade-off when the randomized mechanism in ([2)
is used. In other words, we seek to determine P.(¢, K) in , subject to the constraint that RDP,,(K) in
is set to be equal to €. In particular, we will focus on scenarios where X is exchangeable and N € S,, ,,, as
defined below.

Definition 2.2. A sequence of random variables X, ..., X, is said to be exchangeable if, for any permutation
m = (71,...,7,) of [1:n], we have

d
(X1, Xn) 2 Xy X))
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Definition 2.3. A function f is £,-spherically non-increasing if it can be written as

f) = g(lxllp), (5)

where g : R} — Ry is a non-increasing function. We denote by S, , the set of n-dimensional distributions
which have an ¢,-spherically non-increasing density function.

Our assumption on X being exchangeable includes data that does not need to be necessarily i.i.d., but
can be correlated. For instance, any convex combination of i.i.d. random variables, and any spherically
contoured distribution are exchangeabltfl We also highlight that N € S, , implies that N is exchangeable;
this follows since the £,-norm is permutation invariant. Finally, we conclude this section with a few examples
(see Appendix [A| for the details), which show that distributions on N widely used in the DP literature are in
Sn,p- Thus, the assumption that N € S, ,, can also be considered as mild.

Ezample 2.4. The following distributions belong to S, ,:

e N~ N(0,,0%I,): in this case, p = 2;

o N consists of i.i.d. Lap(0,b): in this case, p = 1;

e N consists of i.i.d. GN(0,a,p);

e N has a staircase distribution (Geng et all[2015): in this case, p = 1;

o N ~ Unif (B,(0,,r)) with r > 0, where B,(0,,,7) = {x € R" : ||x]|, < r} is the £,-ball centered at 0,

3 Accuracy of Ranking Recovery

In this section, we seek to derive an expression for the probability of error of estimating 7x. In Section [3.1]
we first revisit a low-complexity decoder, and show its optimality under the assumptions of Section [2 Then,
in Section we characterize P, (¢, ) for this decoder. In Section we derive an accurate first-order
approximation of P.(¢, ), which we will leverage to characterize the privacy-utility trade-offs. Finally, in
Section we evaluate the derived first-order approximation of P.(¢, K) for the case when the data X is
ii.d. and n is large (i.e., the high-dimensional regime).

3.1 Optimal Decoder with Low-Complexity

As illustrated in Section [2} the data collector uses a decoder ¢(-) : R® — P to output #x. In what follows,
we let @opt(-) denote the optimal decoder, i.e., the decoder that recovers #x such that the probability of error
defined in is minimized. We also consider a (potentially sub-optimal) decoder to which (borrowing the
terminology used by |Jeong et al.| (2020; 2021))) we refer as linear decoder and formally define below.

Definition 3.1. Given the noisy data vector y € R™, the linear decoder is defined as

Din(y) = Ty, (6)
where 7, denotes the permutation according to which y is sorted.

The decoder in @ is a special case of a more general linear decoder 74y 1, where A € R™*™ and b € R™;
such a linear decoder can be optimal when the noise has memory (Nomakuchi & Sakatal, [1988a3b; [Jeong
et al., 2020). In @, we set A=1, and b=0,,.

The linear decoder ¢y, () has several advantages, among which its low-complexity: it simply consists of a
sorting operation and hence, it has a complexity of O(nlogn). This is a significant reduction with respect

1This restriction can be thought of as a limitation of our results. However, to make progress on this problem in a Bayesian
framework, making assumptions is eventually inevitable as otherwise, the problem becomes intractable, and one will not be able
to say much about the limits of permutation recovery. Assuming an exchangeable data distribution is reasonable whenever
the data has no natural order. A particular example is relational data such as social network users, ratings, and preference
data (Lloyd et al.l |2012)). The exchangeability assumption, in our opinion, strikes a good balance between how permutation
recovery would behave in practice and the problem theoretical solvability.
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to the O(n!) complexity of a naive brute-force implementation of the optimal decoder ¢opt(-) based on the
maximum a posteriori (MAP) decision rule (Kayl, [1998). Moreover, as we will show in Theorem the
linear decoder ¢y (+) is indeed optimal (i.e., Piin(-) = Popt(-)) under the assumptions stated in Secti In
particular, to show this result we will leverage the following lemma (proof in Appendix .

Lemma 3.2. For any two n-dimensional vectors x € H, andy € H,, and p > 1, we have that
7 € argmin ||y — Py0X|p, (7)
weP
where P, _,, is the permutation matriz that permutes x € H,, into P, x € H,,.

Lemma [3.2] states that, when p > 1, the £,-norm of the difference between two given vectors is minimized
when the two vectors are sorted according to the same permutation. Lemma [3.2] allows us to prove our first
main result, which is given by the next theorem.

Theorem 3.3. Let X € R" be exchangeable, and assume that the randomized mechanism K(o,X) adopts
N € S, p, p > 1. Then, given any noisy data vector y € R", we have that

Popt (¥) = ¢1in(y)- (8)

Proof. Since X is exchangeable, all hypotheses are equally-likely (i.e., Pr(X € H,) = %, V7 € P), and the

maximum likelihood decoder is optimal (Kay, [1998]). Therefore, given y € R™ for IC(X); we have
Popt(y) = arg max fi(x) (y X eH,), 9)

where fi(x) is the PDF of K(X).

Since X and N are independent, the conditional density function in @D can be written as
ooy | X € Ho) = [ fxlox | o) sty = %) dx

=t [ Liery fx gy = x]) dx (10)

where in the last equality we used Definition with ¢(-) being a non-increasing function. Similarly, we have
oo (31X € Hy) =t [ Lpsere Sc(x)g(ly = xl) dx

— ! / 1iucr 3 Sx(@g(ly — Propully) du, (11)

where follows by substituting x = Pr_,u.
Now, by taking the difference between and , we obtain
1
— e [ X € He) = fepo (v | X € Hy)) = fo(X) (glly = xl[lp) = g(lly = Pronxllp)) dx.  (12)
. XEH -
By means of Lemma we have that if y € H,, then the integrand in is always non-negative. Hence,
for any y sorted according to 7y, we have

¢0pt(y) = arg Iglea% flC(X)(y | X € HT) =Ty = d)lin(}’)a

where the last equality follows from Definition This concludes the proof of Theorem [3.3 O

Remark 3.4. We highlight that |Jeong et al.| (2020} |2021)) showed a similar result as in Theorem for the
case of Gaussian noise, under some specific conditions on the noise covariance matrix. Theorem extends
the result on the optimality of the linear decoder beyond Gaussian noise, i.e., whenever N € S, ,, p > 1. In
particular, to show this result we have leveraged a completely new proof which uses a generalized version of
the rearrangement inequality needed in the proof of Lemma [3.2] (see Appendix [B).
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3.2 Error Analysis for ¢y,(+)

We here characterize the error probability of the low-complexity and optimal (as proved in Theorem under
some assumptions) decoder ¢y, (+) in Definition From (3), the error probability when @y, (-) is used is

Pe(¢1in, K) = Pr(¢nn (K(X)) # mx).
Before deriving P.(¢iin, K), we first introduce the matrix T, € R("=Dx" for all 7 € P, as follows
(TT)i7j = ]]'{j=7'1,+1} - ]]‘{j:Ti}' (13)
For instance, let n =4 and 7 = (4, 2,1, 3); then,
T{4’27173} - 1 —1 O O
-1 0 1 0

Remark 3.5. For any exchangeable X € R™, we have that (Pyke, [1965])

T.X|XeH, LW, VreP, (14a)
where W € R"~! is known as the spacing vector (David & Nagarajaj, 2004) with
Wi g Xi+1:n - Xi:na Z S [1 n—= 1]7 (14b)

where X;.,, is the i-th order statistics of X.

The theorem below provides an expression for the error probability of the private ranking recovery problem
when the linear decoder ¢y, () in Definition [3.1]is used. In particular, this expression is derived by considering
the Taylor series of the error probability at o = 0.

Theorem 3.6. Assume that lim, o+ |f$z(aw)| < 00, for allZ C [1: n—1] where f‘(,ez(aw) = %fwz (ow).

Then, the Taylor series of Pe(¢iin, K) is given by

[e%S) Pe(l) ‘
Pe(¢lin7K) = Z il 017 (15)

i=0

where
. min{i,n—1} p )
Pe(Z) = Z (_1)k_1 (k) k!akl (0+)7
k=1

and

i—k i—k
oz,(c )(O') = Z / . Fy,(—u) \(Vz )(Uu)du7
IC[1m—1] Y UERY
|Z|=k

where Fy, () is the cumulative distribution function (CDF) of Vz with V; = Njy1 — N; fori e [1:n—1].

We defer the proof of Theoremto Appendix Note that Theorem (and also the following Corollary
generalizes the result in |[Jeong et al| (2021 under two aspects: (i) from the first-order coefficient to an
arbitrary order coefficient; and (ii) beyond Gaussian noise.

As an application of Theorem we next present a corollary (proof in Appendix @, which provides the
second-order approximation of P, (¢, K) for N ~ N(0,,,021,) and any exchangeable distribution of X.
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Corollary 3.7. Let N ~ N(0,,0%I,). Assume that, for i,j € [1 : n—1], [f{y. (w)| < oo, Yw and
Jw,w, (u,v) < oo, Y(u,v). Then, a second order approximation of P, is given by

Pe(¢linaKN) :Cla+8202+0(03)7 (16)

where
o = 5 Iwl0)
i=1 Y
n—2 1

n—1
1
e2” s > fiw,(07) = 0.108998 Y~ fiw,.w,,, (03) — — S fwow, (0F).
=1 i=1

(6,5)€[t:n—1]?
j>i+1

We note that the constants ¢; and ¢y in Corollary [3.7 depend on the distribution of X. Next, as an example,
we derive closed-form expressions for ¢; and ¢ for X; ~ Unif(0, 1) and X; ~ Exp(\). The detailed proof of
these examples can be found in Appendix [E] where we also provide various simulation results that graphically
showcase the accuracy of the result in Corollary

Example 3.8. Let X; ~ Unif(0,1) and N ~ N (0,,,02I,). Then, the constants ¢; and ¢y in Corollary are

n(n —1)
ﬁ )
co R f%n(n —1)% —0.108998n(n — 1)(n — 2) — %n(n —1)(n—2)(n-23).

Cc1 =

Ezample 3.9. Let X; ~ Exp()\) and N ~ A(0,,,02%I,). Then, the constants ¢; and ¢y in Corollary are

. ~n(n—1)A
1 — 2ﬁ )

2 2 _ 2 (0 _ _ 20 (1 — _ —
62%7)\ n(2n123n+1)70.108998/\n(n 3T)(n 2)  Mn(n 1)(8n7T 2)(n 3)

Remark 3.10. If X is exchangeable and N € S, ,, p > 11in Theorem then Pe.(¢iin, K) = Pe(Popt, K). This
follows since under these conditions, from Theorem we have ¢opt () = @1in(+).

3.3 First-Order Approximation for P,

From Section [3:2] one can infer that the private ranking recovery problem is noise dominated, i.e., the error
probability is large even when o is small. For instance, Example [3.8] and Example [3.9] suggest that the
first-order coeflicient ¢; grows quadratically with n. Thus, it becomes important to analyze the problem in
the low-noise regime, where a reliable permutation recovery can be possible. Towards this end, we next derive
the first-order expansion of P,(¢n, K) with respect to o for any exchangeable N (note that Corollary
assumed N ~ N(0,,,02%1,,)). The proof of the corollary below can be found in Appendix

Corollary 3.11. Let N be exchangeable and V.= Ny — Na. Assume that fw,(w) < oo, Yw. Then, in the
low-noise regime, the first-order approximation of P. is given by

Po(¢in, K) = CX]E#WHUJFO(U?), (17)
with
n—1
Cx =Y fw,(07). (18)

i=1
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Figure 2:  P.(¢yn, K) vs. its first-order approximation.

Remark 3.12. The first-order approximation of P.(¢in, K) in decouples the effects of the input data
distribution (captured by Cx) and of the noise distribution (captured by E[|V|]). The assumptions of
Corollary [3.11] are not too restrictive: as shown in [Jeong et al| (2021), fw,(-) is bounded if X is i.i.d., and the
PDF of X is bounded.

Remark 3.13. For the expansion of Pe(¢n, ) in , a natural question arises: How accurate is this?
Figure [2| (see more figures in Appendix shows that this approximation is indeed accurate when N € R"
is i.i.d. according to three different distributions, namely Gaussian (red curve), Laplace (blue curve), and
generalized normal with p = 0.5 (green curve). Our rationale for choosing such distributions is because in
Section [4] we will establish privacy-utility trade-offs for them. In Figure [2] the components of X were chosen
to be i.i.d. according to Unif(0,100) with n = 20. The solid curves (probability of error) were obtained by
Monte-Carlo simulation with 10° iterations, while the dashed curves (first order approximation of the error
probability) where obtained by simply evaluating .

3.4 Input Data Vector with i.i.d. Entries

We here show that, for i.i.d. X; ~ X, the dependence of the first-order approximation of P, (¢, K) in
on the distribution of X is rather weak (i.e., it only needs the Ly norm of the PDF of X, and not the exact
distribution). The approximation of P, (¢, K) in depends on the distribution of X only through Cx,
and this term can be expressed in closed-form as stated in the following proposition (proof in Appendix .

Proposition 3.14. Let X consist of i.i.d. random variables with PDF fx(-). Then,
Cxx =l = V|3, where | fxla = [ fi(o)de. (19)

According to Proposition the first-order approximation of P, (¢in, K) depends on the distribution of X
only through the Ly norm of its PDF. The significance of this result is that we do not need to know the exact
distribution of the data vector to analyze P, (¢, K).

Remark 3.15. Proposition shows that Cx grows quadratically in n. We now provide a few evaluations of

Cx in :

o If X ~ Unif(a,b), Cx = %;
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e If X ~ Exp()\), Ox = 2n2=l)

o If X ~ N(0,1), Ox = "0

4 Privacy and Utility Trade-off

In this section, we investigate the relationship between privacy (measured by the (c, €)-RDP in Definition [2.1)
and utility measured by P.(¢yn, ). In particular, we focus on the low-noise regime where, as highlighted in
Section [3.3] a reliable permutation recovery is possible.

For a proper definition of DP, we need to consider “well-behaved” query functions (Dwork} 2008). This is the
so-called sensitivity property which, for a query function ¢(-), requires that the sensitivity, defined as

Al(g)= __ max __[g(X)—q(X)], (20)
(X, X)ex2:dy (X,X)<1

is finite. In our framework, we have that the query function ¢(-) is the identity function, i.e., ¢(x) = x. Thus,
in order to have a finite sensitivity in , we need to have a domain constraint on the data input, namely
X € X where X = {x : x € [0,£]"}. With this, from (20)), we have that A;(q) = A(X) = ¢ is finite.

Next, in Section we derive a general expression for the privacy-utility trade-off, and then we evaluate it
for the Laplace (Section [4.2)), Gaussian (Section |4.3]), and generalized normal (Section [4.4)) mechanisms.

4.1 On the General Trade-off

For the additive noise mechanism in , given («, €) and the sensitivity ¢, we define the following operation,
RDP_ (¢, ¢) = inf{o :RDP, (K (o, X)) <¢, A;(X)=¢}. 21)

DP

(
In words, RDP,* (¢, £) is the smallest standard deviation of K(-,-) that ensures that we meet the (a, ¢)-R

constraint when the query sensitivity is equal to £. If the set in is empty, then we set RDP;l(e, £) = oo.
By using and the first-order approximation of P.(¢in, K) in (17), we obtainﬂ
1 _
P.(¢in, K) = 5RDPO}(E, OE[V||Cx. (22)

The expression in can, in principle, be used to find a privacy-utility trade-off for any additive noise
mechanism. As expected, from we note that Pe.(¢un, K): (i) decreases as e increases, and (ii) increases
with the data size n. Moreover, for i.i.d. data, by using the closed-form expression in , we obtain the

following trade-off,

n(n—1 2 _
P.(¢1in, K) = %RDPJ(G,Z)EHW]. (23)
We now consider several important mechanisms and we find an explicit version of the trade-off in . Finally,
we find it more convenient to write the trade-off in terms of € as a function of ¢, P. (¢, K) and Cx.

4.2 Laplace Mechanism

We consider a randomized mechanism K, (o, X) that consists of adding Laplace noise. Such a mechanism
gives (a, €)-RDP as shown in the next result, the proof of which uses the results by |Gil et al.| (2013)) (proof in

Appendix .
Proposition 4.1. For a > 1, the randomized mechanism K (o,X) in with N being i.i.d. according to
Lap(0,b) gives (a, €)-RDP with € given by

1 aef(lfa)é/(ab) —(1-« efaf/(ob)
€= In ( ) . (24)
a—1 200 — 1
2The Taylor series of the error probability in Theorem allows to characterize higher order approximations for Pe(¢yin, K),
which in principle can lead to more accurate trade-offs.

10
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We now combine Proposition and Corollary and obtain the trade-off stated in the theorem below
(proof in Appendix [l]).

Theorem 4.2. Let K1 (0,X) be such that N is i.i.d. according to Lap (0, %) Let the assumptions in
Corollary hold. Then, for a > 1,

3¢ CX 1 «

N 1 . 25
‘ 4Pe(¢lina’CL)+Oé*1 Y oa—1 (25)
As an example, we next evaluate when X is i.i.d. and has a uniform distribution.
Ezample 4.3. If X ~ Unif([0, £]™), then Cx = L”e_l) and the trade-off in Theorem [4.2| becomes
3 nn—1) 1 !
~ 1 . 26
‘ 4Pe(¢lina’CL)+a—1 Yoa—1 (26)

4.3 Gaussian Mechanism

We here analyze a mechanism K¢ (o, X) that consists of adding Gaussian noise. This gives (o, ¢)-RDP as
shown in the next result, the proof of which can be found in Appendix [J] and uses the results in [Gil et al.
(2013)).

Proposition 4.4. Kg(o,X) in with N being i.7.d. according to N'(0,1) gives (a, aez)—RDP.

202
By leveraging Proposition and Corollary we obtain the trade-off stated in the theorem below (proof
in Appendix .

Theorem 4.5. Consider the Gaussian mechanism Kg(o,X) with N being i.5.d. according to N'(0,1). Let
the assumptions in Corollary[3.11] hold. Then, for a > 1,

al? Cx 2
°r % <Pe(¢linaK:G)) ' (27)

We complete this subsection by giving an example when X is i.i.d. and has a uniform distribution.
Ezample 4.6. If X ~ Unif([0, £]™), then Cx = @ and the trade-off in Theorem becomes

4.4 Generalized Normal Mechanism

Theorem [4.2| and Theorem [4.5| suggest that € o< (1/Pe(¢in, K))?, where p is the power of the exponent in the
noise PDF. In other words, the smaller the p is, the better the trade-off appears to be. Motivated by this
observation, we consider a mechanism Kgxn where N is i.i.d. according to GN (0, a, p) with p < 1. Koy gives
(ar, €)-RDP as shown in the next proposition (proof in Appendix [L)).

Proposition 4.7. Let N be i.i.d. according to N ~ GN(0, h(p),p) withp < 1 and h(p) = ‘/13((3177111))’ where
I(+) is the gamma function. Then, the corresponding mechanism Koy (o) gives (a, €)-RDP with

£ : o =0
_ oh(p) e
i (1 N (29
(r(p))? o

which, for 1 < a < oo, implies that

E[’N_g‘p_u\”p] ¢ P
(D) == <oh<p>> : (30)

11
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We combine Proposition and Corollary and obtain the trade-off in the theorem below (proof in
Appendix .

Theorem 4.8. Consider the generalized normal mechanism Kgn (o, X) with p < 1. Let the assumptions in
Corollary hold. Then, for a € (1,00) we have

p
CE[IN - N'l|Cx

[T(p-1 ’
%Pe((blin; ’CGN)

where Nand N' are independent and N’ <N, If o = 0, then < in can be replaced by =~=.
Remark 4.9. Theorem confirms our observation that the smaller the p is, the better the trade-off is.

€< (31)

5 Conclusions

We studied the private ranking recovery problem within the DP framework. We designed a low-complexity
decoder and characterized sufficient conditions for its optimality. We derived the Taylor series of the error
probability when such a decoder is used, as well as the first-order approximation of it. We leveraged the
first-order approximation of the error probability, along with the (a, €)-RDP, to obtain utility-privacy trade-offs
for the Gaussian, Laplace and generalized normal mechanisms. This result allows us to determine which
mechanism is more sensitive to the error probability with respect to the privacy. Our results show that the
problem of private ranking recovery is noise dominated. Possible future directions include the following: (i)
partial recovery in which we seek to recover the permutation of only part of the input data; (ii) approzimate
recovery in which we allow a fixed number of errors given a ranking distance function (Kumar & Vassilvitskii,
2010) (e.g., Hamming distance, Kendall’s tau distance); (iii) investigating or generalizing the results in this
paper to hold universally, for any distribution on the input data vector.
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A Proof of Example

A.1 Gaussian Noise

If N ~ N(0,,0%1,), its PDF is

1 IR

(o) = Gy = o(ll) (32)

+2

with g(t) = Wl/zane 252 . Since g(t) is a non-increasing function in ¢ > 0, then N(0,,,0%1,,) € S, .

A.2 Laplace Noise

If N consists of i.i.d. N; ~ Lap(0,b), its PDF is

n(z) = H

with g(t) = ﬁe v, which is a non-increasing function in ¢ > 0. Thus, a joint distribution of i.i.d. Lap(0, b)
is a member of S, ;.

B3 1 Il
5 = e =9, (33)

|~

[\

A.3 Generalized Normal Noise

If N consists of i.i.d. N; ~ GN (0, a,p), its PDF is Nadarajahl (2005)

) = Ko (—Z—") = g(llzll,), (34)

aP

Zi
a

fri(z) = f[Kexp (-

where K = m is the normalization factor, and g(t) = K™exp (72—2), which is a non-increasing function
in ¢ > 0. Thus, a joint distribution of i.i.d. GN (0, a,p) is a member of S,, .

A.4 Staircase Noise
If N has a staircase distribution with (A, v, A), its PDF is of the form |Geng et al.| (2015)

fn(z) = e M@ (35)
with

E+1 if|z|y € [(k+7)A, (k+1)A],

where v € [0,1] and A > 0 are given, and S is a normalization parameter.

Since h(z) is a non-decreasing function in ||z||;, then fn(z) is non-increasing in ||z||;. Thus, a staircase
distribution is a member of S, ;.

A.5 Uniform Noise

If N ~ Unif(B,(0,,,7)) with 7 > 0, its PDF is given by

1
]
fN(Z) VO](BP(On,T')) {z€B,(0,,7)}
1

= Vol(B, (0, 1)) -z} (37

where Vol(S) denotes the volume of the set S. Clearly, the PDF in is a non-increasing function in ||z||,
and hence, Unif(B,(0,,r)) is Sy

14
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B Proof of Lemma

Our goal is to show that a solution % for the following optimization problem,
argmin [y — Py, (38)

forany n € P,y € H, and x € H,,, is given by & = 7. We start by noting that, by the property of permutation
invariance of the ¢,-norm, without loss of generality, we can consider 7 = (1,2, ...,n) which indicates that y
is sorted in ascending order. In addition, a solution to does not depend on the permutation of x, i.e.,
we can start the problem with any x € H,,. This is beause we consider every possible permutation matrix
P,_..’s with x € P. Hence, we set = 7, which implies that x is also sorted according to the ascending order,
i.e., x and y are sorted according to the same permutation 7.

The key tool that will enable our proof is the following generalized version of the rearrangement inequal-
ity [Holstermann| (2017)).

Lemma B.1. Consider a sequence of real numbers a; < ... < a, and a collection of functions f;(-) :
[a1,a,]) — R fori € [1:n] and for some fixed n. Suppose that for oll x € [ay, a,] we have that
filz) <... < fol@). (39)

Then, for any permutation k € P, we have that
D filan—ivn) <D filan, ), (40)
i=1 =1

where a,;, = (Pr_xa)i, 1 € [1:n).
For the given y € H., in order to apply Lemma we define a sequence of functions
[i®) & lyn—ip1 —t]P, i € [1:n]. (41)
Note that y; <y < -+ < y,. For the time being assume that
fi(t) < fj(t), VtER, (42)

for all i < j. The claim in 7 which will be shown later, guarantees that we can use Lemma Therefore,
by setting a; = z; in Lemma and recalling that x and y are sorted according to the same permutation 7,
we arrive at

n
ly — x|} = Z [Yn—i+1 — Tp—it1|”

i=1

= Z fi(Zn—it1)
i=1

< Z fz (wﬁr,L—i+l>
i=1

n
= Z |ynfi+1 i |p
i=1
n
= Z [Yn—it1 — (ProuX)n—i+1]”
i=1
= ||y - P‘r—)/{xnga
for all k € P. This indeed shows that, under the assumption in , a solution & for the optimization

problem in is given by & = 7.

15
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To complete the proof it remains to verify that the condition in holds. Towards this end, we observe that

@) =p(t = Yn—is1)|t — Yn—is1[P 72,

for all i € [1: n]. We now show that f/(t) < f}(t) for all # € R and 7 < j. This follows by a simple comparison,
which consists of subtracting f;(t) from f;(t), namely

Fit) = £ () = p(t = yn—ig )t = yn—is1[""> = p(t = yn—jr 1)t = yn—j1 "2, (43)

where yp—it+1 > Yn—;41 since y by assumption is sorted in ascending order. If is less than or equal to
zero, then holds. We now show that is indeed always less than or equal to zero.

o t€[—00,Yn—jt+1]: In this case, becomes

FIO) = £(8) = =p Wnit1 =" 4D (g =)',

which is always less than or equal to zero;

o t € [Yn—jt1,Yn—it+1]: In this case, becomes

fi@t) = fi(t) = =p (Yn—iv1 — P = p(t = Yojr)’

which is always less than or equal to zero;

o t€ [Yn_it1,00): In this case, becomes

fi(t) = fi(t) = —p(t - Yn—it1)” =Dt = Ynojr1)’

which is always less than or equal to zero.

The above three cases imply that the inequality in holds for any ¢ < j and hence, the sequence of
functions in satisfies . This concludes the proof of the desired claim and the proof of Lemma

C Proof of Theorem

The probability of error is given by [Jeong et al.| (2021} Corollary 1),

T.X

g

P.(¢n,K) =1-E {Pr (V > - ' X> ‘ X e HT] , (44)

where T is defined in . We now note that, from Remark we can write T, X|X € H, as a spacing
vector W and hence, we can equivalently rewrite as

Pe(1in, K) =1 - Pr(hl {Vi = _ZVi })
=Pr (Dl {% < _:Vi })

= (=D > Pr(Ag) |, (45)

where the last equality follows from the inclusion-exclusion principle where Az = N;ez.A; with A4; = {V; <
-1
—0 Wz}

16
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For any set |Z| = k, we have

Pr(Az) = Pr <ﬂ {w < _ZVi })

weRi o
— [ P w) (o)t (46)
ueRi

where the last equality follows from a change of variable. By substituting into (45)), we obtain

n—1
Po(¢1in, K) = Y (—=1)* " ag(0)o*, (47)
k=1
where
ag(o) = Fy,(—u) fw;(cu)du. (48)
k zc[%;u /ueR’; v wW

|Z|=F

Let f‘(,:,nz) (ou) = %fwz (ou). By the Leibniz integral rule, the m-th derivative of ay (o) w.r.t. o is

a;cm) (o) = Z / ) Fy,(—u) ‘(:,11) (ou)du. (49)
IC[1in—1] ueRy
1Z|=k

Since is bounded at o — 07 (i.e., lim, o+ \oz,(cm) (0)] < 00), after some trivial algebra, we obtain that
the m-th derivative of P.(¢in, K) in at 0 — 01 is

min{m,n—1}

m — m m—k

C N SRR () T Gl (50)
k=1

We conclude the proof of Theorem by plugging (50)) into the Taylor series of P.(¢yn,K) at o = 0%.

D Proof of Corollary [3.7]

Since P.(¢in, L) — 0 as 0 — 07, the first order rate is given from Theorem by

PY = lim Y / Fyv,(—u) fw,(cu) du
T0T L ftm—1] uERY
IT|=1
n—1
= lim / Pr(V; < —u) fw, (ocu) du
n—1
@ Jim Z Q) fw, (V20v)V2 dv
o—0+ =1 ’UG]R+
n—1
) 3" fw,(07) Q(v)V2 dv
i=1 vERy
n—1
=1 ﬁ 7
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where (a) follows using the change of variable u = v/2v toegther with the fact that V; ~ A/(0,2) with Q(-)
being the Q function of the standard normal distribution; and (b) follows by the dominated convergence
theorem.

The second order rate is also given from Theorem [3.6] by

2

3P =5 30 ()Rl (0%) = o 07) — af0) (52)

k=1

We need to compute agl)(OJr) and a2(01). Firstly, we have

(1) (07) = lim Z/ Fy,(— fW (ou) du

oc—07t

n—1
@ Jim Z/ Pr(V; < —u)ufyy, (ou) du

+
o—0 =1 ER+

n—1
&) Z fiv, (O+)/ Pr(V; < —uw)u du
i=1

u€R 4

n—1
<3 . 01) Q(v)2v dv
1=1

veER
1 n—1
= L3 fn ), (53)
=1

where the labeled equalities follow from: (a) letting fy, (ou) = % Sw, (w)| ; (b) using the dominated

w=ou ’ (

convergence theorem; and (c) using the change of variable u = v/2v similar to the step (a) in (5I)).
The second term in is given from Theorem by

az(07) = lim Z /ER Pr(Vz < —u)fw,(cu) du

o—0Tt
IC[1in—1]
|T|=2
@ ST fwa(03) / Pr(Vz < —u) du
IC[lin—1] ueRr}
II\ 2

= Z fWi,Wi+1 (O;‘)/ 5 Pr(‘/’L S 7”17%-’!‘1 S 7U2) du
i—1 uck

Y ww(0F) / P(V; < —u1,Vj < —uz) du
(i.5)€[Lin—1]2 ueRy
>it1

2
E fW7.7W7.+1 02 )/ QVi,Vi+1 (U.) du + E fWi,Wj (0;) < Qv(u) du)
i=1 ER?F u€Ry

(i,5)€[1:n—1]2

F>it1

n—2
= E[max{o, Vl}max{07%}] Z sz‘,Wi+1 (0;) +E2[max{0,Vl}] Z fWi,Wj (0;)

i=1 (i,5)€[1:n—1]?

j>i+1
(©) n—2 1
~ (0.108998 Zl fWi’WH»l (O;) + ; . [Z - fWi,Wj (O;)v (54)
1= 4,7)€[lin—1

>i+1
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where (a) follows by the dominated convergence theorem; (b) is due to the independence of V; and V;
if |i —j| > 1 (since V; = Njy1 — N; and V; = N;y1 — N; with ii.d. N); (c) follows by noting that
E[max{0, V1 } max{0, V2}] ~ 0.108998 and E?[max{0,V;}] = 1
By substituting and into , we obtain

n—2

1« 1
RS 52 )= 0108998 Y fwowin(05) = — > fuww, (0F). (55)
=1

=1 (6,5)€[1in—1]?
>+l

This concludes the proof of Corollary

E Simulation Results and Proof of Example [3.8] and [3.9]

E.1 Simulation Results shown in Figure 3]

For the simulations illustrated in Figure we set Unif(0, 1) and Exp(1) for X;,i € [1 : n] and N ~ N (0,,, 0%1,,).
The curves for the true error probability P, (¢, ) were obtained by Monte-Carlo simulation using 108 iterations,
whereas we obtained the curves for the first and second order approximations by evaluating the expression
in Corollary The data dimension is set to n = 10 for (a) and (b), and to n = 20 for (c¢) and (d). It is
shown from (a) and (c) that the first and second-order approximations well fit the true P.(¢yy) around o = 0.
Further, (b) and (d) show the approximations in the low-noise regime and illustrate that, if the targeted
error probability is small, then the first-order approximation is very close to the true error probability.

E.2 Proof of Example [3.8|

To evaluate the expression in Corollary we need fuw, (07), fiy (07) and fw, w,(03). For X; ~ Unif(0,1),
the PDF of the spacing W; and W;, W; are given by [Pyke| (1965)

fw,(w) =n(1l —w)" ', Vie[l:n—1], (56)
fwiw, (w,0) = n(n = 1)(1 —u—v)"72, Vi #j, (57)
which gives
fw,(07) = n, Vi,
fwiw,; (03) =n(n—1), Vi#j.
By differentiating with respect to w, we also obtain
fiv,(w) = —n(n - 1)(1 —w)" 2,
= fiy,(07) = —n(n —1), Vi.
This concludes the proof of Example [3.§]
E.3 Proof of Example 3.9
To evaluate ¢; and co, we make use of the fact |[Pyke| (1965) that the spacings of Exp(\) random variables are

independent exponential random variables with parameters depending on the dimension n and A. Specifically,
for i.i.d. X; ~ Exp(A) the spacings become independent W;’s that are distributed as

W; ~ Exp(AM(n —i)), Vie [l:n—1]. (58)

It then follows that
fw, (07) = Jim, A(n — e MDY — X(n — i), Vi, (59)
fwiw,; (03) = fuw, (0F) fuv, (07) = N (n — ) (n — j), Vi # j. (60)
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= P(g), X ~ Unif(0, 1) A2 o= P.(du), X ~ Unif(0,1)
091 |-o P (), X ~ Unif(0,1) - B (61), X ~ Unif(0,1)
08l [0 27 (6u), X ~ Unif(0, 1) 0.05F o " (1), X ~ Unif(0,1)
+lfe](gfnn),X ~ Exp(1) #Pel((blm),X ~ Exp(1)
071 |- B (d), X ~ Exp(1) B 0 B (¢), X ~ Exp(1)
 ond o 0.04 - A 2nd
ogl PO X v B |/ D4 -6 27 (61), X ~ Bxp(D)
05 &5 0.03
0.4}
0.02}
0.3t
21
0 0.01]
0.1t
0 - L 0 |
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0.81 70 " (6m), X ~ Tnit(0,1) T e P g), X ~ Unit(0,1)
#f’e%lm)wx ~ Exp(1) A #Iiel(tlfun)yx ~ Exp(1)
07} 0 B (). X ~Bolt) | 005 |-6- 2. (¢0), X ~ Bxp(1)
o) Lo P 0. X ~ o) | s -0 B, (¢), X ~ Exp(1)
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03 B 002 |
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Figure 3: Comparison between P (¢in), the first-order approximation Ps!(¢yi), and the second-order
approximation P2"¢(¢y,). We set X; ~ Unif(0,1) and X; ~ Exp(1) for i € [1:n]: (a) n = 10; (b) n = 10 in
low-noise; (¢) n = 20; (d) n = 20 in low-noise.

It is also easy to evaluate

fiv (0%) = lim —\3(n =20
w—

—M(n —14)?, Vi. (61)

By substituting and into ¢; and ¢y in Corollay (3.7) with some algebras, we conclude the proof of
Example 3.9

F Proof of Corollary 3.11]
Since P.(¢in, K) — 0 as o — 07, the first order rate is given from Theorem by

Pe(¢1inalc) :Pe(l)a+0(02)7 (62)
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where

PV = oy (0%)

= lim
o—0t
ZC[lin—1]

| Pra-wfwi(ow) du
ueRi

|Z|=1

n—1 00
= Uli%ﬂ ;/0 Pr(V; < —u) fw,(ou) du
(@) n—1 o)
= U]gg+ ;/0 Pr(Vi > u) fw, (ou) du

n—1 o)
&) 3" fw.(0) / Pr(Vy > u) du
i=1 0

n—1
=Y 5w (0%) [ E[tveu] du
=1
n—1 00
© +
) (ONE| [ Tpyiew d
;fwz( ) [/0 (Vi>u) U}

n—1

=> fw, (0)E

i=1

n—1

oo
0

max{V7,0}
/ 1du
0

— Z fw. (07) E [max{V3, 0}]

fw, (OE[WA]],

(63)

where the labeled equalities follow from: (a) the exchangeability of N (i.e., V; = N;11 — N; 4 N;—N;y1 = -V,

and V; < Vj, ¥Y(i,j); (b) the dominated convergence theorem; (c) the Fubini-Tonelli theorem; and (d) the
symmetry of V as we have used in step (a). We conclude the proof of Corollary by substituting

into .

G Proof of Proposition [3.14]

For i.i.d. X; ~ Fx, where Fx is the CDF of X, we observe that Pyke (1965

oo

(Fx ()71 = Fx ()"~ fX () dz

S = n!

— 00

n!

(i) /_O; z_: (Z — 1)!(TL i 1)!(FX(-%‘))1—1(1 — FX(-T))n_i_lf?{(x) dr
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where (a) follows by using the Fubini-Tonelli theorem, and (b) follows from the change of variable j =i — 1.
To simplify the integrand in , we make use of the following,

n—2
(’7) (n— 3)(n—j — )(Fx (@) (1 - Fx ()"
=0

= Z (n> (n—7)n—j— 1)(FX(x))j(1 _ Fx(x))n_j_2

n—1), (65)

where in (c¢) we let B ~ Bin(n, Fx(x)) be the binomial random variable with parameters n and Fx(x), and
the expectation is with respect to B.

Then, we have

S i (07) = / T nn = 1) (a)de
i=1 —0
=n(n— 1)[ % (z)da.

This concludes the proof of Proposition

H Proof of Proposition [4.1]

We consider the Laplace mechanism such that
Kr(o,X) =X+ 0N,

where N is i.i.d. according to Lap(0,b). This result has already been shown by [Mironov| (2017) and we
present it here for completeness. By using the definition of RDP, (K1) in Definition we obtain

RDP.(KL) = sup Do (K(X)|IK(X))
(X, X)ex2:dg(X,X)<1

“ sup  Da(Lap(ay,ob)|Lap(ez, ob))

|z1—z2|<E
= sup D,(Lap(0,ob)||Lap(r, cb))
r€l0,4]
(b) 1 ae_(l_a)r/("b) _ (1 _ a)e—ar/(ob)
= sup In
ref0,0 & — 1 200 — 1
—(1=a)t/(ab) _ (1 _ q)e—t/(ab)
© ! In ae (1—a)e 7 (66)
a—1 200 — 1

where the labeled equalities follow from: (a) the fact that K(X) and K(X) have nearly identical distributions
that differ at only one coordinate, (b) the closed-form expression by |Gil et al.| (2013), and (c) the fact that
D,,(Lap(0, ob)||Lap(r, ob)) is an increasing function in r. Therefore, K (o, X) gives (o, €)-RDP with € given
in (66). This concludes the proof of Proposition
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I Proof of Theorem

Recall that, from Proposition we have (a,¢)-RDP from Kp(o,X) where N is i.i.d.

N ~ Lap(0,b) such that

1 | Oée(oz—l)ﬁ/(gb) + (O( _ 1)€—a€/(ab)
a1 20— 1 '

In order to have Var(N) = 1, we set b = % Then, from , we obtain

(2a — 1)e(a—1)6 _ aeﬁ(a—m/g +(a— 1)6_\/5(14/0.

according to

(67)

(68)

Under the assumption o > 1 and since we are considering the low-noise regime, we have that the first term
on the right-hand side of dominates the second term. Thus, we obtain an approximation for as

(2a — 1)6(0471)6 ~ Ozeﬁ(o‘fl)z/”,

which gives

e%\/ﬂ—i— 1 ) o

o a—1"2a-1

Now we evaluate P.(¢yn, K1) in Corollary

The PDF of V = N; — Ny, where N7 and N> are independent Laplace ((), %), is given by
o) = [ @2 ds

<1 1
:/ — VIR = VRloal g
—%0 V2

V2
= L evanl Ly e-van,
2v/2 2
Then, by the symmetry of V' we have
BV =2 [ v do= 2

It follows from Corollary that

3 Pe in,’C
P, Kp) ¥~0——=Cx = o~ M
2 atx

The proof of Theorem is concluded by substituting into .

J  Proof of Proposition [4.4]
Consider the Gaussian mechanism such that

’Cg(d, X) =X+ oN,
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where N is i.i.d. according to A(0,1). This result has already been shown by [Mironov| (2017) and we present
it here for completeness. By using the definition of RDP,,(K¢) in Definition we obtain

RDP,(Ke)=  sup Do (K(X)|K(X))
(X, X)eXx?:dy (X, X)<1
@ sup  Do(N(z1,0?)|N (22,02))

|z —z2|<L

= sup Do(N(0,0%)||N(r,0?))

9 (72)

where the labeled equalities follow from: (a) the fact that (X) and K(X) have nearly identical distributions
that differ at only one coordinate, (b) the closed-form expression by |Gil et al.| (2013), and (c) the fact that

(YT‘2
o2

is an increasing function in r. This concludes the proof of Proposition

K Proof of Theorem

Recall that, from Proposition we have («, €)-RDP from Kg(o, X) where N is i.i.d. according to (0, 1)

such that P
«

Moreover, from Corollary the first-order approximation of the probability of error is given by
(a)

) &) i ~ ﬁpe(¢lin7’CG)
Pe(¢11n>ICG) ~ JﬁCX - o~ CX )

where the approximation in (a) follows since E[|V|] = E[|N; — Na|] = %, where Ny and N are independent
standard normal random variables. By substituting into (73, we conclude the proof of Theorem [4.5

(74)

L Proof of Proposition 4.7|

We start by noting that o N with N ~ GN(0, h(p),p) has variance equal to o> and PDF given by |[Nadarajah

(2005),
P p
fon(2) = Kexp (— ohD) ) , (75)
where h(p) = /2L and K = S RITT-

L(3p~1)
We first derive (0o, €)-RDP (i.e., the e-DP). From Deﬁnition the Rényi divergence of order a = oo between
x 4+ oN and x + oN with dy(x,%) <1 is

Do (K(x + oN)|[K(X + oN)) ¥ D (K(r + o N)|[C(0 N))

®) Guplog fon(z—7)
z€R fo’N(Z)

= sup {_ z—r|f n z p}
z€R ah(p) ah(p)

@[ r |
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where the labeled equalities follow from: (a) the fact that r € [—¢, ] is the difference between x and X, and
without loss of generality we consider positive r € [0, /] due to the symmetry of N, (b) the definition of the
Rényi divergence at o = oo, and (c) the fact that the maximum of the function ¢ — |t|P — |t — r|P is obtained
att=rfor 0 <p<l1.

Since ([76) is an increasing function in r € [0, £], we obtain

r

RDP (Ken) = oh( ]

()

We next derive (1, €)-RDP, specifically lim, 1 (, €)-RDP. Recall that the Rényi divergence of order o« =1 is
the KL divergence; then, by the definition of KL divergence, we obtain

sup
TE[O )

iLHﬁDa(K(x+aN)||K(i+aN)):]E[log JM]

zZ P Z —rl|?
‘E[‘ | T onw) }
1 g P
:WEHm +1Z -], (78)

where in the first equality we used the same argument as in the first equality of with r € [0,¢], and
ZLsN. Then, from Deﬁnition RDP;(Kgn) is given by

RDP; (Kan) = W R ( e 121 +12 =]
Elj2P) | ElZ-rf)
T EG@Y ey o @)
_E “Z;,,f'(p); 121" (79

where the supremum is obtained at r = ¢. This is because the PDF of Z is concentrated in 0, and it is
monotonically decreasing in its absolute value; hence, the expected distance |Z — r| is maximized if r € [0, ]
is the largest as possible.

Finally, since D,(Q||P) < Dyp(Q||P) for all 1 < a < b, we have that for any « € (1, 0),
E[|Z — ¢ —|Z|"] 1 ¢\’
< RDP,(Kan) < — [ —— ) . 80
ey vt < (g =0
This concludes the proof of Proposition [.7]

M Proof of Theorem 4.8

Recall that from Proposition 1.7} we have € as
€= i, (81)

where « is such that

E[|O’N—€|p—|0N|p]<H<< 1 )p
(h(p))P - T\’
where the upper and lower bounds were found by analyzing the cases @ — oo and o — 1, respectively.

Moreover, Corollary [3.11] shows that the first-order approximation of the probability of error is given by

E[[V]]Cx

Pe((blinu ICGN) ~ 0o 9

(82)
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By substituting into 7 we obtain that when o = oo,

p EIN — Nl p
x (i) (Bl =iy -
h(p) P.(¢1in, Kan)
d ;. S , d .
where V = N — N’ with NV and N’ being independent and N’ = N. The proof of Theorem is concluded

by noting that is indeed an upper bound (which is tight for a = c0).
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