Published as a conference paper at ICLR 2022

ON ROBUST PREFIX-TUNING FOR TEXT CLASSIFICA-
TION

Zonghan Yang, Yang Liu

Department of Computer Science and Technology, Institute for Al Industry Research
Institute for Artificial Intelligence, Tsinghua University, Beijing, 100084, China
yangzh20@mails.tsinghua.edu.cn, liuyang2011@tsinghua.edu.cn

ABSTRACT

Recently, prefix-tuning has gained increasing attention as a parameter-efficient
finetuning method for large-scale pretrained language models. The method keeps
the pretrained models fixed and only updates the prefix token parameters for each
downstream task. Despite being lightweight and modular, prefix-tuning still lacks
robustness to textual adversarial attacks. However, most currently developed de-
fense techniques necessitate auxiliary model update and storage, which inevitably
hamper the modularity and low storage of prefix-tuning. In this work, we propose
a robust prefix-tuning framework that preserves the efficiency and modularity of
prefix-tuning. The core idea of our framework is leveraging the layerwise activa-
tions of the language model by correctly-classified training data as the standard
for additional prefix finetuning. During the test phase, an extra batch-level prefix
is tuned for each batch and added to the original prefix for robustness enhance-
ment. Extensive experiments on three text classification benchmarks show that
our framework substantially improves robustness over several strong baselines
against five textual attacks of different types while maintaining comparable ac-
curacy on clean texts. We also interpret our robust prefix-tuning framework from
the optimal control perspective and pose several directions for future research

1 INTRODUCTION

Large-scale pretrained language models (LMs) (Peters et al., |2018; [Devlin et al., 2019; Radford
et al., 2019; Liu et al., 2019; Yang et al., |2019; [Raffel et al., [2020; |[Lewis et al., 2020; Brown et al.,
2020; | Xue et al.| [2021) have proven effective for downstream NLP tasks. While finetuning a pre-
trained model for a specific task has been the common practice, it comes at the cost of maintaining
a full copy of the LM with the parameters entirely modified. The prohibitively huge memory de-
mand poses a severe challenge for the deployment of practical NLP systems, which motivates the
development of low-storage adaptation methods (Houlsby et al.| 2019} |Li & Liang], [2021)).

Recently, increasing interest has been focused on prompt-based tuning approaches for pretrained
language models (Wallace et al.l [2019; [Puri & Catanzarol [2019; [Shin et al., [2020; Jiang et al.,
2020b; |Zhong et all 2021} |Gao et al, [2021; |[Hu et al.|l 2021} [Liu et al) |2021). By prepending
several elaborately-selected tokens to the given input sequences, the LM is triggered to respond with
appropriate outputs without updating its parameters. Prefix-tuning (Li & Liang| [2021) introduces
the idea of replacing the discrete prompt tokens at the input with the virtual ones at the start of
each layer in the LM. By optimizing the layerwise continuous prefix embedding instead of selecting
candidates in the vocabulary list, the expressive ability of prompts is further enhanced with a rather
small amount of parameters to be updated. As a result, prefix-tuning requires near 1000x fewer
task-specific parameters than finetuning the entire pretrained model (Bommasani et al.| [2021).

Despite being lightweight and modular, prefix-tuning is still lacking in robustness. In the NLP
community, a variety of techniques for generating adversarial examples have been proposed to attack
a text classifier by perturbing inputs (Zhang et al., 2020). Conventional attack techniques include
character-level (Eger et al.| 2019} |[He et all 2021)), word-level (Alzantot et al., 2018; Ren et al.,
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Figure 1: Overview of prefix-tuning as well as our robust prefix-tuning framework for text classifi-
cation. We frame the samples into a SQuAD-like scheme consisting of context, question, and label
and optimize the original prefix P . For the robust prefix-tuning framework, we fix the obtained pre-
fix P and tune an additional prefix P? for each test batch. The additional tuning follows the three
steps indicated in the figure, which aims to lead the summed prefix to steer correct activations at the
position of the [ANS] token with those activated by correctly classified training data as the standard.

2019; [Garg & Ramakrishnan| 2020), sentence-level modification (Tyyer et al., 2018 [Ribeiro et al.|
2018} Xu et al., 2021), or a mixture of them (Ebrahimi et al} [2018; |Li et al., 2019). Instead of
perturbing each input sentence separately, recently, universal adversarial triggers (UAT)
becomes powerful by prepending the same adversarial tokens to all test inputs. UAT
prompts the model to generate malicious outputs, which shares the same spirit with the prompt-
based tuning approaches. It remains a mystery whether prefix-tuning, a variant of prompt-based
tuning techniques, can defend against UAT as well as other different kinds of attacking techniques.

In defense of adversarial attacks, different types of defense techniques are developed, including
model functional improvement (Li & Sethy] Jones et al 2020), certification 2019;
Huang et al.,2019; [Shi et al.| 2020; Xu et al., 20205 [Ye et al.|[2020), adversary detection (Pruthi et al.|

2019;[Zhou et al., [2019), and adversarial training (Miyato et al., 2017;2019; [Zhu et all [2020; Jiang
et al.,[2020a; [Liu et al.| [2020; [Wang et all, 2021; [Dong et al., 2021} Zhou et al.,2021). While these

approaches have enhanced model robustness, difficulties emerge when fitted to prefix-tuning. Most
of the techniques require modification to the architecture and the parameters of the LM or additional
maintenance of adversary detectors. Directly applying such techniques necessitates auxiliary model
update and storage, which will inevitably hamper the modularity of prefix-tuning. Moreover, The
excessively long time for adversarial training is also a hindrance to the efficient use of prefix-tuning.
We ask the following question: Can we improve the robustness of prefix-tuning while preserving its
efficiency and modularity, without modifying the pretrained model parameters?

In this work, we propose a robust prefix-tuning framework for text classification. The main idea of
our framework is to add an extra batch-level prefix tuned for each batch to the original prefix embed-
ding during test time for robustness enhancement. We first record the layerwise activations in the
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LM at the position of generating label prediction with correctly classified training data. We project
the collected activation matrices of each layer onto low-level canonical manifolds as the charac-
terization of “correct” model behavior. In this way, the correctness of any layerwise activations at
the position of prediction generation can be estimated by projecting to the canonical manifolds and
measuring the distance between them. For each test batch during inference, the added extra prefix
is tuned on the fly with the original prefix fixed to minimize the calculated distance. Triggered by
the summed prefix, the LM is prone to generating correct label predictions. We conduct extensive
experiments on three text classification benchmarks and show that the proposed framework sub-
stantially improves model robustness against five strong textual attack approaches including input
perturbation attack of different levels as well as the UAT attack. To the best of our knowledge, we
are the first to propose the defense approach for prefix-tuning while keeping its lightweightness and
modularity. Moreover, we provide an interpretation of our robust prefix-tuning framework from the
optimal control perspective and pose several directions for future research.

2  PREFIX-TUNING FOR TEXT CLASSIFICATION

Prefix-tuning is a lightweight alternative to finetuning when using large-scale pretrained language
models to solve downstream NLP tasks. The intuition of prefix-tuning follows prompt-based meth-
ods that a proper context prepended to input sentences triggers the desired response of the LM
without changing the large amount of LM parameters. Instead of instantiating the prepended con-
text with discrete tokens, prefix-tuning uses trainable prefix embeddings as a replacement, which
is also known as soft prompts. The continuous prefix embeddings enable continuous optimization
and are prepended to all Transformer layers to improve expressiveness. Following the notation of
Li & Liang| (2021), the activation at the i-th position of the J-th layer in an L-layer autoregressive

Transformer LM is denoted as hi(j). h; = [hgo); S hi(L 1)] represents the stacked activations:

P [i;:]; if i € Pigx;

h' =
! LM (zj;h<j); otherwise:

(D

where Pigx is the sequence of prefix indices and z; is the i-th token in the input sequence. The
activations of the first |Pjqgx| positions are directly calculated by P . All of the activations at the
following positions depend on the prefix as the autoregressive LM follows the left-to-right calcula-
tion process. To stabilize the optimization, the prefix embedding matrix P is reparameterized as

P [i;:] = MLP (P [i;:]) by a feedforward network MLP with a smaller matrix P .

While prefix-tuning is proposed for conditional generation tasks, in this work, we use prefix-tuning
for text classification. As shown in Figure [T} following the protocol of decaNLP (McCann et al
2018)), we frame the samples in classification tasks into a SQuAD-like scheme consisting of context,
question, and label: the context and the label part refer to the text sequence to be classified and
the ground-truth label, while the question part is a prescribed task description sentence fixed for all
samples. We denote X = [context; question; [ANS]], where [ANS] is a special token that separates
question and label. We let y = [label] and |y| = 1 as the label is one token. At the position
that [ANS] is inputted, the LM generates the prediction of the next label token, and we denote this
position as the output position 0. While 0 can be different for different input X’s, in this paper,
we omit the relation 0 = 0(x) for simplicity. Prefix-tuning aims to steer the LM to maximize the
probability of the label. We use all samples in the training set Dy to optimize the prefix P [i;:]. The
objective is )
h i
minEcy) b LYIX; ) = maxEecy) by, log W h{P y ; 2

where W in the LM transforms the top-layer output h(()L) to a probability vector over the vocabulary.

With continuous optimization on training samples, prefix-tuning is expected to steer the LM to gen-
erate correct label predictions for test data. With the large-scale LM parameters fixed, the obtained
task-specific prefix is lightweight and modular. However, prefix-tuning is still vulnerable to text
attacks. With the context part perturbed by text attack techniques, the LM can be fooled to generate
erroneous label prediction at the output position. Figure [T] shows an example of perturbation: by
modifying a single character m in the word remember with k, the prediction of the LM is shifted
from positive to negative. Therefore, it remains under exploration how to robustify prefix-tuning
without hampering its modularity or introducing additional large model updates and storage.

3
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3 ROBUSTPREFIX-TUNING

We propose a robust pre x-tuning framework for text classi cation. Our intuition follows pre x-
tuning that proper pre x embeddings prepended to inputs can steer a LM with correct responses.
When the inputs are adversarially perturbed, the LM activations at the output position fail to be
steered in the correct way by the original preP[i; :]. Inspired by Khoury & Had eld-Mene]l
(2018) that the perturbed data often deviates from the low-dimensional data manifold, our robust
pre x-tuning framework uses the layerwise activations by correctly classi ed training data to con-
struct canonical manifolds! . When provided with perturbed inputs during inference, we add an
extra pre x P°[i; :] tuned for each test batch B [i; ] that aims to rectify the erroneous activations

at the output position so that they stay close to the canonical manifolds. In this way, we expect the
summed pre X to steer the LM with correct label generation against input perturbations. As shown
in Figure[], our robust pre x-tuning framework consists of three steps. The rst step is collecting
correct LM activations at the output positiantriggered byP [i; :]. We denoteS¢c as the set of
correctly classi ed training examples. For theh layer, the collected activation matrIH<§;” stacks

thej -th layer LM activation at the output %ositilgm/vith the input of allc 2 Sc:

HY) = h{) 2 RiSel 9 3)
Thed represents the dimension of the LM hidden state. In practice, we alway$$ave> d .

The second step is constructing canonical manifolds. We project the collethddyer activation
matrixHéJ ) onto a low-level manifold/ () as the characterization of the corrpeh layer behavior.
We use PCAl (Pearson, 1901) to get the projed®dn onto the canonical manifold of theth layer:

f . . AT

qu) =y GOy, (4)

Qli) = Vp(J)TVp(i); (5)
wherelﬁf‘((;j ) = H((:j )17 H(Cj )5Scj normalizes the rows of g ) to mitigate the randomness among
samples iS¢ before projectionVy!) consists of the rsp singular vectors an@() 2 RY .
The third step is tunin® °[i; :] to robustify pre x-tuning during inference. Here the vecR}(i; ;] is
not reparameterized by MLP. With the additional preP€[i; :], the token-wise activations become
P [i;:]+ POli;:); ifi 2 Pig;

hi = LM (z;hg); otherwise

(6)
For thej -th layer at the output position, the LM activation matrix triggeredPbfi; :]+ P°[i; :] with
the potentially perturbed test input batsh ﬁ' stalcked as

Hi) = hg) 2 RISTT ¢ Y

forallt 2 Sy. We use the distance froh‘lg) to thej -th canonical manifoldM () as the loss for
the tuning ofP °[i; :] for each batch. Projecting !’ toM () yieldsH Y’ QU), thus the objective is
1 X1 .
mn L ;00 = HO | Qi) . 8)

. ’ . T 2

j=0 j=0
We also replace thbl#” in Eq. @) withHQ) 117 HQ ):jSTj as normalization before projection
to mitigate randomness among test samples vidsgn> 1. After tuningP °[i; :], the activatedH #‘ )
is closer toM (). As the manifold characterizes the correct behavior ofj ke layer activation,
by regulating the layerwise activations at the output position, the summed Bréi;x]+ P°[i; :] is
prone to steering the LM to generate correct label predictions. Our framework is also applicable to
other soft prompt-based tuning methods (Qin & Eisher, 2021; Hambardzumyal et al., 2021; Lester
et al|,[2021; Cho et al., 2021; Tsimpoukelli et al., 2021) by recording the activations of correctly
classi ed training data, constructing canonical manifolds for the soft prompts, and tuning additional
soft prompts for robustness during inference. In this work, we conduct experiments on pre x-tuning.
Remark. From the optimal control (OC) perspective, pre x-tuning can be formalized as seeking

the OC of the pretrained LM for downstream tasks, and our robust pre x-tuning can be interpreted
as seeking the close-loop control for robust downstream tasks. We attach the details in Appendix G.

4
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Table 1: Results of different baselines with our framework applied. Our framework substantially
improves robustness of both standard and adversarial pre x-tuning against all types of attacks.

Benchmark Method Clean PWWS VIPER SCPN BUG UAT

std. pre x-tuning  92.48 16.64 192 3158 884 5.05
+ our framework  92.59 50.36 4465 58.54 46.68 85.72

SST-2
adv. pre x-tuning  93.57 30.64 7.25 3542 25.04 4.88
+ our framework 93.79 57.55 43.60 60.68 57.17 91.87
std. pre x-tuning  86.42 43.00 2455 43.20 43.22 52.20
. + our framework 86.50 53.91 2493 48.38 51.79 76.47
AG's News
adv. pre x-tuning  89.46 50.91 26.30 45.25 47.11 59.74
+ our framework  90.26 56.45 31.25 48.03 54.66 87.26
std. pre x-tuning  72.48 25.51 29.69 42.46 32.88 30.20
SNLI + our framework 72.74 34.68 33.64 43.37 36.59 71.03

adv. pre x-tuning  77.22 27.43 28.58 46.83 3494 35.76
+ our framework  77.65 33.88 33.98 46.92 38.21 76.15

4 EXPERIMENTS

4.1 SETUP

While we have also provided the regular netuning as baselines We consider three text classi cation
benchmarks in our experiments: binary Stanford Sentiment Treebank (SST-2) (Socher et al., 2013),
AG's News (Zhang et al., 2015), and Stanford Natural Language Inference (SNLI) (Bowman et al.,
2015). We evaluate our robust pre x-tuning with ve text attacks: PWWS (Ren et al., 2019), VIPER
(Eger et al., 2019), SCPN (lyyer et al., 2018), TextBugger (“BUG” for short) (Li et al., 2019), and
UAT (Wallace et al., 2019). We use the GPT2-medium (Mdtks 24 layers in total) as the large-
scale LM and set pre x length 10 for all pre x-tuning experiments. We train 100 epochs for SST-2
and 25 epochs for AG's News and SNLI. We Bet= 3 and record the bottofd -layer activations of

the LM at the output position for the additional tuning. Other experiment con gurations and details
can be found in Appendix B. We have also conducted both standard and adversarial full tuning
experiments (Appendix A) to discuss the challenges and opportunities in robustifying pre x-tuning.

4.2 RESULTS ONADVERSARIAL TRAINING

We rst apply adversarial training to pre x-tuning as our baselines named adversarial pre x-tuning.
Following Miyato et al. (2017), we inject perturbation restricted within théall of the attened

word embedding of original sentences during training to adversarially optimize the préix].

We have also attempted to use other types of adversarial training, (i.e., adding the KL-divergence
term for regularization (Miyato et al., 2019; Zhang et al., 2019)) but obtained poor accuracy, suggest-
ing the dif culty of optimizing the small amount of pre x embedding parameters. The experimental
details can be found in Appendix C.1. Our framework is applicable to the adversarially-trained
pre x embedding, as it keeps the acquired préx[i; ;] xed and tunes extr& °[i; :] for each test

batch. The experimental results are listed in Table 1. According to Table 1, our approach signi -
cantly improves the robustness of pre x-tuning over all baselines against each type of text attack.
To the best of our knowledge, our framework is the rst to defend against UAT on large-scale pre-
trained LMs (see Appendix A for details). Compared with the standard pre x-tuning baseline, the
adversarial baselines achieve better robustness and clean accuracy. In fact, fewer training epochs are
needed to achieve certain clean accuracy when applying adversarial training to pre x-tuning. Figure
2-(a) illustrates the loss on the training set and the clean accuracy on the validation set for each
epoch during standard and adversarial pre x-tuning. From Figure 2-(a), it is clear that adversarial
pre x-tuning outperforms standard pre x-tuning in both the convergence rate and generalization.

However, the adversarial pre x-tuning approaches suffer from the catastrophic drawback of taking
far greater training time than the standard pre x-tuning baseline. Figure 2-(b) changes the horizon-
tal axis in Figure 2-(a) from epoch to clock time. According to Figure 2-(b), given the same time
budget, standard pre x-tuning nishes training f&a00epochs while adversarial pre x-tuning only
manages to train fa20 epochs. The training losses of the two methods at the time are also roughly
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Figure 2: Comparison between standard and adversarial pre x-tuning for 100 epochs with respect
to (a) epoch and (b) clock time. While adversarial pre x-tuning gains strengths in epoch-wise con-
vergence rate and generalization, it takes far greater training time than standard pre x-tuning.

the same @06). Earlystopping adversarial pre x-tuning @0 epochs achieves slightly better ro-
bustness results thd®0epochs, but the clean accuracy becomes lower than standard pre x-tuning
(results can be found in Appendix C.2). To conclude, the adversarial pre x-tuning approaches make
regularization effect on pre x-tuning but lack competitiveness in practice.

In contrast with adversarial pre x-tuning, our approach is more practical as the duration of the
inference-phase on-the- y optimization of the additional préX][i; :] is negligible compared with
training-phase adversarial pre x-tuning. From Table 1, the robustness of the std. pre x-tuning
applied with our approach has surpassed that of the adv. pre x-tuning without our approach. The
adv. pre x-tuning with our framework achieves the strongest robustness against most attacks.

4.3 RESULTS ONADVERSARIAL DATA AUGMENTATION

Table 2: Results of PWWS adversarial data augmentation baselines as well as our methods on the
SST-2 benchmark. Our methods consistently improve robustness over all baselines.

Method Clean PWWS VIPER SCPN BUG UAT

std. pre x-tuning 92.48 16.64 192 3158 884 5.05
+ our framework 92.59 50.36  44.65 58.54 46.68 85.72

20-epoch adv. aug. 87.15 48.11 4212 48.11 47.01 10.43
+ our framework 86.93 55.57 51.62 57.33 52.00 70.07

50-epoch adv. aug. 86.82  55.08 35.04 4465 49.37 3.13
+ our framework 86.66 58.26 48.05 58.98 51.73 83.47

100-epoch adv. aug. 91.21 56.62 23.01 38,55 45.14 7.91
+ our framework 90.39 62.55 4695 59.25 54.75 86.38

In this section, we conduct adversarial data augmentation during the training phase of standard
pre x-tuning as our baseline methods. During training, we use a speci ed text attack method to
perturb each batch and augment the perturbed data to the training set. Due to the computational
inef ciency of discrete optimization for text attacks, the training of adversarial data augmentation is
even far slower than that of adversarial pre x-tuning introduced in Section 4.2. We set milestones
for the training of adversarial data augmentatio2@t50, and100 epochs for comparison. When
applying our framework, we calculate the canonical manifdWtisusing the correctly classi ed
samples from both the clean training set and the perturbed training set by the speci ed text attack.

Considering the training time budget, we select SST-2 as the benchmark. We use PWWS as the
attack method to generate perturbed inputs with results listed in Table 2. On one hand, the clean
accuracy of the PWWS adversarial data augmentation method is affected at the 20-epoch and the 50-
epoch milestones. This might be attributed to the consideration of perturbed inputs during training.
The robustness results, on the other hand, are improved compared with standard pre x-tuning. The
robustness against PWWS obtains steady improvement thanks to the adversarial data augmentation
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generated by the attack method of the same type. However, for other types of attack, the robustness
improvement is decreasing with the training process, suggesting the possibility that over tting to the
speci ed type of adversarial data can be harmful to robustness against other types of attacks.

With our robust pre x-tuning framework applied, all milestones of the adversarial data augmenta-
tion baseline obtain substantial robustness improvement. While we calculate the layerwise canonical
manifolds with the correctly classi ed samples from both the clean training set and the PWWS-
perturbed training set, it can be seen that the robustness against PWWS attack is still enhanced by
several percent, while the clean accuracy is slightly affected. This shows that when calculating the
layerwise manifolds, the used samples from the two types of training data, though are all correctly
classi ed, trigger the LM with activations of different properties at the output position. It is left for
future work about how to construct the dataset to calculate the canonical manifolds to achieve the
best performance on both accuracy and robustness. We have also used VIPER and SCPN as the at-
tack methods for adversarial data generation and draw similar conclusions to the PWWS adversarial
data generation experiments, results of which can be found in Appendix D.

4.4 BFFECT OF TUNING DIFFERENT LAYERS

In this section, we study the effect of tuning our robust pre xes with different layers. While we tuned
the robust pre xes of the botto = 3 layers for all previously reported experiments, different
results are obtained when tuning the robust pre xes of alternative layers. We experiment on the
SST-2 development set by tuning the bottblmlayer robust pre xes as well as the top ones with

N enumerating from0 to 24 with the step size= 3. N = 0 represents the original standard

pre x-tuning method, andN = 24 means tuning all layers. The results are shown in Figure 3.
According to the results, tuning the bottdxh layers achieves better robustness improvement than

(a) Tuning bottonN layers (b) Tuning topN layers

Figure 3: Results on the SST-2 development set when applying robust pre xes of different layers.
Tuning bottomN layers outperforms tuning td@ layers in terms of robustness improvement.

tuning the top ones. This can be attributed to layerwise bottom-up error accumulation of the output
position activations triggered with perturbed inputs. For the in-sentence text attacks, tuning the
bottomN  15layers achieves comparable robustness improvement and slightly outperforms the
largerN's. For the UAT attack, setting the bottolh = 3 is signi cantly better than the choices

of largerN's. One possible reason for the exceptional performance is that the collected low-layer
activations capture richer positional information (Voita et al., 2019), which helps to defend against
UAT as UAT shifts right all inputs with the same trigger. We proceed to study how our method steers
the LM with differentN 's for a better understanding of its robustness improvement in Section 5.

4.5 PERFORMANCEUNDER MOREREALISTIC THREAT MODELS

In the previous experiments, the robustness evaluation metric for each method is the accuracy under
speci ¢ attack on the test set. While this has been adopted in previous work on adversarial defense
in NLP (Dong et al., 2021; Si et al., 2021; Li et al., 2021), in this section, we consider more realistic
threat models. We rst study the effect of test batch size on the performance of our framework. We
used an adaptive test batch size to make full use of GPU memory in previous experiments (detailed
in Appendix B). However, the loss in Eq. (8) depends on the size of the inference batch, and models
in deployment should respond with real-time data. Based on standard pre x-tuning on SST-2, we
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Table 3: Performance of our method with std. pre x-tuning with various test batch sizes on SST-2.

Method Clean PWWS VIPER SCPN BUG UAT
std. pre x-tuning  92.48 16.64 192 3158 884 505
ours, bsz adaptive  92.59 50.36  44.65 58.54 46.68 85.72

ours, bs= 1 92.64 51.46 4399 58.32 46.73 73.09
ours, bsz= 2 92.48 49.92 4574 59.14 48.93 84.73
ours, bsz= 4 92.64 50.36 45.85 58.54 49.31 86.66

additionally evaluate our framework with small test batch siie®; and4. According to the results

in Table 3, a xed small test batch size achieves comparable or slightly better results under clean
data and in-sentence attacks. Under UAT, however, there exists a performance gap of the robustness
between our framework with test batch sizeladnd others. We discuss the phenomenon in depth

and attach our attempt for improvement in Appendix E.1). Nevertheless, our framework with test
batch size ofl still substantially outperforms the baseline, and we also nd the performance gap is
smaller on other benchmarks with other pre x-tuning baselines (see Appendix E.1).

We continue to consider a more challenging yet more realistic setting where the test data is mixed
with unperturbed and perturbed samples or perturbed samples under different attacks. We use test
batch size ofl in our framework based on adversarial pre x-tuning for SST-2. While it is unknown
under which attack each test sample is perturbed (or whether it is perturbed), we nd the results
shown in Table 4 still impressive when using a xed learning rate tuned on the development set
under UAT for the additional tuning &?°. We attach the detailed analysis in Appendix E.2.

Table 4: Performance of our framework under mixed test data on SST-2. The “+' denotes combina-
tion of test set clean or under attack, and "C' is short for “Clean”, "B’ for “BUG”, etc.

Method c+B C+P V+B V+P S+B S+P U+B U+P

adv. pre x-tuning  60.65 62.27 17.76 20.43 29.57 31.85 18.12 20.81
+ours, bsz 1 69.71 7111 46.02 47.23 5563 56.92 70.04 71.67

5 How DOESROBUSTPREFIX-TUNING STEER THELM?

As the robust pre x-tuning framework with the proper choiceMfsubstantially improves the ro-
bustness of pre x-tuning, it deserves to be explored how the robust pre x-tuning steers the LM
compared with the original pre x. In this section, we leverage different proxies to study the be-
havior of our framework with the standard pre x-tuning baseline. We nd that our robust pre x-
tuning framework steers different LM behavior between the in-sentence attacks and UAT. For the
in-sentence attacks, the behavior of the nal layer of the LM can be summarizaxkesging the
attention For UAT, with the proper setting df , the LM functions asgnoring the distraction

Table 5: Inputs from the SST-2 dev set and their perturbed versions by BUG/UAT attack under
which the prediction is ipped. The two examples are used as case studies in Sections 5.1 and 5.2.

Type | Input (thecontext part) | Predict | Label

Original one from the heart . positive | positive
BUG-attack | One from te hart . negative| positive
Original it's just ller. negative| negative
UAT-attack | lifts mates who it's just ller . | positive | negative

5.1 IN-SENTENCEATTACKS: AVERAGING THE ATTENTION

In this subsection, we leverage attention weights in the nal layer of the LM as the proxy and use
the adversarial inputs generated by the BUG attack on SST-2 development set for our following
in-sentence case studies. We ignore the pre x embeddings and renormalize the attention weights
of the rest of the tokens in visualization. Note that the observed behawbthe nal layer only

the attention is shown to be averaged only over the vectors inputted to the nal layer, as attention
is unreliable for indicating importance over input tokens (Serrano & Smith, 2019; Jain & Wallace,
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