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ABSTRACT

We introduce an analytical framework to quantify the changes in a machine learn-
ing algorithm’s output distribution following the inclusion of a few data points in
its training set, a notion we define as leave-one-out distinguishability (LOOD).
This is key to measuring data memorization and information leakage as well as
the influence of training data points in machine learning. We illustrate how our
method broadens and refines existing empirical measures of memorization and pri-
vacy risks associated with training data. We use Gaussian processes to model the
randomness of machine learning algorithms, and validate LOOD with extensive
empirical analysis of leakage using membership inference attacks. Our analytical
framework enables us to investigate the causes of leakage and where the leakage is
high. For example, we analyze the influence of activation functions, on data mem-
orization. Additionally, our method allows us to identify queries that disclose the
most information about the training data in the leave-one-out setting. We illustrate
how optimal queries can be used for accurate reconstruction of training dataﬂ

1 INTRODUCTION

A key question in interpreting a model involves identifying which members of the training set have
influenced the model’s predictions for a particular query (Koh & Liang, 2017; |[Koh et al., 2019;
Pruthi et al., 2020). Our goal is to understand the impact of the presence of a specific data point in
the training set of a model on its predictions. This becomes important, for example, when model’s
prediction on a data point is primarily due to its own presence (or that of points similar to it) in the
training set - a phenomenon referred to as memorization (Feldman, |2020) and can cause leakage of
sensitive information about the training data. This enables an adversary to infer which data points
were included in the training set (using membership inference attacks), by observing the model’s
predictions (Shokri et al.l [2017; [Zarifzadeh et al.| 2023). One way to measure such influence,
memorization, and information leakage, and thus addressing related questions, is by (re)training
models with various combinations of data points. This empirical approach, however, is computa-
tionally expensive (Feldman & Zhang|, 2020), and does not enable efficient analysis of, for example,
what data points are influential, which queries they influence the most, and what properties of model
(architectures) can impact their influence. These limitations demand an efficient and constructive
modeling approach to influence and leakage analysis. This is the focus of the current paper.

We generalize the above-mentioned closely-related concepts (Section [2), and unify them as the
statistical divergence between the output distribution of models, trained using (stochastic) machine
learning algorithms, when one or more data points are added to (or removed from) the training set.
We refer to this measure as leave-one-out distinguishability (LOOD). A larger LOOD of a training
data S in relation to query data () suggests a larger potential for information leakage about .S, when
an adversary observes the prediction of models trained on S and queried at (). As a special variant
of LOOD, if we measure the gap between the mean of prediction distributions over leave-one-out
models on a query, the resultant mean distance LOOD recovers existing definitions for influence
(function) (Steinhardt et al., 2017} | Koh & Liang] 2017} [Koh et al., |2019) and memorization (self-
influence) (Feldman & Zhang] 2020; |[Feldman) 2020) (i.e., a greater mean distance LOOD suggests
a larger influence of training data .S on query data Q).
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We propose amnalytical methodhat estimates LOOD accurately and ef ciently (Secfign 3), by
using Gaussian Processes (GPs) to model the output distribution of neural networks in response to
guerying on any data point(§)We empirically validate that LOOD under NNGP models correlates
well with the performance of membership inference attacks (Yelet al., 2022; Carlini (et all, 2023)
against neural networks in the leave-one-out setting for benchmark datasets [Figure 1b). We also
experimentally show that mean distance LOOD under NNGP agrees with the prediction differences
under leave-one-out retraining (Figdirg 1c)of deep neural networks. This demonstrates that our ap-
proach allows an accurate assessmeimnfofmation leakage and memorization (self-in uende)

deep neural networks, while signi cantly reducing the required computation time (by more than two
orders of magnitude - Footndié 6) as we compute LOOD analytically.

Our method offers theoretical explanations as well as ef cient algorithms (Sédtion 4) to examine
which query points are most in uenced by any training dat@.e., to quantify the leakage of mod-

els in black-box settings). This further allows one to gauge the severity of this leakage by examining
to what extent the most-in uenced query can hedponstruct the training data. We prove that,

for GPs under weak regularity conditions (Theofenj 4.1), the differing data itself is a stationary point
of LOOD. Experiments on image datasets further show that, LOOD under NNGP model is maxi-
mized when the query equals the differing datapqdini (4b). These conclusions (for NNGP models)
experimentally generalize to deep neural networks trained via SGD, where the empirical leakage is
maximized when query data is within a small perturbation of the differing data (Highre 4c). Addi-
tionally, LOOD under NNGP remains almost unchanged even as the number of queries increases,
even when the queries are optimized to have high LOOD (Appendix E.1). In other words, for NNGP
models, all the information related to the differing point in the leave-one-out setting is contained
within the model's prediction distribution solely on that differing point. We show how to exploit this

to reconstruct training data in the leave-one-out or leave-one group-out settings. We present samples
of reconstructed images in Figure 10 and 15-19, which strikingly resemble the training data, even
when our optimization lands on sub-optimal queries.

Finally, the analytical structure of LOOD guides us in theoretically understanding how the model
architecture can affect information leakage. In Section 6, we investigate how the analytical LOOD
for Neural Network Gaussian Processes (NNGPs) is affected by activation functions. We prove that
a low-rank kernel matrix implies low LOOD (Proposition 6.1) while existing literature (Proposi-
tion G.1) prove that the NNGP kernel for fully connected networks is closer to a low-rank matrix
under ReLU activation (thus lead to less leakage) compared to smooth activation functions such
as GelLU. Thus, smooth activation functions induce higher LOOD (information leakage) than non-
smooth activation functions in deep neural networks. We validate that this conclusion aligns with
empirical experiments for both NNGPs and for deep neural network trained via SGD (Figure 5).

2 LOOD DEFINITION AND ITS CONNECTIONS TORELATED CONCEPTS

De nition 2.1 (LOOD). Let D andD? be two training datasets that only differ in the Sct Let

fp (Q) be the distribution of model predictions given training dat&setnd query datas€, where

the probability is taken over the randomness of the training algorithm. We de ne leave-one-out
distinguishability (LOOD) as the statistical distance betwkg(Q) andf po(Q):

LOOD (Q; D; D9 := dist(fp (Q):foe(Q)) 1)

In the paper, we mainly measure LOOD using the KL divergence Kullback & Leibler (1951) to
capture information leakage. However, as we explain below, different choicgist@f andf ()
allow us to recover established de nitions of memorization, information leakage, and in uence.

Information Leakage as LOOD Information Leakageefers to how much a model's predictions can
reveal information about speci ¢ data records in its training set, which would not be extractable if
those entries were removed from the training set. In the black-box setting, where adversary observes
model's prediction (distribution) at a query 8t this is exactly LOOD. This is closely related

2NNGPs are widely used in the literature as standalone models (Neal, 2012), as modeling tools for different
types of neural networks (Lee et al., 2017; Novak et al., 2018; Hron et al., 2020; Yang, 2019), and as building
blocks for model architecture search (Park et al., 2020) or data distillation (Loo et al., 2022).
%S=DnD%ndD° D.
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to Differential privacy (DP) (Dwork et al., 2006) — LOOD measures privacy loss in a black-box
setting, for speci ¢ datasets, and DP determines the maximum (white-box) privacy loss across all
possible dataset8.In this paper, we measure LOOD using KL divergence, which is different from
Hocky-stick divergence used for equivalent de nitions(gf )-DP (Balle et al., 2018). The closest

DP de nition to LOOD is Rényi DP (Mironov, 2017) (consider Rényi divergence with order 1).

LOOD gives useful information about leakage in DP ML algorith@$ guarantees that the pre-
diction distributions cannot change beyond a certain bound under the change of any training data.
However, such a guarantee re ects the worst-case scenario and the same bound holds for any possi-
ble training data and query. DP bound does not help measure the privacy sig&af data points

in certain training sets and queries. LOOD, however, helps compute this risk and explore how in-
formation leakage varies with different predictions, which prediction leads to the most leakage, and
how leakage evolves with more predictions (See Figure 4, Section 4, and Appendix E.1).

LOOD controls the leakage quanti ed by inference attackdne established method for empiri-
cally assessing information leakage is through the performancex@mbership inference attack
(MIA) (Shokri et al., 2017), where an attacker attempts to guess whether a speci ¢ dat& paist

part of the model's training dataset. The power of any MIA (true positive rate given a xed false
positive rate) is controlled by the likelihood ratio test of observing the prediction @vearsusD°

as the training set (Neyman & Pearson, 1933). Thus, the leakage as quanti ed by MIA is upper
bounded by statistical distance relates to likelihood ratio, e.g., KL divergence (Dong et al.,2019).
See Figure l1a for the high correlation between LOOD and MIA performance, and see Appendix C
for why KL divergence is better suited than mean distance for measuring information leakage.

In uence (Function) as (Derivatives of) Mean Distance LOODThe problem of in uence estima-

tion arises in the context of explaining machine learning predictions (Koh & Liang, 2017) and ana-
lyzing the robustness of a training algorithm against adversarial data (Steinhardt et al., 2017), where
the in uence of an (adversarial) training dat® D on the trained model's loss at test daja; is

de ned aslioss (Z; Ztest ) = L(" 2;Ztest) L("Zwst ), where™ = argmin L( ;D) on dataseD

and” , =argmin L( ;D nfzg). This quantity is thus the change of a trained model's loss on the
test pointzies; due to the removal of one pointfrom the training dataset (whe= zq , it re ects

self-in uence ofz). This is exactly LOOD given by mean distance (De nition C.1) between loss
distributions, for an (idealized) training algorithm that outputs the optimal model given the training
dataset. Estimating in uence incurs computational dif culties, as it requires leave-one-out retraining
and exact minimizers. Koh & Liang (2017) approximately compute this in uesitkout retrain-

ing for small perturbationof training data, via a rst-order Taylor approximation. They compute
Ipertioss (ZiZest) = T L("2 . 2:Zwest) where”, . , =argmin L( ;D) L( ;2)+L( ;z)via
non-exact estimations of the Hessian (as exact Hessian computation is computationally expensive
for large model). For simple models such as linear model and shallow CNN, the in uence function
approximation correlate well with leave-one-out retraining. However, for deep neural networks, the
in uence function approximation worsens signi cantly ((Koh & Liang, 2017, Figure 2) and Fig-
ure 1c). By contrast, we propose an analytical method for computing mean distance LOOD that
shows high correlation to leave-one-out retraining even for deep neural networks (Figure 1c).

Memorization as LOOD Memorization, as de ned in (Feldman, 2020, page 5), is given

by mem(A;D;S)= Pry am)(h(Xs)=ys) Prn amns)(h(xs)=ys); this measures the
change of prediction probability on training deBaafter removing it from the training dataset,

given training algorithmA. To avoid training many models dn andD n S for each pair of training

data and dataset, one approach is to resort to boosting-like techniques (Feldman & Zhang, 2020;
Zhang et al., 2021) to reduce the number of retrained models (at a drop of estimation quality), which
still requires training hundreds or thousands of models. The memorization measure is exactly mean
distance LOOD De nition C.1 when query equals the differing data (i.e., self-in uence) and output
functionf is the prediction accuracy. Thus, we can analytically compute and reason about memo-
rization in ML using LOOD.

“DP guarantee certainly applies to black-box setting too, but its primary analysis is done for the stronger
white-box threat model, where adversary observes the model parameters (or parameter updates during training).

KL divergence (and thus LOOD) can also be used for semantically measuring the advantage of reconstruc-
tion attacks and attribute inference attacks. See (Guo et al., 2022, Section 5.2) for a concrete example.
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Figure 1: Validation of our analytical framework (based on LOOD and mean distance LOOD for
NNGP), according to information leakage measure (the performance of membership inference at-
tacks) and in uence de nition (prediction difference under leave-one-out retraining).

3 OUR ANALYTICAL FRAMEWORK FORESTIMATING LOOD

Prior approaches for estimating leakage and memorization are heavily based on experiments, thus
suffering from (a) approximation error (e.g., rst-order Taylor expansion and non-exact Hessian
approximation); (b) modelling error (e.g., suboptimal MIAs for quantifying leakage); (c) high com-
putation cost (e.g., training many models for accurate estimation of memorization); and (d) experi-
mental instability. To address this, we proposaaalyticalmethod that estimates LOGdzcurately

andef ciently, by modelling the prediction distribution of neural networkszeissian process

Gaussian process To analytically capture the randomness of machine learning on model out-
puts we use Gaussian Process (GP). A IGP GP( ;K ) is specied by its mean function

(x) = E;[f (x)] and covariance kernel functidd (x;x9 = Ef [(f (x)  ))(F (XY  (x9)]

for any inputsx and x° (Willlams & Rasmussen, 2006). The mean function is typi-
cally set to zero, under which the kernel functiéh completely captures the structure of

a GP. Some commonly used kernel functions are isotropic kernels and correlation kernels
(Appendix D.2). Given training datdd with noisy labelsyp, = f(D) + N(0; 2I),

the posterior prediction distribution of GP on a query d&afollows multivariate Gaussian

fo, 2(Q) N ( p; 2(Q); p; 2(Q)) with analyticalmeanp, 2(Q)= Kgp (Kpp + 21) 'yp

and covariance matrixp. 2(Q)= Koo Kop (Kpp + 21) Kpg (by GP regression). Here
for brevity, we denot& xz = (K (Xi;Zj))x 2p;z; 2z as the kernel matrix betweet andZ.

Neural Network Gaussian process and connections to NN traininBrior works (Lee et al., 2017;
Schoenholz et al., 2017; 2016) have shown that the output of neural networks on a query converges
to a Gaussian process, at initialization as the width of the NN tends to in nity. The kernel function

of the neural network Gaussian process (NNGP) is giveK B¥; X9 = E  prior [f (X);f (X9i],

where refers to the neural network weights (sampled fromgher distribution), and refers to

the prediction function of the model with weightsin this case, instead of the usual gradient-based
training, we can analytically compute the Gaussian Process regression posterior distribution of the
network prediction given the training data and query inputs. See Appendix B for more discussions
on the connections between NNGP and the training of its corresponding neural networks.



Published as a conference paper at ICLR 2024

LOOD for NNGP effectively captures leakage in practical NN trainingUnder Gaussian process
(GP) modelling, we can analytically compute and analyze LOOD on the GP models associated
with a given neural network (i.e., NNGP). For the underlying NNGP models, we rst investigate
whether the LOOD accurately re ects the level of information leakage in the idealized leave-one-
out membership inference attack (Ye et al., 2022, Section 4.5). Speci cally, the leave-one-out MIA
distinguish between two prediction distributions and of models trained on leave-one-out datasets
that only differs in one recor&. In Figure 1la, we indeed observe a strong correlation between
LOOD and MIA performance. This concludes that LOOD effectively re ects information leakage

in NNGP. We also empirically validate whether the leakage under NNGP models accurately re ects
the leakage in neural networks trained using SGD. In Figure 1b, we observe a strong correlation
between the MIA performance on NNGP models and the MIA performance on neural network
models. This suggests that NNGP captures the leakage in the corresponding neural networks.

Mean distance LOOD for NNGP agrees with memorization in practical NN trainingVe further
investigates whether our analytical framework allows accurate estimates for memorization (self-
in uence). In Figure 1c, we show the estimates given by different methpdsi€), and compare

it with the actual prediction differencex{faxis) between 100 NN models trained on each of the
leave-one-out datasets, over 50 randomly chosen differing data. That is;atkie is exactly the
memorization or self-in uence as de ned by (Feldman, 2020, Page 5) and (Feldman & Zhang,
2020, Equation 1), and serves as a ground-truth baseline that should be matched by good in uence
estimations. In thg-axis, we show the normalized mean distance LOOD (under NNGP), in uence
function (Koh & Liang, 2017) and Tracln estimates (Pruthi et al., 2020). We observe that mean
distance LOOD has the highest correlation to the actual prediction difference among all methods.

Analytical LOOD allows improved computational ef ciency One signi cant advantage of our
method is the ef ciency of computing analytic expressions. In Figure 1b- 1c, we observetidver

speed upfor estimating leakage and in uence using our framework versus empirically measuring it
over retrained models as it is performed in the literature (Ye et al., 2022; Feldman & Zhang®2020).
This allows us to ef ciently answer many advanced questions (that are previously computationally
expensive or infeasible to answer via experimental approaches), such as: Where, i.e., at which query
Q, does the model exhibit the most information leakage or in uence of its training data? How do
different model architectures impact in uence? We discuss these questions in Section 4-6.

4 OPTIMIZING LOOD TO IDENTIFY QUERY WITH MAXIMUM LEAKAGE

LOOD (6) measures the information leakage of a model about its trainingsdateen queried on

a query data poin@. For assessing the maximum possible leakage, we need to undesstihd
queryQ should the attacker use to extract the highest possible amount of information&bbhis
guestion is closely related to the open problem of constructing a worst-case query data for tight
privacy auditing via MIAs (Steinke et al., 2024; Jagielski et al., 2020; Nasr et al., 2021; Wen et al.,
2022; Nasr et al., 2023). However, evaluating leakage via MIAs can be computationally expensive
due to the associated costs of retraining many models on a xed pair of leave-one-out datasets.
To address this, we will show that estimating LOOD under GPs offers an ef cient alternative for
answering this question. In this section, we consgklaglequery {(Qj = 1) and single differing

point (jSj = 1) setting and analyze the most in uenced point by maximizing the LOOD:

arg manLOOD(Q;D;DO) = dist(fp; 2(Q);fpo; 2(Q)); )

We theoretically analyze and empirical solve the LOOD optimization problem (2). Our analysis also
extends to the multi-query@j > 1) and a group of differing datagj > 1) setting (Appendix E).

Analysis: querying the differing data itself incurs stationary LOOD (information leakageWe

rst prove that for a wide class of kernel functions, the differing point is a stationary solution for (2),
i.e., satis es the rst-order optimality condition. In the following theorem, we prove that if the
kernel function satis es certain regularity conditions, the gradient of LOOD at the differint point is
zero, i.e., querying the differing incurs stationary LOOD over its local neighborhood.

SEvaluating the MIA and prediction difference under leave-one-out retraining in Figure 1H680&PU
hours for trainingb0 90 FC networks. For the same setting, estimating LOOD only #®©&PU minutes.
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Theorem 4.1. Let the kernel function bié . Assume that (iK (x;x) = 1 for all training datax, i.e.,
oy O
all training data are normalized under kernel functién; (ii) Q@K(xx ) jxo=x = O for all training

@x

datax, i.e., the kernel distance between two data recordmd x" is stable when they are equal.
Then, the differing data is a stationary point for LOOD as a function of query data, as follows

r qLOOD(fp; 2(Q)kfpo, 2(Q)) jo=s=0;
where by de nition we have thatoLOOD(fp. 2(Q)kfpo. 2(Q)) = 1 % ro Q,(%)) +
ro k(Q AQK %Q) '+k (Q  AQKr o( AQ) 1Y)

The full proof is deferred in Appendix D.1. Theorem 4.1 proves that as long as the kernel fufction
satis es weak regularity conditions (which hold for commonly used RBF kernel and NNGP kernel
on a sphere as shown in Appendix D.2), the rst-order stationary condition of LOOD is satis ed
when the query equals differing data. This stationarity is a necessary condition for maximal leakage,
and suggests that the differing point itself could be the query that incurs maximal leakage.

(c) Prediction similarity in KL
(Balle et al., 2022, Section V.B.)
(a) Exact reconstruction (b) Color- ipped reconstruction  between differ data & opt query.

Figure 2: Examples of optimized query after LOOD optimization, given all “car' and “plane' images
from CIFAR10 as training dataset, under NNGP for 10-layer FC network with ReLU activation. We
show in (a) the optimized query gets close to the differing point in LOOD; and in (b) the optimized
guery converges to a query with signi cantly lower LOOD than the differing data, yet they visually
resemble each other. In (c) we further statistically check the prediction similarity between query
and differing data in KL divergence (Balle et al., 2022, Section V.B.) across 500 runs with randomly
chosen differing data (see Figures 14, 15, 16, 17, 18 and 19 for all the images for these runs).

Experimentally Optimizing LOOD enables a Data Reconstruction AttacKo further understand

what queryQ induce maximal leakage about training d&tave run Adam on the non-convex ob-
jective (2). Interestingly, we observe that thgtimized query by{2) generally recovers the differing

data with high visual precisioacross random experiments: see Figure 2a, Appendix D.3 and Fig-
ure 14-19 for examples under RBF and NNGP kernelhe optimized query also tends to have
very similar LOOD to the differing data itself (see Figure 2c), even when there are more than one
differing data, i.e., leave-one-group-out setting (see Figure 3 — only in its right-most column does
the optimized single query have slightly higher LOOD than the differing record that it recovers).
We remark that, possibly due to the nonconvex structure of LOOD, cases exist where the optimized
guery has signi cantly lower LOOD than the differing data (Figure 2b). Noteworthy is that even in
this case the query still resembles the shape of the differing data. This shows the signi cant amount
of information leaked through the model's prediction on the differing data itself. Such results show
that LOOD can be leveraged fordata reconstruction attack a setting where the adversary has
access to the prediction distribution of models trained on leave-one-out datasets. This setting aligns
with prior works (Balle et al., 2022; Guo et al., 2022) that focus on reconstruction attacks under the
assumption that the adversary possesses knowledgkdzta points except for one.

Our reconstruction via optimizing LOOD methodology extends to the group setting. Figure 3
demonstrates that even when the attacker does not kgosupof data points, they can successfully

"We tried several image similarity metrics in the reconstruction literature, e.g., per-pixel distance (Carlini
et al., 2023, Section 5.1), SSIM (Haim et al., 2022, Figure 1) and LPIPS (Balle et al., 2022, Section V.B) —
but they do not re ect the visual similarity in our setting. This is possibly because LOOD optimization only
recovers the highest amount of information about the differing data which need not be the exact RGB values.
Itis an open problem to design better image similarity metrics for such reconstructions beyond RGB values.
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Figure 3: Query optimization (data reconstruction) by leave-one-group-out distinguishability, when

there are three differing records (the three leftmost images). Above each differing record, we show
whether it is predicted correctly by the NNGP model trained without it. The three middle images are

the optimal queries in the multi-query setting, and the rightmost image is the optimal single query;

each row presents the results for a different random query initialization. Observe that differing

images with highest LOOD (and for certain initialization eedirdiffering images) can be recovered.

reconstruct the whole group with high visual similarity. Additionally, by examining the frequency

of LOOD optimization converging to a query close to each data point in the differing group (across
optimized queries in multiple runs), we can assess wBistare most vulnerable to reconstruction
(Appendix E.2). Reconstruction under the leave-one-group-out setting mimics a practical real world
adversary that aims to reconstruct more than one training data. In the limit of large group size that
equals the size of the training dataset, such leave-one-group-out setting recovers one of the dif cult
reconstruction attack scenario studied in (Haim et al., 2022), where the adversary does not have exact
knowledge about any training data. Therefore, extending our results within the leave-one-group-out
setting to practical reconstruction attacks presents a promising open problem for future exploration.

Experimental maximality of leakage when query equals differing data for NNGPs and NN
complement Theorem 4.1 and explain the success of our reconstruction attack, we experimentally
investigate whether querying on differing point itself incurs maximal LOOD. We observe many em-
pirical evidences that support this hypothesis, e.g., for a one-dimensional toy dataset in Figure 4a.
In Figure 4b and its caption, we further observe that querying on differingRlaszlf consistently

incurs larger LOOD than querying on random perturbationS é6r CIFAR10 under NNGP. Ap-
pendix E also support this empirical maximality of LOOD under multiple queries and a group of
differing data (Appendix E). Finally, Figure 4c and its caption show that MIA performance on NN
models is generally the highest when queries are near the differing data. On the other hand, we note
that in practice data-dependent normalization is often used prior to training. In such a setting there
existsoptimized query with higher LOOD than the differing data itsedee Appendix D.4.

5 OPTIMIZING LOOD TO IDENTIFY THE MOSTINFLUENCED POINT

Mean distance LOOD (De nition C.1) measures the in uence of training &atba the prediction at
queryQ. Thus we can use mean distance LOOI[@taiently analyzewhere (at whichQ) the model

is most in uenced by the change of one train d&aThis question shed light on the fundamental
guestion of which prediction is in uenced the most by (adversarial) training data (Koh & Liang,
2017) (and from there connections to robustness against data poisoning Steinhardt et al. (2017)).

We now use mean distance LOOD for a more ne-grained analysis of in uence and memorization
within our framework. In Proposition 5.1, we analyze the different behaviors of mean distance
LOOD, based on where the differing point is located with respect to the rest of the training set.

Proposition 5.1 (First-order optimality condition for in uence)Consider a datasdD, a differing
pointS, and a kernel functioiK satisfying the same conditions of Theorem 4.1. Then, we have that

r oM (Q) jo=s= (1 KspMp'Kps)(ys KspMptyp)*KspMptKps;
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(a) LOOD under RBF (b) LOOD under NNGP (c) MIA performance on NNs

Figure 4: Empirical maximality of information leakage when query equals differing data. Figure
(a) uses a toy datasbt = (x;y) with x 2 [ 5;5];y = sin(x), and computes LOOD for all queries

in the data domain. Figure (b), (c) use 'car' and 'plane’ images in CIFAR-10, and evaluate leakage
on perturbation queriellQ = S+ x R : x 2 [ 50;50fg of the differing dateS along a random
directionR 2 L; unit ball. For ve randomly chosen differing data, we show in (b) and (c) that
LOOD and MIA performance are visually maximal aroune: 0. For statistical pattern, we repeat

the experiment foi70 randomly chosen differing data, and observe the scale of perturbation with
maximal information leakage is= 0:000 0:000for NNGPs, anck = 2:375 5:978for NNs.

whereM (Q) is the mean distance LOOD in CK,sp ; Kps ; Kpp are kernel matrices as de ned
in Section 2K gp = @f@gKQD jst, Mp = Kpp + 2| ,and =1 Ksp MDlKDS + 2

Proposition 5.1 proves that whé&nis far from the datas@ (i.e.,Ksp  0) or close to the datasBt

(i,e..ys KspMp lyp, thatisS is perfectly predicted by models trained Br), the mean distance
LOOD gradientr oM (Q) jo=s is close ta0 (i.e., the differing dat& has stationary in uence on
itself). WhenS is far from the remaining training datadetand the data labels are bounded (which

is the case in a classi cation task), we further analyze the Hessian of mean distance LOOD and prove
that differing dateS has locally maximal in uence on itself (Lemma F.4). Between the two cases,
when the differing data is neither too close nor too far from the remaining dataset, Proposition 5.1
proves that oM (Q) jo-s6 0, i.e., the differing dat& does not incur maximal in uence on itself.

To give an intuition, we can think of the Mean LOOD as the result of an interaction of two forces,
a force due to the training points, and another force due to the differing point. When the differing
point is neither too far nor too close to the training data, the synergy of the two forces creates a
region that does not include the differing point where the LOOD is maximal. See Figures 11, 12 and
13 for more experimental illustrations of the behaviors of mean distance LOOD.

6 EXPLAINING THE EFFECT OFACTIVATION FUNCTIONS ONLOOD

LOOD under NNGP enjoys analytical dependence on model architectures, thus enabling us to ef -
ciently investigate questions such &sw does the choice of activation function affect the magnitute

of information leakageAnswers to such questions would provide guidance for how to train models

in a more privacy-preserving manner. To theoretically analyze how the choice of activation function
affect the magnitude of LOOD, we will leverage Proposition G.1 in the Appendix; it shows that for
the same depth, smooth activations such that GeLU are associated with kernels that are farther away
from a low rank all-constant matrix (more expressive) than kernel obtained with non-smooth acti-
vations, e.g. ReLU. Therefore to understand the effect of activation, it suf ces to analyze how the
low-rank property of kernel matrix affects the magnitude of LOOD. Thus, we establish the following
proposition, which shows that LOOD is small if the NNGP kernel matrix has low rank property.

Proposition 6.1 (Informal: Low rank kernel matrix implies low LOOD)LetD andD®= D[ Sbe
an arbitrarily xed pair of leave-one-out datasets, whéecontainsn records. De ne the function
h( ) = supyx 0 poiK (X;x9 j. Let min = argmin , . h( ), and thush( mn ) quanti es
how close the kernel matrix is to a low rank all-constant matrix. Assume that > 0. Then, there
exist constanté, ; B > 0 such that

mQaXLOOD (fD; 2(Q)kaD; 2(Q))  Anh( min )+ BN b

Thus the smalleh( min) is, the smaller LOOD could be. See G for formal statement and proof.
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Proposition 6.1 proves that the LOOD (leakage) over worst-case query is upper bounded by a term
h( min ) that is small if the kernel matrix is close to a low-rank all-constant matrix. Intuitively, this
happens because the network outfuugetsmost of the information about the input dataset under

low rank kernel matrix. By combining Proposition G.1 and Proposition 6.1, we concludantioath
activations induce higher leakage than non-smooth activatidhg is consistent with the intuition

that smooth activations allow deeper information propagation, thus inducing more expressive kernels
and more memorization of the training data. Interestingly, recent work (Dosovitskiy et al., 2021)
also showed that GeLU enables better model performance than ReLU even in modern architectures
such as ViT. Our results thus suggest there is a privacy-accuracy tradeoffs by activation choices.

Experimental results on NNGP validates that GeLU activa-
tion induces higher LOOD than ReLU activation We now
empirically investigate how the activation function affects
the LOOD under NNGP. We evaluate NNGP for fully con-
nected neural networks with varying depfis 4;  ;10g,
trained on 'plane’ and 'car' images from CIFAR10. We com-
pute LOOD over500 randomly chosen differing data, and
observe under xed depth, the LOOD under ReLU is more
thanl:1 higherthan LOOD under GeLU i@5%cases. We
visualize randomly chose20 differing data in Figure 5. For
each xed differing data, we also observe that the gap he- . - ot
tween LOOD under ReLU and LOOD under GelLU grovs(?%uarﬁai;ﬂcglr?g'srlﬁg i?]l?)l:‘dgggtri]or?ffa
with the depth. This is consistent with the pattern predict t per-record information leakage
by our analysis in Proposition G.1, i.e., GeLU gives rise 9 higher under GELU activation
higher leakage in LOOD than ReLU activation, and their g an under ReLU. for both NNGPs
increases with depth. It is worth noting that our experime 3d NN models 'We evaluate per-
for the LOOD optimization are done without constraining, .. leakage with membership in-
the query data norm. Therefore, our experiments shows zﬂ;

Proposition G.1 could be valid in more general settings nee attack performance on mod-
p ) 9 95 els trained on leave-one-out datasets.

. . . _Dataset contains “car' and “plane'
Experimental results on NNs validate the effect of aCt'VaTmagsei f?gm aCIlS:AR-lo. ?_hep NNe

tion choice on leakage We further investigate whether del is fully connected network
leakage (measured by MIA performance on Ieave—one—g?, h depth 10 and width 1024.

retrained models) for deep neural networks are similarly ai-

fected by activation choice. Figure 5 shows that DNNs with GeLU activation incurs higher per-
record leakage (MIA performance in AUC score) compared to DNNs with ReLU activatio@0for
randomly chosen differing data. This is consistent with our analytical results (Proposition G.1 and
6.1), and aligns with prior empirical observations Wei et al. (2020); Haim et al. (2022); Shamsabadi
et al. (2023) that data reconstruction is harder under ReLU activation (than its smooth counterparts).

7 CONCLUSIONS

We show that the estimations of information leakage, in uence, and memorization are intrinsically
the same problem of estimating leave-one-out distinguishability (LOOD). We propose one analyt-
ical framework for accurately and ef ciently computing LOOD in machine learning via Gaussian
process modeling. This framework facilitates more ef cient and interpretable answers to existing
guestions and enables us to explore new questions about how a data point in uences model predic-
tions. Notably, the analytical nature of LOOD enables performing optimization to identify predic-
tions that leak the most information about each training data record (Section 4), which enables exact
reconstructiorof each training data.

Future Works  An interesting direction is to use LOOD to analyze how other factors affect infor-
mation leakage, such as the training data (distribution) and architecture choices. Itis also interesting
to extend our framework for estimating other concepts closely related to leave-one-out distinguisha-
bility, such as Shapley value (Shapley et al., 1953) in the literature of data valdation.

8Shapley value is a linear combination of LOOD on all subsets of the training dataset. Thus, in certain
scenarios e.g., submodular utility, LOOD regarding the complete dataset is a lower bound for Shapley value.



Published as a conference paper at ICLR 2024

ACKNOWLEDGEMENTS

The authors would like to thank Martin Strobel for the help in reproducing in uence function, and
to thank Yao Tong, Tuan-Duy H. Nguyen and Yaxi Hu for helpful feedback on earlier drafts of the
paper. The work of Reza Shokri was supported by the Asian Young Scientist Fellowship 2023, and
the Ministry of Education, Singapore, Academic Research Fund (AcRF) Tier 1.

10



Published as a conference paper at ICLR 2024

REFERENCES

Borja Balle, Gilles Barthe, and Marco Gaboardi. Privacy ampli cation by subsampling: Tight
analyses via couplings and divergencAdvances in neural information processing systedis
2018.

Borja Balle, Giovanni Cherubin, and Jamie Hayes. Reconstructing training data with informed
adversaries. 12022 IEEE Symposium on Security and Privacy ($p) 1138-1156. IEEE,
2022.

Nicholas Carlini, Jamie Hayes, Milad Nasr, Matthew Jagielski, Vikash Sehwag, Florian Tramer,
Borja Balle, Daphne Ippolito, and Eric Wallace. Extracting training data from diffusion models.
arXiv preprint arXiv:2301.13188023.

Jinshuo Dong, Aaron Roth, and Weijie J Su. Gaussian differential privaagXiv preprint
arXiv:1905.023832019.

Alexey Dosovitskiy, Lucas Beyer, Alexander Kolesnikov, Dirk Weissenborn, Xiaohua Zhai, Thomas
Unterthiner, Mostafa Dehghani, Matthias Minderer, Georg Heigold, Sylvain Gelly, Jakob Uszko-
reit, and Neil Houlsby. An image is worth 16x16 words: Transformers for image recognition at
scale. Ininternational Conference on Learning Representatj@@21.

Cynthia Dwork, Frank McSherry, Kobbi Nissim, and Adam Smith. Calibrating noise to sensitivity
in private data analysis. lfheory of Cryptography: Third Theory of Cryptography Conference,
TCC 2006, New York, NY, USA, March 4-7, 2006. Proceedingp.265-284. Springer, 2006.

Cynthia Dwork, Aaron Roth, et al. The algorithmic foundations of differential privagyund.
Trends Theor. Comput. Sc@(3-4):211-407, 2014.

Vitaly Feldman. Does learning require memaorization? a short tale about a long tBilodeedings
of the 52nd Annual ACM SIGACT Symposium on Theory of Comppin®54—959, 2020.

Vitaly Feldman and Chiyuan Zhang. What neural networks memorize and why: Discovering the
long tail via in uence estimationAdvances in Neural Information Processing Syste382881—
2891, 2020.

Chuan Guo, Brian Karrer, Kamalika Chaudhuri, and Laurens van der Maaten. Bounding training
data reconstruction in private (deep) learninglnternational Conference on Machine Learnjng
pp. 8056-8071. PMLR, 2022.

Niv Haim, Gal Vardi, Gilad Yehudai, Ohad Shamir, and Michal Irani. Reconstructing training data
from trained neural networksarXiv preprint arXiv:2206.07758022.

Sou ane Hayou, Arnaud Doucet, and Judith Rousseau. On the impact of the activation function on
deep neural networks training. International Conference on Machine Learnjr&19.

Sou ane Hayou, Eugenio Clerico, Bobby He, George Deligiannidis, Arnaud Doucet, and Judith
Rousseau. Stable resnet. In Arindam Banerjee and Kenji Fukumizu (Bdscgedings of The
24th International Conference on Arti cial Intelligence and Statistiaume 130 oProceedings
of Machine Learning Researchp. 1324-1332. PMLR, 13-15 Apr 2021.

Jiri Hron, Yasaman Babhri, Jascha Sohl-Dickstein, and Roman Novak. In nite attention: Nngp and
ntk for deep attention networks. International Conference on Machine Learnjrqup. 4376—
4386. PMLR, 2020.

Matthew Jagielski, Jonathan Ullman, and Alina Oprea. Auditing differentially private machine
learning: How private is private sgdAdvances in Neural Information Processing Syste3Bs
22205-22216, 2020.

Pang Wei Koh and Percy Liang. Understanding black-box predictions via in uence functions. In
International conference on machine learnjmgp. 1885-1894. PMLR, 2017.

Pang Wei W Koh, Kai-Siang Ang, Hubert Teo, and Percy S Liang. On the accuracy of in uence
functions for measuring group effecté\dvances in neural information processing systed2s
20109.

11



Published as a conference paper at ICLR 2024

Solomon Kullback and Richard A Leibler. On information and suf ciendjne annals of mathe-
matical statistics22(1):79-86, 1951.

Jaehoon Lee, Yasaman Bahri, Roman Novak, Samuel S Schoenholz, Jeffrey Pennington, and Jascha
Sohl-Dickstein. Deep neural networks as gaussian proceasés. preprint arXiv:1711.00165
2017.

Noel Loo, Ramin Hasani, Alexander Amini, and Daniela Rus. Ef cient dataset distillation using
random feature approximatioarXiv preprint arXiv:2210.1206,72022.

Yizhang Lou, Chris E Mingard, and Sou ane Hayou. Feature learning and signal propagation in
deep neural networks. Imternational Conference on Machine Learnjngp. 14248-14282.
PMLR, 2022.

llya Mironov. Rényi differential privacy. 12017 IEEE 30th computer security foundations sympo-
sium (CSF)pp. 263-275. IEEE, 2017.

Milad Nasr, Shuang Songi, Abhradeep Thakurta, Nicolas Papernot, and Nicholas Carlin. Adversary
instantiation: Lower bounds for differentially private machine learnin@d21 IEEE Symposium
on Security and Privacy (SPpp. 866-882. IEEE, 2021.

Milad Nasr, Jamie Hayes, Thomas Steinke, Borja Balle, Florian Tramer, Matthew Jagielski,
Nicholas Carlini, and Andreas Terzis. Tight auditing of differentially private machine learning.
arXiv preprint arXiv:2302.079562023.

Radford M Neal Bayesian learning for neural network#lume 118. Springer Science & Business
Media, 2012.

Jerzy Neyman and Egon Sharpe Pearson. Ix. on the problem of the most ef cient tests of statistical
hypotheses.Philosophical Transactions of the Royal Society of London. Series A, Containing
Papers of a Mathematical or Physical Charact@B1(694-706):289—-337, 1933.

Roman Novak, Lechao Xiao, Jaehoon Lee, Yasaman Bahri, Greg Yang, Jiri Hron, Daniel A Abola a,
Jeffrey Pennington, and Jascha Sohl-Dickstein. Bayesian deep convolutional networks with many
channels are gaussian processeXiv preprint arXiv:1810.051482018.

Daniel S. Park, Jaehoon Lee, Daiyi Peng, Yuan Cao, and Jascha Sohl-Dickstein. Towards nngp-
guided neural architecture search, 2020.

Garima Pruthi, Frederick Liu, Satyen Kale, and Mukund Sundararajan. Estimating training data
in uence by tracing gradient descenfdvances in Neural Information Processing Syste?is
19920-19930, 2020.

Samuel S Schoenholz, Justin Gilmer, Surya Ganguli, and Jascha Sohl-Dickstein. Deep information
propagationarXiv preprint arXiv:1611.012322016.

S.S. Schoenholz, J. Gilmer, S. Ganguli, and J. Sohl-Dickstein. Deep information propagation. In
International Conference on Learning Representati@@d 7.

Ali Shahin Shamsabadi, Jamie Hayes, Borja Balle, and Adrian Weller. Mnemonist: locating model
parameters that memorize training examplesUertainty in Arti cial Intelligence pp. 1879—
1888. PMLR, 2023.

Lloyd S Shapley et al. A value for n-person games. 1953.

Reza Shokri, Marco Stronati, Congzheng Song, and Vitaly Shmatikov. Membership inference at-
tacks against machine learning models.2017 IEEE symposium on security and privacy (SP)
pp. 3-18. IEEE, 2017.

Jacob Steinhardt, Pang Wei W Koh, and Percy S Liang. Certi ed defenses for data poisoning attacks.
Advances in neural information processing syste30s2017.

Thomas Steinke, Milad Nasr, and Matthew Jagielski. Privacy auditing with one (1) training run.
Advances in Neural Information Processing Syste8652024.

12



Published as a conference paper at ICLR 2024

Wenqi Wei, Ling Liu, Margaret Loper, Ka-Ho Chow, Mehmet Emre Gursoy, Stacey Truex, and
Yanzhao Wu. A framework for evaluating gradient leakage attacks in federated leaankiy.
preprint arXiv:2004.1039,72020.

Yuxin Wen, Arpit Bansal, Hamid Kazemi, Eitan Borgnia, Micah Goldblum, Jonas Geiping, and
Tom Goldstein. Canary in a coalmine: Better membership inference with ensembled adversarial
queries.arXiv preprint arXiv:2210.107502022.

Christopher Kl Williams and Carl Edward Rasmuss&aussian processes for machine learning
MIT press Cambridge, MA, 2006.

Greg Yang. Wide feedforward or recurrent neural networks of any architecture are gaussian pro-
cessesAdvances in Neural Information Processing Syste82s2019.

Greg Yang and Etai Littwin. Tensor programs ivb: Adaptive optimization in the in nite-width limit.
arXiv preprint arXiv:2308.018142023.

Jiayuan Ye, Aadyaa Maddi, Sasi Kumar Murakonda, Vincent Bindschaedler, and Reza Shokri. En-
hanced membership inference attacks against machine learning modétsocéedings of the
2022 ACM SIGSAC Conference on Computer and Communications Seemit3093-3106,
2022.

Sajjad Zarifzadeh, Philippe Liu, and Reza Shokri. Low-cost high-power membership inference
attacks.arXiv e-prints pp. arXiv—2312, 2023.

Chiyuan Zhang, Daphne Ippolito, Katherine Lee, Matthew Jagielski, Florian Trameér, and
Nicholas Carlini. Counterfactual memorization in neural language modalsiv preprint
arXiv:2112.129382021.

13



Published as a conference paper at ICLR 2024

CONTENTS

=

Introduction 1

2 LOOD De nition and its Connections to Related Concepts 2

3 Our Analytical Framework for Estimating LOOD 4

4 Optimizing LOOD to Identify Query with maximum leakage 5

5 Optimizing LOOD to Identify the Most In uenced Point 7

6 Explaining the Effect of Activation Functions on LOOD 8

7 Conclusions 9

A Table of Notations 15

B Additional discussion on the connections between NNGP and NN training 15

C Deferred details for Section 2 15
C.1 MeanDistance LOOD . . . . . . . . . . . 15
C.2 KLDivergence LOOD . . . . . . . . 16
C.3 Comparison between Mean Distance LOOD and KL Divergence LOOD . . . . . . 17

D Deferred proofs and experiments for Section 4 19
D.1 Deferred proof for Theorem4.1 . . . . . . . . . ... ... . . ... 19
D.2 Proofs for regularity conditions of commonly used kernel functions . . . . .. .. 21
D.3 More examples for query optimization under NNGP kernel functions . . . . . . .. 23

D.4 When the differing point is not the optimalquery . . . . . .. .. ... ... ... 23

E Analyzing LOOD for Multiple Queries and Leave-one-group-out Setting 24
E.1 LOOD under multiple queries . . . . . . . . . . .. .. 24
E.2 Leave-one-group out distinguishability . . . . . . . ... ... ... ... ..... 25

F Optimal query under mean distance and deferred proofs for Section 5 25
F.1 Differing point is in general not optimal for Mean Distance LOOD . . . . . . . .. 25
F.2 Differing point is optimal in Mean Distance LOOD when it is far from the dataset . 27

F.3 The optimal query for Mean Distance LOOD on image datasets . . ... ... .. 29

G Deferred proofs for Section 6 29

14



Published as a conference paper at ICLR 2024

A TABLE OF NOTATIONS
Table 1: Symbol reference

Symbol Meaning
D Leave-one-out dataset
DO Leave-one-out dataset combined with the differing data

S Differing data record(s)

S number of differing data records
Q Queried data record (s)

q number of queries

d dimension of the data

K (x;x9) Kernel function

K(X;Z) 2 RP K, fortwo nite

collections of vectorX = (x1;:::;%p)  (K(Xi;z))1 i p

andZ =(zg;:::;2) 1k

Kxz 2 RP K Abbreviation forK (X;Z )

Mp Abbreviation forK pp + 2l

Mpo Abbreviation forK popo + 2|

M (Q) Abbreviation for mean distance LOOD under qu&ry
and leave-one-out datas&@sandD°

MIA Abbreviation for membership inference attack

B ADDITIONAL DISCUSSION ON THE CONNECTIONS BETWEENNNGP AND
NN TRAINING

Note that in general, there is a performance gap between a trained NN and its equivalent NNGP
model. However, they are fundamentally connected even when there is a performance gap: the
NNGP describes the (geometric) information ow in a randomly initialized NN and therefore cap-
tures the early training stages of SGD-trained NNs. In a highly non-convex problem such as NN
training, the initialization is crucial and its impact on different quantities (including performance) is
well-documented Schoenholz et al. (2016). Moreover, it is also well-known that the bulk of feature
learning occurs during the rst few epochs of training (see (Lou et al., 2022, Figure 2)), which makes
the initial training stages even more crucial. Hence, it should be expected that properties of NNGP
transfer (at least partially) to trained NNs. More advanced tools such as Tensor Programs Yang &
Littwin (2023) try to capture the covariance kernel during training, but such dynamics are generally
intractable in closed-form.

C DEFERRED DETAILS FORSECTION 2

C.1 MEeAN DISTANCELOOD

The simplest way of quantifying the LOOD is by using the distance between the means of the two
distributions formed by coupled Gaussian processes:

De nition C.1 (Mean distance LOOD)By computing the distance between the mean of coupled
Gaussian processes on query@etve obtain the following mean distance LOOD.

1
M(Q;D:D°)=§k p; 2(Q) o 2(QKS 3)
1. "
= 5K ep (Koo + %) 'yo Kgoo(Kpopo+ ?) 'ypjjs: (4)
whereQ is a query datarecord, ang. 2(Q) and po. 2(Q) are the mean of the prediction function
for GP trained orD andD° respectively, as de ned in Section 2. When the context is clear, we

abbreviateD andD?in the notation and usk! (Q) under differing daté to denoteM (Q; D; D 9
whereD®= D [ S.
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Figure 6: Correlation between the LOOD and MIA success. The leave-one-out datssaiclass-
balanced subset of CIFAR-10 with size 1000, &= D[ S for arandomly chosen differing record

S. We evaluate over 200 random choices of the differing data record (sampled from the CIFAR-10
dataset or uniform distribution over pixel domg2b5]) We also evaluate under different LOOD
metrics (mean distance and KL divergence) and different kernel functions (RBF kernel or NNGP
kernel for fully connected network with depth 1). We observe that the correlation between KL and
AUC (right gures) is consistently stronger and more consistent than the correlation between mean
distance LOOD and auc (left gures).

Example C.2(Mean distance LOOD is not well-correlated with MIA succesélke show the corre-

lations between Mean distance LOOD and the success of leave-one-out membership inference attack
(MIA) ® in Figure 6 (left). We observe that low mean distance and high AUC score occur at the same
time, i.e., low Mean distance LOOD does not imply low attack success. This occurs especially when
the differing point is sampled from a uniform distribution over the pixel dorf®ia55]

Another downside of the mean distance LOOD metric is that sglely rst-order information is in-
corporated; this results in it being additive in the queriés(Q) = im:l M (Qi). That is, Mean
distance LOOD does not allow to incorporate the impact of correlations between multiple queries.
Moreover, the mean distance LOOD has a less clear interpretation under certain kernel functions.
For example, under the NNGP kernel, a query with laggeorm will also have high Mean Distance
LOOD (despite normalized query being the same), due to the homogeneity of NNGP kernel. By
contrast, as we show below, KL divergence (relative entropy) LOOD mitigates these limitations.

C.2 KL DIVERGENCELOOD

To mitigate the downsides of Mean distance LOOD and incorporate higher-order information, we
use KL divergence (relative entropy) LOOD.

De nition C.3 (KL Divergence LOOD) LetQ 2 RY 9 be the set of queried data points, where
is the data feature dimension aqds the number of queries. L&; D °be a pair of leave-one-out
datasets such th@°= D [ S whereS is the differing data point. Léty. - andf o - as coupled
Gaussian processes givBnandD? Then the Leave-one-out KL distinguishability betwdgn -

This is measured by the AUC of the attacker's false positive rate (FPR) versus his true positive rate (TPR).
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andfpo. 2 on queriex) is as follows,

() %oy 1
o 9 T Q) ~( Q) (®)

s G () I (*)) M () B QN (©) I (0))) (6)
where for brevity, we denote(Q) = p. 2(Q), Q) = po 2(Q), ( Q) = p: 2(Q), and

Q)= po 2(Q) as de ned in Section 2.

Example C.4(KL divergence is better correlated with MIA succesg#je show correlations between
KL Divergence LOOD and AUC score of the MIA in Figure 6 (right). We observe that KL Divergence
LOOD and AUC score are well-correlated with each other.

KL (for =(Qkfoe (Q) =3 log

On the assymmetry of KL divergenceln this paper we restrict our discussions to the case when
the base distribution in KL divergence is speci ed by the predictions on the larger dBtgsehich

is a reasonable upper bound on the KL divergence with base distribution speci ed by predictions on
the smaller dataset. This is due to the following observations:

1. In numerical experiments (e.g., the middle gure in Figure 7) tha)= 4Q) 1across
varying single quer®. This is aligned with the intuition that the added information in the
larger datasdD reduce its prediction uncertainty (variance).

2. 1f ( Q)= Q) 1, then we have that
KL (fp; 2(Q)kfpo; 2(Q)) KL (fpo; 2(Q)kfp; 2(Q))

Proof. Denoter = ( Q)= Q) 1, then by Equation (6), for single quey, we have
that

KL (fo; 2(Q)kfpo; 2(Q)) = % logr 1+r+2M(Q) %Q) * (7)
whereM (Q) is the abbreviation for mean distance LOOD as de ned in De nition C.1.
Similarly, when the base distribution of KL divergence changes, we have that

KL (for «(QKfo; «(Q)= 3 logr 14 742M@Q(Q ' (@

Therefore, we have that

KL (fp; 2(Q)kfpo; 2(Q)) KL (fpo, 2(Q)kfp; 2(Q))

:% r r} 2logr +2M(Q)( Q) (r 1)

Forr 1, we have that % 2logr O0andM(Q)( Q) *(r 1) 1. Therefore,
we have thaKL (fp. 2(Q)kfpo. 2(Q)) KL (fpo. 2(Q)kfp. 2(Q)) 0 as long as
r=(Q=%9Q 1 [

Therefore, the KL divergence with base prediction distribution speci ed by the larger
dataset is an upper bound for the worst-case KL divergence between prediction distribu-
tions on leave-one-out datasets.

C.3 COMPARISON BETWEENMEAN DISTANCE LOOD AND KL DIVERGENCELOOD

KL Divergence LOOD is better correlated with attack performancés observed from Figure 6,

KL divergence LOOD exhibits strong correlation to attack performances in terms of AUC score of
the corresponding leave-one-out MIA. By contrast, Mean distance LOOD is not well-correlated with
MIA AUC score. For example, there exist points that incur small mean distance LOOD while ex-
hibiting high privacy risk in terms of AUC score under leave-one-out MIA. Moreover, from Figure 6
(right), empirically there exists a general threshold of KL Divergence LOOD that implies small AUC
(that persists under different choices of kernel function, and dataset distribution). This is reasonable
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Figure 7: An example on a one-dimensional toy sine training dataset generated as Appendix F.1,
where each training data is shown as a red dot. We déhoés a crafted differing data record that
incurs maximum gradient for the mean distance LOOD objective, which is constructed following
the instructions in Algorithm 1. In the left plot, we observe that the optimal q@nfor mean
distance LOOD does not equal the differing paght On the contrary, the optimal query for KL
LOOD (which incurs maximal information leakage) is the differing p&@nf(right plot). This shows

the discrepancy between mean distance LOOD and KL LOOD, and shows the inadequacy of using
mean distance LOOD to capture information leakage.

since KL divergence is the mean of negative log-likelihood ratio, and is thus closely related to the
power of log-likelihood ratio membership inference attack.

Why the mean is (not) informative for leakage To understand when and why there are discrep-
ancies between the mean distance LOOD and KL LOOD, we numerically investigate the optimal
queryQ that incurs maximal mean distance LOOD. In Figure 7, we observe that altli@ugh

deed incurs the largest mean distance among all possible query data, tHeg&fidQ)= YQ))
between prediction variance of GP trainedDrand that of GP trained oR?, is also signi cantly
smaller at queryQ when compared to the differing poiSt Consequently, after incorporating the
second-order variance information, the KL divergence at q@erys signi cantly lower than the

KL divergence at the differing poir , despite of the fact tha incurs maximal mean distance
LOOD. A closer look at Figure 7 middle indicates that the variance ratio peaks at the differing point
S , and drops rapidly as the query becomes farther away from the differing data and the training
dataset. Intuitively, this is becausé(Q), i.e., the variance at the larger dataset, is extremely small
at the differing data poin. As the query gets further away from the larger training datas¢Q)

then increases rapidly. By contrast, the variance on the smaller dt&@gts large at the differing

data pointS, but does not change a lot around its neighborhood, thus contributing to low variance ra-
tio. This shows that there exist settings where the second order information contributes signi cantly
to the information leakage, which is not captured by mean distance LOOD (as it only incorporates
rst-order information).

As another example case of when tlaiance of prediction distribution is non-negligibléor faith-

fully capturing information leakage, we investigate under kernel functions that are homogeneous
with regard to their input data. Speci cally, for a homogeneous kernel fundfiothat satis fes
K(x;x 9= K(x;x 9= K(x;x9 for any real number 2 R, we have that

p; 2(Q)= ? b, 2(Q)
D; Z(Q): D; Z(Q);
where 2 > 0 denotes the variance of the label noise. Therefore, for a?yR, we have that
M(Q;D;D%Y= M(Q;D;D9) )
KL (fp; 2(Q )kfpo, 2(Q)) = KL (fp; 2(Q)kfpo, 2(Q)) (10)
Consequently, the query that maximizes Mean distance LOOD explodes to in nity for data with
unbounded domain. On the contrary, the KL Divergence LOOD is scale-invariant and remains
stable as the query scales linearly (because it takes the variance into account, which also grows with

the query scale). In this case, the mean distance is not indicative of the actual information leakage
as the variance is not a constant and is non-negligible.

In summary, KL LOOD is a metric that is better-suited for the purpose of measuring information
leakage, compared to mean distance LOOD. This is because KL LOOD captures the correlation
between multiple queries, and incorporates the second-order information of prediction distribution.
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D DEFERRED PROOFS AND EXPERIMENTS FOBECTION 4

D.1 DEFERRED PROOF FORHEOREM4.1

In this section, we prove that the differing data record is the stationary point for optimizing the
LOOD objective. We will need the following lemma.

LemmaD.1. ForA 2 R"™ ",b2 R" andc 2 R, we have that
A b ' A+ IAIpFAL 1A 1p
b> ¢ B 1Al 1

where = ¢ b A lh

(11)

We now proceed to prove Theorem 4.1
Theorem 4.1.Let the kernel function b& . Assume that (iK (x;x) = 1 for all training datax,

i.e., all training data are normalized under kernel funckar(ii) 2<5x2 9 jyo=« = O for all training
datax i.e., the kernel distance between two data recardsidx° is “stable when they are equal.
Then, the dn‘fermg data is a stationary point for LOOD as a function of query data, as follows

r QLOOD(fp, 2(Q)kfpo; 2(Q)) jo=s= 0:

Proof. In this statement, LOOD refers to KL LOOD De nition C.3, therefore by analytical differ-
entiation of De nition C.3, we have that

@@(500D(fa; A(QKf e, 2(Q) = @@y (fo =(Qkfoo :(Q)) (12)
W @ (9

(Q @Q %Q

@9
k(@ el

Q) *
@Q ’
Note that here( Q) and YQ) are both scalars, as we consider single query. We denote the three

terms byF1(Q), F2(Q), andF3(Q). We will show thatF1(S) = 0 andF,(S) = F3(S) which is
suf cient to conclude. Let us start with the rst term.

(13)

1. F1(S) = 0: Recall from the Gaussian process de nition in Section 2 that
(Q=Koo KooMp'Kpg:
whereMp = Kpp + 2. Therefore,

@@D
@Q( D= 27@q

where@KQD 2 RY " (dis the dimension oQ andn is the number of datapoints in the
training se1D) A similar formula holds fo o(Q)

Mp'Kpg;

From Lemma D.1, and by using the kernel assumptlon}{l'(zﬁ; S) =1, we have that

1
1_ Koo+ 2l Kops
1 1 1 1 1 1
- MD + MD KDSKSDMD MD Kps (15)
1KSDMD1 1

where =1+ 2 KgpMp'Kps = 2+ ( S).
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Using the fact thaM poe,+1 = Kpos + 2€,+1 Wheree,s1 = (0;:::;0;1)> 2 R"*1,
simple calculations yield

AS)=1 KspoMpaKpos
= 1 ze;ﬂ M Dolen+1)
- 2(1 2 l):

We now have all the ingredients for the rst term. To alleviate the notation, we denote by
Ksp = @QQKQD Jo=s.

We obtain
@ (Q T 2K sp Mp *Kps N 2( S)KspoMpaKpos
@Q %Q °°° AS) 9S)2 '

A key observation here is the fact that the last entri{ gf o is 0 by assumption. Using the
formula above foM ¢, we obtain

KspoMpdKpos ’K spoM 3 €ns1
2K sp ( M, *Kps)

1 2KspMp tKps):

Now observethat ' 2( S) 4S) 1= 1 2y 21 2 1 1=1,which
concludes the proof for the rst term.

2. Fz(S) + F3(S) =0:

Let us start by simplifyind=»(S) = %QO(Q)'@ jo=s  AS) !. The derivative here
is that ofM (Q), and we have

& QYK
@Q Q

Using the formula oM Dol and observe that the last entrykp is zero, we obtain

@ (Q) O(Q)kgj

-s=2( (S)  A9(KspMplyo KspoMpiypo):

=5=2 (S %S) ys KspMplyp KspMp'Kps:

@Q
Moreover, we have that
(S) %AS)=KspMp'yp KspoMpaypo (16)
=KsoMplyp €. (Mpo  21)Mydypo (17)
=KspMp lyD ys + 2e:+1 M DE:>LyD0 (18)
=KspMplyp  ys+ % 'KsoMplyp +  lys)  (19)
=( 2 ' 1)ys KsoMp'yp): (20)
Therefore

2
F2(8)=2 (2 ' 1) 4S) ' ys KspMp'yp “KspMp'Kps  (21)
Let us now deal witlF5(S) = ( (S)  4S))2@- D" jo-s. We have that
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0 1
@1~ =2 9S) KepMyiKps
@0

22 %S) 2KspoMpiens
22 9S) *Ksp( 'Mp 'Kps)
2 129%s) 2KspMp'Kps: (22)

By plugging Equation (22) and 20 inf&s(S) = ( (S) °(S))2@ (Q) ' jo=s, we prove
that

2
Fs(S)=2 122 1 12 S) 2 ys KspMp'yo “KspoMp*Kps:

We conclude by observing that?( 2 * 1) 4s) ' = 2(2 1 1) 2?01
2 1) 1= 1.

D.2 PROOFS FOR REGULARITY CONDITIONS OF COMMONLY USED KERNEL FUNCTIONS

We rst show that both the isotropic kernel and the correlation kernel satis es the condition of
Theorem 4.1. We then show that the RBF kernel, resp. the NNGP kernel on a sphere, is an isotropic
kernel, resp. a correlation kernel.

Proposition D.2(Isotropic kernels satisfy conditions in Theorem 4.Assume that the kernel func-
tion K is isotropic, i.e. there exists a continuously differentiable funcg@uch thatkK (x;y) =
g(kx  yk) for all x;y. Assume that) satis esz 1g%z) is bounded® andg(0) = 1. Then,K
satis es the conditions of Theorem 4.1.

Proof. Itis straightforward thaK (x;x) = 1 for all x. Simple calculations yield

@Kxy) _ g¥kx yk) .
@x  kx yk (v

By assumption, the terr?\M is bounded for alk 6 y and also in the limik ! y. Therefore,
it is easy to see that

@KXY) . _.
- =~ J)(: y_ 0 .
@x
More rigorously, the partial derivative above exists by continuation of the funzt!ongog—z)z near
0. O

Proposition D.3 (Correlation kernels satisfy conditions in Theorem 4.Aysume that the kernel
functionK is a correlation kernel, i.e. there exists a functigsuch thak (x;y) = g % for
all x;y 6 0. Assume thag(1) = 1. ThenK satis es the conditions of Theorem 4.1.

Proof. The rst condition is satis ed by assumption @n For the second condition, observe that

@Kxy) _ 1 hGyi o hayi
@x  kxkkyk 7 k2 Jxkkyk

which ylelds@K(Xy) jx=y=0. O

We have the following result for the NNGP kernel.

©Actually, only the boundedness near zero is needed.
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Proposition D.4 (NNGP kernel on the sphere satis es conditions in Theorem Theorem %t
NNGP kernel function is similar to the correlation kernel. For ReLU activation function, it has the
form

hx; yi

kxkkyk

This kernel function does not satisfy the conditions of Theorem 4.1 and therefore we cannot conclude
that the differing point is a stationary point. Besides, in practice, NNGP is used with normalized
data in order to avoid any numerical issues; the datapoints are normalized todx&ve r for some

xed r > 0. With this formulation, we can actually show that the ketketestricted to the sphere

satis es the conditions of Theorem 4.1. However, as one might guess, it is not straightforward to
compute a "derivative on the sphere" as this requires a generalized de nition of the derivative on
manifolds (the coordinates are not free). To avoid dealing with unnecessary complications, we can
bypass this problem by considering the spherical coordinates insteadx PoRY, there exists a

K (x;y) = kxkkykg

8 X1 = rcos( 1)
%xz = rsin(* 1)cos( )
rsin(’ 1)sin(’ 2)cos( 3)

X3

;(d 1= rsin( 1)sin(’ 2):::sin(' g 2)cos( g 1)
" Xg=rsin( 1)sin(’ p)::isin( g 2)sin(t g 1):

This is a generalization of the polar coordinates2in .

Without loss of generality, let us assume that 1 and let' = (' 1;' 2;:::;" ¢ 1). Inthis case,
the NNGP kernel, evaluated €t ;' 9 is given by
0 2 3 1
X1 i1 a1
K( ;' 9=9@ 4 sin()sin(’ ?)>cos( ;)cos( )+ sin(" j)sin(" )A ;
=1 j=1 i=1

with the conventior(13 ?:1 =1.

Consider the spherical coordinates introduced above, and assume that. Then, the NNGP
kernel given bK (' ;' 9 satis es the conditions of Theorem 4.1.

Proof. Computing the derivative with respect'tois equivalent to computing the derivative on the

0 2 3 1
@K';|O)_ T 09(14'Y1'|_ in(' 0\5 . d(l'l_ in(" YA -
= 1=730:9 @ sin(* j)sin(* D) cos( i)cos( )+ sin( j)sin(' P)A ;
@; =1 j=1 j=1
where
2 32 3
X 1 y1 1
J(¢ ;' 9= gcos( ) sin(’ j)é4 sin(" D) cos( ;)cos( )
i=1+1 J=§l| j=1
]
2 3, 3 2 32 3
g1 g1 1 1
+ cos(’ |)§ sin(’ ,—)24 sin( D)° 4 sin( )54 sin( P)dsin( )cos( ):
j=1 j=1 j=1 j=1
j61
When' ="' 9 we obtain
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(@) A run of LOOD optimization under NNGP (b) A run of LOOD optimization under NNGP
kernel for fully connected network with depth 5 kernel for CNN with depth 5

Figure 8: Additional LOOD optimization results under NNGP kernels with different architectures.
We evaluate on class-balanced subset of CIFAR-10 dataset of size 1000. The optimized query
consistently has similar LOOD and MIA AUC score to the differing data record.

« 2 3 2d( 3
... cos( ) 14'\(1_,'25 \2 cos(|)4l_,.25
‘]( ’ )_ Sln(l I) SV, Sln( ]) COS( I) + Sln(, |) . S'n( J)
2Y' 3
cos( 1) 4 0 N25 .
sinC 1) - sin(' j)“2:
By observing that
5 3 2 3
X1 Wyi a1 Y
4" sin( )5 cos( 2+ §  sin )?h = sinC )2
i=l+1 j=1 j=1 j=1

l
61

we conclude that@%:'o) jo = o=0 foralll.

D.3 MORE EXAMPLES FOR QUERY OPTIMIZATION UNDERNNGP KERNEL FUNCTIONS

We show the optimized query for NNGP kernel under different model architectures, including fully
connected network and convolutional neural network with various depth, in Figure 8.

To further understand the query optimization process in details, we visualize an example LOOD
optimization process below in Figure 9.

D.4 WHEN THE DIFFERING POINT IS NOT THE OPTIMAL QUERY

In practice data-dependent normalization is used prior to training, such as batch and layer normal-
ization. Note that this normalization of the pair of leave-one-out datasets results in them differing
in more than one recortt Then the optimized query data record obtains a higher LOOD than the
LOOD of the differing points; we show this in Figure 10; thus in such a setting there is value for the
attacker to optimise the query; this is consistent with results from (Wen et al., 2022) that exploit the
training data augmentation.

"puring inference, the same test record will again go through a normalization step that depends on the
training dataset before being passed as a query the corresponding Gaussian process.
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(a) Query after0 itera- (b) Query afterlOitera- (c) Query afterR0itera- (d) LOOD of query versus
tions of optimization tions of optimization tions of optimization number of iterations

Figure 9: lllustration of an example LOOD optimization process at different number of optimization
iterations. We evaluate on a class-balanced subset of CIFAR-10 dataset of size 1000 and NNGP
kernel for fully connected network with depth 5. The query is initialized by uniform sampling from
the pixel domain, and starts recovering the differing data record as the optimization proceeds. We
plot the optimized queries aft®r 10and20iterations and show the convergence of LOOD for query
with regard to the increasing number of iterations for LOOD optimization.

(a) Differing data and optimized query in run one (b) Differing data and optimized query in run two

Figure 10: Example runs of LOOD optimization under data-dependent training data normalization
(that uses per-channel mean and standard deviation of training dataset). The optimized query has a
slightly higher LOOD than differing point, and visually has darker color. Our setup uses 500 training
data points of the CIFAR10 dataset (50 per class) and NNGP speci ed by CNN with depth 5.

E ANALYZING LOOD FORMULTIPLE QUERIES AND
LEAVE-ONE-GROUP-OUT SETTING

E.1 LOODUNDER MULTIPLE QUERIES

We now turn to a more general question of quantifying the LOOD when having a model answer
multiple queries f Q; :::; QqQ rather than just one quefy (this corresponds to the practical setting

of e.g. having API access to a model that one can query multiple times). In this setting, a natu-
ral question is: as the number of queries grows, does the distinguishability between leave-one-out
models' predictions get stronger (when compared to the single query setting)? Our empirical obser-
vations indicate that the signi cant information regarding the differing data point resides within its
prediction on that data record. Notably, the optimal single qgry S exhibits a higher or equal
degree of leakage compared to any other query set.

Speci cally, to show that the optimal single que = S exhibits a higher or equal de-
gree of leakage compared to any other query set, we performed multi-query optimization
maxq,; :q, LOOD (Qq; ;Qq;:D; D9, which uses gradient descent to optimize the LOOD
acrossq queries, for varying numbers of querigs= 1;2;4;8. We evaluated this setting under
the following conditions: NNGP using a fully connected network with deptt 4f6; 8; 10; using

500 random selections of leave-one-out datasets (where the larger dataset is G0gesam-

pled from the 'car' and 'plane’ classes of the CIFAR10 dataset. Our observations indicate that, in all
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evaluation trials, the LOOD values obtained from the optimizegueries are lower than the LOOD
value from the single differing data record.

E.2 LEAVE-ONE-GROUP OUT DISTINGUISHABILITY

Here we extend our analysis to tleave-one group-oussetting, which involves two datase3,and

DY that differ in agroupof s data point$ Sy ; :::; Ssg. There are no speci c restrictions on how these
points are selected. In this setup, we evaluate the model using qtiies:; Qq9, whereq 1.

The leave-one group-out approach can provide insights into privacy concerns when adding a group
to the training set, such as in datasets containing records from members of the same organization or
family Dwork et al. (2014). Additionally, this setting can shed light on the success of data poisoning
attacks, where an adversary adds a set of points to the training set to manipulate the model or induce
wrong predictions. Here, we are interested in constructing and studying queries that result in the
highest information leakage about the group, i.e., where the model's predictions are most affected
under the leave-one group-out setting.

Similar to our previous approach, we run maximization of LOOD to identify the queries that opti-
mally distinguishes the leave-one group-out models. Figure 3 presents the results for single-query
(g = 1) setting and multi-queryq = 3) setting, with a differing group sizgsj = 3. We have
conducted in totalO rounds of experiments, where in each round we randomly select a xed group
of differing datapoints and then perforb® independent optimization runs (starting from different
initializations). Among all the runs80% of them converged, in which we observe that the optimal
gueries are visually similar to the members of the differing group, but the chance of recovering them
varies based on how much each individual data point is exposed through a single query (by measur-
ing LOOD when querying the point). We observe that among the points i8,2be differing data

point with the highest single-query LOOD was recovedddo of the times, whereas the one with

the lowest single-query LOOD was recovered o8 of the times. This can be leveraged for data
reconstruction attacks where the adversary has access to part of the train dataset of the model.

F OPTIMAL QUERY UNDER MEAN DISTANCE AND DEFERRED PROOFS FOR
SECTION S

We discuss here the computation of the optimal query under mean distance. This is equivalent to the
guestion of where the function is most in uenced by a change in the dataset.

F.1 DIFFERING POINT IS IN GENERAL NOT OPTIMAL FORMEAN DISTANCE LOOD

Numerically identifying cases where the differing point is not optimalWe de ne an algorithm
that nds non-optimal differing point$ such that when optimizing the que®; the resulting query

is different fromS. When the differing poin§ is not the optimal query, the gradient bf (Q)
evaluated af is non-zero. Hence, intuitively, nding pointS such thatkr oM (Q) jo-s kis
maximal should yield pointS for which the optimal query is not the differing point (as there is room
for optimising the query due to its positive gradient). We describe this algorithm in Algorithm 1.
Algorithm 1 Identifying non-optimal differing point$

GivenD and , we solve the optimization proble® = argmaxkr oM (Q) jo=s kto identify a
non-optimal differing point. (We use gradient descent to solve this problem.)

A toy example of where the differing point is not optimalTo assess the ef cacy of Algorithm 1,
we consider a simple example in the one-dimensional case. The setup is as f@llpvataD =

(2) Noise parameter is given by’ = 0:01 (3) Kernel is given byK (x;x9 = exp( (x x92=2)
(RBF kernel).(4) In Algorithm 1, onlyS, is optimized, the labeby, is xed to S, = sin(Sy).

We show in Figure 11a the gradientMf(Q) evaluated a$ for varyingS, and highlight the poin®

(the result of Algorithm 1) that has the largest non-stationarity for mean distance LOOD objective.
Additionally, if we look at the query with maximal LOOD under differing d&& S , the optimal
queryQ that we found is indeed different from the differing po#t, as shown in Figure 11b.
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(a) The gradient oM (Q) evaluated aB.  (b) The mean distandd (Q) underS .

Figure 11: We plot the stationary condition indicator functiogM (Q) jo=s of LOOD when
queryQ equals the differing dat8&, over different values of differing datd with S, 2 [ 5;5].
This allows us to run Algorithm 1 to identify a differing poit = maxskr oM (Q) jo=s k that
has the highest objective (maximal non-stationarity), as shown in Algorithm 1 (here3 :899).
In Figure 11b, we validate that under the optimized differing datathe queryQ that maximizes
LOOD (over leave-one-out datasets that diffe6in is indeed not the differing poir§ .

Let us now look at what happens when we choose other differing pBiBtsS . Figure 12 shows

Figure 12: The plot oM (Q) for varyingQ andS. We also show the optimal quefy and the
differing pointS.

the optimal query for three different choices®f WhensS is far from the training dat® (Sx 2

f 5;50), the optimal query approximately coincides with the differing p&n¥WhenS is close to

the training data%s = 0), the behaviour of the optimal query is non-trivial, but it should be noted
that the value of the MSE is very small in this case.

Explaining when the differing point is suboptimal for Mean Distance LOQDWe now give a
theoretical explanation regarding why the differing point is suboptimal for mean distance LOOD
when it is close (but not so close) to the training dataset (as observed in Figure 12 middle plot). We
rst give a proposition that shows that the gradient\d{ Q) is large when the differing poir$ is

close (but not so close) to the training datd3et

Proposition 5.1. Consider a datas&, a differing pointS, and a kernel functioi satisfying the

same conditions of Theorem 4.1. Then, we have that

r oM (Q) jo=s= 21 KspMp'Kps)(ys KspMplyp)?KspMptKps;  (23)

whereM (Q) denotes the mean distance LOOD as de ned in De nition Ktp 2 R} Piis
the kernel matrix between data poidtand dataseD, Kps = K2y, Ksp = @—(‘%K op Jo=s,

Mp = Kpp + 2l,and =1 KgpMy*Kps + 2.

Proof. The left-hand-side of Equation (23)isoM (Q) = £k (Q)  (Q)K? by de nition of the
mean distance LOODI (Q) in De nition C.1. This term occurs in the terf, (Q) in Equation (13),

in the proof for Theorem 4.1. Speci cally, we havegM (Q) = F»(S)  4S). The detailed
expression foF,(S) is computed in line Equation (21) during the proof for Theorem 4.1. Therefore,
by multiplying F»(S) in Equation (21) with {S), we obtain the expression forgM (Q) in the
statement Equation (23). O
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As aresult, it should be generally expected thatM (Q) jo-s6 0. We can further see that when
Sis far from the data in the sense thagp 0, the gradient is also close @ In the opposite case
whereS is close toD, e.g. satisfyinggs KspMp lyp, then the gradient is also close to zero.
Between the two cases, there exists a region where the gradient norm is maximal.

F.2 DIFFERING POINT IS OPTIMAL INMEAN DISTANCE LOOD WHEN IT IS FAR FROM THE
DATASET

Explaining when the differing point is optimal for Mean Distance LOOD We now prove that
the differing point is (nearly) optimal when it is far from remaining dataset. We assume the inputs

belong to some compact $8t2 RY.

De nition F.1 (Isotropic kernels) We say that a kernel functiold : C C ! R is isotropic is
there exists a functiog: R! R such thaK (x;x9 = g(kx x%) forallx;x°2 C.

Examples includes RBF kernel, Laplace kernel, etc. For this type of kernel, we have the following
result.

Lemma F.2. LetK be an isotropic kernel, and assume that its corresponding fungtiemifferen-
tiable onC (or just the interior ofC). Then, for allQ 2 C, we have that

kr M (Q)k  (dYQ;S) + d¥Q; D)) max(d(Q;S); d(Q;D));

where

* dYQ;D) = maxizn;jgYkQ Dik)j andd(Q;S) = g{kQ  Sk)
d(Q;D) = maxi>(n;jg(kQ  Dik)j andd(Q;S) = g(kQ  Sk)

e > QOis aconstant that depends only Bn

Proof. Let Q 2 C. For the sake of simplication, we use the following notation:
u=(Kpp + 21) lyp,andu®=(Kpopo+ 21) lypo.

Simple calculations yield |

X
r oM (Q) = (Kgpou® Kgpu) (U ui)r Koo, + Up T oKas
i=1
The rst term is upperbounded byup,,  ukd(Q;D) + jug,; jd(Q; S), whereup,, is the vector
containing the rstn coordinates ofi®, andu; refers to thé™ coordinate of the vectar.

Now observe thaku% is bounded for allS, provided the data labelg are bounded. For this,

it suf ces to see thak(Kpopo + 21) 1ky 2 because of the positive semi-de niteness of
K DOpO.
Moreover, we have oK oo, = gAkQ D;k)3—5¢, which implies thakr oK qp, k = jg%kQ

Dik)j. Therefore, using the triangular inequality, we obtain

(U u)r gKao, + Ugsa T oKos  k upy  ukid(Q;D) + jup,, jighkQ  SK)j:
i=1
The existence of is trivial. O

From Lemma F.2, we have the following corollary.
Corollary F.3. Assume thasup,,g 9(z) < 1 ,lim;z;;;  9%z) =0 andg¥0) = 0. Then, provided

we deneD%= D [f Sg, thenkr oM (S)k .
That is, if we choos8 far enough from the datB®, then the poin6 is close to a stationary point.
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Although this shows that gradient is small&{for S far enough from the dat@), it does not say
whether this is close to a local minimum or maximum. T determine the nature of the stationary
points in this region, an analysis of the second-order geometry is needed. More precisely, we would
like to understand the behaviour of the Hessian matrix in a neighbourhd®dlafthe next result,

we show that the Hessian matrix is strictly negative aro8n@or S suf ciently far from the data

D), which con rms that any stationary point in the neighbourhoo®should be a local maximum.

Lemma F.4 (Second-order analysispssume thag(0) > 0, lim,, oz *g%z) = | , wherel is
a negative constant that depends on the kernel function, andithat z g%z) = 0. Then,

thatif we de neD®= D [f Sg, then there exists> 0 satisfying: forallQ 2 B(S; );r éM (Q)
0.

Lemma F.4. Assume thag(0) > 0, lim, oz 'g%z) = | , wherel < 0Ois a negative constant
that depends on the kernel function, and tat,; z 'g%z) = 0. Then, provided tha€ is
large enough, foranlp = fD;:::;Dhgand > 0, there exists a poirs, such that if we de ne

D%= DJ[f Sg,thenthere exists> Osatisfying: forallQ 2 B(S; );r éM (Q) Oisanegatively
de nite matrix.

Proof. LetQ 2 C. Letv(Q) = Kgpou® Kot u. The Hessian is given by

r M (Q) = V(Q)r v(Q)+ r oV(Q)r Qv(Q)”

2 _ Pa 0 2 0 2 _ Pa 0
wherer 5v(Q) = iz1 (U7 u)r §Kgp, + Upyyr gKgs andr qv(Q) = iz (U
u)r oKago, + ul,;r oKgss. By Lemma F.2, we have that f@ far enough from the dataset
D, we have thakr qv(S)k . Therefore, the Hessian &tsimplil es to the following.
I

xXo
r3jo=sM(Q) v(Q (U u)rdKeop, +ulyrdKos + %
i=1

Fori 2 [n], simple calculations yield

(Q Di)Q Di)>+go(kQ Dik)
kO DK kQ Dk

roKep, = (QDi) I;

0 .
where (Q;Di)= gkQ Dik) LU 2k,

Notice thatu®,, ys Ksp u. Without loss of generality, assume tlygt> 0. ForS far enough
from the dataseD, we then havet?,;, > Oandv(S) ys > 0. Let us now see what happens
to the Hessian. For such, and for any > 0, there exists a neighbourho®(S; ), > 0,

such that for allQ 2 B(S; ), we havewﬁggi,ﬁ;(k“ < ,andj (Q;D;)j < . This ensures that

kr ZQKQDi = 2 wherek:kr denotes the Frobenius norm of a matrix. On the other hand, we

haver éKQ;S =1lim g, o gog—z)l =1 I. Itremains to deal with(Q). Observe that fo8 far enough

from the dataD, andQ close enough t&, v(Q) is close tov(S) ys > 0. Thus, taking small
enough, there existssatisfying the requirements, which concludes the proof. O

Lemma F.4 shows that whenever the p@ns isolated from the datasbt, the Hessian is negative in

a neighbourhood d8, suggesting that any local stationary point can only be a local maximum. This
is true for isotropic kernels such as the Radial Basis Function kernel (RBF) and the Laplace kernel.
As future work, Lemma F.2 and Lemma F.4 have important computational implications for the
search for the "worst™ poisonous poft Finding the worst poisonous poiStis computationally
expensive for two reasons: we cannot use gradient descent to optimizé& @iece the target
function is implicit inS, and for each poing, a matrix inversion is required to nchaxg M (Q).

Our analysis suggests thatSfis far enough from the data, we can usé (S) as a lower-bound
estimate ofnaxqg M (Q).
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F.3 THE OPTIMAL QUERY FORMEAN DISTANCE LOOD ON IMAGE DATASETS

As we concluded in the analysis in Section 4, only when the differing datapoint is far away (in
some notion of distance) from the rest of the dataset is the optimal query (in mean distance LOOD)
the differing datapoint. In Figure 11b, we successfully identi ed settings on a toy dataset where
the differing point is not optimal for mean distance LOOD. We now investigate whether this also
happens on an image dataset.

(a) Differing data and optimized query(b) Differing data and optimized query(c) AUC gap onQ; S in 50
in run one in run two trials

Figure 13: Results for running single query optimization for Mean distance LOOD on class-balanced
subset of CIFAR-10 dataset of size 1000 and RBF kernel. The optimized query has higher mean
distance LOOD than the differing data record, despite having lower MIA AUC score. Across the 50
trials that we evaluated, more than 50% of trials result in an optimized query that has lower AUC
score (by more than 0.025) than the differing data.

In Figure 13, we observe that the optimized record is indeed similar (but not identical) to the differing
record for a majority fraction of cases. Therefore, also in image data the removal of a certain
datapoint may in uence the learned function most in a location that is not the removed datapoint
itself. However, the optimized query for Mean distance LOOD still has much smaller MIA AUC
score than the differing data. This again indicates that MSE optimization nds a suboptimal query
for information leakage, despite achieving higher in uence (mean distance).

G DEFERRED PROOFS FORECTION 6

Our starting point is the following observation in prior work (Schoenholz et al., 2017; Hayou et al.,
2019; 2021), which states that the NNGP kernel is sensitive to the choice of the activation function.

Proposition G.1. Assume that the inputs are normalizéstk = 1 and letK jygp denote the
NNGP kernel function of a an MLP of depth 1. Then, the for any two inputs, we have the
following

[Non-smooth activations] With ReLU: there exists a constant 0 such thafk§ygp (X; %9

=(L?.
[Smooth activations] With GeLU, ELU, Tanh: there exists a constant 0 such that
jkinee (6x9 j= (L1

As a result, for the same depth one should expect that NNGP kernel matrix with ReLU activation
is closer to a low rank constant matrix than with smooth activations such as GeLU, ELUranh.

For proving Proposition 6.1, we will need the following lemma.

Lemma G.2. LetA andB be two positive de nite symmetric matrices. Then, the following holds
kA 1 B 'ke max( mn(A) % mn(B) HKA Bkp;

where min (A) is the smallest eigenvalue Af andk:k; is the usuaR-norm for matrices.

Proof. De ne the functionf (t) = (tA +(1 t)B) ®fort 2 [0;1]. Standard results from linear

algebra yield
)= f(t)(A B)f(t)

2The different activations are given by Ge(®J = x ( x) where is the c.d.f of a standard Gaussian
variable, ELUX) = 1y 19X + 14 14(€° 1),and Tankx) = (€ e *) (e +e *) .
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Therefore, we have
z 1
f O(t)dtks
0
1
kf O(t)kodt
Z 1
kf (t)k3kA  Bkodt
0
Z 1
( mn tA+(1 1)B)) 2kA Bkqdt:
0

kf (1) f(O)kz

1
=

z

Using Weyl's inequality on the eigenvalues of the sum of two matrices, we have the following

min (tA + (1 t)B) min (tA) +  min ((1 t)B)
=t mn (A)*+ (@ ) min (B)
min( min (A); min (B)):

Combining the two inequalities concludes the proof. O

We are now ready to prove Proposition 6.1, as follows.

Proposition 6.1.LetD andD®= D[ S be an arbitrary pair of leave-one-out datasets, wbhecen-
tainsn records andd °containg+1 records. De ne the functioh( ) = SUP . 02 po K (X; x9 .
Let min = argmin ,g- h( ), and thudh( min ) quanti es how close the kernel matrix is to a low
rank all-constant matrix. Assume that;, > 0. Then, it holds that

méiXM(Q) Cn; . n°Ph( min )+ C; n Y

min

where
_ ( min T h( min )) . (1+ n 1)5:2( min T h( min ))
Cn: in ;. = Max - 5 > = == 5 -
mm( min 7] min nh( min )]) mm( min 7] min (n+1) h( min )])
andC min = (1+ mi:]r-'l )
As a result, ifn>*?h( i, ) 1 andn 1, then the maximum mean distance LOOD (i.e.,

maximum in uence) satis esnaxg M (Q) 1.

Similarly, there exist constan#s,; B > 0 such that
mngL(fD; 2(Qkfpo 2(Q))  Anh( min )+ Bn k:

Proof. Let Q be a query point and 2 R. We have the following
1
M(Q) = EkKQD Mplyo  KapoMpaypok;

whereMp = (Kpp + ?1) and the same holds foMpo. LetU = U, + 2l andU° =
Un+ + 21, whereU, isthen n matrix having ones everywhere. With this notation, we have
the following bound

2 M(Q) k Kop(Mp* U Yypk+ kKgpo(Mps (U9 Y)ypok
+ kKgpo(U9 'ypo Koo U 'ypk;
Let us deal with rst term. We have that
kKoo (Mp? U Yypk k Kgp kkypkkMyt U 'k n'™2( +h( )kypkkMy' U 'k
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Using Lemma G.2, we have the following
kMp' U *k  max( mn (A) % min (B) H)kMp  Uk;

which implies that

n®2( + h( )kyoke

min( %j 2 nh( )j)

where we have used the inequaljtymin (A) min (B)] k A Bk; for any two symmetric
positive matrice®\; B .

kKoo (Mpt U Yypk h( );

Similarly, we have the following

(n+1)32( + h( ))kypok

min( % 2 (n+hh()p " °

kKgpo(Mps (U9 Hypk

For the last term, we have
kKopo(U9 'ypo Koo U typk k (Kgpo €7, )(UY typok
+ k(KQD e;)U lka
+ke ,, (UY ypo erU lypk

Moreover, we have p_
k(Kep  e7)U 'yok  2kypk nh( );

and, 0
k(Koo  €741)(U9 'ypok  2kypok n+Ih( ):

For the last term, we have
X

kenag(UY 'ypo ejU 'ypk Yo,

i=1

in+ 7 (n+D+ 7 T nrp+ gl
@+ YHnt

Combining all these inequalities yield the desired bound.

For the second upperbound, observe Kht(fp. 2(Q)kfpo. 2(Q)) = log % + 2(0?Q)) +

w % by the de nition of KL LOOD in De nition C.3. Meanwhile, for suf ciently

smallh( min ), we have that

(Q)= min rzninn( 2+ min ) Ly O(h( min)) = min 2( 24 min ) Ly O(h( min));
and a similar formula holds for Q) with (n + 1) instead oi. Therefore, we obtain

( Q) min
=1+ :
O(Q) 2+ min N
Combining this result with the upperbound on the mean distance, the existedge aidB is
straightforward. O
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Figure 14: Visualization of 508andomly chosendiffering data and query optimized by LOOD
(Part 1). We show differing data above the optimized query, and use their LOOD gap to sort the
images.
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Figure 15: Visualization of 508andomly chosendiffering data and query optimized by LOOD
(Part 2). We show differing data above the optimized query, and use their LOOD gap to sort the
images.
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Figure 16: Visualization of 508andomly chosendiffering data and query optimized by LOOD
(Part 3). We show differing data above the optimized query, and use their LOOD gap to sort the
images.
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Figure 17: Visualization of 508andomly chosendiffering data and query optimized by LOOD
(Part 4). We show differing data above the optimized query, and use their LOOD gap to sort the
images.
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Figure 18: Visualization of 500 randomly chosen differing data and query optimized by LOOD
(Part 5). We show differing data above the optimized query, and use their LOOD gap to sort the

images.
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