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Abstract001

Retrieval-Augmented Generation (RAG) en-002
hances LLMs by grounding generation in003
query-relevant external evidence. Beyond un-004
structured text corpora, Graph RAG integrates005
knowledge graphs into the retrieval pipeline,006
enabling LLMs to access entities, relations,007
and multi-hop dependencies encoded in struc-008
tured knowledge. However, the same struc-009
tured knowledge that empowers Graph RAG010
also creates a new privacy attack surface. We011
demonstrate that Graph RAG systems can be012
turned into structural oracles: through adap-013
tive black-box interactions, an adversary can014
elicit sufficient relational evidence to recon-015
struct substantial portions of the hidden knowl-016
edge graph. We propose a structure-oriented017
reconstruction framework that recovers tar-018
geted graphs from both local and global per-019
spectives. Specifically, Depth-Wise Heuris-020
tic Search extracts fine-grained node attributes021
by recursively expanding entity-centered evi-022
dence, while Breadth-Wise Diffusion Search023
infers graph topology by propagating across024
relation-induced neighborhoods. Experiments025
on generic and healthcare scenarios demon-026
strate that our method can recover over 90%027
of the original knowledge graph from represen-028
tative Graph RAG systems, revealing sensitive029
entities, relations, and structural dependencies030
with high fidelity. Existing guradrails provide031
limited defense against our attack, highlighting032
the inherent difficulty of safeguarding structural033
privacy in Graph RAG pipelines.034

1 Introduction035

Large language models (LLMs) have demonstrated036

remarkable capabilities across numerous natural037

language processing tasks. However, they still face038

substantial limitations in scenarios that necessitate039

domain-specific knowledge and complex reason-040

ing, often prone to providing hallucinatory or obso-041

lete responses. To mitigate these issues, Retrieval-042

Augmented Generation (RAG) enhances factuality043

Figure 1: Adversarial queries exploit the retriever–LLM
pipeline to expose sensitive node and edge information,
which can be iteratively expanded to reconstruct the
underlying private graph.

and explainability by incorporating external knowl- 044

edge sources, such as Knowledge Graphs (KGs). 045

As structured, editable, and explicit knowledge 046

repositories, KGs offer a promising solution to mit- 047

igate LLM hallucinations (Shuster et al., 2021). 048

Recent advances (Jiang et al., 2023; Guo et al., 049

2025; Luo et al., 2024; Sun et al., 2024; Wang 050

et al., 2024b; Xu et al., 2024; Nguyen et al., 2024; 051

Wen et al., 2024) have explored KG-augmented 052

reasoning, roughly categorized into two paradigms: 053

retrieval-based approaches, which directly inject 054

factual evidence into prompts (Wen et al., 2024; 055

Wang et al., 2024b), and agent-based approaches, 056

which allow LLMs to interactively explore entities 057

and relations for step-by-step reasoning (Luo et al., 058

2024; Sun et al., 2024). 059

Despite these advancements, the privacy impli- 060

cations of KG-augmented LLMs remain critically 061

under-investigated. Intuitively, RAG systems ap- 062

pear to offer a privacy shield, as users receive 063
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generated responses without direct access to the064

backend database. However, recent studies demon-065

strate that adversaries can extract private informa-066

tion via sophisticated queries. For instance, Qi et al.067

(2024) exploit instruction-following capabilities to068

extract text data verbatim. Similarly, Zeng et al.069

(2024) propose structured prompting attacks to tar-070

get specific private information, while Jiang et al.071

(2024) introduce RAG-Thief, an agent-based frame-072

work that progressively extracts private knowledge073

pieces via self-improving queries.074

While these studies reveal significant risks in075

general RAG systems, their efficacy on structured076

knowledge bases remains questionable. Unlike077

vanilla RAG, Graph RAG relies on complex rea-078

soning over entities and relationships connected by079

logical associations rather than mere semantic sim-080

ilarity. This distinction severely limits the effective-081

ness of existing text-centric approaches (Qi et al.,082

2024; Jiang et al., 2024). Compared to continuous083

document segments, graph data is discontinuous084

and exhibits complex domain-specific topological085

patterns (Pan et al., 2024), making it challenging to086

traverse nodes in a linear sequence. While Liu et al.087

(2025) recently extended privacy analysis to Graph088

RAG, their investigation is primarily confined to089

point-level leakage (e.g., entities or PII) under sim-090

ple querying setups. Crucially, they overlook the091

complexity of topological reconstruction, leaving092

it an open question whether an adversary can sys-093

tematically reverse-engineer the underlying graph094

structure—a critical gap we address in this work.095

In this work, we introduce a novel privacy ex-096

traction attack against graph RAG, which induces097

LLMs to progressively recover the entire knowl-098

edge graph by injecting structure-aware adversarial099

instructions. We leverage our attack strategy to sys-100

tematically investigate the vulnerability of existing101

graph RAG systems, including retrieval-based and102

agent-based RAG paradigms. Specifically, we de-103

sign two attack strategies tailored to these systems,104

including targeted attack which aims to extract spe-105

cific knowledge from the knowledge graph, and106

untargeted attack which seeks to recover as much107

of the graph as possible. For targeted attack, we108

propose a Heuristic Deep Search to accelerate the109

exploration of the target entity by prioritizing high-110

potential branches. For untargeted attack, we uti-111

lize a Breadth-Wise Structural Diffusion strategy,112

which systematically explores the graph from an-113

chor entities outwards, thereby guaranteeing the114

fidelity of the global reconstruction. We conduct115

comprehensive experiments to evaluate the efficacy 116

of privacy extraction attack in generic and health- 117

care scenarios. Our attack strategy can reconstruct 118

over 90% of knowledge graph from representative 119

graph RAG systems, indicating the critical risk of 120

privacy leakage induced by such an attack. More- 121

over, we evaluate the effect of potential defense 122

solutions, including protective system prompt and 123

output window restriction. We analyze the limi- 124

tation of these approaches and discuss significant 125

challenges of safeguarding privacy of graph RAG 126

systems. Our contribution are presented as follows: 127

• We provide the first in-depth analysis of struc- 128

tural privacy risks unique to Graph RAG sys- 129

tems, showing that their graph-based retrieval 130

pipeline can systematically expose structual 131

entity–relationship through iterative queries. 132

• We propose a query-based attack method to 133

efficiently reconstruct knowledge graph with 134

sensitive information extracted by breadth- 135

first and depth-first traversal strategies. 136

• We analyze the impact of retrieval paradigms, 137

knowledge graph sizes and traversal methods 138

on attack performance, and discuss the limita- 139

tion of existing defense approaches. 140

2 Related Work 141

2.1 KG-augmented LLM Reasoning. 142

To mitigate LLM hallucinations, recent works in- 143

corporate Knowledge Graphs (KGs) to enhance 144

reasoning with structured knowledge. These 145

approaches generally fall into two paradigms: 146

retrieval-based and agent-based. Retrieval-based 147

methods (Wang et al., 2024b; Zhang et al., 2024; 148

Wang et al., 2024a) directly inject logical associa- 149

tions or structured evidence from KGs into prompts 150

to ground LLM generation. Conversely, agent- 151

based methods (Sun et al., 2024; Luo et al., 2024; 152

Chen et al., 2024) empower LLMs to iteratively 153

explore reasoning paths or formulate plans over the 154

KG. While these studies significantly improve faith- 155

fulness and explainability, the security implications 156

of such deep KG integration remain severely under- 157

explored. This work addresses this gap by investi- 158

gating the privacy leakage risks in KG-grounded 159

RAG systems. 160

2.2 Privacy Risk of Large Language Models. 161

A plethora of studies (Carlini et al., 2021; Lee et al., 162

2023; Biderman et al., 2023; Zeng et al., 2023) have 163
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indicated that LLMs are prone to memorizing and164

revealing information from their pre-training and165

fine-tuning data. When external knowledge is in-166

tegrated to formulate LLM responses, keeping the167

datastore private becomes critical, yet recent works168

show this introduces new vulnerabilities. Huang169

et al. (2023) first demonstrated that private datas-170

tores induce higher privacy risks in retrieval-based171

language models. Subsequently, Qi et al. (2024)172

leveraged prompt injection to extract verbatim text173

from RAG datastores, though success rates drop174

significantly without background knowledge. Zeng175

et al. (2024) further exposed the vulnerability of176

RAG systems to structured adversarial prompts for177

extracting specific private data items. More re-178

cently, RAG-Thief (Jiang et al., 2024) introduced179

an agent-based automated attack to extract scalable180

amounts of document segments.181

While these methods effectively target unstruc-182

tured text, the privacy implications of graph-183

structured retrieval remain largely unexplored. A184

concurrent study by Liu et al. (2025) is among the185

first to extend this analysis to Graph RAG. They re-186

veal a critical trade-off: while graph-based systems187

may reduce raw text leakage, they are significantly188

more vulnerable to leaking structured entities and189

relationships compared to vector-based systems.190

However, their work primarily focuses on assess-191

ing the risk of leakage (e.g., how many entities are192

exposed) rather than systematically reconstructing193

the underlying graph topology. Consequently, few194

works have investigated the feasibility of utilizing195

traversal-based attacks to steal the complete struc-196

tural knowledge of the graph, which is the primary197

focus of this paper.198

3 Method199

3.1 Problem Definition200

Graph RAG Systems. We define a Graph RAG201

(Retrieval-Augmented Generation) system as a202

pipeline where a user-issued natural language203

query q is processed to retrieve relevant subgraphs204

from a structured knowledge graph G. These205

subgraphs—typically centered around an anchor206

node—are then passed to a large language model207

(LLM) to generate an answer. Depending on the208

implementation, retrieval can be based on vector209

similarity (e.g., via dense embedding search) or210

symbolic reasoning (e.g., agent-based traversal).211

Despite architectural differences, these systems212

share a common structure: graph-based retrieval213

followed by LLM-based generation. 214

Threat Model. We adopt a black-box threat model 215

in which the attacker has no access to the inter- 216

nal architecture, training data, or parameters of the 217

system. The attacker can only interact with the 218

system through public interfaces (e.g., APIs), is- 219

suing a series of crafted queries q1, q2, . . . , qT and 220

observing the corresponding responses. The goal 221

is to extract sensitive information from the under- 222

lying knowledge graph G, either by reconstructing 223

large portions of its structure (untargeted attack) 224

or by acquiring specific facts about a target node 225

(targeted attack). 226

3.2 Knowledge Extraction Methodology 227

Graph RAG systems typically follow a pipeline that 228

retrieves an anchor node based on an initial query 229

before exploring the surrounding structure. Our 230

attack exploits this mechanism by treating the re- 231

trieval process as an oracle for graph traversal. We 232

propose two distinct strategies tailored to different 233

adversarial goals: Untargeted Attack (maximizing 234

coverage) and Targeted Attack (specific node ex- 235

traction). 236

Untargeted Attack. In this setting, the adversary 237

aims to reconstruct the graph structure G blindly. 238

To maximize the topological coverage, we adopt a 239

Breadth-First Search (BFS) strategy. The attack 240

is initialized by issuing a seed query q to identify 241

an anchor node v0. 242

Subsequently, we iteratively query the system to 243

enumerate all immediate neighbors of the current 244

frontier. Formally, for a given node v, the attack 245

prompts the system to return the 1-hop neighbor- 246

hood: 247

N (v) = {(v′, r) | (v, r, v′) ∈ G} (1) 248

where v′ denotes a neighbor connected by rela- 249

tion r. To reconstruct the graph layer-by-layer, we 250

maintain a frontier set Ft. At each iteration t, the 251

frontier expands to unexplored nodes: 252

Ft+1 =
⋃
v∈Ft

(N (v) \ Vvisited) (2) 253

where Vvisited tracks recovered nodes to prevent 254

cycles. This systematic expansion ensures that the 255

subgraph is recovered radially from the anchor. 256

Targeted Attack. The goal here is to extract sensi- 257

tive attributes of a specific target node v∗. Instead 258

of broad coverage, we prioritize efficient pathfind- 259

ing using a Depth-First Search (DFS) strategy. 260
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Figure 2: The attacker begins with an adversarial prompt to retrieve the neighborhood of an anchor node (node 1).
The LLM responds with connected nodes and relations, from which node and edge information is extracted and
incrementally added to the reconstructed graph. A history buffer tracks past interactions, while a frontier queue
manages unexplored nodes. This iterative process continues with query generation for the next round, gradually
expanding the recovered graph layer by layer.

The attack initiates with a semantically crafted261

query intended to anchor the retrieval at a node v0262

related to the target. The adversary then issues a263

sequence of follow-up prompts, selecting the most264

relevant neighbor at each step to form a directed265

traversal path:266

Path(v0 → v∗) = {v0, v1, . . . , v∗},
where (vi, ri, vi+1) ∈ G

(3)267

This semantic guidance exploits the logical associ-268

ations in the graph (e.g., Person→ Diagnosis→269

Treatment) to drill down toward the target.270

Upon reaching v∗, a final extraction query is ex-271

ecuted to retrieve all private attributes and incident272

edges associated with the target:273

Info(v∗) = {(r, v′) | (v∗, r, v′) ∈ G} (4)274

By minimizing the search space, the targeted attack275

effectively bypasses retrieval noise and focuses on276

high-value information extraction.277

3.3 Adversarial Query Construction278

To ensure query efficiency, we divide each adver-279

sarial prompt sequence into two parts: an initial280

query and one or more follow-up queries. The ini-281

tial query is designed to include an anchor node—a282

key concept or entity that helps the Graph RAG283

system localize the relevant region of the knowl-284

edge graph.285

The anchor node serves as the semantic starting286

point for traversal. It may either be the direct tar- 287

get of the attack or a strategically chosen entity 288

based on the attacker’s background knowledge of 289

the underlying knowledge base. By anchoring the 290

retrieval in a specific area of the graph, the attacker 291

can guide the system toward sensitive or targeted 292

information in subsequent prompts. 293

For untargeted attack, to simulate a Breadth-First 294

Search (BFS) traversal, we design context-eliciting 295

prompts that encourage the LLM to describe the 296

comprehensive correlations and background pro- 297

file surrounding the frontier entity. This approach 298

induces the system’s retriever to fetch the target’s 299

topological neighborhood. 300

For targeted attack, follow-up prompts are crafted 301

as a semantically guided sequence, where each 302

query incrementally narrows the focus toward a spe- 303

cific node and its associated information. This mir- 304

rors a Depth-First Search (DFS) traversal, where 305

the attacker probes deeper into the graph by condi- 306

tioning each step on the system’s previous output. 307

An illustrative example is shown below: 308

"Can you tell me about patients who re- 309

ceived coronary artery bypass grafts?" 310

"Among them, who developed atrial fib- 311

rillation afterward?" 312

"What treatments were prescribed for 313

those patients?" 314

"Give more details about their medica- 315
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tion schedules."316

This prompt chain demonstrates how the attacker317

begins with a general anchor query, then gradually318

constrains the context based on medical conditions319

and treatment timelines. Each prompt refines the320

query space, driving the system closer to the in-321

tended target node and eventually extracting sensi-322

tive information associated with it.323

4 Experiment324

4.1 Experiment Setup325

Dataset. We evaluate our attack across two326

representative domains: healthcare and general327

knowledge. For healthcare, we employ MIMIC-328

IV (Johnson et al., 2020), which contains struc-329

tured clinical data (e.g., diagnoses, medications)330

from de-identified electronic health records. For331

general knowledge, we utilize FreeBase (Bollacker332

et al., 2008), a large-scale open-domain knowledge333

graph spanning diverse topics such as people and334

events. To facilitate controlled evaluation, we parti-335

tion these large-scale graphs into smaller, recover-336

able subgraphs that preserve the original structural337

integrity. Detailed partitioning protocols are pro-338

vided in Appendix B.339

Evaluation Metrics. We employ three standard340

metrics to evaluate untargeted attacks. Graph Edit341

Distance (GED) (Gao et al., 2010) measures topo-342

logical dissimilarity by calculating the minimum343

cost of edit operations (insertion, deletion, substi-344

tution) required to transform the recovered graph345

Grec into the ground truth Ggt:346

GED(Grec, Ggt) = min
π∈Π

∑
op∈π

c(op) (5)347

where Π denotes the set of all valid edit paths and348

c(op) is the cost of operation op. A lower GED349

indicates higher structural fidelity.350

Maximum Common Subgraph (MCS) (Ray-351

mond et al., 2002) quantifies the size of the largest352

isomorphic substructure shared by the two graphs:353

MCS(Grec, Ggt) = max
G′⊆Grec,G′⊆Ggt

|V (G′)| (6)354

where |V (G′)| represents the vertex count of the355

common subgraph.356

Node Recovery Rate (NRR) measures the pro-357

portion of ground truth entities successfully re-358

trieved:359

NRR =
|VGrec ∩ VGgt |
|VGgt |

(7)360

Higher MCS and NRR values indicate better recon- 361

struction performance. 362

For targeted attacks, we utilize the F1 Score 363

to balance the precision and recall of extracting 364

specific target attributes. Further implementation 365

details are provided in Appendix B. 366

Models. We evaluate our method on three com- 367

monly used and safety-aligned models, includ- 368

ing LLaMA3-8B, DeepSeek-V3, and ChatGPT-4o. 369

These models are selected to represent a range of 370

model scales and architectures. By testing across 371

different parameter sizes and alignment strategies, 372

we aim to demonstrate the generality and robust- 373

ness of our attack method. 374

4.2 Results of Untargeted Attack 375

We evaluate untargeted attacks on vector-based 376

(LightRAG) and agent-based (ToG) systems using 377

MIMIC-IV and Freebase datasets. Table 1 summa- 378

rizes the performance across GED, MCS, and NRR 379

metrics. 380

Overall Attack Effectiveness. Our method 381

achieves high-fidelity reconstruction across all set- 382

tings. High MCS/NRR and low GED scores con- 383

firm that black-box adversarial queries effectively 384

recover both node attributes and topological rela- 385

tions. 386

Consistency Across LLMs. The attack remains 387

robust across different models, indicating that the 388

vulnerability is intrinsic to the graph retrieval mech- 389

anism rather than dependent on specific LLM ar- 390

chitectures. 391

Impact of Retrieval System Type. Vector- 392

based systems (LightRAG) prove more vulnerable 393

than agent-based architectures (ToG). LightRAG 394

exposes broader graph segments per retrieval, yield- 395

ing higher MCS and NRR. In contrast, ToG’s iter- 396

ative, step-by-step traversal inherently limits per- 397

query leakage, offering slightly stronger resistance. 398

Dataset Sensitivity. Reconstruction is more pre- 399

cise on MIMIC-IV than FreeBase. The specialized 400

nature of clinical data forces LLMs to rely strictly 401

on retrieved context, yielding cleaner structures. 402

Conversely, FreeBase’s overlap with pre-training 403

data induces “knowledge blending” will introduce 404

hallucinations, which reduces recovery fidelity. 405

These findings highlight a systemic privacy risk: 406

graph-structured knowledge is reliably extractable 407

across diverse domains and retrieval paradigms. 408
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Table 1: Untargeted attack performance against retrieval-based and agent-based graph RAG system on MIMIC and
FreeBase datasets. Evaluation are conducted on three LLMs with three structural metrics.

Retrieval-based Agent-based

Dataset Model GED↓ MCS↑ NRR↑ Dataset Model GED↓ MCS↑ NRR↑

MIMIC
GPT 0.0952 0.9226 0.9290

MIMIC
GPT 0.0940 0.9236 0.9185

Deepseek 0.0546 0.9694 0.9634 Deepseek 0.0984 0.9279 0.9054
Llama 0.0917 0.9278 0.9392 Llama 0.0804 0.9308 0.9180

FreeBase
GPT 0.1213 0.8823 0.9250

FreeBase
GPT 0.1021 0.9011 0.8905

Deepseek 0.1312 0.8735 0.9139 Deepseek 0.0982 0.9193 0.9089
Llama 0.1370 0.8832 0.9094 Llama 0.1132 0.8821 0.8974

Table 2: Targeted attack performance against retrieval-
based and agent-based Graph RAG systems on MIMIC
dataset.

Graph RAG system Model Precision↑ Recall↑ F1↑

Retrieval-based
GPT 0.9117 0.8845 0.8981

Deepseek 0.8751 0.8659 0.8703
Llama 0.8901 0.8798 0.8842

Agent-based
GPT 0.9251 0.9097 0.9172

Deepseek 0.8802 0.8652 0.8721
Llama 0.8952 0.8897 0.8924

4.3 Results of Targeted Attack409

Table 2 presents the performance of our targeted at-410

tack on both retrieval-based and agent-based Graph411

RAG systems using the MIMIC dataset. Overall,412

the attack demonstrates strong effectiveness across413

all system-model combinations, with F1 scores con-414

sistently above 0.86.415

Among the tested models, GPT achieves the416

highest F1 scores in both system settings (0.898 in417

retrieval-based and 0.9172 in agent-based), suggest-418

ing that its output tends to be more consistent and419

complete when answering entity-specific queries.420

Llama also performs reliably, though with slightly421

lower recall. Deepseek shows modestly lower per-422

formance, especially in the retrieval-based setting,423

potentially due to stricter generation behavior or424

more conservative coverage.425

We further analyze the resilience mechanism of426

agent-based systems. The observed performance427

drop stems from the agent’s intermediate reasoning428

steps (e.g., summarization and synthesis), which429

act as a passive information filter. Unlike retrieval-430

based systems that directly expose raw context431

chunks, agents prioritize semantic coherence over432

structural completeness, inadvertently obfuscating433

specific topological edges during the natural lan-434

guage generation process.435

These results confirm that even without direct436

access to the graph structure, an attacker can ex-437

tract accurate and detailed information about a tar- 438

get node through iterative prompting. This high- 439

lights the need for fine-grained access control and 440

prompt-aware mitigation mechanisms in systems 441

using LLMs over structured data. 442

4.4 Ablation Study 443

Traversal Method. The BFS approach demon- 444

strates superior structural robustness and recon- 445

struction fidelity compared to baseline strategies. 446

To validate this, we conducted a systematic evalua- 447

tion comparing our BFS approach against Depth- 448

First Search (DFS) and Random Walk (RW) under 449

identical query budget constraints. As illustrated 450

in Figure 3, BFS consistently dominates baselines 451

across all metrics. We attribute this performance di- 452

vergence to the fundamental topological mechanics 453

of each strategy. First, BFS capitalizes on structural 454

redundancy. By exploring the graph layer-by-layer, 455

it leverages the high clustering coefficient typical 456

of knowledge graphs, where multiple paths often 457

point to the same node. This "multi-path valida- 458

tion" makes BFS resilient: even if one retrieval 459

fails, alternative paths in the same layer often re- 460

discover the missed entity. Conversely, DFS is 461

plagued by sequential error propagation. It relies 462

on a deep, linear dependency chain. A single hal- 463

lucinated edge or node at an early depth acts as 464

a single point of failure, steering the entire sub- 465

sequent search trajectory off-manifold and invali- 466

dating all downstream queries. Finally, Random 467

Walk performs worst due to stochastic fragmenta- 468

tion. Lacking a systematic coverage memory, it 469

wastes budget on redundant revisits and fails to 470

map complete local neighborhoods,resulting in a 471

reconstructed graph that consists of disconnected 472

components rather than a coherent topology.. 473
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Figure 3: Attack efficiency across traversal strategies (BFS, DFS, RW) on MIMIC and FreeBase.
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Figure 4: Attack efficiency across graphs of different
scales. The first two metrics (NRR and MCS) indicate
better recovery with higher values, while the third metric
(GED) reflects better performance with lower values.

Scale of the Graphs. Graph scale imposes a sub-474

stantial penalty on reconstruction efficacy, reveal-475

ing a distinct inverse correlation between target476

size and attack success. To rigorously evaluate477

this scalability barrier, we conducted a granular478

analysis by stratifying subgraphs into four groups479

based on node count: tiny (100–500), small (501–480

2000), medium (2001–5000), and large (>5000).481

As illustrated in Figure 4, we observe a consistent482

performance degradation across all metrics as the483

graph scale expands. On the MIMIC dataset, NRR484

drops significantly from 0.923 on tiny graphs to485

0.639 on large graphs, with a parallel trend evident486

in FreeBase (0.913 to 0.626). Structural metrics487

mirror this decline, where MCS falls from 0.905488

to 0.591 on MIMIC, while GED rises sharply to489

0.421.We attribute this degradation to two converg-490

ing mechanisms. First, the context window con-491

straint creates a physical information bottleneck.492

Large-scale graphs inevitably contain high-degree493

“supernodes” whose extensive connectivity descrip-494

tions exceed the LLM’s fixed token limit. Conse-495

quently, the model is forced to perform involun-496

tary truncation on retrieved contexts, leading to the497

systematic omission of peripheral neighbors and498

fragmented local topology. Second, cumulative499

error propagation becomes exponentially more500

severe as traversal depth increases. Since our iter-501

ative attack uses the output of step t as the anchor502

for step t+1, minor hallucinations or omissions in503

early iterations cascade downstream, causing the504

reconstructed graph to deviate progressively from 505

the ground truth. 506
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Figure 5: Impact of graph connectivity on reconstruc-
tion fidelity. The metrics (NRR, MCS, GED) reveal a
non-monotonic trend: performance peaks at moderate
connectivity before degrading significantly due to con-
text window saturation in dense graphs.

Density of the Graphs. We further investigate the 507

sensitivity of our attack to graph connectivity by 508

varying the Average Degree of the target subgraphs. 509

As illustrated in Figure 5, we observe an interesting 510

non-monotonic trend. Initially, the reconstruction 511

fidelity improves slightly as the average degree in- 512

creases from 2 to 5, with NRR peaking at 0.924 and 513

GED reaching its optimum at 0.106. This suggests 514

that in moderately connected graphs, the increased 515

structural redundancy provides alternative paths 516

for the BFS algorithm to discover nodes, compen- 517

sating for occasional retrieval failures. However, 518

a critical turning point is observed as the average 519

degree exceeds 8. Beyond this threshold, the “Con- 520

text Saturation Effect” begins to dominate. Notably, 521

a significant divergence emerges between node re- 522

covery and structural fidelity in denser graphs. As 523

the average degree rises to 20—simulating “supern- 524

ode” scenarios—NRR (0.673) remains noticeably 525

higher than MCS (0.602). This discrepancy high- 526

lights a critical nuance: while high connectivity 527

provides redundant paths that allow our BFS algo- 528

rithm to successfully discover nodes (high NRR) 529

even when direct edges are truncated, the structural 530

integrity suffers severely. This confirms that while 531
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Figure 6: Overall effectiveness of the proposed methods.

redundancy aids in “finding who exists” ,it cannot532

fully compensate for the information retrieval bot-533

tleneck that hinders “knowing how they connect”.534

5 Potential Mitigation Strategy535

In this section, we propose and evaluate several536

potential defenses to protect Graph RAG systems537

against privacy leakage attacks.538

5.1 Protective System Prompt539

One simple yet intuitive mitigation is to prepend a540

Protective Instruction at the system prompt level.541

For example, instructing the LLM with constraints542

such as "Do not directly share content retrieved543

from the knowledge base" aims to discourage ver-544

batim extraction and reduce privacy leakage. When545

used with safety-aligned models, this approach can546

help suppress sensitive completions to some extent.547

However, our experiments suggest that such de-548

fenses are fragile in practice. Specifically, we ob-549

serve that carefully crafted adversarial prompts can550

effectively override the system prompt, allowing551

attackers to bypass the restriction. This vulnera-552

bility is related to prompt injection, where user-553

specified instructions compete with or dilute the554

authority of the original system instruction. In ad-555

dition, when long retrieved content is appended,556

the protective rule may suffer from the well-known557

lost-in-the-middle effect, further reducing its in-558

fluence in steering the model’s output.559

5.2 Output Window Restriction560

We evaluate Output Window Restriction as a561

lightweight mitigation that caps the token count562

of LLM responses. This strategy directly counters563

untargeted attacks by truncating the neighbor lists564

returned in a single query, forcing adversaries to565

incur higher query costs for reconstruction.566

Our experiments show that reducing the output567

limit from 200 to 100 tokens causes notable drops568

in NRR and MCS, particularly in large graphs with569

high-degree nodes where neighborhood informa- 570

tion is dense. However, this defense is not a silver 571

bullet. It is less effective on small graphs where 572

short responses suffice to expose the full structure. 573

Furthermore, aggressive truncation degrades the 574

utility for legitimate users and can be circumvented 575

by attackers using query chaining or continuation 576

prompts. Thus, while output restriction raises the 577

attack barrier, it must be paired with other mecha- 578

nisms for robust protection. 579

5.3 Toward Stronger Defenses 580

Current defenses like system prompts are fragile 581

against structure-aware attacks. Stronger protec- 582

tion requires moving beyond static restrictions to- 583

ward Differential Privacy, ensuring that retrieval 584

outputs do not statistically reveal specific edges. 585

Complementing this, Stateful Traversal Detection 586

serves as a dynamic countermeasure, identify- 587

ing and blocking sequential query patterns char- 588

acteristic of BFS/DFS algorithms. Furthermore, 589

Structural Perturbation—such as selective edge 590

rewiring—can fundamentally increase the hard- 591

ness of graph reconstruction without significantly 592

degrading retrieval accuracy. We advocate for a 593

multi-layered defense strategy that unifies these 594

algorithmic, dynamic, and structural mechanisms. 595

6 Conclusion 596

In this paper, we propose a query-based attack 597

method that effectively reconstructs the underlying 598

structured knowledge from existing graph RAG 599

systems, including untargeted knowledge graph 600

reconstruction and targeted sensitive knowledge ex- 601

traction. Through systematic evaluation and analy- 602

sis, we demonstrate that Graph RAG systems are 603

vulnerable to privacy leakage, even under black- 604

box settings. Our results highlight the critical pri- 605

vacy risks posed by seemingly innocuous queries 606

and underscore the need for more comprehensive 607

defense mechanisms in graph RAG systems. 608
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7 Limitations609

Despite the demonstrated efficacy of our attack610

strategy, two primary limitations remain regarding611

scalability and retrieval boundaries.First, our cur-612

rent framework struggles with "Supernode" Contex-613

tual Truncation. For high-degree entities where the614

neighborhood size exceeds the LLM’s context win-615

dow, the RAG system involuntarily truncates the in-616

put context. Since our method relies on single-turn617

extraction, this leads to systematic structural loss618

for dense hubs.Second, the attack is constrained619

by the Top-K Retrieval Bottleneck. Valid neigh-620

bors ranked below the system’s fixed K threshold621

are masked during retrieval. Our current strategy622

lacks adaptive mechanisms to manipulate relevance623

scores and "surface" these hidden, lower-ranked624

edges.In future work, we plan to address these bot-625

tlenecks by exploiting LLM Memory and Multi-626

turn Reasoning. We aim to develop a "sequen-627

tial paging" mechanism that queries a single node628

across multiple interaction turns. By instructing629

the model to retrieve distinct subsets of neighbors630

in each turn and utilizing its internal memory to631

track previously revealed entities, we can aggregate632

partial outputs into a unified representation. This633

would effectively bypass context window and Top-634

K constraints, enabling the complete reconstruc-635

tion of supernodes through cumulative inference.636
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A Reproducibility and Ethics Statement 773

To ensure reproducibility, the source code 774

for all experiments is available at https:// 775

anonymous.4open.science/r/Graph-Rag-Privacy- 776

0F45. Instructions for running the code and 777

reproducing results are provided in the repository’s 778

README. This work uses the MIMIC-IV dataset, 779

a de-identified critical care database accessible 780

via PhysioNet under a Data Use Agreement. 781

Access was granted after completing the CITI 782

“Data or Specimens Only Research” training. 783

The dataset complies with HIPAA regulations 784

to protect patient privacy, and no new human 785

subjects research was conducted. We acknowledge 786

potential demographic imbalances in the dataset 787

and mitigated them through stratified sampling to 788

ensure fairness across patient groups. 789

B Detailed Experiment Setup 790

B.1 Metrics Details 791

For untargeted attacks, the adversary’s goal is to 792

reconstruct as much of the underlying knowledge 793

graph as possible, without focusing on any specific 794

target entity. To measure the fidelity of reconstruc- 795

tion, we adopt three complementary structural met- 796

rics that capture different perspectives of similarity 797

between the original graph G and the reconstructed 798

graph Ĝ. First, we use Graph Edit Distance (GED), 799

which quantifies the minimum number of edit oper- 800

ations—such as node or edge insertions, deletions, 801

and label substitutions—required to transform Ĝ 802

into G. To ensure comparability across graphs 803

of different sizes, we report normalized GED by 804

dividing the observed edit cost by the maximum 805

possible cost; lower values indicate higher struc- 806

tural similarity. Second, we compute the Maximum 807

Common Subgraph (MCS), which reflects the size 808

of the largest subgraph shared by both G and Ĝ. 809

This value is normalized by the size of the original 810

graph, and it highlights the attacker’s ability to re- 811

cover not just isolated elements but also coherent 812

structural patterns. Finally, we calculate the Node 813

Recovery Rate (NRR), defined as the fraction of 814

original nodes in G that also appear in Ĝ. This pro- 815

vides a straightforward measure of how complete 816

the attacker’s reconstruction is at the node level, 817
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independent of precise edge structure. Taken to-818

gether, GED emphasizes structural accuracy, MCS819

captures subgraph preservation, and NRR reflects820

overall coverage.821

For targeted attacks, the objective shifts from822

broad reconstruction to the recovery of specific sen-823

sitive nodes and their associated information. We824

consider an attack successful if the intended target825

node is identified in the reconstructed graph, and826

evaluate the quality of this process using standard827

classification-style metrics. Precision measures the828

proportion of correctly recovered targets among all829

nodes predicted as targets by the attack, indicating830

how reliable the predictions are. Recall measures831

the proportion of true target nodes that are suc-832

cessfully retrieved, capturing the completeness of833

the attacker’s discovery. Since high precision of-834

ten comes at the cost of low recall and vice versa,835

we additionally report the F1-score, the harmonic836

mean of the two, which balances correctness and837

completeness in a single value. This combination838

of metrics allows us to capture both the accuracy839

and the robustness of targeted attacks, offering a840

comprehensive evaluation of how effectively sensi-841

tive information can be extracted.842

B.2 Dataset Details843

To evaluate the universality and robustness of our844

attack strategy, we select two datasets representing845

distinct knowledge graph paradigms: healthcare846

(specialized and private) and general knowledge847

(broad and public).848

Healthcare: MIMIC-IV. We employ MIMIC-849

IV (Johnson et al., 2020), a widely used database850

containing de-identified electronic health records851

(EHR) from critical care units. This dataset in-852

cludes rich, structured clinical information such853

as patient demographics, laboratory results, diag-854

noses (ICD codes), and medication prescriptions.855

Selection Rationale: We selected MIMIC-IV to856

simulate a high-stakes, closed-domain scenario.857

In healthcare RAG systems, the graph structure858

(e.g., a patient’s specific combination of treatments859

and diseases) constitutes highly sensitive private860

information. Furthermore, the rigorous schema of861

clinical data minimizes ambiguity, allowing us to862

strictly evaluate the attack’s precision in recovering863

exact topological relationships in a clean, high-864

value environment.865

General Knowledge: FreeBase. For the open-866

domain setting, we use Freebase (Bollacker et al.,867

2008), a massive collaborative knowledge base868

spanning diverse topics such as people, places, 869

events, films, and books. It provides a heteroge- 870

neous structure with millions of entities connected 871

by varied relationships. Selection Rationale: Free- 872

Base represents a generic, open-domain scenario. 873

Unlike MIMIC, it is characterized by high hetero- 874

geneity and significant overlap with the pre-training 875

corpora of modern LLMs. Including Freebase al- 876

lows us to stress-test our attack under conditions 877

of “knowledge blending,” where the model must 878

distinguish between retrieved graph structures and 879

its own parametric memory. This demonstrates 880

the generalizability of our method across different 881

graph modalities and domain complexities. 882

Graph Partitioning. Since operating on the 883

entire graphs is infeasible, we partition them into 884

recoverable subgraphs to simulate realistic RAG 885

retrieval contexts. For MIMIC-IV, we adopt a 886

patient-centric strategy, constructing subgraphs 887

around individual patient nodes to preserve the 888

natural semantic coherence of medical records. 889

For FreeBase, we employ random connected sam- 890

pling to capture diverse entity clusters without a 891

fixed anchor type. This dual approach ensures our 892

evaluation covers both naturally clustered (patient- 893

centered) and expansive (topic-chain) topologies. 894

Table 3: Distribution of partitioned subgraphs by size
category for MIMIC-IV and FreeBase datasets.

Size Category MIMIC-IV FreeBase

Tiny (100–500) 26.2% 25.3%
Small (501–1000) 37.5% 34.2%
Medium (1001–5000) 29.7% 22.9%
Large (>5000) 6.6% 22.4%

895

C Supplymental Algorithms 896

Algorithm1 illustrates the untargeted graph recon- 897

struction process using a queue-based BFS strat- 898

egy. Starting from an anchor node obtained via 899

the initial query, the algorithm maintains a fron- 900

tier queue of nodes to explore. At each iteration, 901

a node is dequeued, and its neighbors and edges 902

are retrieved through the Graph RAG API. Newly 903

discovered nodes are enqueued if they have not 904

been visited, while all retrieved edges are accumu- 905

lated to gradually reconstruct the graph. A history 906

buffer records recent queries and partial graphs, en- 907

abling the system to generate the next query more 908
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effectively. The process continues for a number909

of rounds, ultimately outputting the reconstructed910

graph structure.911

Algorithm2 describes the targeted graph recon-912

struction procedure using a stack-based DFS ap-913

proach. Similar to the untargeted case, the process914

begins with an anchor node, but the traversal is915

guided toward a specific target node. At each step,916

the algorithm pops a node from the stack, queries917

its neighbors, and pushes unexplored nodes back918

into the stack, driving the exploration deeper along919

promising paths. The history buffer and partial920

graph reconstruction help refine follow-up queries,921

focusing search toward the target. Once the desig-922

nated node is reached, the algorithm extracts its at-923

tributes and relationships, consolidating them into924

the final recovered information. If the target node925

cannot be reached within the maximum depth, the926

output is empty, reflecting an unsuccessful attack.927

D Case Study928

To further illustrate the practicality of our attack929

strategies, we present two representative cases.930

Untargeted Attack. In this setting, the adver-931

sary issues a generic query that requests all neigh-932

bors of a given node in the knowledge graph. As933

shown in the example, simply querying the Pa-934

tient node, the system reveals multiple sensitive935

attributes including diagnosis, admission history,936

gender, and age. The attacker does not need any937

prior knowledge about the specific target; instead,938

breadth-first traversal combined with such local939

neighborhood queries allows reconstruction of a940

large portion of the hidden graph. This demon-941

strates how seemingly innocuous queries can col-942

lectively lead to significant privacy leakage.943

Targeted Attack. In contrast, the targeted at-944

tack aims to uncover information about a specific945

medical condition and its treatment pathway for the946

target patient. The attacker starts from a high-level947

query about patients undergoing a coronary artery948

bypass graft (CABG), then progressively narrows949

the search scope. Each follow-up query leverages950

the previous answer, mirroring a depth-first search951

strategy. As shown in the case study, the attacker952

is able to pinpoint Patient, trace their episode of953

atrial fibrillation, extract treatment details, and fi-954

nally recover the full medication schedule. This955

multi-round interaction highlights the effectiveness956

of semantically guided queries in exposing highly957

sensitive and fine-grained personal information.958

These demonstration cases demonstrate that both 959

untargeted and targeted strategies pose severe pri- 960

vacy risks to Graph RAG systems. While the for- 961

mer excels at broad structural recovery, the lat- 962

ter is particularly dangerous in extracting precise, 963

patient-specific details. 964

E Attack Cost and Efficiency Analysis 965

Table 4: Attack overhead and fidelity for recovering
100 nodes across different graph densities and system
architectures.

Graph Density System Avg. Queries Avg. Tokens FRR

Sparse (2-6)
LightRAG ∼107 469k 1.24%

ToG ∼105 327k 3.26%

Medium (6-10)
LightRAG ∼109 474k 1.17%

ToG ∼113 443k 3.91%

Dense (10-20)
LightRAG ∼116 563k 2.51%

ToG ∼111 719k 3.63%

To comprehensively evaluate the real-world feasi- 966

bility and economic cost of our proposed black- 967

box graph reconstruction attack, we measured 968

the actual overhead required to extract 100 sen- 969

sitive nodes across various graph densities (sparse, 970

medium, and dense) and system architectures. The 971

evaluation metrics include the average number of 972

queries (Avg. Queries), average token consump- 973

tion (Avg. Tokens), and the reconstruction error 974

rate (FRR). The experimental results are summa- 975

rized in Table4. 976

The results demonstrate that regardless of the un- 977

derlying knowledge graph’s density or the adopted 978

architecture (LightRAG or ToG), the cost to extract 979

100 sensitive nodes consistently remains within 980

an extremely low range—requiring an average of 981

merely 110 API queries and consuming less than 982

750k tokens. Compared to the intrinsic data value 983

of private knowledge graphs, this overhead is neg- 984

ligible. Furthermore, in contrast to an exhaustive 985

full-graph traversal, our DFS/BFS-based targeted 986

attack significantly reduces the required query bud- 987

get. This not only makes the attack highly efficient 988

but also renders it exceptionally difficult to detect 989

using conventional Rate Limiting defense mecha- 990

nisms. 991
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F Generalizability to Advanced Graph992

RAG Systems993

Table 5: Untargeted attack performance on the advanced
Microsoft GraphRAG architecture.

Dataset System GED↓ MCS↑ NRR↑

MIMIC Microsoft GraphRAG 0.298 0.709 0.712
FreeBase Microsoft GraphRAG 0.387 0.648 0.665

To verify whether our threat model can general-994

ize to more advanced and complex Graph RAG995

architectures, we further evaluated the effective-996

ness of our untargeted reconstruction attack on Mi-997

crosoft GraphRAG. Microsoft GraphRAG repre-998

sents a highly sophisticated "summary-based" re-999

trieval paradigm, which relies on hierarchical com-1000

munity detection (e.g., the Leiden algorithm) to1001

generate aggregated semantic community reports,1002

rather than directly exposing raw topological edges1003

in the context.1004

The experimental results are presented in Ta-1005

ble5. Due to the abstract nature of community sum-1006

maries, some fine-grained topological connections1007

are naturally obfuscated or omitted during the con-1008

text injection phase (acting as a passive information1009

filter). Consequently, the reconstruction fidelity1010

(GED, MCS) experiences a slight degradation com-1011

pared to foundational systems. Nevertheless, the1012

attack successfully extracts approximately 70 per-1013

cent of the sensitive entities (NRR) from the under-1014

lying graph. This finding conclusively proves that1015

encapsulating the graph retrieval pipeline within1016

complex community summaries does not funda-1017

mentally eradicate structural privacy vulnerabilities.1018

As long as a Graph RAG system relies on retrieved1019

subgraphs to ground the LLM’s natural language re-1020

sponses, the model will inevitably leak local graph1021

topology during its verbalization. This confirms1022

that our reconstruction attack remains a highly po-1023

tent and generalizable security threat across diverse1024

and complex system implementations.1025

This evaluation proves that hierarchical commu-1026

nity abstractions act merely as a leaky filter. Due1027

to the context saturation effect, the LLM’s intrin-1028

sic requirement for factual grounding forces it to1029

contextualize specific entities within their broader1030

relational topology. Consequently, advanced multi-1031

layer summary structures can delay, but cannot1032

prevent, systematic structural knowledge stealing.1033

Algorithm 1 Untargeted Graph Reconstruction via
Queue-based BFS
Require: Initial query q, Graph-RAG API f , max-

imum rounds R, history buffer size H
Ensure: Reconstructed graph Ĝ

1: Initialize history buffer Hbuffer ← ∅
2: Initialize frontier node queue Q← ∅
3: v0 ← QueryProcess(q) ▷ Anchor node from

initial query
4: Q← {v0}
5: Vvisited ← {v0}, Ê ← ∅
6: r ← 0
7: while r < R and Q ̸= ∅ do
8: v ← Dequeue(Q)
9: Add v to Hbuffer

10: (N (v), E(v))← f(v) ▷ Query neighbors
via API

11: Ê ← Ê ∪ E(v)
12: for all u ∈ N (v) do
13: if u /∈ Vvisited then
14: Enqueue(Q, u)
15: Vvisited ← Vvisited ∪ {u}
16: Add (v, u, E(v)[u]) to Hbuffer
17: end if
18: end for
19: Reconstruct partial graph Ĝr ←

(Vvisited, Ê)
20: if r < R− 1 and Q ̸= ∅ then
21: qnext ←

GenerateNextQuery(Hbuffer, Ĝr)
22: vnew ← QueryProcess(qnext)
23: Enqueue(Q, vnew) ▷ Add new node to

queue
24: Vvisited ← Vvisited ∪ {vnew}
25: end if
26: r ← r + 1
27: end while
28: Ĝ ← (Vvisited, Ê)
29: return Ĝ ▷ Final reconstructed graph
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Algorithm 2 Targeted Graph Reconstruction via
Stack-based DFS
Require: Initial query q, Graph-RAG API f , tar-

get node v∗, maximum depth D, history buffer
size H

Ensure: Reconstructed information for target
node Info(v∗)

1: Initialize history buffer Hbuffer ← ∅
2: Initialize frontier node stack S ← ∅
3: v0 ← QueryProcess(q) ▷ Anchor node from

initial query
4: S ← {v0}
5: Vvisited ← {v0}, Ê ← ∅
6: d← 0
7: while d < D and S ̸= ∅ and v∗ /∈ Vvisited do
8: v ← Pop(S)
9: Add v to Hbuffer

10: (N (v), E(v))← f(v) ▷ Query neighbors
via API

11: Ê ← Ê ∪ E(v)
12: for all u ∈ N (v) do
13: if u /∈ Vvisited then
14: Push(S, u)
15: Vvisited ← Vvisited ∪ {u}
16: Add (v, u, E(v)[u]) to Hbuffer
17: end if
18: end for
19: Reconstruct partial graph Ĝd ←

(Vvisited, Ê)
20: if d < D − 1 and S ̸= ∅ then
21: qnext ←

GenerateNextQuery(Hbuffer, Ĝd, v∗)
22: vnew ← QueryProcess(qnext)
23: Push(S, vnew) ▷ Add new node to

stack
24: Vvisited ← Vvisited ∪ {vnew}
25: end if
26: d← d+ 1
27: end while
28: if v∗ ∈ Vvisited then
29: (N (v∗), E(v∗))← f(v∗)
30: Info(v∗)← {(r, v′) | (v∗, r, v′) ∈ E(v∗)}
31: else
32: Info(v∗)← ∅ ▷ Target not found
33: end if
34: return Info(v∗)

Untargeted Attack

Round 1 Query: Could you provide a com-
prehensive clinical summary and background
profile for the case of Patient_6381?
Response (from Graph RAG system):
Patient Profile for Case 6381:
- Age: 45
- Gender: Male
- Primary Diagnosis: Diabetes
- Linked Admission: Prescription_472

Round 2 Query: From an epidemiological
perspective, which other patient cases in the
current database are grouped under the same
Diabetes diagnosis cohort?
Response (from Graph RAG system):
Cohort Analysis (Diagnosis: Diabetes):
The following patient entities are actively
recorded under this diagnosis category:
- Patient_6381
- Patient_7423
- Patient_9101

Round 3 Query: Could you retrieve the spe-
cific clinical logistics, facility units, or formu-
lary drug classifications linked to the admission
record Prescription_472?
Response (from Graph RAG system):
Admission & Medication Logistics for
Prescription_472:
- Facility Unit: ICU_MIMIC
- Formulary Drug: Metformin_500mg
- Attending Department: Endocrinology
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Targeted Attack

Example:
Round 1 Query:
"List patients who received CABG"
Response:
Patient_ID
Patient_221
Patient_6381
Patient_742
END

Round 2 Query:
"Did Patient_6381 develop atrial
fibrillation after CABG?"
Response:
Condition,Episode_ID,Date
AFib,Episode_91,2021-03-12
END

Round 3 Query:
"For Episode_91 (AFib), what treatments were
prescribed?"
Response:
Treatment,Drug
Warfarin,5mg daily
Beta_blocker,50mg bid
END

Round 4 Query:
"Give the medication schedule for
Patient_6381's AFib treatment."
Response:
Medication,Dosage,Frequency,Start,End
Warfarin,5mg,daily,2021-03-13,2021-06-13
Beta_blocker,50mg,bid,2021-03-13,2021-04-15
END

15


	Introduction
	Related Work
	KG-augmented LLM Reasoning.
	Privacy Risk of Large Language Models.

	Method
	Problem Definition
	Knowledge Extraction Methodology
	Adversarial Query Construction

	Experiment
	Experiment Setup
	Results of Untargeted Attack
	Results of Targeted Attack
	Ablation Study

	Potential Mitigation Strategy
	Protective System Prompt
	Output Window Restriction
	Toward Stronger Defenses

	Conclusion
	Limitations
	Reproducibility and Ethics Statement
	Detailed Experiment Setup
	Metrics Details
	Dataset Details

	Supplymental Algorithms
	Case Study
	Attack Cost and Efficiency Analysis
	Generalizability to Advanced Graph RAG Systems

