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ABSTRACT

We introduce a novel approach to counter adversarial attacks, namely, image resam-
pling. Image resampling transforms a discrete image into a new one, simulating
the process of scene recapturing or rerendering as specified by a geometrical trans-
formation. The underlying rationale behind our idea is that image resampling
can alleviate the influence of adversarial perturbations while preserving essen-
tial semantic information, thereby conferring an inherent advantage in defending
against adversarial attacks. To validate this concept, we present a comprehen-
sive study on leveraging image resampling to defend against adversarial attacks.
We have developed basic resampling methods that employ interpolation strate-
gies and coordinate shifting magnitudes. Our analysis reveals that these basic
methods can partially mitigate adversarial attacks. However, they come with ap-
parent limitations: the accuracy of clean images noticeably decreases, while the
improvement in accuracy on adversarial examples is not substantial. We propose
implicit representation-driven image resampling (IRAD) to overcome these limi-
tations. First, we construct an implicit continuous representation that enables us
to represent any input image within a continuous coordinate space. Second, we
introduce SampleNet, which automatically generates pixel-wise shifts for resam-
pling in response to different inputs. Furthermore, we can extend our approach to
the state-of-the-art diffusion-based method, accelerating it with fewer time steps
while preserving its defense capability. Extensive experiments demonstrate that our
method significantly enhances the adversarial robustness of diverse deep models
against various attacks while maintaining high accuracy on clean images. We
released our code in https://github.com/tsingqguo/irad.

1 INTRODUCTION

Adversarial attacks can mislead powerful deep neural networks by adding optimized adversarial
perturbations to clean images (Croce & Hein, 2020b; Kurakin et al., 2018; Goodfellow et al., 2014;
Guo et al., 2020; Huang et al., 2023a), posing severe threats to intelligent systems. Existing works
enhance the adversarial robustness of deep models by retraining them with the adversarial examples
generated on the fly (Tramèr et al., 2018; Shafahi et al., 2019; Andriushchenko & Flammarion, 2020)
or removing the perturbations before processing them (Liao et al., 2018; Huang et al., 2021b; Ho
& Vasconcelos, 2022; Nie et al., 2022). These methods assume that the captured image is fixed.
Nevertheless, in the real world, the observer can see the scene of interest several times via different
observation ways since the real world is a continuous space and allows observers to resample the
signal reflected from the scene. This could benefit the robustness of the perception system. We
provide an illustrative example in Fig. 1 (a): when an image taken from a particular perspective is
subjected to an attack that misleads the deep model (e.g., ResNet50), by altering the viewing way,
the same object can be re-captured and correctly classified. Such a process is also known as image
resampling (Dodgson, 1992) that transforms a discrete image into a new one, simulating the process
of scene recapturing or rerendering as specified by a geometrical transformation. In this work, we
aim to study using image resampling to enhance the adversarial robustness of deep models against
adversarial attacks.
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Figure 1: (a)
shows the pipeline
of resampling in
the real world and
the corresponding
predictions, which
inspires our main
idea. Two main
questions must
be solved for the
resampling-based
solution (i.e., Q1
and Q2). (b)
shows the pipeline
of the proposed
method and two
solutions (i.e., S1
and S2) to address
the two questions.

To achieve the image resampling with a given adversarial example, we must address two key ques-
tions: how to reconstruct the continuous scene based on the input? And how do we estimate the
transformation that can eliminate the adversarial perturbation effectively? Note that, with a single-
view input, we can only simulate the 2D transformations. To this end, we �rst provide a general
formulation for the resampling-based adversarial defense. With this formulation, we design several
basic resampling methods and conduct a comprehensive study to validate their effectiveness and
limitations for adversarial defense. Then, we propose an implicit representation-driven resampling
method (IRAD). Speci�cally, we �rst construct an implicit continuous representation for reconstruc-
tion, which enables us to represent any input image within a continuous coordinate space. Second,
we introduce SampleNet, which automatically generates pixel-wise shifts for resampling in response
to different inputs. Furthermore, we can extend our approach to the state-of-the-art diffusion-based
method, accelerating it with fewer time steps while preserving its defense capability. We conduct
extensive experiments on public datasets, demonstrating that our method can enhance the adversarial
robustness signi�cantly while maintaining high accuracy on clean images.

2 RELATED WORK

Image Resampling.Resampling is transforming a discrete image, de�ned at one set of coordinate
locations, to a new set of coordinate points. Resampling can be divided conceptually into two
processes: reconstructing the discrete image to a continuous image and then sampling the interpo-
lated image (Parker et al., 1983). Among the existing reconstruction functions, nearest neighbor
interpolation and bilinear interpolation are the most frequently adopted (Han, 2013/03). Nearest
neighbor interpolation assigns the value of the nearest existing pixel to the new pixel coordinate,
whereas bilinear interpolation calculates the new pixel value by taking a weighted average of the
surrounding pixels in a bilinear manner. The resampling process involves refactoring pixels in the
input image, which allows us to explore new approaches for mitigating adversarial attacks. Our paper
investigates the potential of resampling to break malicious textures from adversarial inputs, which
has not been studied in the community.

Adversarial Attack and Defense.White box attacks assume the attacker has full knowledge of
the target model, including its architecture, weights, and hyper-parameters. This allows the attacker
to generate adversarial examples with high �delity using gradient-based optimization techniques,
such as FGSM (Goodfellow et al., 2014), BIM (Kurakin et al., 2018), PGD (Madry et al., 2017),
and others (Huang et al., 2023b). Other attacks also include black box attacks like Square Attack
(Andriushchenko et al., 2020) and patch-wise attacks (Gao et al., 2020), as well as transferability-
based attacks (Liu et al., 2016; Wang & He, 2021; Wang et al., 2021). AutoAttack (Croce & Hein,
2020b) has been proposed as a more comprehensive evaluation framework for adversarial attacks.
AutoAttack combines several white box and black box attacks into a single framework and evaluates
the robustness of a model against these attacks.
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Adversarial defense can be categorized into two main types: adversarial training and adversarial
puri�cation (Nie et al., 2022). Adversarial training involves incorporating adversarial samples during
the training process (Goodfellow et al., 2014; Madry et al., 2017; Athalye et al., 2018; Rade &
Moosavi-Dezfooli, 2021; Ding et al., 2018; Zhang et al., 2020a; Jia et al., 2022b), and training with
additional data generated by generative models (Sehwag et al., 2021). On the other hand, adversarial
puri�cation functions as a separate defense module during inference and does not require additional
training time for the classi�er (Guo et al., 2017; Xu et al., 2017; Sun et al., 2019; Ho & Vasconcelos,
2022).

3 IMAGE RESAMPLING (IR) AGAINST ADVERSARIAL ATTACK

3.1 PROBLEM FORMULATION

Given a datasetD with the data sampleX 2 X and its labely 2 Y , the deep supervised learning
model tries to learn a mapping or classi�cation functionF(�) : X ! Y . The modelF(�) could
be different deep architectures. Existing works show that deep neural networks are vulnerable to
adversarial perturbations (Madry et al., 2017). Speci�cally, a clean inputX , an adversarial attack is
to estimate a perturbation which is added to theX and can mislead the F(�),

F(X 0) 6= y; subject tokX � X 0k < � (1)

wherek � k is a distance metric. Commonly,k � k is measured by theL p-norm(p 2 f 1; 2; 1g ), and�
denotes the perturbation magnitude. We usually nameX 0 as the adversarial example ofX . There
are two ways to enhance the adversarial robustness ofF(�). The �rst is to retrain theF(�) with the
adversarial examples estimated on the �y during training. The second is to process the input and
remove the perturbation during testing. In this work, we explore a novel testing-time adversarial
defense strategy,i.e., IMAGE RESAMPLING, to enhance the adversarial robustness of deep models.

Image resampling (IR). Given an input discrete image captured by a camera in a scene, image
resampling is to simulate the re-capture of the scene and generate another discrete image (Dodgson,
1992). For example, we can use a camera to take two images in the same environment but at different
time stamps (See Fig. 1). Although the semantic information within the two captured images is
the same, the details could be changed because the hands may shake, the light varies, the camera
con�guration changes,etc. Image resampling uses digital operations to simulate this process and is
widely used in the distortion compensation of optical systems, registration of images from different
sources with one another, registration of images for time-evolution analysis, television and movie
special effects,etc. In this work, we propose to leverage image resampling for adversarial defense, and
the intuition behind this idea is that resampling in the real world could keep the semantic information
of the input image while being unaffected by the adversarial textures (See Fig. 1). We introduce the
naive implementation of IR in Sec. 3.2 and discuss the challenges for adversarial defense in Sec. 3.3.

3.2 NAIVE IMPLEMENTATION

Image resampling contains two components,i.e., reconstruction and sampling. Reconstruction is
to build a continuous representation from the input discrete image, and sampling generates a new
discrete image by taking samples off the built representation (Dodgson, 1992). Speci�cally, given
a discrete imageI 2 RH � W � 3 = X or X 0, we will design a reconstruction method to get the
continuous representation of the input image, which can be represented as

� = RECONS(I ); (2)

where� denotes the continuous representation that can estimate the intensity or color of arbitrarily
given coordinates that could be non-integer values; that is, we have

cu;v = � (u; v) (3)

wherecu;v denotes the color of the pixel at the continuous coordinates[u; v]. With the reconstructed
� , we sample the coordinates of all desired pixels and generate another discrete image by

Î [i; j ] = cu i;j ;v i;j = � (U [i; j ]); subject to; U = G + SAMPLER: (4)
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where G and U , both in RH � W � 2, share the same dimensions as the input and con-
sist of two channels. The matrixG stores the discrete coordinates of individual pix-
els, i.e., G [i; j ] = [ i; j ]. Each element inU [i; j ] = [ ui;j ; vi;j ] denotes the coordi-
nates of the desired pixel in a continuous representation. This will be placed at the
[i; j ] location in the output and is calculated by adding the Sampler-predicted shift toG.

Figure 2: Comparison of different sampling strategies based on
the bilinear interpolation as the reconstruction method.

By leveraging image resampling to sim-
ulate the re-capture of the interested
scene for adversarial defense, we pose
two requirements:¶ The reconstructed
continuous representation is designed
to represent the interested scene in a
continuous space according to the input
adversarial example and should elimi-
nate the effects of adversarial perturba-
tion. · The sampling process should
break the adversarial texture effectively
while preserving the main semantic in-
formation. Traditional or naive resam-
pling methods can hardly achieve the
above two goals.

Image resampling via bilinear interpolation. We can set the functionRECONSin Eq. (2) in such a
way: assigning the bilinear interpolation as the� for arbitrary input images. Then, for an arbitrary
given coordinates[u; v], we formulate Eq. (3) as

cu;v = � (u; v) = ! 1I [i � 1
u ; j � 1

v ] + ! 2I [i � 1
u ; j +1

v ] + ! 3I [i +1
u ; j � 1

v ] + ! 4I [i +1
u ; j +1

v ] (5)

where[i � 1
u ; j � 1

v ], [i � 1
u ; j +1

v ], [i +1
u ; j � 1

v ], and[i +1
u ; j +1

v ] are the four neighboring pixels around[u; v] in
the imageI andf ! 1; ! 2; ! 3; ! 4g are the bilinear weights that are calculated through four coordinates
and are used to aggregate the four pixels.

Image resampling via nearest interpolation. Similar to bilinear interpolation, we can set the
functionRECONSin Eq. (2) in such a way assigning the nearest interpolation as the� for arbitrary
input images. Then, for an arbitrary given coordinates[u; v], we formulate Eq. (3) as

cu;v = � (u; v) = I [i u ; j v ]; (6)

where[i u ; j v ] is the integer coordinate nearest the desired coordinates[u; v].

For both interpolation methods, we can set naive sampling strategies asSAMPLER function: ¶
Spatial-invariant (SI) sampling, that is, we shift all raw coordinates along a �xed distanced (See 3rd
column in Fig. 2):

U = G + SAMPLER(d); subject to; U [i; j ] = G[i; j ] + [ d; d]: (7)

· Spatial-variant (SV) sampling, that is, we randomly sample a shifting distancer for the raw
coordinates

U = G + SAMPLER(
 ); subject to; U [i; j ] = G[i; j ] + [ d1; d2]; d1; d2 2 U(0; 
 ); (8)

whereU(0; 
 ) is a uniform distribution with the minimum and maximum being0 and
 , respectively
(See 4th column in Fig. 2). We can set different ranges
 to see the changes in adversarial robustness.

Table 1: Comparison of naive image resampling
strategies on CIFAR10 via AutoAttack (� 1 =
8=255).

Naive IR methods Stand. Acc. Robust Acc. Avg. Acc.

w.o. IR 94.77 0 47.39

IR(bil; SAMPLER(d = 1 :5) 85.24 42.30 63.77

IR(bil; SAMPLER(
 = 1 :5) 53.81 30.24 42.03

IR(nea; SAMPLER(d = 1 :5) 94.68 0.93 47.81

IR(nea; SAMPLER(
 = 1 :5) 56.47 26.27 41.37

We can use the two reconstruction methods with
different sampling strategies against adversar-
ial attacks. We take the CIFAR10 dataset and
the WideResNet28-10 (Zagoruyko & Komodakis,
2016) as examples. We train the WideResNet28-
10 on CIFAR10 dataset and calculate the clean test-
ing dataset's accuracy, also known as the standard
accuracy (SA). Then, we conduct the AutoAttack
(Croce & Hein, 2020b) against the WideResNet28-
10 on all testing examples and calculate the accuracy, denoted as the robust accuracy (RA). We
employ image resampling to process the input, which can be the clean image or adversarial ex-
ample, and the processed input is fed to the WideResNet28-10. Then, we can calculate the SA
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