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ABSTRACT

In this study, we explore the robustness of cooperative multi-agent reinforcement
learning (c-MARL) against Byzantine failures, where any agent can enact arbitrary,
worst-case actions due to malfunction or adversarial attack. To address the uncer-
tainty that any agent can be adversarial, we propose a Bayesian Adversarial Robust
Dec-POMDP (BARDec-POMDP) framework, which views Byzantine adversaries
as nature-dictated types, represented by a separate transition. This allows agents to
learn policies grounded on their posterior beliefs about the type of other agents,
fostering collaboration with identified allies and minimizing vulnerability to adver-
sarial manipulation. We define the optimal solution to the BARDec-POMDP as an
ex interim robust Markov perfect Bayesian equilibrium, which we proof to exist
and the corresponding policy weakly dominates previous approaches as time goes
to infinity. To realize this equilibrium, we put forward a two-timescale actor-critic
algorithm with almost sure convergence under specific conditions. Experiments
on matrix game, Level-based Foraging and StarCraft II indicate that, our method
successfully acquires intricate micromanagement skills and adaptively aligns with
allies under worst-case perturbations, showing resilience against non-oblivious
adversaries, random allies, observation-based attacks, and transfer-based attacks.

1 INTRODUCTION

Cooperative multi-agent reinforcement learning (c-MARL) (Rashid et al., 2018} Yu et al.| 2021} Kuba
et al.,|2021) has shown remarkable efficacy in managing groups of agents with aligned interests in
complex tasks (Vinyals et al.,|2019; Berner et al.l 2019). Nevertheless, real-world applications often
deviates from the presumption of full cooperation. In robot swarm control (Hiittenrauch et al.,[2019),
individual robots may act unpredictably due to hardware or software malfunctions, or even display
worst-case adversarial actions if compromised by a non-oblivious adversary (Gleave et al.|[2019; |Lin
et al.,[2020; |IDinh et al.,2023; Liu et al., [2019; 2020aib; 2023; /Wang et al., 2021). Such uncertainty
of allies undermine the cooperative premise of c-MARL, rendering the learned policy non-robust.

In single-agent reinforcement learning (RL), robustness under uncertainty is addressed through a
maximin optimization between an uncertainty set and a robust agent within the framework of robust
Markov Decision Processes (MDPs) (Nilim & El Ghaoui, 2005; [lyengar, |2005; (Wiesemann et al.,
2013} [Pinto et al., 2017 Tessler et al.l 2019;|Zhang et al.||2020a). However, ensuring robustness in
c-MARL when dealing with uncertain allies presents a greater challenge. This is largely due to the
potential for Byzantine failure (Yin et al.||2018} | Xue et al.,|2021), situations where defenders are left
in the dark regarding which ally may be compromised and what their resulting actions might be.

To address Byzantine failures, we employ a Bayesian game approach, which treats Byzantine
adversaries as fypes assigned by nature, with each agent operating unaware of others’ type. We
formalize robust c-MARL as a Bayesian Adversarial Robust Dec-POMDP (BARDec-POMDP),
where existing robust MARL researches (Li et al., 2019; Sun et al., 2022} [Phan et al., [2020; 2021])
can be reinterpreted as pursuing an ex ante equilibrium (Shoham & Leyton-Brown, 2008)), viewing
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all other agents as potential adversaries. However, these methods might not yield optimal outcomes
as they can mask the trade-offs between the equilibria that cooperative and robustness-focused agents
aim for. Moreover, this approach can result in overly conservative strategies (L1 et al.| 2019; Sun
et al.| 2022), given the low likelihood of adversaries taking control of all agents.

Instead, we seek an ex interim mixed-strategy robust Markov perfect Bayesian equilibrium, which
weakly dominates the policy of ex ante equilibrium in previous robust MARL studies as time goes to
infinity. Agents in our ex interim equilibrium makes decisions based on its inferred posterior belief
over other agents, enhancing cooperation with allies and defense against adversaries concurrently. To
realize this equilibrium, we derive a robust Harsanyi-Bellman equation for value function update and
introduce a two-timescale actor-critic algorithm, with almost sure convergence under certain assump-
tions. Experiments in matrix game, Level-based Foraging and StarCraft II shows our defense exhibits
intricate micromanagement skills and adaptively aligns with allies under worst-case perturbations.
Consequently, our defense outperforms existing baselines under non-oblivious adversaries, random
allies, observation-based attacks and transfer-based attacks by large margins.

Contribution. Our contributions are two-fold: first, we theoretically formulate Byzantine adver-
saries in c-MARL as a BARDec-POMDP, and concurrently pursues robustness and cooperation by
targeting an ex interim equilibrium. Secondly, to achieve this equilibrium, we devise an actor-critic
algorithm that ensures almost sure convergence under certain conditions. Empirically, our method
exhibits greater resilience against a broad spectrum of adversaries on three c-MARL environments.

Related Work. Our research belongs to the field of robust RL, theoretically framed as robust
MDPs (Nilim & El Ghaoui, 2005; Iyengar, 2005; Tamar et al., 2013; Wiesemann et al., [2013). This
framework trains a defender to counteract a worst-case adversary amid uncertainty, which can stem
from environment transitions (Pinto et al., [2017; [Mankowitz et al., 2019), actions (Tessler et al.,
2019)), states (Zhang et al.| 2020a; 2021)) and rewards (Wang et al., [ 2020). In robust MARL, action
uncertainty has been a central focus. M3DDPG (Li et al.| |2019) enhances robustness in MARL
through agents taking jointly worst-case actions under a small perturbation budget. Evaluation
was done via one agent consistently introducing worst-case perturbations. This is later known as
adversarial policy (Gleave et al., 2019) or non-oblivious adversary (Dinh et al.| 2023)), a practical
and detrimental form of attack. Follow-up works either enhanced M3DDPG (Sun et al., |[2022) or
defended against uncertain adversaries by presupposing each agent as potentially adversarial (Nisioti
et al.| [2021}; |Phan et al., 2020; |2021)), which our BARDec-POMDP formulation interprets as seeking
a conservative ex ante equilibrium. Another approach by [Kalogiannis et al.|(2022)) studies a special
case that the adversary is known. Besides action perturbation, studies have also explored robust
MARL under uncertainties in reward (Zhang et al., 2020c), environmental dynamics (Zhao et al.|
2020), and observations (Han et al., 2022; He et al., 2023; Zhou & Liu, 2023)).

Bayesian games and their MARL applications represents another relevant field. With roots in
Harsanyi’s pioneering work (Harsanyi, |1967), Bayesian games have been used to analyze games with
incomplete information by transforming them into complete information games featuring chance
moves made by nature. Within MARL, Bayesian games have been utilized to coordinate varying
agent types, a concept known as ad hoc coordination (Albrecht & Ramamoorthy, [2015; |Albrecht
et al., 2016} Stone et al., |2010; Barrett et al., 2017). This problem was theoretically framed as a
stochastic Bayesian game and solved using the Harsanyi-Bellman ad hoc coordination algorithm
(Albrecht & Ramamoorthy} [2015). Subsequent research has concentrated on agents with varying
types (Ravulal 2019), open ad hoc teamwork (Rahman et al.| [2022), and human coordination (Tylkin
et al.| 2021} |Strouse et al.l [2021)). Our work differs from these works by assuming a worst-case,
non-oblivious adversary with conflicting goals, whereas in ad hoc coordination, agents have common
goals and non-conflicting secondary objectives (Grosz & Kraus, |1999; Mirsky et al., 2022).

2 PROBLEM FORMULATION

2.1 COOPERATIVE MARL AND ITS FORMULATION

The problem of c-MARL can be formulated as a Decentralized Partially Observable Markov Decision
Process (Dec-POMDP) (Oliehoek & Amato, [2016), defined as a tuple:

G:=hN;S;0;0;A;P;R; i;
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whereN = f1;::;Ngis the set ofN agentsS is the global state spac®, = s O' is the
observation space, with the observation emission functioA.= i,y A' is the joint action space,
P:S Al ( S) is the state transition probability, mapping from current state and joint actions

to a probability distribution over the state spaBe. S A! R s the shared reward function for
cooperative agents and2 [0; 1) is the discount factor.

At time t and global state; 2 S, each agent adds current observatiah to its history and gets
H{ =[0y; ap;:::0]. Then, each ageitselects its actioma; 2 A' using its policy '(jH{), which
maps current history to its action space. The global state then transitigng teccording to
transition probabilityP (si+1 jst; a;), with a; = fal;:::;al g the joint actions. Eaclbagent receives
asharedrewardr; = R(s;;at). The goaljof all agents is to learn a joint policy= ", ' that
maximize the long-term returh( ) = E[ tlzo trejso; at (jHO].

2.2 BAYESIAN ADVERSARIAL RoBUSTDEC-POMDP

In numerous real-world situations, some allies may experience Byzantine failure (Yin et al., 2018;
Xue et al., 2021) and thus, not perform cooperative actions as expected. This includes random actions
due to hardware/software error and adversarial actions if being controlled by an adversary, which
violates the fully cooperative assumption in Dec-POMDP. We propasesian Adversarial Robust
Dec-POMDP (BARDec-POMDRY cope with uncertainties in agent actions, de ned as follows:

&= hN;S; ;0;0:A:P ;P:R: i;

whereN, S, O, O, A, represent the number of agents, global state space, observation space,
observation emission function, joint action space and discount factor, following Dec-POMDP.

As depicted in Fig. 1, BARDec-POMDP views
the Byzantine adversary as an uncertain tran-
sition characterized by type and adversarial
policy ~. At the start of each episodetype

is selected from the type space ion
with ' = f0;1g. ' = 0 indicates the agent

is cooperative and ' = 1 signi es adversaries.
At timet, if agenti is assigned' = 1, the ac-

ti?n_a‘t ita!<en by cooperative aigehwith policy Figure 1: Framework of c-MARL with Byzantine
(jH¢) is replaced by actiof; sampled from g 4yersaries. The action taken by agents witk

an adversary with policg' (jH{; ). The attack 1 are replaced by the adversary polfe
process is characterized byQaction perturbation P y y polity

probabilityP (aija;s )= .y M(jHI ) T+ (@ a) (1 1) that maps joint actiona

to joint actions with perturbatiors , where () is the Dirac delta function. Note that the actions of
cooperative agents and adversaries are taken simultaneously. Finally, the state transition probability
P (st+1 jSt; at) takes the perturbed actions and output the state of next timestep. The shared reward
ri = R(st;a) for (cooperative) agepts is de ned over perturbed actions. Given tyfie value
function can be de ned a¥ (s) = E[ tlzo tryjso = s;a (jH¢);&a:  "“(jH¢; )]. We leave

the goal of adversary and robust agents to Section. 2.3 and 2.4 below.

Our BARDec-POMDP formulation is exible and draws close connection with current literature.
Regarding type space, Dec-POMDP can be viewed as a BARDec-POMDP=witBy . Robust

MARL approaches, such as M3DDPG (Li et al., 2019) and ROMAX (Sun et al., 2022) assumes agents
are entirely adversarial, which refers to type space 1y . Subsequent robust MARL researchs
(Phan et al., 2020; 2021; Nisioti et al., 2021), though not explicitly de ning the type space, can be
integrated in our BARDec-POMDP. Our formulation also draws inspiration from state-adversarial
MDP (zZhang et al., 2020a) which considers adversary as a part of decision making process, and
probabilistic action robust MDP (Tessler et al., 2019) by their formulation of action perturbation.

2.3 THREAT MODEL

The robustness towards action perturbations in both single and multi-agent RL has gained prominence
since the pioneering works of (Tessler et al., 2019; Li et al., 2019). Action uncertainties, formulated
as a type of adversarial attack knownaatversarial policy(Gleave et al., 2019; Wu et al., 2021; Guo

et al., 2021), onon-oblivious adversargDinh et al., 2023), represent a pragmatic and destructive
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form of attack that is challenging to counter. In line with these works, we propose a practical threat
model with certain assumptions on attackers and defenders.

Assumption 2.1(Attacker's capability and limitations)At the onset of an episode, the attacker can
select andarbitrarily manipulate the actions of agents with type= 1. Within an episode, the
type cannot be altered and we assume there is only one attacker.

Our main focus in this paper is to model action uncertainties of unknown agents in c-MAfRhess
shaped by nature and to advance corresponding solution concept. In line with (Li et al., 2019), we
assume one agent is vulnerable to action perturbations in each episode. In real-world, the type space
can be more complicated, potentially involving adversaries controlling multiple agents (Nisioti et al.,
2021), perturbing actions intermittently (Lin et al., 2017), or featuring a non-binary type space (Xie

et al., 2022). These variations can be viewed as straightforward extensions of our work.

Proposition 2.1(Existence of worst-case adversarfpr any robust c-MARL with xed agent policy,
a worst-casei (e., most harmful) adversary exists.

Proof sketch.Since defender policies are xed, they can be considered part of the environment
transitions for attackers. Thus, the attackers solve an RL problem. See full proof in Appendix. A.1.

Assumption 2.2(Defender's capability and limitations)rhe defender can use all available informa-

tion during training stage, including global state and information of other agents. However, during
testing, the defender relies solely on partial observations and is agnostic of the type of other agents.
The defender's policy is xed during an attack and must resist the worst-case adversary

2.4 SOLUTION CONCEPT

In this section, we rst introduce
the non-optimal solution concept seek
by existing robust c-MARL methods,
then pose our optimal solution con-
cept for BARDec-POMDP. Speci -
cally, existing robust c-MARL meth-
ods blindly maximize reward without
considering the type of others. This
is akin to anex anteequilibrium in

Bayesian game (Shoham & Leytongjgyre 2:ex anteRMPBE obscures differences between each

Brown, 2008), where agents make dgype by taking expectation, while oex interimRMPBE
cisions based on thrior belief about adapts to current type.

the types of other agents.

De nition 2.1 (ex anterobustness)A joint cooperative policy EA = ( EA" ),y and adversarial

policy AEA = (~ BAT Y.\ forms anex anterobust Markov perfect Bayesian equilibrium (RMPBE),
ifforall p( );s2S;H2 (0O A ),
h i
( BA(jH);AFA(jH; ) 2 argmaxEpy min V (s) ; 1)
(jH) ~iH )

. P . Q T _ P -
WithV ()= 5 P @& ) "oy '(@JH)R(S@)+ s P(sIS;@)V (89).

By maximizing the expected value under prgr) over types, as illustrated in Fig. 2, the policy
might struggle to balance the different equilibrium corresponding to cooperation and robustness
against different agents as (Byzantine) adversaries. In contrast, we propose a moresreimedim
robustness concept, such that under current history, each agent make optimal decisions to maximize
their expected value from their posterior belief of current type, with following assumptions:

Assumption 2.3. Assume belief and policy are updated under following conditionsCgir)sistency
At each timestep, each agent updates its belief= p( jH;) of the current type by Bayes' rule. (2)
Sequential rationalityEach policy maximizes the expected value function under biglief

Here we use '(jH';B) to denote the explicit dependence on belief The two conditions are
common in dynamic games with incomplete information (Shoham & Leyton-Brown, 2008).
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De nition 2.2 (ex interimrobustness)Under Assumption 2.3 and Ibt= ( b)ion , ajoint cooperative

policy E' = ( E ),y and adversarial policgE' = (» E'" )i,y forms anex interimrobust

Markov perfect Bayesian equilibrium,8&2 S;H 2 (O A )h' |

( B (jH:b); A (jH; ) 2 argmaxEp juy _min V (s)) @)
(jH;b) ~(iH )

Note that bothex anteandex interimRMPBE requires optimality of each individual ageéntTo
reduce notation complexity, we use joint policy and belief instead.

Proposition 2.2 (Existence of RMPBE) Assume a BARDec-POMDP of nite agents, nite set of
state, observation and action space, agents use stationary policies, the type spa@®mpact set,
thenex anteandex interimmixed strategy robust Markov perfect Bayesian equilibrium exists.

Proof sketch.The proof is done by rst showing the policy and its corresponding value function,
with uncertainties of the current type and presence of the adversaries, satisfy the requirements of
Kakutani's xed point theorem. Next, by Kakutani's xed point theorem, there always exists an
optimal xed point corresponding to a mixed strategy RMPBE. See full proof in Appendix. A.2.

Unlike c-MARL with optimal deterministic policies (Oliehoek et al., 2008), in robust c-MARL,

a pure-strategy equilibrium is not guaranteed to exist. This is intuitive since zero-sum games do
not always have a pure-strategy equilibrium. The nding suggests the optimal policies for robust
c-MARL are stochastic. Next, we show the relation betweeanteandex interimequilibrium.

Proposition 2.3. Under Assumption 2.3, given nite type space and the prior of each type is not zero,
ast!1 , F'(jHy;b) weakly dominates EA (jH¢) under the worst-case adversary.

Proof sketchAst ! 1 , by the consistency of Bayes' rule, the belief converges to the true type.
Thus, ex interimpolicies that maximize the value function under the true type are guaranteed to
weakly dominatei(e., have value higher or equal tex antepolicies. See full proof in Appendix A.3.

3 ALGORITHM

In this section, we explain how to nd the optimal solution in De nition 2.2. We start by de ning the
robust Harsanyi-Bellman equation, an update rule of value function which converges to a xed point.
Then, we develop a two-timescale actor-critic algorithm that considers belief of others' type, which
ensures almost sure convergence under assumptions in stochastic approximation theory.

3.1 ROBUSTHARSANYI-BELLMAN EQUATION

We rst de ne the Bellman-type update of value functions for exrinterimequilibrium. Considering
the Q function before and after action perturbation, we can formulate the Q function via cumulative
reward, with posterior belid] = p( jH') over type: a4

. . b3
Q'(s;a;B) =Ep(juiy E ‘reso= s;a = aar (jHoh)i&a  ~(jHe ) 5 (9
" ..;o "

Q'(simb) =Ep jury E reso=s;@=aar (jHoh)a A(jHe ) 5 @)
t=0
The two Q functions are de ned with different purpog.(s; a; bl) is theexpected function before
action perturbation, suitable for decision making of defenders, such as ctitious self-play (Heinrich &
Silver, 2016) and soft actor-critic (Haarnoja et al., 2018). In this way, the action perturbation can be
viewed as part of the environment transition, resulting (s4s;a;t )= P(sYs;a) P (gja;" ).

On the other handQ'(s;a; b) is the Q function with actiontakenby the adversary, suitable for
policy gradients (Sutton & Barto, 2018) and decision making of the adversaryQ'fsra;H'),

the action perturbation is integrated into the policy of robust agents, resulting in a mixed policy
—(4H;b; )= P (@a;s ) (aH;b)=(1 ) (ajH;b) + ~(4jH; ). The relationship
between the two Q functions is :31? follows: X

Q(s;a;b)= " p(jH) P (aja;" )Q'(s;ab): (5)

2 a2A
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Next, we formulate the Bellman-type equation for the two Q functions, which we call the robust
Harsanyi-Bellman equation. This update differs from the conventional approach by considering the
posterior belief over other agents and the worst-case adversary.

De nition 3.1. We de ne the robust Harsanyi-Bellman equation for (rgl function as:

i (ara-H X i X X o  n-
Q' (s;a;b) = max . min. ) p( jH )SOZS o P(sYs;a;ny ) |
X _ i (6)
R(s;a) + @JH% Q' (s%a%b?) ;
a02A
! b R X P (s X HO
i .5 — : -3 + — .
Q' (s;a;b) max (s;a) e (sis;@) i p( jH™) o

~@jH%H Q' (S a%H):

a%2A

This Q function can be estimated via Temporal Difference (TD) loss.

Proposition 3.1 (Convergence) Assume the belief is updated via Bayes' rule, the space of state,
actions and belief are nite, updating value functions by robust Harsanyi-Bellman equation converge
to the optimal valu®' (s;a; b) andQ' (s;a;b).

Proof sketch.The proof is done by combining the standard convergence proof of Q function with
adversaries and Bayesian belief update, and showing our Q function forms a contraction mapping.
Next, applying Banach's xed point theorem completes the proof. See full proof in Appendix. A.4.

3.2 ACTOR-CRITIC ALGORITHM FOR X interimROBUST EQUILIBRIUM

Armed with the robust Harsanyi-Bellman equation, we propose an actor-critic algorithm to achieve
our propose@x interimequilibrium with almost sure convergence under certain assumptions. We
rst derive the policy gradient theorem for robust c-MARL. Assume policies of robust agents and
adversaries are parameterized by:= (' )izn and” := (", )ian respectively, forming a mixed

policy —. ~ =(1 ) + . De ne the performance for a robust agérin the episodic case
asd'( )= Es (9[V/(s;b)] and (zero-sum) adversarydy ") = Es (5[ V(s;b)], where
(s) is the state visitation frequency. The policy gradients fomnd”» are then de ned as:

Theorem 3.1. The policy gradient theorem for robust agent and adverisity
F)= B i o ame ) ()7 log @HEE)Q (si@E) 1 (8)
i
r ’\i‘]l(/\l): Es “(s);@ ~, ~(ajHib; ) 'r log "a; (alel; )Ql(S;é;U) : 9)

The policy gradient naturally depends @h(s; a; b)), which is related to policy gradient and decision
of adversaries. Speci cally, cuts off the gradient of robust agents with ' =1 and cut off the
gradient of adversary~, with ' = 0. The detailed derivation is deferred to Appendix. A.5.

Convergence.In zero-sum Markov games, achieving convergence through policy gradients remains
challenging, with current theoretical results being dependent on speci ¢ conditions (Daskalakis
et al., 2020; Zhang et al., 2020b; Kalogiannis et al., 2022). In this paper, we prove that, under
certain assumptions in stochastic approximation theory (Borkar, 1997; Borkar & Meyn, 2000; Borkar,
2009), applying a two-timescale update for both adversaries and defenders, as stated in Theorem
3.1, guarantees almost sure convergeneg ¢onverge with probability 1) to agx interimRMPBE.

A detailed proof is provided in Appendix A.6 as an application of stochastic approximation. With
this two-timescale update, the adversary's policy is updated on a faster timescale and is essentially
equilibrated, while the defender's policy is updated on a slower timescale and remains quasi-static.
Despite these advances, establishing nite sample, global convergence guarantees without restrictive
assumptions remains an open problem, warranting future research.

Finally, we suggest update rules for critic and belief networks. Assuming the@tifs;a; b) is
parameterized by . As for beliefld, the calculation ob via Bayes' rule requires assess to the policy
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of other agents, which is not possible during deployment. To remedy this, we approximate the belief
b =max p ( jH') using a neural network parameterized bylhe objectives to update critic and
belief network are:

min R(s;a) Q' (s%aH)+ Q' (s;ab) *; (10)
min log p(jH) (@ log 1 p(jH") ; (11)

with critic trained via TD loss and belief network trained by binary cross entropy loss. See the
pseudo-code for our algorithm in Appendix. B.

4 EXPERIMENTS

(a) Toy (b) LBF (c) SMAC

Figure 3: Environments used in our experiments. The toy iterative matrix game is proposed by Han
et al. (2022). We use md2x12-4p-3f-dor LBF and mapim vs 3nfor SMAC.

Environments. To validate the ef cacy of our proposed approach, we conducted experiments on
three benchmark cooperative MARL environments, as shown in Fig. 7. Environments include a toy
iterative matrix game proposed by (Han et al., 2022), rewarding XNOR or XOR actions at different
state,12x12-4p-3f-aof Level-Based Foraging (LBF) (Papoudakis et al., 2020) amdvs 3nof

the StarCraft Multi-agent Challenge (SMAC) (Samvelyan et al., 2019), which reddreitothe
presence of an adversary.

Baselines.Our comparative study includes MADDPG (Lowe et al., 2017), M3DDPG (Li et al.,
2019), MAPPO (Yu et al., 2021), RMAAC He et al. (2028 anterobust MAPPO (EAR-MAPPO),

a MAPPO variant of (Phan et al., 2020; Zhang et al., 2020c) that constdeanteequilibrium,

which is also an ablation of our approach without belief. We dubbed our methisderimrobust
MAPPO (EIR-MAPPOQO) and add an ideal case which grants access to true type, labelled “True
Type”. It's worth noting that we couldn't directly adapt M3DDPG onto the MAPPO framework
due to its reliance o(s;a), a component not compatible with MAPPO's usevdfs) as a critic.

More experiment details are given in Appendix. C. For fair comparison, all methods use the same
codebase, network structure and hyperparameters. Code and demo videos avdiltipte at
/lgithub.com/DIG-Beihang/EIR-MAPPO

Evaluation protocol. In each environment witN cooperative agents, the robust policy was trained
using ve random seeds. Attack results were compiled by launching attacks on each\bfidents
using the same ve seeds, yielding a totalof N attacks per environment. We plot all results with
95% con dence interval.

Evaluated attacks.We consider four types of threats. (1) Non-oblivious adversaries (Gleave et al.,
2019): we x the trained policy and deployed a zero-sum, worst-case adversarial policy to attack each
agents separately. (2) Random agents: an agent perform random actions from a uniform distribution,
possibly via hardware or software failure (labelled as “random”). (3) Noisy observations: we add
*1 bounded adversarial noise (Lin et al., 2020) with perturbation buddz{s0:2; 0:5; 1:0g to the
observation of an agent (denoted as="). (4) Transferred adversaries: attackers initially train a
policy on a surrogate algorithm, then directly transfer the attack to target other algorithms.

4,1 ROBUSTNESSOVER NON-OBLIVIOUS ATTACKS

We rst evaluate our performance under the most arduous non-oblivious attack, where an adversary
can manipulate any agent in cooperative tasks and execute arbitrary learned worst-case policy.
The cooperation and attack performance on three environments are given in Fig. 4. Across all
environments, our EIR-MAPPO consistently delivers robust performance close to the maximum
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Figure 4: Cooperative and robust performance on three c-MARL environments. EIR-MAPPO
achieves higher robust performance against non-oblivious adversaries and have cooperative perfor-
mance on par with baselines. Reported on 5 seeds for cooperati@n aNdattacks.

reward achievable in each environment under attack (50 for Toy, 1.0 for LBF, 20 for SMAC),
outperforming baselines by large margins and displays robustness equalling th&rigedi/pe
defense. Concurrently, EIR-MAPPO maintains cooperative performance on par with MAPPO.

(a) MADDPG/M3DDPG  (b) MAPPO/RMAAC (c) EAR-MAPPO (d) EIR-MAPPO

Figure 5: Agent behaviors under attack. Red square indicates the adversary agent. Existing methods
are either swayed, having unfocused re or perform bad kiting. In contrast, our EIR-MAPPO learns
kiting and focused re simultaneously, under the presence of a worst-case adversary.

As illustrated in Fig. 5, a detailed examination of each method's behaviour under attack enriches
our comprehension of robustness, with adversaries marked by a red square. First, MADDPG and
M3DDPG can be easily swayed by adversaries. In Fig. 5a, a downward-moving adversary easily
diverts two victims from the battle, resulting in a single victim facing three opponents. As for MAPPO
and RMAAC, agents fail to master useful micromanagement strategies, such as kiting or focused re
during combalt Consequently, the agent do not exihibit any cooperation skills under attack and are
not skillful enough to win the game. As for EAR-MAPPO, agents occasionally demonstrate kiting
but fall short in executing focused re. They spread re over two enemies instead of concentrating
re on one. Furthermore, even successful kiting can be compromised. In Fig. 5c, the adversary
advances, causing two half-health agents to mistakenly believe that an ally is coming to its aid, and
thus retreats to kite the enemy. This, however, leaves another low-health ally vulnerable to enemy re
and immediately being eliminated. Finally, we nd that both EIR-MAPPO &ng Typedemonstrate
focused re and kiting, proving resistant to adversarial agents. lllustrated in Fig. 5d, two low-health
agents retreat to avoid being eliminated, while an agent with high health advances to shield its allies,
showcasing classic kiting behaviour. Moreover, allies coordinate to eliminate enemies, leaving one
enemy nearly unscathed and another at half health.

4.2 ROBUSTNESSOVER VARIOUS TYPE OFATTACKS

Apart from the worst-case oblivious adversary, c-MARL can encounter various uncertainties in real
world, ranging from allies taking random actions, having uncertainties in observations, or a transferred

!Micromanagements are granular control strategies for agents to win in StarCraft Il (Samvelyan et al., 2019).
Kiting enables agents to evade enemy re by stepping outside the enemy's attack range, thereby compelling the
enemy to give chase rather than attack; focused re requires taking enemies down one after another.
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