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ABSTRACT

Recent attempts at image steganography make use of advances in deep learn-
ing to train an encoder-decoder network pair to hide and retrieve secret mes-
sages in images. These methods are able to hide large amounts of data, but they
also incur high decoding error rates (around 20%). In this paper, we propose
a novel algorithm for steganography that takes advantage of the fact that neural
networks are sensitive to tiny perturbations. Our method, Fixed Neural Network
Steganography (FNNS), yields significantly lower error rates when compared to
prior state-of-the-art methods and achieves 0% error reliably for hiding up to 3
bits per pixel (bpp) of secret information in images. FNNS also successfully
evades existing statistical steganalysis systems and can be modified to evade neu-
ral steganalysis systems as well. Recovering every bit correctly, up to 3 bpp,
enables novel applications that requires encryption. We introduce one specific use
case for facilitating anonymized and safe image sharing. Our code is available at
https://github.com/varshakishore/FNNS.

1 INTRODUCTION

Image steganography aims to hide a secret digital message within a cover image (
) — ideally, through minimal alterations, such that only intended recipients are aware of the
hidden secret. Steganography has been widely used in applications such as watermarking (
, ), copyright certification (Lu, ) and private information storage ( ,
). Classic steganography tools use pixel statistics to hide information in images (
). Secret messages hidden with these methods can be recovered with 0% error, but to evade de-
tection by steganalysis tools, they can only hide up to 0.5 bits per pixel (bpp) of information (

; , ). Encouraged by data-driven deep learning
techmques recent methods propose trammg deep encoder-decoder networks to hide and recover up
to 6 bpp of information in images (

, ). These methods do achleve higher bpp rates but they also result in
h1gher error rates for the retrieved messages ( ,

Many applications have low error rate requirements for the steganography algorithm. In some sce-
narios, the hidden message has no redundancy for error correction, and there is zero tolerance for
even a single incorrectly recovered bit. For example, if the secret message is encrypted, it will be a
random bit string that must be recovered with zero error for successful decryption. In this paper, we
propose a novel approach for image steganography that aims to simultaneously and reliably achieve
high steganographic capacity and low error rates. Notably, we achieve 0.0% error when encoding
up to 3 bpp of information. We make no assumptions on the secret message and allow it to be any
arbitrary bit string. We show that our method can be used with randomly initialized neural networks
or in conjunction with pre-trained networks.

Unlike previous steganography methods that train deep networks to hide and recover messages in
a specific dataset ( s ; s ; , ), our method is based upon
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a very different approach, which originated in the contexadfersarial attackon neural net-

works ( ) ). Adversarial attacks are based on the key insight that deep neural
networks are highly sensitive to small changes to the input. An adversary can therefore manipulate
an image with imperceptible perturbations to in uence the prediction of a neural network that uses
this image as input. The last eight years have witnessed an outpouring of analysis ( ,

) l 1 ’ l ’ ’ ’ ’ ’

, ; ) and methods ( , ; , ;

; , ) to understand
and create adversarlal perturbatlons Notably, it is falr to say that vulnerablllty to adversarial attacks
is generally considered inevitable in most settings ( , ) and frustratingly hard to
defend against ( , ), especially when the target network
architecture is known to the adversary (WhICh is generally referredwhis-boxsetting).

Adversarial attacks are typically considered a nuisance, or a limitation of machine learning. How-
ever, in this paper we utilize their persistence and reliability as a desired feature for what we refer
to asFixed Neural Network Steganography (FNNB)a nutshell, FNNS is based on the following
procedure (see Figure 1): We initialize a neural network (decoder) that takes as input an image and
produces suf cient binary outputs. Given a secret message and a cover image, the sender (Alice)
perturbs the original image in a fashion similar to adversarial perturbations (

However, instead of targeting a single prediction bit (e.g. the classi cation of an image), the sender
manipulates thousands or even millions of output bits simultaneously. The intended recipient (Bob)
can use the same decoder network and recover the hidden message.

We show that FNNS reliably yields 0% error rate for hiding up to 3 bpp of information and
lower error rates than current state-of-the-art methods for higher bit rates on multiple datasets.
FNNS can also be used in conjunction with existing trained encoder-decoder methods (like
SteganoGAN ( )) to further reduce the error rates obtained by the trained meth-
ods. Addltlonally, we show that FNNS evades eX|st|ng statistical steganalysis methods ( ,
, ) and can be made
reS|stant to JPEG compressmn ( , ) for low bpp Finally, we introduce an example appli-
cation of error-free steganography for anonymized image sharing: We replace faces in images with
GAN generated substitutes that contain the original faces encrypted and hidden through FNNS —
ensuring that only intended recipients (with the secret key) can recover the original images.

2 REeLATED WORK

Statistical image steganography methods ( , ) typically pre-date the use of neural
networks. Least-Signi cant Bit (LSB) methods modify lower-order blts of each pixel to encode a
secret message ( ,

). AIthough compellingly simple and Iossless these methods are easHy detectable (

, ) and often lack robustness (

) Many statrstlcal image steganography methods were proposed to evade detection by such
steganalysis algorithms. Highly Undetectable Steganography (HUGO)( , ), is one
such method, that uses hand crafted features to measure distortion caused by modifying pixels and
modi es pixels that cause the least amount of distortion. Wavelet Obtained Weights (WOW) (

, ) uses directional high-pass Iters to nd regions of the cover image with high
texture and penalizes changes in low-textured regions. S-UNIWARD ( , ) is similar
to WOW but is designed to work with non-spatial domains (e.g. the frequency domain). The main
limitation of statistical methods is that the number of bits they encode is relatively |dvy bpp).

Deep learning image steganography methods have recently ach|eved impressive results in terms

of bpp rates ( ). In gen-
eral, they mostly share a S|m|Iar p|peI|ne that can be trained end to- end An encoder network takes
as input a cover image and a message that should be concealed within the image. From these in-
puts it generates a steganographic image that has hidden information but is visually similar to the
cover image. A subsequent decoder network recovers the hidden message from the steganographic
image. Multiple loss functions ensure that 1) the generated image is close to the original one; 2)
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the decoder's output matches the secret message. ( )'s HiddenNet pioneered such an
encoder-decoder pipeline, and their HiddenNet could hide up to 0.2 bpp with an error t8te® of
SteganoGAN ( ) uses a slightly different encoder-decoder architecture and intro-
duces an additional critic network that ensures the produced images look realistic, i.e. like a natural
image. The authors show experiments of hiding up to 6 bpp of information with an error rate of 5-
30% (depending on how many bits are hidden). In a similar vein, AdvSGAN ( , ) hides

up to 1 bpp by learning an image steganography scheme that plays an adversarial game between a
restricted neural coder and a critic. Deep Steganography ( , ), ISGAN ( , ),
Attention Based Data Hiding (Yu, ), Universal Deep Hiding ( ) and End-to-
end CNN for Image Steganography ( , ) use similar encoder-decoder architectures
to hide and recover structured images instead of random bits. These methods assume the secret
message is an image, which allows them to learn image priors that aid in hiding the secret image.
Invertible networks have also been explored to hide images within images (

). Despite handling a large number of bits, these end-to-end neural approaches also share a set
of disadvantages: 1) the error rate for the recovered messages is very high, 2) they assume access to
hundreds or even thousands of training images from the target domain to train encoder and decoder
pairs, and 3) there is little recourse if the model produces an image with high error rate or distortions.
There are also methods that have explored hiding messages in phyS|caI photographs (

, ; , ), but our work focuses on digital images.

Imperceptible image perturbations. Adversarial examples ( , ) are inputs
to machine learning models that an attacker has mtentlonally designed to cause the model to make a
mlstake Many approaches( ;

, ; , ) try to construct adversanal examples by perturblng
|mage pixels. ( ) propose a systematic algorithm for computing univer-
sal perturbations that many deep neural networks are highly vulnerable to. ( ) propose
a differential evolution method to generate low-dimensional one-pixel adversarial perturbations that
change the output of a classi cation network. ( ) create adversarial examples
that are robust to af ne image transformations, noises, and other distortions. Projected gradient de-
scent (PGD) ( , ) is one of the most widely used algorithms to generate adversarial
examples by adding small perturbations to the input. This method iteratively updates the input with
gradient descent until a desired output is obtained. The input is projected, or more precisely clipped
to be within[ ; ] at the end of every step. This precaution ensures that the perturbations stay
reasonably small for all pixels and remain imperceptible. ( ) propose performing
stenography by nding perturbations using PGD with a classi cation network. However, the amount
of information they are able to hide is low and they need multiple images to hide long messages.

3 FIXED NEURAL NETWORK STEGANOGRAPHY

Setting. LetX 2 [0;1]" W 3 be an RGB color image with height and widthW . Further, let
M 2f0;1g" W P be amessage that we are trying to conceXl irwhereD speci es the number
of bits we need to hide per pixélWe assume there are two parties involved —gbeder, Alice,

who hidesM in X , creatingX™; and thereceiver, Bob, who extract® out of X. Given a decoder
networkF : [0;1]F W 231 [0;1]" W D ourgoalis to generate a perturbed imagewhich is
close toX (according to metrics speci ed in the subsequent section) suclirf¥at) =

Encoding and Decoding. In order to generate imag€, we use an approach similar to adversarial
perturbations ( , ). Given the cover imAgand the ground truth messalye, the
sender (Alice) solves the following optimization problem over the perturbed ildage

rr;(in rl\/l ‘logF (X)i + r(l{z M );log(1 F(X))i:
Lece (1)
s.tkX  Xk; and0 X 1;

whereh i denotes inner-product acrossidll W D dimensions and the objective function is the
binary cross entropy (BCE) loss. The rst of the two linear constraints enforces that the maximum

'For convenience we assume the message is of léhgthV D In practice, if the message length is not
a multiple ofH W we can simply ignore the unused output bits during optimization.
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Figure 1. FNNS work ow: Alice (sender) encodes the mesddginto imageX™ such thaf (X)) =
M ; Bob (receiver) decodes the message with the same deEoddice generates perturbed image

X by using the gradient from the loss between the decoder oBbtpXIt) and secret messadé .

Algorithm 1 Adversarial Attack for Message hiding
1: Inputs: decoder network, cover imageX , secret messagd
2: Hyper-parameters: learning rate 0, perturbation bound > 0, optimization steps > O,
max L-BFGS iteration& > 0

3 X X

4: for n iterationsdo

5: X = LBFGS (F(X);M ;Lgcg; k) . Takek steps to optimizé& gce(F (X7); M ).
6 clip fX Xg . Clip pixel value changes exceeding.
7 X cIipéfX + g . Clip pixel values td0; 1].
8: return X

perturbation does not exceed a value @ind stays imperceptible. The second constraint enforces
that the perturbed imag(, is a well-de ned image, with pixel values ranging witH 1].

Our optimization algorithm is outlined in Algorithm 1, wheebp3(x) = max(min( x; 1); 0). We

use the unconstrained L-BFGS ( , ) algorithm to optimize the objective with respect to
X . We used L-BFGS because it keeps track of second order gradient statistics and results in faster
optimization. To ensure that the constraints are not violated, we project the solution back into the
feasible region aftek steps. We assume that the recipient (Bob) has access to the same retwork

as the sender (Alice). He can then recover the concealed mddsdnecomputing- (X7).

Decoder weights and initialization. Our encoding procedure optimizes the imagelirectly and
considers the weights &f xed throughout. This gives us the freedom to explore multiple ways to
initialize X~ and to obtain weights for the decoder yielding three distinct variants of our method:

1) FNNS-R:F is arandomnetwork andX is initialized to be the cover imagé . When a random
network is used, the sender and the receiver only need to share the architecture of the decoder
network and the random seed used to initialize its weights; the actual weights of the network do not
have to be shared. Additionally, if the image quality of the perturbed image is low, a different random
decoder can easily be initialized with a new random seed and the optimization can be repeated.

2) FNNS-DE: Given a trained encoder-decoder pair (from any of the prior neural work mentioned in
section 2), we can de n€& to be thepre-traineddecoder and initialize&™ asEnc(X ;M ), where

Enc is the trained encoder that is paired with the decdteiVith this initialization, a part of the
messageéM is already encoded intd such thatF(X") M . As a result, the optimization is

much faster. However, the encoding step sometimes deteriorates image quality, and it is hard for the
optimization algorithm to “recover” in terms of quality in such cases.

3) FNNS-D: F is a pre-traineddecoder andX" is initialized to be the cover image . With a

trained decoder, messages can be hidden in images using both perturbations and by training weights
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Figure 2: Examples of cover and steganographic image pairs from MS-COCO and CelebA. In each
image FNNS-D is used to hide 4 bpp. (Zoom in for image details.)

conducive to hiding information in the images. As a result, the output image quality is better and
the optimization does not suffer from getting stuck in bad local optima.

Decoder architecture. Prior work on adversarial attacks has explored network designs that are

especiallyrobustto small perturbations ( , ). In contrast, for our decoder we want net-
work architectures that are particuladysceptiblen that regard. We develop our method based on
thebasicdecoder of SteganoGAN ( , ), a 4-layer convolutional neural network that

takesarH W 3 RGB image as input and outputs a bit strigy 1g™ W P (after rounding).

We choose SteganoGAN because it has been shown to achieve state-of-the-art performance for hid-
ing arbitrary messages in images. For our experiments, we set the pre-trained encoder and decoder
for FNNS-D and FNNS-DE, to be the trained SteganoGAN encoder and decoder. For the FNNS-R
random network we empirically explore many variations with different depths, widths, normaliza-
tion layers, and activation functions, and evaluate them w.r.t. bit error rates, PSNR, and SSIM.
Due to space constraints, we summarize our results in Appendix B. Throughout, we use 128 hidden
channels in FNNS-R and 32 in FNNS-D and FNNS-DE. This is because for trained SteganoGAN
models, increasing the number of hidden units leads to no signi cant improvements in accuracy or
image quality (see Appendix E), but slows down the optimization process.

3.1 EVALUATION METRICS

We use three popular metrics to evaluate our 1 X X h P
results. 1. The bit error rat™ > -0k MSE = ow Xij X

whereb edenotes rounding funct|on measures 1=1 0=l

how many bits are incorrectly recovered. 2PSNR =20log;p(maxx ) 10log,,(MSE)

Peak signal-to-noise ratio (PSNR) is a common (2 x w+C)R2 yx* )

metric used to measure image distortions beSSIM = (2Z+ 2+¢) 2+ 2Z+o0)

tween X and X and has been shown to be X x X x

correlated with human evaluation scores (Isoable 1: Metrics to evaluate image quality. Note
). 3. Structural Similarity Indexthatc;;c, are small stabilization constants.

(SSIM) is another metric used to measure the

similarity between two images. SSIM differs

from PSNR in that it tries to capture the change in structural information as opposed to considering

pixel-wise changes. PSNR and SSIM between two imagesndX™ with maximum possible pixel

valuemaxy , averages, -, standard deviation ~and co-variance, .. are de ned in Table 1.

4 STEGANOGRAPHYRESULTS ANDDISCUSSION

Experimental Setup We evaluate FNNS on three diverse datasets — a scenic image dataset
Div2k ( . ), a 2D object detection dataset MS-COCO ( , ) and

a human face dataset CelebA ( , ). For each dataset, we use the provided test/validation
images (if unavailable, we use the rst 100 images in the dataset for validation). We randomly

2\We also explored the use of fully connected networks but found them to yield far higher error rates, while
being slower to be optimize and requiring larger amounts of memory.



