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ABSTRACT

Federated learning has quickly gained popularity with its promises of increased
user privacy and efficiency. Previous works have shown that federated gradient
updates contain information that can be used to approximately recover user data
in some situations. These previous attacks on user privacy have been limited in
scope and do not scale to gradient updates aggregated over even a handful of data
points, leaving some to conclude that data privacy is still intact for realistic training
regimes. In this work, we introduce a new threat model based on minimal but
malicious modifications of the shared model architecture which enable the server
to directly obtain a verbatim copy of user data from gradient updates without
solving difficult inverse problems. Even user data aggregated over large batches —
where previous methods fail to extract meaningful content — can be reconstructed
by these minimally modified models.

1 INTRODUCTION

Federated learning (Konecny et al| 2015), also known as collaborative learning (Shokri &
Shmatikov, [2015)), is a mechanism for training machine learning models in a distributed fashion
on multiple user devices. In the simplest setting, a central server sends out model states to a group
of users, who compute an update to the model based on their local data. These updates are then
returned to the server, aggregated, and used to train the model. Over multiple rounds, this protocol
can train a machine learning model, distributed over all users, without exchanging local data — only
model updates are exchanged. Two central goals of federated learning are to improve training effi-
ciency by decreasing communication overhead and to side-step issues of user-level privacy and data
access rights that have become a focus of public attention in recent years (Veale et al.| [2018]).

Accordingly, many organizations, ranging from large tech companies (McMahan & Ramagel| 2017)
to medical institutions with especially strict privacy laws, such as hospitals (Jochems et al., |2016),
have utilized federated learning to train machine learning models. However, in practice, data pri-
vacy is not guaranteed in general, but is dependent on a large number of interdependent settings
and design choices specific to each federated learning system. In this work, we focus on the user
perspective of privacy, and we study federated learning systems in which the central server is not
able to directly view user data.

The key privacy concern for users is whether model updates reveal too much about the data on
which they were calculated. Although [Kairouz et al.| (2021)) discuss that “model updates are more
focused on the learning task at hand than is the raw data (i.e. they contain strictly no additional
information about the user, and typically significantly less, compared to the raw data)”, scenarios
can be constructed in which the model updates themselves can be inverted to recover their input user
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information (Wang et all, 2018; Melis etll., 2018). Simple knowledge of the shared model state
and model update can be suf cient for such an attack (Zhulet al.,| 2019; Geiping et al., 2020). These
inversion attacks are particularly fruitful if a user's model update is based on a single data point or
only a small batch. Accordingly, a strong defense against these attacks is aggregation. The user
only reports model updates aggregated over a signi cant number of local data points, and data from
multiple users can be combined with secure aggregation protocols (Bonawitz| et al., 2017) before
being passed to the server. This ability to aggregate user updates while maintaining their utility is
thought to be the main source of security in federated learning. Averaging raw local data in similar
amounts would make it unusable for training, but model updates can be effectively aggregated.

Previous inversion attacks typically focus on a threat model in which the server (server here is a
stand-in for any party with root access to the server or its incoming and outgoing communication) is
interested in uncovering user information by examining updates, but without modifying the feder-
ated learning protocol, a behavior also referred th@sest-but-curiousr semi-hones{Goldreich,

2009). In our case, where the party intending to recover useisitaserver, this “honest” scenario
appears contrived, as the server can modify its behavior to obtain private information. In this work,
we are thus interested in explicitipalicious servershat may modify the model architecture and
model parameters sent to the user.

We focus on scenarios in which an agent obtains data without making suspicious changes to the
client code or learning behavior. One scenario which enables this threat model involves recently in-
troduced APIs that allow organizations to train their own models using established federated learning
protocols|(Casdn, 2020). In this environment, a malicious API participant can change their model's

architecture and parameters but cannot force unsuspecting edge devices to send user data directly.

We introduce minimal changes to model architectures that enable servers to breach user privacy,
even in the face of large aggregations that have been previously deemed secure. These changes
induce a structured pattern in the model update, where parts of the update contain information only
about a xed subset of data points. The constituent data points can then be recovered exactly, while
evading existing aggregation defenses. For architectures that already contain large linear layers, the
attack even works directly, modifying only the parameters of these layers.

2 LIMITATIONS OF EXISTING ATTACK STRATEGIES

A range of possible attacks against privacy in federated learning have been proposed in recent liter-
ature. In the simplest case afalytic attacksPhong et al.|(2017b) were among the rst to discuss
that the input to a learnable af ne function can be directly computed from the gradient of its weights
and bias, and additional analysis of this case can be fouhd in Qian & Hansen (2020); Fan et al.
(2020), and in Sectign 3.2. However, analytic recovery of this kind only succeeds for a single data
point. For multiple data points, only the average of their inputs can be recovered, leading the attack
to fail in most realistic scenarios.

Recursive attackas proposed in Zhu & Blaschko (2021) can extend analytic attacks to models with
more than only linear layers - a construction also mentionéd in Fan ét al.|(2020). However, these
attacks still recover only the average of inputs in the best case. Improvemeénts in Pah et al. (2020)
transform linear layers with ReLU activations into systems of linear equations that allow for a degree
of recovery for batched inputs to these linear layers, although preceding convolutional layers still
have to be deconvolved by recursion or numerical inversion techniques.

Surprisingly,optimization-based attackarn out to be highly effective in inverting model updates.
Wang et al.[(2018) propose the direct recovery of input information in a setting where the users'
model update is the model parameter gradient averaged over local data. In a supervised learning
setting, we de ne this update liyand the loss function over this model bywith model parameters

and data pointéx;y) 2 [0; 1]" R™. The server can then attempt recovery by solving the gradient
matching problem of 2
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and solve this optimization objective using rst-order methods or any nonlinear equation solver.
Subsequent work in Zhu et fal. (2019); Zhao et|al. (2020)|and Wainakh et al. (2021) proposes so-
lutions that also handle recovery of targgtand variants of this objective are solved for example
in Geiping et al. (2020) with cosine similarity and improved optimization and in Jeon et al. (2021)
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with additional generative image priors. Reconstruction of input images can be further boosted by
additional regularizers as in Yin et al. (2021) and Qian et al. (2021).

Most attacks in the literature focus on the descrifeetS GDsetting (Koneny et al., 2015) in which

the users return gradient information to the server, but numerical attacks can also be performed
against local updates with multiple local steps Geiping et al. (2020), for example afgalAMG
(McMahan et al., 2017). In this work, we will discuss both update schemes, noting that gradient
aggregation in “time”, with multiple local update steps, is not fundamentally more secure than ag-
gregation over multiple data points. Previous attacks also focus signi cantly on learning scenarios
where the user data is comprised of images. This is an advantage to the attacker, given that im-
age data is highly structured, and a multitude of image priors are known and can be employed to
improve reconstruction. In contrast, data types with weaker structure, such as tabular data, do not
lend themselves to regularization based on strong priors, and we will show that our approach, on the
other hand, does not rely on such tricks, and is therefore more data-agnostic.

The central limitation of these attack mechanisms is the degradation of attack success when user
data is aggregated over even moderately large batches of data (either by the user themselves or by
secure aggregation). State-of-the-art attacks such as Yin et al. (2021) recovB@nty the user

data (given a charitable measure of recovery) on a batch sé#@fof a ResNet-50 (He et al., 2015)

model on ImageNet (ILSVRC2012 (Russakovsky et al., 2015)) with unlikely label collisions. The
rate of images that can be successfully recovered drops drastically with increased batch sizes. Even
without label collisions, large networks such as a ResNet-32-10 (Zagoruyko & Komodakis, 2016)
leak only a few samples for a batch size of 128 in Geiping et al. (2020). These attacks further
reconstruct only approximations to the actual user data which can fail to recover parts of the user
data or replace it with likely but unrelated information in the case of strong image priors.

Further, although all of the previous works nominally operate undédrcaest-but-curiouserver
model, they do often contain model adaptations on which reconstruction works especially well, such
as large vision models with large gradient vectors, models with many features (Wang et al., 2018;
Zhu & Blaschko, 2021), special activation functions (Zhu et al., 2019; Zhu & Blaschko, 2021),
wide models (Geiping et al., 2020), or models trained with representation learning (Yin et al., 2021;
Chen et al., 2020). These may be seematiciousmodels with architectural choices that breach
user privacy. In the same vein, we ask, what is the worst-case (but small) modi cation that can be
applied to a neural network to break privacy?

3 MODEL MODIFICATIONS

In this section, we detail an example of a small model modi cation that has a major effect on user
privacy, even allowing for the direct recovery of verbatim user data from model updates.

3.1 THREAT MODEL

We de ne two parties: the servé& and the usert). The server could be a tech company, a third

party app using a federated learning framework on a mobile platform, or an organization like a
hospital. The serve® de nes a model architecture and distributes parametéos this architecture

to the users, who compute local updates and return them to the server. The server cannot deviate
from standard federated learning protocol in ways beyond changes to model architecture (within
limits imposed by common ML frameworks) and model parameters. We measure the strength of a
malicious modi cation of the architecture using the number of additional parameters inserted into
the model. While it is clear that models with more parameters can leak more information, we will
see that clever attacks can have a disproportionate effect on attack success, compared to more benign
increases in parameter count, such as when model width is increased.

3.2 A SMPLE EXAMPLE

To motivate the introduction of malicious modi cations, we start with the simple case of a fully
connected layer. A forward pass on this layer is writteg asW x + bwhereW is a weight matrix,

bis a bias, and is the layer's input. As seen in Phong et al. (2017a); Qian & Hansen (2020); Fan
et al. (2020), when the parameters of the network are updated according to some objetti@i&'
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row of the update taV :

rWiL:C%y rwiyi:% X;
where we use the shorthahd= L (x; W; b). Similarly,
Q_Qaey_ @,

@b @y@b @y
So as long as there exists some ind&xth % 6 0, the single inpuk is recovered perfectly as:

a
@b

X=7r il

2
where denotes entry-wise division.

However, for batched inpuw, @I derivatives ar%summed over the batch dime natmd the same
computation can only recover |, r w, Lt t=1 @‘; from each row where [, @p 60,

which is merely proportional to a Imear combination of thes. However, data pointg; only

appear in the average%; is non-zero, a phenomenon also discussed in Sun et al. (2021 ha$

a sparse gradient, e.g. in a multinomial logistic regression, then this structured gradient weakens the
notion of averaging: Lex be a batch of data with unique labdls ::;n. In this settmg@‘ =

for alli 6 t, so that each rowactually recovers

“a, ta_a @
L@y ey ey ey

For a batch oh data points with unique labels, we could thus recover all data points exactly for
this multinomial logistic regression. We visualize this in Appendix Fig. 11 for ImageNet data Rus-
sakovsky et al. (2015) (image classi cation, 1000 classes), where we could technically recover up
to 1000 unique data points in the optimal case. However, this setup is impractical and suffers from
several signi cant problems:

®)

Xt =

* Averaging: Multiple image reconstruction as described above is only possible in the linear
setting, and with a logistic regression loss, a loss that depends on sparse logits is used.
Even in this restrictive setting, reconstruction fails as soon as labels are repeated in a user
update (which is the default case and outside the control of the server), especially if the
accumulation size of a user update is larger than the underlying label space of the data. In
this case, the server reconstructs élverageof repeated classes. In Appendix Fig. 11, we
see that in the worst-case scenario where all data points fall into the same class, each piece
of user data contributes to the gradient equally, resulting in a mashup reconstruction that
leaks little private information.

« Integration: As stated above, the naive reconstruction is only guaranteed to work only if
the linear (single-layer) model is a standalone model, and not within a larger network. If
the naive linear model was placed before another network, like a ResNet-18, then gradi-
ent entries for the linear layer contain elements averaged over all labels, as the combined
network ostensibly depends on each output of the linear layer.

» Scalability: on an industrial scale dataset like ImageNet, the naive logistic regression
model would require> 150M parameters to retrieve an image from each label, which
is of course far from any practical application.

3.3 IMPRINTING USERINFORMATION INTO MODEL UPDATES

Nonetheless, the perfect reconstruction afforded by the linear model remains an attractive feature. To
this end, we introduce thenprint moduleclass of modi cations which overcome the previously de-
scribed issues, while maintaining the superior reconstruction abilities of an analytic reconstruction
as described above. Further, the imprint module can be constructed from a combination of com-
monly used architectural features with maliciously modi ed parameters that can create structured
gradient entries for large volumes of data.
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The imprint module can be constructed with a single linear layer (with bias), together with a ReLU
activation. Formally, lefxjg.; = X 2 R" ™ be a batch of siza of user data, then a malicious
server can de ne an imprint module whose forward pass (on a single dataypiotks like

MX)=f(W x+b);

wheref is a standard ReLU nonlinearity. The crux of the imprint module lies in the construction of
W 2 RK ™ andb 2 RX. We denote thé" row (or channel) oV and the™ entry ofb asW'

andb , respectively. We then construat) so that

HW'; xi = h(x);
whereh is anylinear function of the data where the server can estimate the distribution of values
fh(x)gyp of this function on the user data distribution. For example, if the user data are images,
h could be average brightness, in which c8géis simply the row vector with entries identically
equal to%. In order to de ne the entries of the bias vector, we assume that the server knows some
information about the cumulative density function (CDF), assumed to be continuous for the quantity
measured byr. Note this attack doesot require the server to know the full distribution of user
data, but rather can estimate the distributiosaiescalar quantity associated with the user data (a
much easier task). In Appendix Fig. 5, we see this can be quite easy for a server, and can even be
done with a small amount of surrogate data. We also stress that the chbibew is not important
to our method. For the purpose of explanation, we will assume that the quantity measurésl by
distributed normally, with =0, =1. Then, the biases of the imprint module are determined by

P i
b = l(E)_ G

where 1! is the inverse of the standard Gaussian CDF. In plain language, we rst measure some
guantity, like brightness, with the matri%¢ . We duplicate this measurement along khehannels
(rows) of W . In the meantime, we creake“bins” for the data corresponding to intervals of equal
mass according to the CDF bf Then, the measurement for a given datapoint will land somewhere
in the distribution ot.

For example, consider the case when the brightness of some kpdgeds between two values:

of h(xt) G+1, and no other image in the same batch has brightness in this range. In this
situation, we say that; alone activates bih Then, if the image; is passed through the imprint
module, we have

Q@ Q@ xP xP
@ ey 7"

s=1 s=1
where imaged x;_g are images from the batch with brightnessc,. That is, the difference in
successive row§ | + 1 of the gradient entry foilW correspond to all elements with brightness
¢ h(x) ¢+ (inthis case, assumed to be just- see Appendix B for remark). This is because
all of x; [f Xi_g activate the non-linearity for layér since all these images have brightness,,
however, only imagekxsg have brightness ¢.1, so only these images activate the non-linearity
for layer| + 1. An interesting biproduct of this setup is that it would be dif cult even for hand
inspection of the parameters to reveal the inclusion of this module as the server could easily permute
the bins, and add random rowsWé which do not correspond to actual bins and only contribute to
model performance. The gradient does not directly contain user data, so that the leak is also dif cult
to nd by analyzing the gradient data and checking for matches with user data therein.

rwikr W|+1L

Xis = Xt; 4)

s s

How successful will this attack be? Recall the paramietds ned in the construction of the imprint
module. This corresponds to the number of bins the malicious server can create to reconstruct user
data. If abatchof data is passed through the imprint module, depending on the batch sized

to calculate the update sent to the server, and number oflgitise server can expect several bins

to activate foronly one datapoint. And the corresponding entries of the gradient vector can be
appropriately combined, and inverted easily. The following result quanti es the user vulnerability

in terms of the number of imprint bink, and the amount of data, averaged in a given update.

Proposition 1. If the server knows the CDF (assumed to be continuous) of some quantity associated
with user data that can be measured with a linear functionR™ ! R, then for a batch of size

and a number of imprint bink > n > 2, by using an appropriate combination of linear layer and
ReLU activation, the server can expect to exactly recover
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