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Abstract

Recent methods for auditing the privacy of machine learning algorithms have
improved computational efficiency by simultaneously intervening on multiple
training examples in a single training run. Steinke et al. [[1]] prove that one-run
auditing indeed lower bounds the true privacy parameter of the audited algorithm,
and give impressive empirical results. Their work leaves open the question of
how precisely one-run auditing can uncover the true privacy parameter of an
algorithm, and how that precision depends on the audited algorithm. In this work,
we characterize the maximum achievable efficacy of one-run auditing and show
that the key barrier to its efficacy is interference between the observable effects of
different data elements. We present new conceptual approaches to minimize this
barrier, towards improving the performance of one-run auditing of real machine
learning algorithms.

1 Introduction

Differential privacy (DP) is increasingly deployed to protect the privacy of training data, including
in large-scale industry machine learning settings. As DP provides a theoretical guarantee about the
worst-case behavior of a machine learning algorithm, any DP algorithm should be accompanied by a
proof of an upper bound on its privacy parameters. However, such upper bounds can be quite loose.
Worse, analyses and deployments of differential privacy can contain bugs that render those privacy
upper bounds incorrect. As a result, there is growing interest in privacy auditing methods that can
provide empirical lower bounds on an algorithm’s privacy parameters. Such lower bounds can help
detect whether the upper bounds in proofs are unnecessarily loose, or whether there are analysis or
implementation errors that render those bounds incorrect.

Differential privacy constrains how much a change in one training point is allowed to affect the
resulting distribution over outputs (e.g., trained models). Hence, one natural approach to auditing
DP, which we term “classic auditing,” simply picks a pair of training datasets that differ in one entry
and runs the learning algorithm over each of them repeatedly in order to discover differences in the
induced output distributions. Estimating these distributions reasonably well (and hence obtaining
meaningful lower bounds on the privacy parameters) requires hundreds or thousands of runs of the
learning algorithm, which may not be practical. In response, there has been increasing interest in
more computationally feasible auditing approaches that change multiple entries of the training data
simultaneously. In particular, Steinke et al. [1]] study privacy auditing with one training run (one-run
auditing) and show impressive empirical results on DP-SGD.

Classic auditing is not only valid (informally: with high probability, the lower bounds on the privacy
parameters it returns are indeed no higher than the true privacy parameters); it is also asymptotically
tight (informally: there exists a pair of training datasets such that, if auditing is run for enough
rounds, the resulting lower bounds approach the true privacy parameters). Steinke et al. [[1]] show that
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one-run auditing (ORA) is also valid, but their work leaves open the question of how close ORA’s
lower bounds are to the true privacy parameters, and what aspects of the audited algorithm determine
how tightly it can be audited in one run. We explore these questions in this work. Steinke et al. [1]
empirically demonstrate that one-run auditing of specific algorithms seems to not be asymptotically
tight. Indeed, our work confirms this suspicion.

We study guessing-based auditing frameworks, where a lack of privacy is demonstrated by a guesser’s
ability to correctly guess, based on an algorithm’s output, which input training points (from a set of
known options) generated the output. As such, we are interested in the efficacy of auditors (informally,
their expected ratio of correct guesses to guesses overall) as a measure of their ability to uncover
an algorithm’s true privacy parameters. Auditors are allowed to abstain from guessing about some
points. We study auditors both with and without abstentions to pinpoint the role of abstentions.

The performance of all auditing methods is influenced by the choice of the auditing datasets and the
guessing method, and sub-optimal choices lead to loose lower bounds. We focus on the inherent
limitations of ORA, even under optimal choice of these parameters.

We focus on auditing pure £-DP. Steinke et al. [[]] also study auditing approximate (£, ¢)-DP (bounding
g, given some ). We choose this simpler setting to zoom in on the fundamental limitations of ORA
that appear even when § = 0; we expect our findings to remain relevant for approximate DP. In the
common regime where 4 is very small, the observed behavior of an approximate DP algorithm is
very similar to a pure DP counterpart with a similar 6[] and in particular the efficacy of an auditor for
the approximate DP algorithm is very similar to that for its pure counterpart. Moreover, observed
high privacy loss of an approximate DP algorithm could result from the J-tail of the privacy loss
distribution, weakening the bounds on ¢ that an approximate DP auditor can infer. Thus, auditing
approximate DP may only create an additional gap (compared to auditing pure DP) for all auditing
methods. Steinke et al. [[1} Section 7] discuss this gap for ORA and explore it empirically (Section 7).

1.1 Our Contributions

In Section[d, we show that ORA’s efficacy is fundamentally limited—there are three fundamental
gaps between what it can discover and the true privacy parameters, which we illustrate by three simple
algorithms. ORA fails to detect the true privacy parameters if: (1) the algorithm provides poor privacy
to a small subset of the input elements, (2) the algorithm only rarely produces outputs that significantly
degrade privacy, or (3) the algorithm’s output inextricably mixes multiple input elements, making it
difficult to isolate individual effects when multiple elements are being audited simultaneously. In
Theorem [5.2] we give a characterization of the optimal efficacy of ORA, formalizing the three gaps
and showing that they are exactly the gaps of ORA. In Theorem[5.3|we use this result to characterize
the algorithms for which ORA is asymptotically tight. These are the algorithms that sufficiently often
realize their worst-case privacy loss in a way that can be isolated per training point. In addition, we
show parallel characterizations of optimal efficacy and asymptotic tightness for guessers that are
required to guess for every element, clarifying the role of abstention (see Theorems and[C.10).

In Section E] we explore, both theoretically and empiricallyE] auditing of the most important DP
algorithm for learning, DP-SGD, as a case study of ORA. While versions of gaps (1) and (2) exist for
DP-SGD, gap (3)—which we refer to as the interference gap—in particular still looms large. We
explore the common approach to mitigate this gap and two new conceptual approaches we propose,
including a new adaptive variant of ORA, to further mitigate it and improve one-run auditing.

1.2 Related Work

Privacy auditing is often applied to privacy-preserving machine learning algorithms using membership
inference attacks [3], where differences in the induced distributions over outputs under differing
training data enable an auditor to guess some of the training points [3H5]]. Jagielski et al. [6] suggest
a membership inference attack that is based on the loss of the model on the element. Nasr et al. [7]]

"Kasiviswanathan and Smith [2]] state and prove such a claim formally (Lemma 3.3, Part 2) (note that the
journal version had a typo in the claim, which was corrected in the arXiv version). The lemma is stated for a
pure counterpart with privacy level of 2¢, but can be extended to arbitrary privacy level > ¢ with a different
blow-up term in 4.

2Code for running the experiments is available at https://github.com/amitkeinani/
exploring-one-run-auditing-of-dp.
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suggest exploiting the gradients from the training process to conduct stronger attacks. Jagielski et al.
[6] introduce such methods to lower-bound the privacy level of an algorithm, and demonstrate it for
DP-SGD [8]. This method achieves asymptotically tight bounds when equipped with optimal datasets
and attacks, but is computationally burdensome.

Malek Esmaeili et al. [9] suggest a significantly more efficient auditing method that conducts a mem-
bership inference attack on multiple examples simultaneously in a single run of the algorithm, later
evaluated more rigorously by Zanella-Beguelin et al. [[10]. Steinke et al. [1]] prove that this method
is valid. They show that this method produces asymptotically tight bounds for local randomized
response, and suggest it may be inherently limited for other algorithms.

Some works use the notion of f-DP (a generalization of differential privacy) for tighter auditing [[7, [11].
In a contemporaneous work, Xiang et al. [12] also develop an f-DP-based method for auditing in one
run which uses an information-theoretic perspective. Their work also takes note of the interference
gap that we study (we have adapted their term “interference”), but does not provide the complete
characterization of the gaps of ORA or ways to handle this gap as we do.

2 Preliminaries

We study the auditing of algorithms that operate on ordered datasets consisting of n elements from
some universe X E] Given a randomized algorithm M : X™ — O, any dataset D induces a distribution
over outputs M (D) of the algorithm. Differential privacy [[13] bounds the max-divergence (see
Deﬁnition between output distributions induced by neighboring datasets; datasets D, D’ € X™
are neighboring if [{i € [n] : D; # D;}| < 1. In this case, we write D ~ D",

Definition 2.1 (Differential Privacy (DP) [13]]). The differential privacy level of a randomized
algorithm M : X" — Oise(M):= sup Dy (M(D)||M(D")). M is e-differentially private

D~D'eXxn

if its privacy level is bounded by ¢, that is, if e(M) <e.

For simplicity, we focus our analysis on algorithms for which the supremum is a maximumf_r] ie.,
there exist D ~ D’ € X™ such that D (M (D)||M(D")) = e(M).

One-run auditing (1] bounds the privacy level of a given algorithm according to the success in a
guessing game. The one-run auditor (see Algorithm [I)) gets oracle access to an algorithm M : X™ —
O to audit, and takes as input a pair vector and a guesser that define its strategy. The pair vector
Z = (1,91, ey TnyYn) € X s a pair of options for each entry of the dataset on which we will
audit M P|and the guesser G : O — {—1,0,1}™ is a function that defines how the auditor makes
guesses based on the algorithm’s output.

The one-run auditor runs a game in which it samples a random vector S € {—1, 1}" uniformly, and
uses it to choose one element from each pair in Z to define the dataset D. Then, it feeds D to M to
get an output o. Based on the output o, the auditor uses the guesser G to output a vector of guesses 7'
for the random bits of S, where T; is the guess for the value of .S; and a value T; = 0 is interpreted
as an abstention from guessing the ith element. The auditor outputs a pair of numbers (v, 7): the
number of correct guesses (that is, the number of indexes in which the guesses in 7" are equal to the
random bits in S: v := |{i € [n] : T; = S;}|) and the number of taken guesses (that is, the number
of non-zero indexes r := |{i € [n] : T; # O}Hﬂ When the algorithm to audit and the strategy are
clear from context, we denote the random variables for (v, r) as (V;,, Ry,).

Steinke et al. [[1]] prove that these two counts yield a lower bound with confidence level 1 — S on the
true privacy level (M) of e} (v,7) := sup({e € R* : Pr[Bin(r,p(¢)) > v] < B}), where p is the

standard logistic function p (x) := % (extended with p (—o0) := 0 and p (o0) := 1).

3Notice that algorithms over ordered datasets are more general than algorithms over unordered datasets.

“Notice that even if the supremum is not achieved for M, for every a > 0, there exist D ~ D’ € X" such
that Doo (M (D)||M(D")) > (M) — a, and hence this assumption does not weaken our results.

SSteinke et al. [T]] focus on the ORA variant where Z is a vector of elements to include or exclude, while we
consider the variant where Z is a vector of pairs of options (this allows the analysis of algorithms over ordered
datasets which are more general than algorithms over unordered datasets; our results naturally extend to the
other variant). In Steinke et al. [1]], the adversary can choose to fix some rows (to allow simultaneously auditing
and training on real data); our analysis covers this option by considering the fixed rows as part of the algorithm.

5We assume that r > 0 because an auditor cannot benefit from not making any guesses.



3 Problem Setting

In this section, we lay the formal foundation for analyzing the efficacy and tightness of ORA.
Appendix [A] extends this to general guessing-based audit methods.

We say that ORA is asymptotically tight for an algorithm if there exists a strategy such that the
number of taken guesses approaches oo and the bounds approach the privacy level of the algorithm.

Definition 3.1 (ORA Asymptotic Tightness). ORA is asymptotically tight for a randomized algorithm

n—oQ

M : X* — O if there exists a strategy {(Z,,, G») }nen with unlimited guesses, i.e., R, _r, ooI

such that for every confidence level 0 < 1 — 8 < 1, ei3(Vp, Ry) ﬁ e(M), where (M) is the
differential privacy level of M E]

The counts (v, 7) also yield a privacy level estimation p~! (%) For every n € N, the lower bound on
the privacy level is a lower bound on the privacy estimation with the required confidence interval.
Thus, the accuracy determines the lower bound, up to the effect of the statistical correction that
decreases as the number of taken guesses increases. Notice that if the accuracy converges to some
value a, the resulting bounds converge to p~! (a). Hence, we define the efficacy of ORA using the
expected accuracy.

Definition 3.2 (ORA Efficacy). The efficacy of ORA with a pair vector Z, a guesser G, and number

of elements n € N with respect to a randomized algorithm M is Eyy 7z gn := E [g—"} .

We show that asymptotic tightness can be characterized as optimal asymptotic efficacy.

Lemma 3.3 (ORA Asymptotic Tightness and Efficacy). ORA is asymptotically tight for a randomized
algorithm M : X* — O if and only if there exists a sequence of adversary strategies {(Z,,, Gn) }nen
with unlimited guesses such that Enr 7 ¢.n —— p(e(M)) .

4 The Gaps

In this section, we show that ORA is not asymptotically tight for certain algorithms; that is, even
with an optimal adversary, the bounds it yields do not approach the algorithm’s true privacy level.
This is in contrast to classic auditing (Algorithm [2)), which is asymptotically tight for all algorithms

(Lemmal[A:T8).

We first consider local algorithms, which, as we will see, are amenable to ORA by analogy to classic
auditing. Local algorithms operate at the element level without aggregating different elements.

Definition 4.1 (Local Algorithm). An algorithm M : X™ — O is local if there exists a sub-algorithm
M’ : X — O’ such that for every D € X", M(D) = (M'(D1), ..., M'(Dy,)).

Steinke et al. [[1]] prove asymptotic tightness of ORA for one e-DP algorithm (see Proposition [B.T)):
Definition 4.2 (Local Randomized Response (LRR) [14]). LRR. : {—1,1}* — {—1,1}* is alocal
algorithm whose sub-algorithm is randomized response: RR.(x) = T wp.p(e) .
—x wp.1—p(e)

When ORA is not asymptotically tight, the gap results from three key differences between the threat
model underlying the definition of differential privacy and the ORA setting. For each difference, we
give an example of an algorithm that is not differentially private (i.e., (M) = o) and therefore can
be tightly audited only if there exists an adversary whose efficacy approaches the perfect efficacy of
1. However, we show that for these algorithms, even with an optimal adversary, the efficacy of ORA
is close to the efficacy of random guessing. More details appear in Appendix [B]

. P, . - .
"The notation “———" refers to convergence in probability. For a random variable A, we say that A
n—oo

n—oo

converges in probability to co and denote A —L 5 o, if for every M € R, Pr[A > M] 1.
n—o0

8The definition requires only the existence of an adversary strategy for which the condition holds. We stress
that the adversary strategy may depend on the algorithm, and even on its privacy level. We use this definition
because we reason about the inherent limitations of ORA, even with the most powerful adversary.



(1) Non-worst-case privacy for elements (Proposition The differential privacy level is deter-
mined by the worst-case privacy loss of any database element. However, in order to guess frequently
enough, ORA may need to issue guesses on elements that experience non-worst-case privacy loss
with respect to the current output. Consider the Name and Shame algorithm (N AS) [15], which
randomly selects an element from its input dataset and outputs it. The optimal efficacy of ORA with
respect to N AS approaches 1/2 when its number of guesses must approach infinity, since the auditor
will need to issue guesses on many elements about which it received no information.

(2) Non-worst-case outputs (Proposition Differential privacy considers worst-case outputs,
whereas in ORA the algorithm is run only once, and the resulting output may not be worst-case in
terms of privacy. Consider the All or Nothing algorithm (AON,), which outputs its entire input
with some probability p and otherwise outputs null. The optimal efficacy of ORA with respect to
AON, is % + L. If p is small, the probability of “bad” events (in terms of privacy) is low, and hence
the efficacy gap of ORA with respect to AON,, is large. (Notice that this issue is inevitable in any
auditing method that runs the audited algorithm a limited number of times.)

(3) Interference (Proposition [B.9) If an algorithm’s output aggregates across multiple inputs, there is
interference between their effects, and any of them can be guessed well only using knowledge about
the others. Differential privacy protects against an adversary that has full knowledge of all inputs
except one, whereas in ORA the adversary may have little or no such information. Consider the XOR
algorithm, which takes binary input and outputs the XOR of the input bits. For every n > 2, the
optimal efficacy of ORA with respect to XOR is % This uncertainty of the adversary is inherent to
ORA, since the auditor first samples a database, and this sampling adds a layer of uncertainty.

To summarize: DP bounds the privacy loss of every element from any output against an adversary
with full knowledge. In contrast, ORA captures a more relaxed privacy notion that only protects the
average element from the typical output against an adversary with partial knowledge.

5 Efficacy and Asymptotic Tightness of ORA

In this section, we formally show that the gaps described in Section ] bound the efficacy of ORA. We
characterize the optimal efficacy of ORA and the conditions for the asymptotic tightness of ORA.

ORA is a Markovian process: The auditor samples a vector of bits S ~ U™ := Uniform ({—1,1}").
It then uses the fixed pair vector Z and S to define the dataset D = Z(.S), where Z is the mapping
from bit vectors to datasets that the pair vector Z induces. Next, it uses the algorithm M and D to get
the output O ~ M (D). Finally, it uses the guesser G and O to obtain the guess vector T = G(O).

For each pair of elements in the pair vector Z, guessing which element was sampled is a Bayesian
hypothesis testing problem, where there are two possible elements with equal prior probabilities,
and each induces an output distribution. The guesser receives an output and guesses from which
distribution it was sampled. By linearity of expectation, the efficacy is determined by the mean
success rate of the elements, so guessers that are optimal at the element level have optimal efficacy.

When considering guessers that do not abstain from guessing, since the prior is uniform, maximum
likelihood guessers are optimal. However, in ORA guessers are allowed to abstain from guessing,
so we also consider guessers that guess only if the likelihood crosses some threshold. We analyze
the efficacy of these guessers using the distributional privacy loss, which is the log-likelihood ratio
between the output distributions that the different elements induce. It measures the extent to which
an output o distinguishes between elements, extending the notion of the privacy loss [LL6] to account
for uncertainty about the dataset.

In the general setting of a randomized algorithm M : X™ — O and a product distribution © =

©1 X ... x O, over its domain X", the distributional privacy loss with respect to an index i € [n]

Pr [O=0|D;=x]
D~©,0~M(D)

P O=o0|D;=
DNC—),O:]\I(D)[ °l vl

we consider the algorithm My := M o Z : {—1,1}" — O that takes the sampled vector S as
input, selects elements based on Z, and runs M on the resulting dataset D (M o Z is a restriction
of M and hence (M) < e(M)), and the uniform distribution U™. We identify the distributional
privacy loss as the quantity that captures all sources of uncertainty in the ORA process, and use

and elements z,y € X is {31,0,i,0,y(0) == In ( ) . In the context of ORA,



[O=0|S;=—1]
[O=0[S:=1]

Pr
S~UM,0~M(Z(S))

the shorthand EM’ZJ‘(O) = é]WoZ,U",i,fl,l(O) = ln( ) . Maximum

T
S~U™,0~M(Z(S))
likelihood guessers first set a threshold 7 which might depend on o and make a decision only for
indexes where |¢,z ;(0)| > 7, in which case T; = sign(£M7Z7i(o))ﬂ

We show that the optimal efficacy of ORA can be characterized using a series of relaxations of

differential privacy that capture the efficacy gaps we discuss in Section[d} distributional differential

privacy (DDP) (based on noiseless privacy [[17]]), ep (M, ©) = sup Ur0,i,0,y(0)
0€0,i€[n],x,yeX

i

and average-element average-case distributional differential privacy (AE-AC-DDP),

n

1
- Z sup p (|0n1,0,i,2,4(0)])
n i—1 z,yeX

average-case distributional differential privacy (AC-DDP),

M. O) = E V4 im0
eac(M, ©) o Le[n?}igexp(l M,0,i2.y(0)])

eae-ac(M, ©) == o E(@)

DDP is a relaxation of DP to the case where the adversary knows only the distribution from which
the data is sampled, and is closely related to the interference gap. AC-DDP further relaxes DDP by
averaging over outputs; it relates to the non-worst-case outputs gap. AE-AC-DDP relaxes further
by averaging over elements; it relates to the non-worst-case privacy for elements gap. Notice that
in ORA, due to the binary domain X = {—1,1} and the anti-symmetry of the privacy loss, these
definitions can be simplified by considering £, z ; without taking the supremum over z,y € X.

5.1 Efficacy

We first consider ORA without abstentions; that is, the guesser must guess for every element. In this
setting, the guesser’s success rate is determined by the average distinguishability of an element in the
presence of uncertainty about the other elements, so AE-AC-DDP captures the optimal efficacy.

Theorem 5.1 (Optimal Efficacy Without Abstentions). For every algorithm M and a pair vector Z,

1) (2) (3)
By zn = €apac(Mz,U") < eac(Mz,U") < p(ep(Mz,U")) < p(e(Mz)),
where EY , ,, denotes the efficacy of the maximum likelihood guesser that takes all n guesses.

This shows that the gap between AE-AC-DDP and DP is precisely the combination of the three gaps
discussed in the previous section. Each inequality in the theorem statement corresponds to one of
them: (1) corresponds to the non-worst-case privacy for elements gap, (2) to the non-worst-case
outputs gap, and (3) to the interference gap.

In Appendix [C.I.1] we show that the optimal efficacy can be characterized using total-variation, in
contrast to the max-divergence that characterizes DP (see Proposition [C.4).

Abstentions allow the guesser to make only high-confidence guesses, rather than having to guess
about every example, increasing the efficacy. There is a tradeoff between the number of guesses
and the efficacy: issuing only the highest-confidence guesses increases efficacy but decreases the
statistical significance. To handle this tradeoff, we consider guessers that commit to guess at least
k guesses for some k € [n], and denote the optimal efficacy under this constraint by Bt zn - In
this case, the maximum likelihood guesser that first sorts the distributional privacy losses by absolute
value |¢p,z ;(0)| and sets 7 to be the kth largest is optimal.

We define a privacy notion which is similar to AE-AC-DDP, but averages only over the k elements
with the highest absolute value of the distributional privacy loss,

1
k
ereac(M,©):= E - su l iy (O ,
AE-ac( ) O~ (©) kie[%(o) x,yepxp“ M,0,i,2,y(0)])

“For simplicity, we assume the loss is computationally feasible, though this might be a source of an additional
gap in all auditing methods.

!0This is the definition for the discrete case. In the continuous case, we use the max-divergence.

p(z) = %, as defined in Section



where Ij(0) is the set of k indices with the highest absolute value of the distributional privacy loss
for an output o.

Theorem 5.2 (Optimal Efficacy). For every algorithm M and a pair vector Z,
* k n S n 2 n ®
B3t zng = €apac(Mz,U") < eac(Mz,U™) < p(ep(Mz,U™)) < p(e(Mz)),

This result formalizes the importance of abstentions—they mitigate the non-worst-case privacy for
elements gap, as they allow the efficacy to be determined only by the £ highest privacy losses.

We use these results to analyze ORA of key families of algorithms and calculate the optimal efficacy
for concrete algorithms. In Appendix [C.5] we analyze local algorithms and focus on the classic
Laplace noise addition mechanism, showing a significant auditing gap for ORA due to the non-
worst-case outputs gap (see Theorem [C.13]and Figure ). In Appendix [D.2.1] we analyze symmetric
algorithms and focus on counting queries, showing that the efficacy of ORA for such queries
approaches the efficacy of random guessing, due to a combination of the non-worst-case outputs gap
and the interference gap (see Proposition [D.2).

Figures|l|and [5|empirically demonstrate the effect of the ratio of issued guesses % on the auditing
results of the DP-SGD algorithm. The experimental setting is described in Section[6.2] As the
number of issued guesses increases, the efficacy and the closely related estimation of € (i.e., p~! (%))
decrease, as expected from Theorem [5.2] since the guesser is forced to guess in cases where it
is less confident. However, the statistically corrected bounds on ¢ illustrate the tradeoff: issuing

less-confident guesses decreases the efficacy but increases the statistical power.

5.2 Asymptotic Tightness

Next we use the efficacy characterization and Lemma3.3]to characterize the conditions for asymptotic
tightness.

In Appendix we focus on ORA without abstentions and characterize the algorithms for which
there is no efficacy gap and ORA is asymptotically tight. We show these are the algorithms that can
be post-processed to an algorithm that approaches Local Randomized Response (LRR) with their
privacy level, where by “approaches LRR” we mean that w.h.p. (over Z and M) the post-processed
output’s distribution is close to Randomized Response for nearly all elements (see Theorem [C.10).

When the guesser is allowed to abstain, it suffices that enough elements, for example a constant
fraction of them, are sufficiently exposed, and hence the guesser can accurately guess them. We
show that ORA is asymptotically tight for an algorithm if and only if the number of elements whose
distributional privacy loss is close to €(M) is unlimited.

Theorem 5.3 (Condition for Asymptotic Tightness of ORA). ORA is asymptotically tight for a
randomized algorithm M : X* — O and sequence of pair vectors {Z, € X*"},en if and only if
forevery &’ <e(M),

) P
i €n]: |z, >¢e} —— .
n—oo

As a corollary, ORA is asymptotically tight for all local algorithms (Definition4.T)). This also follows
from the asymptotic tightness of classic auditing (Algorithm 2] and Lemmal[A.I8§), by the observation
that one-run auditing of a local algorithm can simulate classic auditing of the sub-algorithm.

Corollary 5.4 (ORA is Asymptotically Tight for Local Algorithms). ORA is asymptotically tight
with respect to every local randomized algorithm M : X* — O.

Local algorithms process each element separately, eliminating the concern of interference, and thus
the distributional privacy loss equals the privacy loss of the sub-algorithm. Even if the sub-algorithm
has non-worst-case outputs when the number of elements increases, the number of elements that
experience worst-case outputs is unlimited. Hence, local algorithms do not suffer from the gaps, and
ORA is asymptotically tight for them.

We extend the analysis to partially-local algorithms operating separately on subsets of elements in
Appendix[D.2.2] where we use Theorem [5.3]to relate the auditing tightness to the algorithm’s “degree
of locality” (Theorem [D.5). The next section discusses a special case of this setting in the context of
DP-SGD.



6 DP-SGD: A Case Study of ORA and Mitigating Interference

In this section, we step beyond general characterization theorems to consider how well the workhorse
algorithm of private learning, DP-SGD, can be audited in one run. DP-SGD is presented in Ap-
pendix [D.1} it differs from traditional SGD by adding noise to the gradients computed at each update
after clipping their norm. We use it as a case study to illustrate our theoretical insights, focusing
on the interference gap (introduced in Section 4] and further explored in Section [3]), and propose
approaches to mitigate the gap.

We audit the DP-SGD algorithm in the white box access with gradient canaries threat model. This is
the strongest setting that Steinke et al. [[1]] consider, and thus the most interesting for revealing ORA’s
limitations. In this threat model, the adversary can insert arbitrary auditing gradients into the training
process and observe all intermediate models. Since using some “real” training examples alongside
the auditing examples would only decrease the performance of the auditing, we consider ORA where
all the examples are auditing examples, matching our definition of ORA. The auditing elements are n
d-dimensional vectors, each included or not according to S’ (equivalently, one element of each pair in
a pair vector is the zero vector). Each update step of DP-SGD is a noisy multi-dimensional sum of a
random batch of the auditing “gradients.”

The multi-dimensional sum aggregates the gradients, creating interference between them, which raises
a concern about how effectively ORA can audit DP-SGD. The Dirac canary attack, first introduced by
Nasr et al. [7]], is one possible response to this concern. The attack is an approach to ORA that limits
the number of auditing gradients to the dimension of the model, and sets each gradient to be zero in
all indices except its distinct coordinate, which it sets to the clipping radius. While the interference
between random gradients is already small in high dimensions, the Dirac canary approach completely
eliminates it, and with high enough dimension, it can allow for meaningful ORA of DP-SGD.

Prior to our work, it seems that the possibility that including multiple elements per coordinate could
be beneficial to ORA was overlooked. However, limiting the number of auditing elements to the
dimension of the model comes at a cost: it limits the number of elements experiencing high privacy
loss and thus the number of high-confidence guesses. This effect is especially severe if the dimension
is low or the probability of worst-case outputs is low. Our theoretical and empirical analyses below
show that assigning more than one element per coordinate can outperform ORA with only one
element per coordinate, by optimizing the tradeoff between the benefit of more potentially accurate
guesses and the added interference.

To further mitigate the effects of interference when assigning multiple elements per coordinate, in
Section [6.3| we propose Adaptive ORA (AORA), a new variant of ORA in which the guesser is
allowed to use the true value of the sampled bits from S that it has already guessed to better guess the
values of subsequent elements. We also show that this adaptivity has benefits, both theoretically and
empirically.

6.1 Theoretical Analysis

The adversary observes the intermediate model weights and knows the learning rate, so it can compute
the noisy gradient sum at each step. Since we take each gradient to be non-negative in a single
coordinate, auditing DP-SGD is equivalent to auditing a multi-iteration noisy version of an algorithm
we call Count-In-Sets, on random batches of the inputs. The Count-In-Sets algorithm releases
multiple counting queries of disjoint subsets of size s(n) of its input (in the case of DP-SGD, the sets
are composed of identical gradients).

Definition 6.1 (Count-In-Sets). The Count-in-Sets algorithm CIS™ : {0,1}" — {0,...,s}[ %]
groups its input elements by their order into sets of size (at most) s(n) and outputs the number of
ones in each set.

While the noise addition and the sampling of the batches are the randomness sources that make
DP-SGD differentially private, the aggregation of the gradients does not contribute to formal privacy
guarantees but limits the efficacy of ORA. Hence the Count-In-Sets algorithm distills the interference
gap in DP-SGD for theoretical analysis.

In the case of s(n) = 1, which corresponds to one element per coordinate, Count-In-Sets simply
outputs each input element; ORA, even without abstentions, audits this algorithm tightly. At the other
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Figure 1: Effect of the fraction of taken Figure 2: Effect of the number of elements per
guesses % on ORA’s results for n = 5000 coordinate % on ORA’s results when making
elements. While taking only the best guesses k = 100 guesses. The increased number of
increases the privacy estimations, the statisti- elements creates a tradeoff, and it is optimized
cally corrected bounds experience a tradeoff. with more than one element per coordinate.

extreme, when s(n) = n, we get a single counting query, so the interference is maximal and the
optimal efficacy of ORA approaches the minimal % efficacy; in particular, ORA is not asymptotically
tight (see Proposition . However, we notice that effective auditing is possible with s(n) > 1,
which corresponds to multiple elements per coordinate. If s(n) = ¢ for some ¢ € N, it is a local
algorithm and hence ORA is asymptotically tight for it. In Proposition[D.5] we extend this observation
and show that ORA is tight so long as s(n) = o(log(n)), showing that one-run auditing is possible
with multiple elements per coordinate, and potentially benefits from the additional elements.

6.2 Experiments

Our experiments are designed to empirically illustrate the theoretical insights and provide additional
intuition, not to serve as a comprehensive evaluation in realistic settings. We audit DP-SGD with
dimension d = 1000 for 7" = 100 steps, with sample rate 1—10. Since the adversary knows the
parameters, the values of the clipping threshold and the learning rate do not affect the auditing. We fix
€ =2and § = 107>, and use an RDP accountant to compute the noise scaleF_T] We set the auditing
gradients as described above: each of them is nonzero in exactly one index. When n < d there is
no overlap between them, and when n > d we choose an equal number of elements for each index.
Our guesser sorts the elements by the value of the update’s gradient at the coordinate in which the

auditing gradient is non-zero; when committed to taking k& guesses, it guesses 1 for the highest g
elements, and —1 for the lowest g elements.

We plot the bounds on the privacy level that the auditing method outputs; i.e., 5’[3(7", v) with 8 = 0.05

corresponding to a confidence level of 95%, as “Bound,” and the estimations of the privacy level
without statistical correction, i.e., p‘l (%), as “Estimation”E] In Figures and each point is the

mean of 200 experiments, and the shaded area represents the standard error of the mean

In Figure 2] we evaluate the effect of the number of elements per coordinate on the auditing results.
Steinke et al. [1]] experiment with one element per coordinate, and observe that as the number of
elements increases, their auditing results improve. We extend this result and show that assigning
multiple elements to each coordinate can further improve auditing. For example, with 1 element per
coordinate the mean bound on ¢ is 0.49(+0.01), and with 8 elements per coordinate it is 0.62(+0.01).
As predicted by our theoretical results, after a certain point, the statistical benefits of more elements
(and hence more guesses) are outweighed by the interference.

"ZSince the DP-SGD algorithm is (¢, §)-DP, we use the (&, §)-DP variant of ORA. We choose a small value
of § and hence the results are essentially identical to those for e-DP ORA.

BFigures [5|and E] show similar behavior of the empirical efficacy (mean accuracy) in the same experiments.

“In some cases, the error is so small that this area is not visible.



6.3 Adaptive ORA

We next consider the new AORA method (see Defini-
tion[E.3), which is identical to ORA except that it lets
the guesser know the true values of the previously
guessed elements. In Appendix [E} we further dis-
cuss this method and prove that it is valid despite the
additional information the guesser receives (Proposi-

tion [E-3).
This adaptivity can significantly improve auditing, as
we show in Section|[E.3] For some algorithms, the im-

Mean Empirical Epsilon
o
Ny

provement is maximal—AORA tightly audits them 021 ORA - Bound

while ORA completely fails, and we demonstrate this —+— AORA - Bound

with a variant of the XOR algorithm (Section [E.3.T). 0.0 T 10 15 20 s 30
This adaptivity substantially improves auditing of Number of Elements per Coordinate

the Count-In-Sets algorithm—it is not only immune
to the interference with multiple elements per co-
ordinate, but also allows taking advantage of the in- Figure 3: Comparison of the effect of the num-
creased number of potential guesses, as we show both  ber of elements per coordinate 2 on the re-
theoretically and empirically (Section[E.3.2). sults of ORA and AORA of DP-SGD. AORA

We compare ORA and AORA of DP-SGD and show Qutperforms ORA thanks to its resilience to
that the improvement from adaptivity is also signif- increased interference.

icant for this important algorithm. For simplicity, we

experiment with a single-step, full-batch (I" = 1 and

sample rate is 1) version of DP-SGD which can be seen as a noisy version of Count-In-Sets (we leave
a comprehensive exploration of auditing of DP-SGD for future work). We set d = 1000, € = 2, and
§ = 107?, as in the previous experiments. To allow for consistent comparison, the guessers for both
methods are maximum likelihood guessers with a pre-defined threshold on the privacy loss 7 = 1
(unlike the previous experiments in which we fixed the number of guesses). The non-adaptive guesser
uses the distributional privacy loss and the adaptive guesser extends it by conditioning on the sampled
bits revealed so far.

Figure [3| compares the mean bounds obtained by the two methods. Each point is the mean of 200
experiments. The bounds that AORA produces are higher than those obtained by ORA, thanks to the
additional information of the adaptive guesser that allows it to make more high-confidence guesses.
Moreover, while the bounds that ORA produces decrease with more than 5 elements per coordinate,
AORA only benefits from adding elements. As the effect of interference increases with the number
of elements, the non-adaptive guesser has fewer high-confidence guesses to issue. The adaptive
guesser may similarly need to abstain from guessing the first elements, but it collects information
about these elements that eliminates the effect of the additional interference, allowing it to issue
high-confident guesses of later elements. These results confirm that the trends from our simplistic
Count-In-Sets analysis (see Section [E.3.2]and Figure[J) remain similar in a more complex setting,
with noise addition and using a finite threshold on the privacy loss.

7 Conclusions

This work characterizes the capabilities of one-run privacy auditing and shows that it faces funda-
mental gaps. We formalize the three sources of these gaps: non-worst-case privacy for elements,
non-worst-case outputs, and interference between elements. These insights clarify the use cases for
efficient auditing and can lead to more informed interpretation of auditing results, preventing auditing
from being used as a fig leaf for algorithms with poor privacy guarantees. We also introduce new
approaches of auditing multiple elements per coordinate and Adaptive ORA to improve auditing by
mitigating the effect of interference. Future work can include designing adaptive attacks to leverage
the potential of AORA in realistic settings, and exploring the trade-off between the efficiency and
effectiveness of privacy auditing, seeking new methodological approaches to optimize it.
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NeurlIPS Paper Checklist

1. Claims

Question: Do the main claims made in the abstract and introduction accurately reflect the
paper’s contributions and scope?

Answer: [Yes]

Justification: The abstract and introduction accurately describe the paper’s contribution with
clear references to relevant sections and claims.

Guidelines:

* The answer NA means that the abstract and introduction do not include the claims
made in the paper.

* The abstract and/or introduction should clearly state the claims made, including the
contributions made in the paper and important assumptions and limitations. A No or
NA answer to this question will not be perceived well by the reviewers.

* The claims made should match theoretical and experimental results, and reflect how
much the results can be expected to generalize to other settings.

* It is fine to include aspirational goals as motivation as long as it is clear that these goals
are not attained by the paper.

2. Limitations
Question: Does the paper discuss the limitations of the work performed by the authors?
Answer: [Yes]

Justification: The paper discusses research directions which are out of its scope such
as formal analysis of ORA of approximate DP (in the introduction) and comprehensive
experimental analysis in realistic settings (in Section [6)).

Guidelines:

* The answer NA means that the paper has no limitation while the answer No means that
the paper has limitations, but those are not discussed in the paper.

* The authors are encouraged to create a separate "Limitations" section in their paper.

* The paper should point out any strong assumptions and how robust the results are to
violations of these assumptions (e.g., independence assumptions, noiseless settings,
model well-specification, asymptotic approximations only holding locally). The authors
should reflect on how these assumptions might be violated in practice and what the
implications would be.

¢ The authors should reflect on the scope of the claims made, e.g., if the approach was
only tested on a few datasets or with a few runs. In general, empirical results often
depend on implicit assumptions, which should be articulated.

* The authors should reflect on the factors that influence the performance of the approach.
For example, a facial recognition algorithm may perform poorly when image resolution
is low or images are taken in low lighting. Or a speech-to-text system might not be
used reliably to provide closed captions for online lectures because it fails to handle
technical jargon.

* The authors should discuss the computational efficiency of the proposed algorithms
and how they scale with dataset size.

* If applicable, the authors should discuss possible limitations of their approach to
address problems of privacy and fairness.

* While the authors might fear that complete honesty about limitations might be used by
reviewers as grounds for rejection, a worse outcome might be that reviewers discover
limitations that aren’t acknowledged in the paper. The authors should use their best
judgment and recognize that individual actions in favor of transparency play an impor-
tant role in developing norms that preserve the integrity of the community. Reviewers
will be specifically instructed to not penalize honesty concerning limitations.

3. Theory assumptions and proofs

Question: For each theoretical result, does the paper provide the full set of assumptions and
a complete (and correct) proof?
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Answer: [Yes]

Justification: The paper includes formal and complete definitions, claims, and proofs. The
proofs appear in the appendix due to the page limit, and intuition for the claims is provided
in the body of the paper.

Guidelines:

» The answer NA means that the paper does not include theoretical results.

* All the theorems, formulas, and proofs in the paper should be numbered and cross-
referenced.

* All assumptions should be clearly stated or referenced in the statement of any theorems.

* The proofs can either appear in the main paper or the supplemental material, but if
they appear in the supplemental material, the authors are encouraged to provide a short
proof sketch to provide intuition.

* Inversely, any informal proof provided in the core of the paper should be complemented
by formal proofs provided in appendix or supplemental material.

* Theorems and Lemmas that the proof relies upon should be properly referenced.
. Experimental result reproducibility

Question: Does the paper fully disclose all the information needed to reproduce the main ex-
perimental results of the paper to the extent that it affects the main claims and/or conclusions
of the paper (regardless of whether the code and data are provided or not)?

Answer: [Yes]

Justification: The experimental setting of the experiments of ORA of DP-SGD is described
in Section

Guidelines:

* The answer NA means that the paper does not include experiments.

* If the paper includes experiments, a No answer to this question will not be perceived
well by the reviewers: Making the paper reproducible is important, regardless of
whether the code and data are provided or not.

If the contribution is a dataset and/or model, the authors should describe the steps taken
to make their results reproducible or verifiable.

Depending on the contribution, reproducibility can be accomplished in various ways.
For example, if the contribution is a novel architecture, describing the architecture fully
might suffice, or if the contribution is a specific model and empirical evaluation, it may
be necessary to either make it possible for others to replicate the model with the same
dataset, or provide access to the model. In general. releasing code and data is often
one good way to accomplish this, but reproducibility can also be provided via detailed
instructions for how to replicate the results, access to a hosted model (e.g., in the case
of a large language model), releasing of a model checkpoint, or other means that are
appropriate to the research performed.

While NeurIPS does not require releasing code, the conference does require all submis-

sions to provide some reasonable avenue for reproducibility, which may depend on the

nature of the contribution. For example

(a) If the contribution is primarily a new algorithm, the paper should make it clear how
to reproduce that algorithm.

(b) If the contribution is primarily a new model architecture, the paper should describe
the architecture clearly and fully.

(c) If the contribution is a new model (e.g., a large language model), then there should
either be a way to access this model for reproducing the results or a way to reproduce
the model (e.g., with an open-source dataset or instructions for how to construct
the dataset).

(d) We recognize that reproducibility may be tricky in some cases, in which case
authors are welcome to describe the particular way they provide for reproducibility.
In the case of closed-source models, it may be that access to the model is limited in
some way (e.g., to registered users), but it should be possible for other researchers
to have some path to reproducing or verifying the results.
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5. Open access to data and code

Question: Does the paper provide open access to the data and code, with sufficient instruc-
tions to faithfully reproduce the main experimental results, as described in supplemental
material?

Answer: [Yes]

Justification: We provide the code for the experiments in the supplementary material, and
will publicly release it also via GitHub in the camera-ready, un-anonimized version. Our
experiments do not use data.

Guidelines:

* The answer NA means that paper does not include experiments requiring code.

* Please see the NeurIPS code and data submission guidelines (https://nips.cc/
public/guides/CodeSubmissionPolicy) for more details.

* While we encourage the release of code and data, we understand that this might not be
possible, so “No” is an acceptable answer. Papers cannot be rejected simply for not
including code, unless this is central to the contribution (e.g., for a new open-source
benchmark).

* The instructions should contain the exact command and environment needed to run to
reproduce the results. See the NeurIPS code and data submission guidelines (https:
//nips.cc/public/guides/CodeSubmissionPolicy) for more details.

* The authors should provide instructions on data access and preparation, including how
to access the raw data, preprocessed data, intermediate data, and generated data, etc.

* The authors should provide scripts to reproduce all experimental results for the new
proposed method and baselines. If only a subset of experiments are reproducible, they
should state which ones are omitted from the script and why.

* At submission time, to preserve anonymity, the authors should release anonymized
versions (if applicable).

 Providing as much information as possible in supplemental material (appended to the
paper) is recommended, but including URLSs to data and code is permitted.

6. Experimental setting/details

Question: Does the paper specify all the training and test details (e.g., data splits, hyper-
parameters, how they were chosen, type of optimizer, etc.) necessary to understand the
results?

Answer: [Yes]

Justification: Our experiments do not involve “real” data. We specify the hyperparameters
and discuss their choice in Section[6.2]

Guidelines:

* The answer NA means that the paper does not include experiments.

* The experimental setting should be presented in the core of the paper to a level of detail
that is necessary to appreciate the results and make sense of them.

* The full details can be provided either with the code, in appendix, or as supplemental
material.

7. Experiment statistical significance

Question: Does the paper report error bars suitably and correctly defined or other appropriate
information about the statistical significance of the experiments?

Answer: [Yes]

Justification: In all the empirical plots, the standard error of the mean is displayed (as a
shaded area). Notice that in some of them the errors are so small that it is not visible in the
plot.

Guidelines:

* The answer NA means that the paper does not include experiments.
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8.

10.

* The authors should answer "Yes" if the results are accompanied by error bars, confi-
dence intervals, or statistical significance tests, at least for the experiments that support
the main claims of the paper.

* The factors of variability that the error bars are capturing should be clearly stated (for
example, train/test split, initialization, random drawing of some parameter, or overall
run with given experimental conditions).

* The method for calculating the error bars should be explained (closed form formula,
call to a library function, bootstrap, etc.)

* The assumptions made should be given (e.g., Normally distributed errors).

* It should be clear whether the error bar is the standard deviation or the standard error
of the mean.

* It is OK to report 1-sigma error bars, but one should state it. The authors should
preferably report a 2-sigma error bar than state that they have a 96% CI, if the hypothesis
of Normality of errors is not verified.

* For asymmetric distributions, the authors should be careful not to show in tables or
figures symmetric error bars that would yield results that are out of range (e.g. negative
error rates).

* If error bars are reported in tables or plots, The authors should explain in the text how
they were calculated and reference the corresponding figures or tables in the text.

Experiments compute resources

Question: For each experiment, does the paper provide sufficient information on the com-
puter resources (type of compute workers, memory, time of execution) needed to reproduce
the experiments?

Answer: [Yes]

Justification: No such information is needed since the experiments do not require any special
resources and can be executed on a standard personal laptop (we do not train ML models).

Guidelines:

* The answer NA means that the paper does not include experiments.

* The paper should indicate the type of compute workers CPU or GPU, internal cluster,
or cloud provider, including relevant memory and storage.

* The paper should provide the amount of compute required for each of the individual
experimental runs as well as estimate the total compute.

* The paper should disclose whether the full research project required more compute
than the experiments reported in the paper (e.g., preliminary or failed experiments that
didn’t make it into the paper).

. Code of ethics

Question: Does the research conducted in the paper conform, in every respect, with the
NeurIPS Code of Ethics https://neurips.cc/public/EthicsGuidelines]?

Answer: [Yes]

Justification: The research conducted in the paper conforms with the code of ethics. It has
no potential harm, negative societal impact, or potential harmful consequences.

Guidelines:

¢ The answer NA means that the authors have not reviewed the NeurIPS Code of Ethics.

* If the authors answer No, they should explain the special circumstances that require a
deviation from the Code of Ethics.

* The authors should make sure to preserve anonymity (e.g., if there is a special consid-
eration due to laws or regulations in their jurisdiction).

Broader impacts

Question: Does the paper discuss both potential positive societal impacts and negative
societal impacts of the work performed?

Answer: [Yes]
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Justification: The paper presents work on auditing the differential privacy guarantees of
machine learning algorithms. A better understanding of the capabilities of privacy-auditing
techniques could contribute to wider adoption of auditing, leading to better privacy proofs
and fewer analysis and implementation bugs in deployed algorithms trained on sensitive
data. A better understanding of the limitations of privacy-auditing could also help ensure
that privacy auditing is not used as a fig leaf for algorithms with poor privacy guarantees
that are difficult to audit. We choose to discuss this positive impact in this checklist, due to
the page limit, and do not see negative societal impact or the work.

Guidelines:

* The answer NA means that there is no societal impact of the work performed.

e If the authors answer NA or No, they should explain why their work has no societal
impact or why the paper does not address societal impact.

* Examples of negative societal impacts include potential malicious or unintended uses
(e.g., disinformation, generating fake profiles, surveillance), fairness considerations
(e.g., deployment of technologies that could make decisions that unfairly impact specific
groups), privacy considerations, and security considerations.

* The conference expects that many papers will be foundational research and not tied
to particular applications, let alone deployments. However, if there is a direct path to
any negative applications, the authors should point it out. For example, it is legitimate
to point out that an improvement in the quality of generative models could be used to
generate deepfakes for disinformation. On the other hand, it is not needed to point out
that a generic algorithm for optimizing neural networks could enable people to train
models that generate Deepfakes faster.

* The authors should consider possible harms that could arise when the technology is
being used as intended and functioning correctly, harms that could arise when the
technology is being used as intended but gives incorrect results, and harms following
from (intentional or unintentional) misuse of the technology.

* If there are negative societal impacts, the authors could also discuss possible mitigation
strategies (e.g., gated release of models, providing defenses in addition to attacks,
mechanisms for monitoring misuse, mechanisms to monitor how a system learns from
feedback over time, improving the efficiency and accessibility of ML).

Safeguards

Question: Does the paper describe safeguards that have been put in place for responsible
release of data or models that have a high risk for misuse (e.g., pretrained language models,
image generators, or scraped datasets)?

Answer: [NA]
Justification: The paper does not publish models or data.
Guidelines:

* The answer NA means that the paper poses no such risks.

* Released models that have a high risk for misuse or dual-use should be released with
necessary safeguards to allow for controlled use of the model, for example by requiring
that users adhere to usage guidelines or restrictions to access the model or implementing
safety filters.

 Datasets that have been scraped from the Internet could pose safety risks. The authors
should describe how they avoided releasing unsafe images.

* We recognize that providing effective safeguards is challenging, and many papers do
not require this, but we encourage authors to take this into account and make a best
faith effort.

Licenses for existing assets

Question: Are the creators or original owners of assets (e.g., code, data, models), used in
the paper, properly credited and are the license and terms of use explicitly mentioned and
properly respected?

Answer: [Yes]
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14.

15.

Justification: The paper explores the ORA method introduced by Steinke et al. [1]. We use
a short code piece that was published in the appendix of their paper to compute the lower
bound on e. Their paper was published under the CC-BY 4.0 license. We cite their paper in
our paper, in the README of our code, and in the code where their functions are used.

Guidelines:

» The answer NA means that the paper does not use existing assets.
* The authors should cite the original paper that produced the code package or dataset.

 The authors should state which version of the asset is used and, if possible, include a
URL.

* The name of the license (e.g., CC-BY 4.0) should be included for each asset.

* For scraped data from a particular source (e.g., website), the copyright and terms of
service of that source should be provided.

* If assets are released, the license, copyright information, and terms of use in the
package should be provided. For popular datasets, paperswithcode.com/datasets
has curated licenses for some datasets. Their licensing guide can help determine the
license of a dataset.

* For existing datasets that are re-packaged, both the original license and the license of
the derived asset (if it has changed) should be provided.

* If this information is not available online, the authors are encouraged to reach out to
the asset’s creators.
New assets

Question: Are new assets introduced in the paper well documented and is the documentation
provided alongside the assets?

Answer: [NA]
Justification: The paper does not release new assets.
Guidelines:

» The answer NA means that the paper does not release new assets.

* Researchers should communicate the details of the dataset/code/model as part of their
submissions via structured templates. This includes details about training, license,
limitations, etc.

* The paper should discuss whether and how consent was obtained from people whose
asset is used.

* At submission time, remember to anonymize your assets (if applicable). You can either
create an anonymized URL or include an anonymized zip file.
Crowdsourcing and research with human subjects

Question: For crowdsourcing experiments and research with human subjects, does the paper
include the full text of instructions given to participants and screenshots, if applicable, as
well as details about compensation (if any)?

Answer: [NA]
Justification: The paper does not involve crowdsourcing nor research with human subjects.
Guidelines:

* The answer NA means that the paper does not involve crowdsourcing nor research with

human subjects.

* Including this information in the supplemental material is fine, but if the main contribu-
tion of the paper involves human subjects, then as much detail as possible should be
included in the main paper.

* According to the NeurIPS Code of Ethics, workers involved in data collection, curation,
or other labor should be paid at least the minimum wage in the country of the data
collector.

Institutional review board (IRB) approvals or equivalent for research with human
subjects
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16.

Question: Does the paper describe potential risks incurred by study participants, whether
such risks were disclosed to the subjects, and whether Institutional Review Board (IRB)
approvals (or an equivalent approval/review based on the requirements of your country or
institution) were obtained?

Answer: [NA]
Justification: The paper does not involve crowdsourcing nor research with human subjects.
Guidelines:

* The answer NA means that the paper does not involve crowdsourcing nor research with

human subjects.

* Depending on the country in which research is conducted, IRB approval (or equivalent)
may be required for any human subjects research. If you obtained IRB approval, you
should clearly state this in the paper.

* We recognize that the procedures for this may vary significantly between institutions
and locations, and we expect authors to adhere to the NeurIPS Code of Ethics and the
guidelines for their institution.

* For initial submissions, do not include any information that would break anonymity (if
applicable), such as the institution conducting the review.

Declaration of LLLM usage

Question: Does the paper describe the usage of LLMs if it is an important, original, or
non-standard component of the core methods in this research? Note that if the LLM is used
only for writing, editing, or formatting purposes and does not impact the core methodology,
scientific rigorousness, or originality of the research, declaration is not required.

Answer: [NA]

Justification: The core method development in this research does not involve LLMs as any
important, original, or non-standard components.

Guidelines:

* The answer NA means that the core method development in this research does not
involve LLMs as any important, original, or non-standard components.

¢ Please refer to our LLM policy (https://neurips.cc/Conferences/2025/LLM)
for what should or should not be described.
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A Problem Setting

In this section, we generalize the ideas and definitions presented in Section[3|for ORA to a wider family
of auditing methods, which we call guessing-based auditing methods. We generalize Lemma[3.3]and
prove it. In addition, we present classic auditing and show it is valid and asymptotically tight.

A.1 Guessing-Based Auditing Methods

Guessing-based auditing methods bound the privacy level of a given algorithm according to the
success of an adversary in a guessing game. Such auditing methods are defined by an auditor .4 that
gets oracle access to an algorithm M : X™ — O to audit, and takes as input an adversary strategy f,
which defines how the adversary selects datasets and how it makes guesses based on the algorithm’s
outputs, and a number of potential guesses ¢ € N (if it is not determined by the size of input dataset
n).

Algorithm 1 One-Run Auditor
1: Input: algorithm M : X™ — O, pair vector Z = (Z1,¥Y1, ..., Tn,Yn) € X" such that for all
i € [n], x; #y;,guesser G: O — {—1,0,1}".
for: =1tondo
Sample S; € {—1, +1} uniformly.
end for

Define a dataset D € X" by D; = {

a

Compute 0 = M (D).

Guess T' = G(0) € {—1,0,1}".

8: Count the numbers of correct guesses v := |{i € [n] : T; = S;}| and taken guesses r := |[{i €
[n] : T; # 0}

9: Return: v, r

~

Algorithm 2 Classic Auditor

1: Input: randomized algorithm M : X™ — O, dataset Dy, € X", index j € [n], elements
x,y € X, guesser G : O — {—1,0, 1}, number of potential guesses c.

2: fori =1tocdo

3:  Sample S; € {—1,+1} uniformly.

4:  Define d = {y £S5, =1
element of the base dataset Dy, with the element d.
Compute 0 = M (D).
Guess T; = G(o) € {—1,0,1}.

end for

Count the numbers of taken guesses r := |{i € [c] : T; # 0}| and accurate guesses v := |{i €

9: Return: r, v

and define D as the resulting dataset from replacing the j’th

S A

Both classic auditing and one-run auditing are guessing-based auditing methods. In classic auditing,
a variant of the auditing method that Jagielski et al. [6] introduce (Algorithm [2), an adversary strategy
f is a base dataset Dyye € X™, an index ¢ € [n], a pair of elements x # y € X, and a guesser G.
In ORA, a strategy f is a pair vector Z = (21,91, ..., Tn,Yn) € X" and a guesser G. In classic
auditing, the number of potential guesses c is an input to the auditor, whereas in ORA ¢ = n.

In these auditing methods, similarly to the description of ORA in Section 2] The auditor .A samples a
random vector S € {—1, 1} uniformly, defines datasets according to S and the adversary strategy f,
and feeds the resulting data to M to get outputs. The auditor then uses the outputs and f to produce a
vector of guesses T" € {—1,0, 1}¢ for the random bits of S. It then computes the number of correct
guesses v and the number of taken guesses r. When the adversary strategy f is clear from the context,
we denote the corresponding random variables by V. and R.. These counts yield a privacy level
estimation p—! (%) and a corresponding lower bound s’ﬁ(v, r), which are defined as for ORA.
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We say that an auditing method is valid if its outputs always yield lower bounds on the privacy level
of the audited algorithm with the required confidence level.

Definition A.1 (Validity). An auditor is valid if for every randomized algorithm M : X™ — O,
adversary strategy { fc}cen, 8 € (0,1),and ¢ € N,

Prle(Ve,Re) < e(M)] 21— B.

If the number of accurate guesses V.. is stochastically dominated (see Definition[A.6) by the Binomial
distribution with R, trials and success probability of p (¢(M)), the auditing method is valid (see
Lemma [A.7). Both Classic Auditing and ORA are proven to be valid (see Proposition and

Proposition[A.9).

If the number of guesses that .4 takes approaches co as c increases, the lower bounds converge to
the privacy estimations. Hence, to analyze the asymptotic behavior of the bounds we can ignore the
statistical correction effect and focus on the asymptotic behavior of the privacy level estimations (see
Lemma [A.T3|for a formal treatment). We say that an auditing method is asymptotically valid if its
privacy estimations asymptotically lower bound the privacy level of the algorithm.

Definition A.2 (Asymptotic Validity). An auditor A is asymptotically valid if for every randomized
algorithm M : X* — O and adversary strategy { f.}.cn, for every a > 0,

Pr [pl (;C) <e(M) —|—a} £

Validity implies asymptotic validity (see Proposition[A.14).

We say that an auditor is asymptotically tight for an algorithm if there exists an adversary strategy
such that the number of guesses it takes approaches oo and its estimations asymptotically upper
bound the privacy level of the algorithm.

Definition A.3 (Asymptotic Tightness). An auditor A is asymptotically tight for a randomized
algorithm M : X* — O if there exists an adversary strategy { f. }cen With unlimited guesses, i.e.,

P
R, —— o0, such that for every a > 0,

c—00

Pr [p_l (g) >e(M) — a} £,

C

Since the asymptotic behavior of the privacy estimations and the privacy bounds is identical, for
valid auditors, asymptotic tightness is equivalent to the requirement that for a large enough number
of guesses, with high probability, the lower bounds that the corresponding auditing method outputs
approach the algorithm’s privacy level. Hence, the definition above is consistent with Definition
(see Proposition [A.T5|for a formal treatment).

The efficacy of an auditor A is defined as in Definition [3.2] as the expected accuracy
V.

EM,f,C =K |:E£C:| .

We extend Lemma [3.3]to general guessing-based auditing methods and prove it in Section[A.3]

Lemma A.4 (Efficacy and Asymptotic Tightness). For every asymptotically valid auditor A with
unlimited guesses, it is asymptotically tight for a randomized algorithm M : X* — O if and only if

C

there exists an adversary strategy { f.}cen such that Eny 5, o == p (e(M)) .

Lemma [A.T8|uses the above lemma to show that classic auditing is asymptotically tight with respect
to every algorithm.

A.2 Validity
We define the lower bound of the Clopper-Pearson confidence interval. This is the function that

converts the number of taken guesses and the number of accurate guesses to a lower bound on the
success probability.
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Definition A.5 (Clopper-Pearson Lower Bound). The Clopper-Pearson lower bound C PL(r, v, 1—3)
of a number of trials » € N, number of successes v € N such that v < r, and confidence level
1-p8€(0,1)is

CPL(r,v,5) := sup{p € [0,1] : Pr[Bin (r,p) > v] < }.

We show a condition on the distribution of the outputs of the auditor that implies validity of the
auditing method. First, we present stochastic dominance, a partial order between random variables.

Definition A.6 (Stochastic Dominance). A random variable X € R is stochastically dominated by a
random variable Y € R if forevery t € R
PriX >t < PrlY >t].

In this case, we denote X < Y.

Lemma A.7 (Condition for Validity). For every auditor A, randomized algorithm M : X* — O,
adversary strategy f, 5 € (0,1), and number of guesses c, if V. < Binomial(R.,p (e(M))), then
A is valid.

Proof. Fix arandomized algorithm M : X" — O, adversary strategy f, 8 € (0,1), and ¢ € N, and

denote V' ~ Bin (R, p (¢(M))). We have that

Prle(Ve, Re) < e(M)] = Pr[CPL(R., V.) < p(e(M))] (By the monotonicity of p)
> Pr[CPL(R., V') < p(e(M))] (By stochastic domination and monotonicity of CPL))
=1 — [ (By the CPL definition and the continuity of a binomial’s CDF in p).

Therefore, A is valid. O

Differential privacy can be characterized as a requirement on the classic auditing game: for every
adversary strategy, the probability to guess correctly when a guess is made is bounded by p (¢(M)).
Since in classic auditing, the rounds are independent of each other, the number of accurate guesses
is stochastically dominated by Bin (r, p (¢)). Hence, as Jagielski et al. [6] show for their version of
classic auditing, the version we present here is valid; that is, the output of classic auditing yields a
lower bound on the privacy level.

Proposition A.8 (Classic Auditing is Valid). Classic auditing is a valid guessing-based auditing
method.

Proof.
Pr(T; = t|S; = —1]Pr[S; = —1]

PriS;=-1T;, =t = (Bayes’ law)

Pr(T; =t|S; = —-1]-
_ Pt =1 I3 (.S; is sampled uniformly)

= (Law of total probability)

$Pr[T =t]S; = —1] + 3 Pr[T = t|S; = 1]
Pr(T; =t|S; = —1]/Pr[T; = t|S; = 1]
T PrTi =t[S; = —1]/Pr[T; = tS; = 1] + 1
e—c(M) o= (M)
e—e(M) 417 es(M) 41
=[1=p(e(M)),p(e(M))],

where the second-to-last line holds because the guess T; is a post-processing of the output of the
e(M)-differentially private M.

(algebra)

Therefore, for every taken guess 7; # 0, the success probability is bounded by p(g). The
rounds are independent so the number of accurate guesses is stochastically dominated as V' <
Binomial(R,p (e(M))). O
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Steinke et al. [1]] show that the probability of success in every guess is bounded by p (&), even if one
conditions on the previous sampled bits of S. We use their result to formally show that ORA is valid.

Proposition A.9 (One-Run Auditing is Valid). One-run auditing is a valid guessing-based auditing
method.

Proof. Steinke et al. [1l] show that for every randomized algorithm M : X" — O and
t € {-1,0,1}", V(T = t) < Bin(||t||;,p(e(M))). By the law of total probability, V <
Bin (| T, ,p (e(M))) = Bin (R, p (¢(M))). O

A.3 Asymptotic Validity

We show that the Clopper-Pearson bounds converge to the ratio of successful guesses, and that the
distance between these quantities is bounded by the number of trials.

Lemma A.10 (Convergence of Clopper-Pearson Lower). For every number of trials r € N, number
of successes v € N such that v < r, and confidence level 1 — 5 € (0, 1),

v Ing
— < /-——£
S —CPL(r, /3)] <y

Proof. We denote V' ~ Bin (r, CPL(r, v, 3)) and use Hoeffding’s inequality to bound the probabil-
ity of Y to be greater than or equal to v:

B = Pr[V' >
= Pr[V' —r-CPL(r,v,) > v—7CPL(r,v, B)]
(v—r-CPL(r,v, ﬂ))Q)

r

<exp (—2

where the first equality follows from the property of the Clopper-Pearson lower bound and the
continuity of the binomial distribution’s PMF with respect to the success probability, the second
equality follows from algebraic manipulation, and the last inequality is an application of Hoeffding’s
inequality. Further algebraic manipulation yields

v In 3
Z < /—=£
~—CPL(r, 5)‘ <\ O

We show that in the setting where the numbers of trials and successes are random variables, if the
number of trials approaches oo, the difference between the success ratio and the Clopper-Pearson
bounds converges to 0.

Lemma A.11 (Convergence of Clopper-Pearson Lower for Random Variables). Given a probability
space (2, F, P), for every pair of sequences of random variables over Q, {V. : Q — N}.en
and {R. : Q — N}.en such that for every ¢ € N, V. < R, and confidence level § € (0,1), if

P
R, —— oo, then

Cc— 00
V.
‘R - CPL(RC,VC,B)‘ 0.

c— 00

n ﬁ r—00

Proof. Lete > 0and § > 0. From Lemma|A.10} and since for every 3 € (0, 1), \/—12—7, — 0,
there exists N € N such that for every » > /N and v € N such that v < r,

; — CPL(’/‘,U,,B)‘ <e.

. P .
Since R, — 00, there exists C' € N such that for every ¢ > C,
c— 00

P[R,>N]>1-4.

Hence, for every ¢ > C,

P H; —CPL(RC,VC,ﬂ)’ < e] >1-4.
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Therefore,

— 0. O

c— 00

‘ 7CPL(R67V036)

We show that asymptotic validity can be characterized as a condition over the privacy lower bounds
rather than the privacy estimations.

Lemma A.12 (Privacy Estimations and Bounds). For every auditor A with unlimited guesses, ran-
domized algorithm M : X* — O, adversary strategy { fc}.en, and 5 € (0, 1),
Ve
p! () e(Ve, Re) —— 0.

R, c—00
Proof.

V.
V.

C

(R)
()

— sup({a € RT : Pr[Binomial(R.,p (a)) > V,] < 6})‘ (by definition)

(e}

=|p~ % ' (sup({g € R : Pr[Binomial(R,,q) > V] < ﬁ}))’ (monotonicity of p~1)
=p- (RC) (CPL(RC,VC,B))‘ (by definition)

250 (By Lemma because A has unlimited guesses).
c— 00

O

Proposition A.13. An auditor A with unlimited guesses is asymptotically valid if and only if for
every randomized algorithm M : X* — O, adversary strategy { f.}ccn, and 8 € (0,1), for every
a >0,

Pr[es(Ve,Re) < e(M) +a] = 1.

Proof. By Lemma [A.12] the difference between the privacy estimations and the privacy bounds
approach 0, and thus

Ya > 0: Pr [6;3(‘/(;,1%(:) S&?(M)Jra} =21

V.
= VYa>0:Pr {p_l (R

C

><5(M)+a} 2% 1,

and the claim follows. O

Proposition A.14 (Validity implies Asymptotic Validity). Every valid auditor A is asymptotically
valid.

Proof. Let A be a valid auditor and assume by contradiction that it is not asymptotically valid, that is,
there exist an algorithm M, an adversary strategy { f.}.cn, @ > 0 and § > 0 such that for infinitely
many values of ¢

Pr {pl <IZC) > (M) +a} > 4.

C

From Lemma and the continuity of p~1, for every 3 € (0, 1), for sufficiently large c,

V )
! >p 2] = >1——.
Pr {sﬂ(VC,RC) >p (Rc> a] >1 5

Hence, for every 8 > 0 there exists ¢ such that
0
Pr[el3(Ve, Re) > e(M)] > 3

For g = g, this is a contradiction to validity, completing the proof. O
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A4 Asymptotic Tightness

Proposition A.15 (Characterization of Asymptotic Tightness of Valid Auditors). For every valid
auditor A, A is asymprotically tight if and only if there exists a strategy { fe}cen with unlimited

. P
guesses, i.e., R. —— oo, such that for every confidence level 0 < 1 — § < 1,
c— 00

e (Vey Re) —— e(M).

c— 00

Proof. Let {f.}ccn be a strategy. A is valid, so by Proposition it is asymptotically valid, that
is,

VYa > 0: Pr [p_l (;C) SE(M)—Fa] .

C

Therefore,
VYa > 0: Pr [p_l (°> ZE(M)—CL] iy |

if and only if

By Lemma([A.T2] this occurs if and only if
VB € (0,1) : €y(Ve, Re) —— (M),
c— 00

which completes the proof. O

A.5 Efficacy and Asymptotic Tightness

Lemma A.16. Let a,b € Randl € [a,b), for every sequence of random variables { X, }nen C [a,b],

if
Ve>0: Pr(X, <l+¢ =251,
then
Ve >0:Pr(X, >1—¢ =251
if and only if
E[X,] 222 1.
Proof. First, we show that if Ve > 0 : Pr[X,, > — ¢ 2= 1, then E[X,,] === [. Using the

n—oo

union bound, for every € > 0, Pr[l — e < X,, <[+ ¢ —— 1, thatis X, —% 1. For bounded
n—oo

random variables, convergence in probability implies convergence in expectation, so E[X,] 27

n—oo

It remains to show that if E[X,,] == [, then Ve > 0 : Pr[X,, > —¢] =% 1. Forevery n € N
and € > 0, we denote PL(¢) := Pr[X,, <l —¢€]and P!(¢) := Pr[X,, > | + €] and we have that for
every e, el > 0,

E[X,] < PH) -1 -+ Pril—“ < X, <1+ -1+ )+ P b
< Py(eh) - (I =€)+ (1= Py(eh) = PH(EN) - (1 + ) + P(e) - (L + b= 1)
<l4 et —PH() -+ P - (b - 1).

. L
Given o > 0 and €& > 0, take ! = O‘Te Then for every n € N,

Py ()

IN

elL(eH +1—E[X,] + P(eh) (0 1))

act  1-E[X,] | PHE)0-1)

3el el ek '
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l*]EE[LXn] < . By the given upper

By the convergence of expectation, for sufficiently large n,

H L
Pu(e5)
€

boundedness of X, for sufficiently large n, - o)) < % Hence, for sufficiently large n,

Ply< & &, ¢
R
=a.
Therefore, for every € > 0, PL(e) 2222 0, and hence Pr[X,, > — -] 2225 1. O

Lemma A.17 (Efficacy and Tightness). (LemmalA.4) For every asymptotically valid auditor A with
unlimited guesses, it is asymptotically tight for a randomized algorithm M : X* — O if and only if

there exists an adversary strategy { f.}cen such that Eny 5. o~ p(e(M)) .

Proof. Let f be an adversary strategy f := {f.}cen. We show that A is asymptotically tight with f
if and only if its efficacy with it converges in probability to p ((M)).

Define { X }.cn as the sequence of the random variables of the accuracy for each number of potential
guesses, that is, % where V., R. ~ Ay, (M).

We have that {X.}.en C [0, 1], and using the asymptotic validity and the continuity of p we have
that

c— 00

Va>0: PriX, <p(e(M))+a — 1.
Hence, we can use Lemma[A.T6|to show that
Ya > 0: Pr[X. >p(e(M)) —a] =1
if and only if
E[X.] = p(e(M)).
Using the continuity of p and p~*,

c— 00

VYa>0:Prip~' (X.) >e(M)—a &1
if and only if

c—00

E[Xc] — p(e(M)).

By the definitions of asymptotic tightness and efficacy we get that A is asymptotically tight with f if
and only if its efficacy with it converges in probability to p ((M)). O

Classic auditing is asymptotically tight with respect to every algorithm.

Lemma A.18 (Classic Auditing is Asymptotically Tight). Classic auditing is asymptotically tight
with respect to every randomized algorithm M : X™ — O.

Proof. By Definition [2.1] there exist z,y € X such that Do (M'(x)||M'(y)) = (M) and p :=

Promx) [LM/,x,y = ¢] > 0. Consider the guesser G that guesses 1 if L ., = € and otherwise

abstains from guessing. The rounds are independent, so the number of guesses of G is distributed

binomially Vi ~ Bin (T, p) % 00, and hence it has unlimited guesses. By the definition of G,
— 00

its probability to accurately guess a taken guess is € so using the weak law of large numbers and
the fact it has unlimited guesses, its efficacy converges to . Using Lemma([A.4] classic auditing is
asymptotically tight for M.

B Gaps

Proposition B.1 (ORA is Asymptotically Tight for Local Randomized Response). For every € €
[0, 00|, ORA without abstentions is asymptotically tight with respect to e-Local Randomized Response.

Proof. Consider any pair vector Z and the guesser that guesses the output, G(O) = O and never
abstains. The guess for the ith pair is accurate if and only if O; = D;, which happens with probability
p (e) for each element. For every n € N, the efficacy is p(¢), so using Lemma ORA is
asymptotically tight for Local Randomized Response. O
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B.1 Number of Elements Exposed

We use the Name and Shame algorithm [15] to demonstrate the low efficacy of algorithms for which
only a limited number of the elements experience high privacy lossE]

Definition B.2 (Name And Shame (NAS) [15]). The Name and Shame algorithm NAS : X* — X
is the algorithm that randomly selects an element and outputs it.

Name And Shame exposes one of its input elements, and hence is not differentially private.

Proposition B.3 (ORA Efficacy for NAS). For every adversary strategy {fn, = (Zn, Grn)}nen

with unlimited guesses, the optimal efficacy of ORA with respect to N AS approaches % that is,

n—oo 1
Enas.fon — 3

2
Proof. For every pair vector Z and guesser G, the success probability in guessing any element except
the one that was exposed is % If the guesser guesses that the value of the exposed element is the
output, its success probability in guessing this element is 1. Using the law of total probability and the
linearity of expectation, and since the adversary has unlimited guesses, the optimal efficacy of ORA
with respect to N AS approaches % O

We deduce that ORA is not asymptotically tight for NAS.

Corollary B.4 (ORA is Not Asymptotically Tight for NAS). ORA is not asymptotically tight for
NAS.

Proof. Using Lemma since for every adversary strategy {fn }nen, Enas, Frm azee, % <
p(o0) = 1. O

Name and Shame completely exposes one of its elements, but since ORA requires unlimited guesses
(see Lemma[A.4), it does not affect the asymptotic efficacy.

B.2 Non-Worst-Case Outputs

We use the All Or Nothing algorithm to demonstrate how non-worst-case outputs decrease the efficacy
of ORA.

Definition B.5 (All Or Nothing (AON)). The All Or Nothing algorithm AON,, : X* — X* U {null}
is an algorithm parametrized by p that either outputs its input or outputs null.

D with probability p
null otherwise

AON, (D) = {

AON,, may expose its input, and hence is not differentially private.

Proposition B.6 (ORA Efficacy for AON). Foreveryn € N, 0 < p < 1, and adversary strategy
(Z,G), the optimal efficacy of ORA with respect to AON,, is % + L.

Proof. For every pair vector Z, guesser (G, and element, the success probability when the output O
is null is % < 1. For the guesser that guesses the output G(O) = O, the success probability when
the output O is not null is 1. Using the law of total probability and the linearity of expectation, the
optimal efficacy of ORA with respect to AON),, is

+

NS

N =
N =

p-1+(1—-p)-

We deduce that ORA is not asymptotically tight for AON.

Corollary B.7 (ORA is Not Asymptotically Tight for AON). For every 0 < p < 1, ORA is not
asymptotically tight for AON),.

'5Aerni et al. [I8] use another variation of the algorithm to demonstrate non-optimal usage of privacy
estimation methods. We point out that in ORA this gap is inherent to the method.
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Proof. Using Lemma since for every adversary strategy f andn € N, Eppr, = % + 5 <
p(o0) = 1. O

(S

If p is small, the probability of “bad” events (in terms of privacy) is low, and hence the efficacy gap
of ORA with respect to AON,, is big.

B.3 Interference

We use t%XOR algorithm to illustrate the decrease in efficacy due to the interference between the
elements

Definition B.8 (XOR). The “XOR” algorithm XOR : {0,1}* — {0, 1} is the algorithm that takes
binary input and outputs the XOR of the input bits.

XORD)=D1®..® D\p.

For every n € N, the XOR algorithm is deterministic and not constant, and hence not differentially
private.

For every n > 2, the optimal efficacy of ORA with respect to XOR is %, which is the same as in
random guessing.

Proposition B.9 (ORA Efficacy for XOR). For every n > 2 and adversary strategy (Z,G), the
efficacy of ORA with respect to XOR is %

Proof. For every n > 2, pair vector Z and index i € [n], the output O of XOR is independent of the
ith input bit D;, and hence also from the ¢th sampled bit S;. Therefore, for every guesser G, every
guess is independent of the sampled bit, and the success probability in every taken guess is %, that is,

Pr[S; =T;|T; # 0] = % so the efficacy is % O

We deduce that ORA is not asymptotically tight for XOR.

Corollary B.10 (ORA is Not Asymptotically Tight for XOR). ORA is not asymptotically tight for
XOR.

n—oo

Proof. Using Lemma since for every adversary strategy {f,}nen, En fon — % <
p(o0) = 1. O

The adversary’s uncertainty about the other elements significantly reduces the efficacy of ORA with
respect to XOR. Given an output of the algorithm, if the adversary has full knowledge of the other
elements, it can determine the value of the specific element. On the other hand, if the adversary has
only a uniform prior belief about the other elements, the element cannot be guessed better than at
random.

Generally, the uncertainty of the adversary about the other elements may decrease the efficacy. The
whole ORA process is an algorithm that first samples a database D ~ 6z, and then runs the algorithm
M on this sampled dataset. The sampling adds another layer of privacy, so the privacy level of this
algorithm may be better than that of M.

C Efficacy and Asymptotic Tightness of ORA

Throughout this section we consider the probability distributions induced by the process S ~
U",0 ~ M(Z(S)), T = G(O), where G is a maximum likelihood guesser (possibly with a
threshold), and omit them from notation when clear from the context.

'®Bhaskar et al. [17] show that XOR is noiseless private which implies this gap.
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C.1 Efficacy Without Abstentions

Theorem C.1 (Optimal Efficacy Without Abstentions). (Theorem For every algorithm M and a
pair vector Z,
x ny & wy @ e ®
B3 70 = €apac(Mz,U") < exc(Mz,U") < p(ep(Mz,U")) < p(e(Mz)),
where E , ,, denotes the efficacy of the maximum likelihood guesser that takes all n guesses.
Proof. We consider auditing with the maximum likelihood guesser. From Bayes’ law and the fact
that Pr(S; = 1) = Pr(S; = —1) we have for any o € O, i € [n],

PI‘(OZO|Si=1)

PrS=110=0 = 55518 =) 4 Pr(0=0]5 = 1)’

and
PI‘(OZO|S¢Z—1)

PriSi= 0= = 5 (6 =0T5,=1) 4 Pr{O=0] 5 = 1)

Using this identity we get

Pr(S;=T;|0=0) =max{Pr(S; =1|0 =0),Pr(S; =—1|0 = o)} (guesser definition)
~ max{Pr(O=o0|S;=1),Pr(O=0|S; =-1)} L
S T (0=0[S =P (0=0]S=-0) (previous identity)

=p(|¢r,2,:(0)]) (LemmalC.3)

Using this identity we get

* Vn
EM,Z,n =E {R ]
1
=— E Pr[S; =T;]
n
i€[n]

1
== Z E [Pr[S; =T; | O = O']] (Law of total expectation)
n O/~ Mz (U™)

1€[n]

1
- ig[n} Orn () [p (|¢a,2,:(O")|)] (previous identity)

1
E - Cnr,z,i(O Linearity of tati
o |7 iez[;]p (I€rr,2,:(O")]) | (Linearity of expectation)

= eapac(Mz,U"),
which completes the proof of the equality part.

The inequalities are because the privacy notions are ordered from the most relaxed to the strictest. All
relaxations boil down to the fact that the average is bounded by the maximum. In the case of the first
inequality the average is over ¢, in the second it is over o, and in the third it is over the sampling of
the other elements. O

C.1.1 Connection to Total Variation

We present the max-divergence and the total variation distance. The max divergence measures the
highest value of the log-likelihood ratio, and the total variation distance measures the total distance
between the probability mass functions.
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Definition C.2 (Max Divergence, Total Variation Distance). Let P and @ be distributions over a
discrete set X represented by their probability mass functions

The max divergence of P from () is

DmuwQ%=2§1“(gg§»i

The total variation distance between P and () is

Drv(P||Q) : Z |P(X X))

afeX

We prove two simple identities.
Lemma C.3. Given distributions P, Q over some domain O we have

max{P(0), Q(0)}
P(o) + Qo)

p([t(o; P,Q)|) =

and

[p (1o P QDT + E [P (I£(0; P, QN = 1 + Drv (P[Q),

O~P

where £(0; P, Q) := log (ggzg) is the log probability ratio.

Proof. We have

el PQ)| {P(m() P(0) > Q(0) _ max{P(0),Q(0)}

p(|¢(o; P,Q)]) = TPl 11 % P(0)<Q(0)  P(o)+Q(o)

Combining this identity with the fact that |z — y| + = + y = 2max{z, y} we get

[ (lCos PN+ E [ (€005 P, Q)] = /O(P(O) +Q(0)) - p(|t(0; P, Q)]) do

= /(P(o) +Q(0)) mi{§£(+)Q(£;)}d

/ max{P(0), Q(0)}do

=5 [ PO)+@M0) +P0) - Qoo
— 14 Dry(P||Q). 0

O~P

Proposition C.4. For every algorithm M and a pair vector Z,
y 1 1 1 n n
EM,Z,n =5 5 n Z Dry (M (U|Di:71) HM (U\Di:1>) ’

where U ﬁ?i:—l is the distribution U™ conditioned on the event D; = —1 (and similarly for 1).

"For simplicity, we present the definitions for the discrete case, but they can be extended to the continuous
case by replacing probability mass functions with probability density functions, replacing sums with integrals,
and handling zero-probability issues. We address this issue where it has implications.

'8For the divergence definitions we define the log-likelihood ratio as above if both P(z) # 0 and Q(z) # 0.
If only Q(x) = 0, then Lp|g(x) := oo, and if P(x) = 0, then Lp|g(z) := —oo.
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Proof. We use the characterization of the optimal efficacy from the proof of Theorem [C.I] and
Lemma [C.3]in the special case of the uniform prior to obtain

1
E3, = — E 14 (O f th f of Th
MZn = o .g] ot ) [p (|€n1,2,:(O)|)] (from the proof of Theorem [C.1)

== Z Pr[D; = —1] E [p (1£a,2,:(0)])]
zE[n O~M (U|nb,y=—1
+ Pr[D; =1] E [p (|¢r,2,:(0)])] | (Law of total probability)
o~M(Up, _,
1 1 . .
=5 Z E o (1€a1,2,:(O)])] + E [p (1r,2,:(O)])] | (the prior is uniform)
i \o~M(Up, ) o~m(Up, )
1 1
=5 Z (1 + Dry (M (U(;Ji:_l) M (U(,gi:l))) (Lemma[C3)
i€[n
1 1
=33 w2 Prv (M (Vi) 1 (V1)) -

1€[n]

C.2 Efficacy With Abstentions

Theorem C.5 (Optimal Efficacy). (Theorem[5.2)) For every algorithm M and a pair vector Z,

V) 2) 3)
EXp g = €hpac(Mz,U") < eac(Mz,U") < p(ep(Mz,U™)) < p(e(Mz)).

Proof. The proof follows a similar structure to the case without abstentions, this time using the fact
that k& guesses were made, and that S; = T; implies |T;| = 1.

* V’Vl
EM,Zm,Ic =E [}

Ry,
= O/~A£(U") _]1 iez[n] Pr[S; =T/ | O = O']| (Guesser definition)
= e — zeg:qur [S! =T/ |0 =0']| (Definition of I)
:O/NN]]EZ(UH) _]1 ieg(:o,)p(wM’Z’i(O/)') (Lemmal[C.3)

= 5/’§E-AC(MZ,UTL)

The inequalities follow from the same argument as in the proof of Theorem[C.1] O

C.3 Asymptotic Tightness Without Abstentions

We show that ORA without abstentions is asymptotically tight for an algorithm if and only if there
exist pair vectors such that selecting the elements according to the pair vector and then applying the
algorithm is “asymptotically post-process-able” to local randomized response.

Lemma C.6 (Efficacy is mean of success probabilities). For every randomized algorithm M : X™ —
O, pair vector Z = (T1,Y1, -, Tn, Yn) € X" and guesser G,

n

1
Evzon=— Z E Pr  [T; =s]|,
— S_;~Un—1 simlU!
- TNA(S_i,Si)

31



where A,, = G,, 0o M.

Proof.

V

Evzan=E R} (by definition)

E[V,] (no abstentions, linearity of expectation)

1
Z Pr. [T; = S;] (counting accurate guesses by indexes)

1
= - SPgn [T; = s;] (split to indexes, definition of sampling)
i=1 T4, (8)
1 ¢ L
= — E ) Pr ) [T; = s;]| (Law of total probability, using independence)
n < S_;~Un— s;i~U
i=1 TNATL(S_i,Si)

O

C.3.1 The Case of Fixed n

We show that an algorithm with a fixed-size input can be audited by ORA without abstentions with
perfect efficacy if and only if there exists a pair vector under which it can be post-processed to act
like local randomized response.

Lemma C.7. For every randomized algorithm M : X™ — O, pair vector Z = (Z1,Y1, -, Tny,Yn) €
X" and guesser G, En, z,G.n = p (e(M)) if and only if A = LRR. (ur).

Proof. Notice that e(A) < e(Myz) < (M), where the first inequality is from the post-processing
property of differential privacy, and the second is because for every i € [n], the ith element in the
output of 7 is determined by the ith element of its input.

For every index i € [n] and S_; € {—1,1}""1, let p;s_, := Pr  [0; = s;] denote the

S7‘,NU1
O~A(S—i,s:)

success probabiliti in guessing the ith index conditioned on the values of the other indices S_;.

Using Lemma , EMzGn = =iy s H% . [pis_;]. Using differential privacy, for every

index i € [n] and S_; € {—1,1}""', p;s_, is bounded by p (¢(A)). Therefore, as a mean of
bounded terms, Ens,z qn = p(e(M)) if and only if e(A) = (M) and for every ¢ € [n] and
S_ie{-L1}" 1 pys., =p(e(M)).

Using differential privacy, for every i € [n] and S_; € {—1,1}""%, p;s_, = p(e(M)) if and only

if for every s; € {—1,1}, A(S_;, s;) £ RR.(nr)(54), that is, for every S € {—1,1}", A(S) £

For every i € [n], let X; := 1 A(S)i=5; denote the random variable indicating whether the th
element in the output of A’s output matches the ith element of its input. For every i € [n], X; ~
Ber (p (¢(A))). Using differential privacy, for every i € [n] and x—; € {0,1}~ L, Pr[X; = 1| X; =

i) < p(e(M)). Hence, X1, ..., X, %" Ber (p (£(A))). s0 A = LRR. (). -

Proposition C.8 (ORA has perfect efficacy iff Local Randomized Response Equivalent). For every
n € N, randomized algorithm M : X™ — O, and pair vector Z € X*", E3; . = p(e(M)) if and
only if there exists some f such that f o Mz = LRR_(yp).

Proof. We show that there exists a guesser G : O — {—1,1} such that Eyy z ¢ = p (e(M)) if and

only if there exists a randomized function f : O — {—1,1} such that, f o My 4 LRR (). By
identifying guessers with such post-processing randomized functions, it is enough to show that for
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every randomized function G : O — {—1,1}, Exz,g.n = p (€(M)) if and only if A = LRR_(pr).
Lemma|[C.7|shows that and completes the proof. O

C.3.2 The Asymptotic Case

We extend proposition [C.8]to the asymptotic case.

We say that an e-differentially private randomized algorithm A : {—1,1}" — {-1,1}"is (p, a)-
probably approximately RR. in the ith index if under uniform distribution of the input, the probability
of the ith entry of the output to equal the ith entry of the input is close to the maximal probability

achieved by RR,: < Pr Pr [T} =si] 2 p(e) — a| = p, and we denote this condition
7i~Un_1 s;i~U
TNA(SfLASL)

by A; % RR..

We say that a sequence of randomized algorithms {A4,, : {—1,1}" — {—1,1}"},.en approaches
LRR, if the ratio of indexes for which it behaves like RR. approaches 1; that is, if for every p < 1
and a > 0, Hz eln]: A% RRE}

n— oo n—oo

——— 1, we denote this by A, —— LRR..

Lemma C.9. For every randomized algorithm M : X™ — {—1,1}", sequence of pair vectors { Z,, €
n—oo

X2} en, and sequence of randomized functions {Gp, : O — {=1,1}"}nen, EM 2 fn —
p((M)) if and only if f, © Mz, “= LRR.(ur).

n—oo

Proof. (<) We assume that f,, o Mz, —— LRR_(;. Let 0 < 0 < p(e(M)). We define

m=p= % and a := g There exists V € N such that for every n > N, f,o M, e
4

LRR. (), and hence

1 n
Er z, . fom = - Z Pr [O; = S;] (counting accurate guesses by indexes)

P S~U*
"= O~ (froMz, )(S)

1
== < ]EU ) Pr. [O; = s;]| (Law of total probability, using independence)
n s~Un— Sim
=1 O~A(S[i»,si)
1 . m,p,a
> —mnp(p (M) — a) (Since f, o Mz, L LRR.(r)
M) =46 )
= L))% <p (e(M)) — ) (substituting the values)
p(e(M)) -3 2

_ (M) -3
p(e(M)) =%
> p(e(M)) —  (the factor is lesser than 1).

(p (e(M)) — &) (algebra)

Therefore, Ens 7, ¢, .n n=oo, p(e(M)).

(=) We show that if = f, o My, 2" LRR.(p, then = Eaz, fon ——o% p(e(M)). If

m,p,a
~

- G*oMyz, =~ LRR.(y),thatis, there existm < 1,p < 1, and a > 0 and a sequence {7 }ren
such that for every k£ € N,

i€lng): Pr Pr  [Oi=s]<ple)—a| >1—pp|>1—-—m)ng. (1)
S_j~Un—1t s;~U?t
O~A(S—i,s:)
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Therefore, for every k € N,

1 & -
Eviz, fom = - Z SﬂN]EUW1 3511}1 [O; = s;]| (similarly to above)
i=1 O~A(S_i,8;)
<mp (M) + (1 =m)(p-p(e(M))+ (1 —p)(p(e(M)) — a)) (using Equation[T)
=p(e(M)) — (1 —m)(1 — p)a (algebra)
<p(e(M)),
and hence = Eps 7, f..n —— p(e(M)). O

C.3.3 Condition For Tightness Without Abstentions

Theorem C.10 (ORA is asymptotically tight iff Approaches Local Randomized Response). ORA
without abstentions is asymptotically tight for a randomized algorithm M : X* — O with a
sequence of pair vectors {Z, € X°"},en if and only if there exists a sequence of randomized
Sfunctions {f, : O — {—1,1}"},en such that

fn oMz, == LRR (),

where Z,, is the function that maps a bit to its corresponding element in the pair vector Z,,.

Proof. Using Lemma ORA without abstentions is asymptotically tight for M with {Z,, €
X271}, e if and only if there exists a sequence of guessers {G,, : O — {—1,1}},en such that

Bz, com ——25 p(e(M)). We show it happens if and only if there exist a sequence of randomized
functions {f, : © — {—1,1}"},.en such that f, o M, “=> LRR.(nr)- By identifying guessers
with such post-processing randomized functions, it is enough to show that for every sequence of
guessers {G, : O = {—1,1}}nens Errz,.cn —— p(e(M)) if and only if G,, o M, ~==

LRR (- Lemma shows that and completes the proof. [

C.4 Asymptotic Tightness With Abstentions

Theorem C.11 (Condition for Asymptotic Tightness of ORA). (Proposition[5.3) ORA is asymptoti-
cally tight for a randomized algorithm M : X* — O and sequence of pair vectors {Z,, € X*"},.en
if and only if for every ' < e(M),
) P
{i€n]:|lm,z,.ql 2t —— oo

n—oo

Proof. Using Lemma[A.4] ORA is asymptotically tight for M if and only if there exists an adversary
strategy with unlimited guesses such that the efficacy approaches p (¢(M)). It is enough to consider

maximum likelihood guessers that commit to guess at least k(n) 27 %0 guesses and check under
which condition there exists such a guesser whose efficacy approaches p (¢(M)). That is because
any guesser with unlimited guesses can be converted to a guesser that commits to guess at least

k(n) 27 %0 guesses and its guesses distribution is arbitrarily close to the the original guesser’s

distribution.
n—oo

L,Z,n,k(n) — 4 (E(M))

1 n o0 .
E — Z p([ear.z, i(O)) | 2222 p(e(M)) (using Theorem5.2)
o~Mz(U™) | k(n) -
i€k (n)(0)
1 n o0 .
= Vg<pEd): P o) > p(rz,40))) > q| "= 1 (|€ar,z,.:(0)]) is bounded)

€1 (n) (O)

<~ Vg<pEeM)):{icn]:p(lrmz,i(0)])>q} ﬁ oo (using k(n) 27 x0)

< V&' <e(M):|{i €n]:|lrmz,i(O) >} — _ oo (using the monotonicity of p).
n—oo
O
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C.5 Local Algorithms

The Laplace algorithm [13]] is a popular privacy-preserving algorithm. We calculate the optimal effi-
cacy of ORA without abstentions for the algorithm that applies the Laplace algorithm independently
to each element of a dataset, and show it displays a significant auditing gap for ORA due to the
non-worst-case outputs gap.

Definition C.12 (Local Laplace [13])). The Local Laplace algorithm LLP; : {—1,1}" — R™is an
algorithm parametrized by e > 0 that takes elements in {—1, 1} as input and adds Laplace-distributed

noise to each one.
LLP(D) = (LP(D,),...,LP(D,)),

where )
LP(x) =z + Laplace (b = 5) .

We calculate the optimal efficacy of ORA without abstentions for the Local Laplace algorithm.

Proposition C.13. For every € > 0, the optimal efficacy of ORA without abstentions for LLP, is
1—Lexp (—5).
2 2

Proof. The size of the domain of the algorithm is 2, and hence all of the pair vectors are equivalent.
We consider the pair vector Z = (—1,1,...,—1,1) € {—1,1}?". The optimal efficacy without
abstentions for Z is achieved by the maximum likelihood guesser G7,, p_ . It guesses as follows.

1p.z(0)i = {1_1 Lflsi’f[LP(—l) = 0] > Pr[LP(1) = O]

{—1 ifO <0

(Maximum likelihood guesser)

1 else (using Laplace distribution’s PMF).

For every i € [n], the probability of G} p_, to accurately guess the ith element is
Pr[T; = S;|T; # 0] = Pr[T; = S;] (no abstentions)
= Pr[S; = 1] Pr[T; = S;|S; = —1] + Pr[S; = 1] Pr[T; = S;|S; = 1] (Law of total probability)

= %(Pr[TZ— = 5;|8; = 1] + Pr[T; = 5;|S; = 1]) (uniform sampling)

1
= §(Pr[L(—1) < 0] + Pr[L(1) > 0]) (by the behavior of the maximum likelihood guesser)

= Pr[L(—1) < 0] (using the symmetry of Laplace distribution)

2
=Pr {1 + Lap <b = 5) < 0} (using the Laplace algorithm definition)

1
=1- 56%P (—%) (using the Laplace distribution’s CDF formula).

Using the linearity of expectation, the efficacy is 1 — Lexp (—£). O

Figure shows p~! (Ez I PE) for multiple values of . Since this is a local algorithm, the bounds of
the privacy level converge to this quantity (see Lemma|[C.14).
Lemma C.14 (Bounds Approach Privacy Level Corresponding to Efficacy for Local Algorithms).
For every local randomized algorithm M : X™ — O, z,y € X, and 8 € [0,1), the resulting
bounds from ORA of M with Z = (x,y, ..., x,y) € X>" and a maximum likelihood guesser without
abstentions converge in probability to the privacy level corresponding to the efficacy,
_ X P

|€6(Vai, Bn) =~ (Bt z,) | =2 0-
Proof. By the locality of M, the events of accurately guessing different elements have equal proba-
bilities and are independent. Hence, there exists ¢ € [0, 1] such that V;, ~ Bin (n, ¢). The guesser
does not abstain so the accuracy is distributed as g—" ~ %Bin (n,q).
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------- Theoretical Epsilon
—— Bounds

Empirical Epsilon
w

0 1 2 3 4 5 6
Theoretical Epsilon

Figure 4: Bounds of ORA without abstentions of Local Laplace for multiple values of €

Therefore,
* Vi
1 €5V ) = Bzl = |CPL (R Vi) ~ B 1|
Vi Vi Vi
< |CPL(Rp, Vi, B) — 22|+ |E | 22| — I
<lerr@n v - 2|+ B[R] - 2
v, V,
<|CPL(R,,V,,3) — -~ _In
< ( B —g |+ ’q -
2 50+0 (using Lemma[A.TT]and the weak law of large numbers)
n—oo
=0.
Using the continuity of p~1,
—1 * P
|5 (Voo Bn) =7 (Birz,:0) | 75270 =

D DP-SGD: Case Study of ORA

D.1 DP-SGD

Algorithm [3]is pseudocode of the DP-SGD algorithm.

D.2 Theoretical Analysis
D.2.1 Count and Symmetric Algorithms on {0, 1}"

We bound the efficacy of ORA for symmetric binary algorithms on {0, 1}™. This is a fundamental
family of algorithms that includes any counting algorithm.

First, we consider the count algorithm that outputs the number of ones in the dataset. Counting queries
serve as a basic building block in many algorithms. Un-noised counting queries are not differentially
private for any finite e. We show that ORA is not asymptotically tight for such queries. Moreover, we
show that the optimal efficacy of ORA with respect to such queries, even with abstentions, approaches
the minimal % efficacy.

36



Algorithm 3 DP-SGD - Differentially Private Stochastic Gradient Descent

1: Input: Training data X € &A™, loss function [ : Rix X >R

2: Parameters: Number of steps T' € N, sample rate r € (0, 1], clipping threshold ¢ > 0, noise
scale o > 0, learning rate 7 > 0

3: Initialize model weights wq € RY.

4: fort=1,...,T :do

5:  Sample a batch B from X with sampling probability 7.

6.

7

8

Compute the batch gradients gy, ..., g| B| € R? of [ with respect to w;_1.
Clip each gradient §; = min {1, Toila } - Gi-
ill2
Compute a noisy multi-dimensional sum of the clipped gradients § = Zle G; +N(0,02c21).
9:  Update the model weights w; = wy;—1 — 1 - g.

10: end for
11: Return: All intermediate model weights wy, . . ., wr.

Consider the count algorithm C™ : {0,1}" — {0, ...,n} which outputs the number of ones in the
dataset, C(Dy, ..., Dy,) = [{i : D; = 1}|. The efficacy gap of ORA for the count algorithm is due
to a combination of the non-worst-case outputs and the interference gaps; namely, because with
high probability, the output of the counting query does not reveal much about each element without
knowing the true values of the other elements. With high probability, the output of the algorithm is
close to 5, and in this case, the probability of an optimal guesser to accurately guess any particular
element is close to % We show that the expected efficacy is the normalized mean absolute deviation
from the expectation of the binomial distribution.

We use the following lemma about the mean absolute deviation of the binomial distribution to show
that the optimal efficacy approaches % when n — oo.

Lemma D.1 (Bound on the mean absolute deviation of a binomial [19]). For every n € N and
p€[0,1],

O —npl] < +/np(1 —p).
O~Bin(n,p) H p” - p( p)

Proposition D.2 (ORA optimal efficacy for count approaches 2) For every sequence of pair vectors
={Z, € X*},.en, and number of guesses k € N, the optimal eﬁ‘icacy of ORA with abstentions

n— oo

for the count algorithm C" appmaches s thatis, EGn 7, — 5.

Proof. Since |X| = 2, all pair vectors induce the same dataset distribution, so the optimal efficacy
does not depend on the pair vector. Hence, it suffices to prove the claim for Z = (0, 1,...,0,1) € X?",
For every i € [n] and o € {0, ...,n}, the number of ones in the dataset except D; is distributed as
C ~ Bin (n -1, %) and hence

max({Pr[C = o], Pr[C =0 — 1}})

Pr[C = o] + Pr[C =0 —1]

37



Forevery o € {1,...,n},
max({("; 1) ()" (2)(
("SNGE T+ (I G
max({(","). (;21)})
(") + (o)
max({o!((’::oll!l)" = f)'(i'o)v})

(1! (1!
ol(n—o—1)! + (o—1)!(n—o)!

-1

(using the binomial distribution’s PMF)

%)
)

1
= —max({o,n — o}) (by algebraic manipulation)
n

1 n 1 ’ n‘
“2 7 nl? 2l
Also for o = 0, p(|[¢amr,z:(0)]) = 1 = Llo—2Z|. Thus, for every o € {0,..,n},

p([ar,zi(0)) = 5+ 5 [o— 5.
Therefore, for any number of guesses k, the optimal efficacy is

* 1 |
Beznr=_E |2 > p(arz(0)])| (using Theorem[52)
ONB1n(n,§) i€l (0)
1

e ‘O _n H (using the calculation above)
n

E
ONBm(n,%) |: 2

1
Ly [0
n ONBm l

2

1
2
1 1
< 5 + n\/z (using Lemma [D.T))
1
2

1

2v/n
nooo 1
5

For every number of elements and number of guesses, the optimal efficacy Ef.. ,,, . is at least

so using the bound from above, the optimal efficacy with k guesses approaches %, that is,
n—o0o_ 1
O

*
Etu gk — 3-

1
27

We deduce that the optimal efficacy of ORA with respect to any symmetric algorithm approaches
%. Using Lemma it follows that ORA is not asymptotically tight for any such algorithm with
non-trivial privacy guarantees.

Corollary D.3. For every symmetric algorithm M : {0,1}* — O, sequence of pair vectors
Z ={Z, € X?"},.en, and number of guesses k € N, the optimal efficacy of ORA with abstentions

1 . n— oo 1
for M approaches 3, that is, E; 5, . — 3.

Proof. Every symmetric algorithm M : {0,1}* — O is a post-processing of the count algorithm,
and hence the efficacy of ORA for it is less than or equal to its efficacy for count. O

D.2.2 Count in Sets

We analyze auditing of the Count-In-Sets algorithm (see Definition[6.1)), a simplistic algorithm that
enable us to capture the essence of auditing DP-SGD, and show a condition for the tightness of ORA
for it.
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First, we prove a lemma about the distribution of the privacy loss of the Count algorithm which we
use in the proof of the condition for asymptotic tightness of ORA of Count-In-Sets.

Lemma D.4 (Privacy Loss of Count). For every sequence of pair vectors Z = {Z, € X*"},en,
index i € [n] and threshold a > 0, in ORA of Count with Z, the probability of the distributional
privacy loss at the ith index to be at least a can be characterized using the probability of deviation of
the output O from its mean as

n e’ —1
w gl >al = —Zl>——"nl.
Pr{|lcn z:| > a] = Pr UO 2‘ 2 et l)n]

Proof. Since | X| = 2, all pair vectors induce the same dataset distribution, so the distribution of
the distributional privacy loss does not depend on the pair vector. Therefore it is enough to prove
the claim for Z = (0,1, ...,0,1) € X?". For every i € [n] and o € {0, ..., n}, the number of ones

in the dataset except D; is distributed as C' ~ Bin (n -1, %) We evaluate the absolute value of the
distributional privacy loss.

For every o # 0,

|£C",Z,i(0)‘ = |ln

[ ()

and foro =0, [{cn z(0)| = ‘ln (%) ’ = 00, which is consistent with the result above by

defining § := oo.

For every a > 0, since O ~ Bin (n, %)

PT[MC”,Z,i(O)' Z a] = Pr

In (n BO) ‘ > a} (the calculation above)

n—0 e .. n—=0
<e V

= Pr > ea} (In’s monotonicity)

n
v O >
T er+41 T e 241

} (algebra)

n et —1
= - > —_ .
Pr _‘O 2‘ 2 et 1)4 (algebra) O

We characterize the condition for asymptotic tightness of ORA for Count-In-Sets; namely, we find a
threshold on the size of the sets s(n) that determines whether ORA is tight.

Proposition D.5 (Condition for Asymptotic Tightness of ORA for Count-in-Sets). ORA is asymptoti-
cally tight for CIS? if and only if s(n) = o(log(n)).

Proof. Since | X| = 2, all pair vectors induce the same dataset distribution, so the optimal efficacy
does not depend on the pair vector. Therefore, it is enough to prove the claim for Z = {Z,, =
(0,1,...,0,1) € X?"}, cn. Throughout the proof, we assume for convenience without loss of
generality that n is a multiple of s(n).

For every n > 0 and s € [n], CIS? is a deterministic algorithm and (CIS?) = oco. Using
Theorem[5.3] ORA is asymptotically tight for C'1.S}' with Z if and only if for every a < oo,

. P
i€ n]:|lazi > a}| —— oo.
n— oo
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We fix a threshold a > 0 on the privacy loss. In each set there are s(n) elements and for every output,
their privacy losses are equal. We denote by A; the event in which the elements in the jth set have

privacy loss of at least a. Notice that for every j,j’ € [TZ)] , Aj and A are independent and have

equal probabilities, we denote this probability by g(n).

The number of sets whose elements have privacy loss of at least a is distributed as Bin (S(Ln), q(n)),
and hence the number of elements with privacy loss of at least a is distributed as s(n) -

Bin (S ok q(n)) Using the weak law of large numbers,

. P ) n P
i € [n]: [lnr,z4| > a} — 00 <= s(n)-Bin (S(n),q(n)) — 00
n—oo

= s(n)-s(’;) ~q(n) 00

— n-qn) == co.

Using the previous lemma, since the Count-In-Sets algorithm is composed of multiple independent
instances of the Count algorithm, each with input of s(n) elements, for every j € {%} R

g(n) = Pr Hln (8(”)07@” > a} _pr Hoj _ S(Qn)

4 Bin (s(n)7 %)

e —1
s
(e* +1)

>
-2

<n>] ,

where the counts of the sets are distributed as Oy, ..., OS{;)

We use Hoeffding’s inequality to bound ¢(n) from above

€29 — 2e® 4+ 1
<2 - .
o) < 2eap (5 )

‘We bound the term from below

q(n) > Pr HOj - @ = ;s(")}
= Pr[0; € {0,s(n)}]

_ o~ (s(m)—1)

Hence, for every a > 0,

2a _ 269 1
270D < g(n) < 2exp (—G‘H)s(n))

2(e?@ + 2¢* 4+ 1
= —log(gq(n)) = O(s(n)).
We find the condition for the convergence

(o) 225 00 = g(n) = 1)

1
= 275 =y <>
n

e stn) =o (—log <;>)

< s(n) = o(log(n)).

Hence, ORA is asymptotically tight for CTS? if and only if s(n) = o(log(n)). O
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Figure 5: Effect of the fraction of taken guesses Figure 6: Effect of the number of elements per
% on ORA’s empirical efficacy for n = 5000 coordinate % on ORA’s empirical efficacy when
elements. making k = 100 guesses.

D.3 Experiments

Figuresg and[6] show the empirical efficacy in the same experiments as Figures [T|and ] respectively.
Figure [ shows that the efficacy decreases as the ratio of taken guesses increases. Figure [6] shows
the efficacy tradeoff as the number of elements per coordinate varies. As expected, the trend in each
figure is similar to the trend of the privacy estimations in the corresponding figure.

Figures[7]and [§] show results of experiments for multiple values of ¢ to allow better comparison with
the results of Steinke et al. [1]]. Figure[7]shows the effect of the number of taken guesses and Figure|[§]
shows the effect of the number of elements. In these figures, each point represents the mean of the
bounds in 20 experiments.

61 —— k=50 61 —e— n=200
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Figure 7: Effect of the number of taken guesses Figure 8: Effect of the number of elements n on
k on ORA’s results for multiple values of € for ORA’s results for multiple values of ¢ for k =
n = 5000. 100.

E Adaptive ORA

In this section, we introduce Adaptive ORA (AORA), a valid and more effective variant of ORA in
which the guesser G guesses adaptively by using the true value of the sampled bits from .S it has
already guessed. The AORA guesser has more knowledge about the other elements so the interference
gap is reduced and the efficacy increases.
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In Section[d] we discuss the interference gap, that is, we see that the efficacy of ORA is limited because
the guesser lacks information about the other elements when it guesses one of them. We demonstrate
this gap via the XOR algorithm ,for which ORA has minimal efficacy even though the algorithm
is not differentially private. In Section[5} we formalize this idea by reasoning about the noiseless
privacy loss, which models the adversary’s uncertainty using a distribution over datasets. We show
two variants of ORA that aim to improve this gap; the first, full-knowledge ORA, completely resolves
this gap but it is not valid and hence not useful, and the second, Adaptive ORA, reduces the gap and
is valid. We demonstrate the efficacy-gain using the crafted Xor-in-Pairs algorithm, for which ORA
has minimal efficacy, while Adaptive ORA has perfect efficacy and unlimited guesses. In addition,
we show the advantage of AORA for a more realistic algorithm, discussing AORA of Count-In-Sets,
which provides a simple model of auditing DP-SGD.

E.1 Full-Knowledge ORA (an Invalid Auditing Method)

For exposition, consider “Full-Knowledge ORA,” a variant of ORA in which the guesser is exposed to
all the other elements when it guesses one of them. In this variant, in each round 7 € [n], the guesser
guesses the ith element based not only on the output O, but also on the values of the other elements
D~%:=Dy,....D;_1,D;y1,..., D,. This auditing method perfectly matches the knowledge of the
adversary in the differential privacy threat model, and so the interference gap is entirely resolved.

However, full-knowledge ORA is not valid (see Definition[A.T|and Lemma[A.7). Even though for
every e-differentially private algorithm, the success probability of each guess is bounded by p (¢), the
dependence between the successes is not limited and hence the number of accurate guesses V' is not
stochastically dominated by Binomial(r, p (¢)), where r is the number of taken guesses. Therefore,
the validity proof of ORA which is based on this stochastic domination (see Lemma[A.7) does not
hold here.

We show an algorithm that demonstrates the invalidity of “Full-Knowledge ORA.”

Definition E.1 (XOR + Randomized Response (XRR)). The "XOR + Randomized Response”
algorithm X RR? : {0,1}" — {0, 1} is the algorithm that computes the XOR of the bits it takes as
input, and outputs an e-randomized response of the XOR.

Di®..eD, with probability p (¢)

XRR:(D) = {1 — (D1 ®...® D,,) with probability 1 — p (e)

X RR? is e-differentially private. We show a guesser for which dependence between the successes
of the different elements is maximal.

Proposition E.2. In full-knowledge ORA, the number of accurate guesses V with the pair vector
Z =(0,1,...,0,1) € {0,1}>" and the guesser

G(i,0,57") = XOR(S™ @& O
is distributed as follows:

v {n with probability p (€) = Bin (n,p (¢)).

0 otherwise

Proof. This follows from the fact that for every index ¢ € [n], G succeeds in guessing the ith element
if and only if the output was the XOR. [

We conclude that full-knowledge ORA is not valid. We might nonetheless hope to find another
method that reduces the interference gap, while limiting the dependence between the successes in
guessing the different elements.

E.2 Adaptive ORA is Valid

We introduce Adaptive ORA, an auditing method that reduces the interference gap and increases the
efficacy of one-run auditing, and prove its validity.

42



Definition E.3 (Adaptive ORA (AORA)). Adaptive ORA works similarly to ORA, where the only
difference is in the guessing phase. In ORA, for every k € [n], G selects an index Ij, € [n] that
it still has not guessed, takes the output O and the true values of the elements it already guessed
St ..., S1,_, as input, and outputs 17, .

We present a claim presented by Steinke et al. [1]. This claim is used in the induction step of the
validity proof of ORA.

Lemma E.4 (Stochastic Dominance of Sum [[1]]). For every set of random variables X1, Xs, Y7,
and Ys, if X1 is stochastically dominated by Y1, and for every x € R, X5| Xy = x is stochastically
dominated by Y5, then X1 + Xs is stochastically dominated by Y1 + Y.

We show that the number of accurate guesses in Adaptive ORA is stochastically dominated by
Bin (n,p (¢)), and hence it is valid. The proof is very similar to the analogous proof for ORA by
[[L] because the original proof bounds the success probability of every guess conditioned on the
previously sampled bits.

Proposition E.5 (Adaptive ORA is valid). Adaptive ORA is a valid guessing-based auditing method.

Proof. We follow the proof of the validity of ORA by Steinke et al. [[1]] and modify it slightly to allow
the guesser to choose the guessing order.

Fix some n € N. We prove by induction on the number %k of guesses made that the number
of accurate guesses until the k’th guess conditioned on the guess, the indexes chosen, and the
sampled bits revealed so far is stochastically dominated by a binomial distribution, Vi |T = ¢t <
Bin (||t;_, |l1, p (e(M))), where for any vector a, we denote by a;_, and a;_,, a;,, ..., a;,_, and
Qiy s ..., G, » Tespectively. The claim trivially holds for k& = 0 because no guesses have been made up
to this point. We prove the induction step; that is, if the claim holds for a k € {0,...,n — 1}, it also
holds for k£ + 1.

We fix a guessing step k € [n] and calculate the sampled bit .S;, distribution given a guess ¢ €
{—=1,1}", an ordering of guessing ¢ = (i1, ..., 4n) C [n] chosen, and the sampled bits revealed so far
si_, € {—1, 1}*~1. The probability of the sampled bit to be —1 is

PT’[SZ,C = 71‘T = t,[ = i75i<k = 5i<k}

P’I“[T = t,[ = i|Sik = _175i<k = 3i<k]Pr[Sik = 1|Si<k = 5i<k]
= Bayes’ |

P’I’[T — t7.[ _ i|Si<k _ Si<k] ( ayes aW)

PriT =t,1=14|S;, =-1,5;_, =s; 1

= gr Toi7 Z:| zl|l,€9 = Sz‘:k: ;:’“]] 2 (the bits in S are sampled independently uniformly)
PrT =t,1=ilS;, = —1,8_, =s;_,]

=7 . 'l 155, T =" <k},2 (Law of total probability)

iPr[T =t,1=i|S;, =—-1,8_, =si_J+sPr[T =t,1=ilS;, =1,5_, =s;_,]

2 1<k
B PrT =t,I1=1]S;, =-1,8;_, =si_,]
C Pr[T=t1=ilS;, =-1,8_, =si_ )+ Pr[T=t1=iS;, =1,8i_, = si_,]
_ Pr[T=t1=iS;, =-1,5_, =s_)/Pril =t,I=iS; =1,8_, =s;_,]
C PrT=t1=iS;, =-1,S;_, =s;_,)/Pr[T =t,] =i|S;, =1,5;_, =si_,| +1
@*g(M) eE(M)
e s(M) + 17 es(M) +1

=[1 —p(e(M)),p(e(M))] (algebra).

(Law of total probability)

(algebra)

(T" and I are functions of S;_, and O)

Hence, the probability of this bit to be 1 conditioned on the same events is bounded in the same way,

Pr(S;, =1T=t1=14,8;_, =s;_,] €[l —p(e(M)),p(e(M))]. Therefore, for any guess for

the ith sampled bit the success probability conditioned on the guesser’s outputs and the previously

sampled bits is bounded, Pr[S; = t;,|T =t,1 =i,5;_, = s;_,] < p(e(M)). Therefore, if T; # 0,

Pr(S; = t;|T = t,1 =1,S;_, = si_,] < p(e(M)), and since if T; = 0, S; # T;, the random
] = s;_, is stochastically dominated by 17, .oBer (p (¢(M))).

variable 17,—g, [T =t,1 =1,S;_,

43



We prove the induction step,

Vit (T = £) = Vil(T —t>+1T sl =1
< Bin ([ltic, 1.2 ( >)+ Ly, 2oBer (p ((M))) (by Lemma[E)

4 Bin<||tz<k+1||1, M))).

Therefore, V|(T = t) < Bin (||t||1,p (¢(M))) and hence using[A.7] Adaptive ORA is a valid auditing
method. H

E.3 Adaptive ORA Improves ORA

In Adaptive ORA, the guesser has more information about the other elements, and hence the efficacy
increases.

E.3.1 Xor-in-Pairs

We show the “Xor-in-Pairs” algorithm as an example of an algorithm for which this efficacy gain is
maximal. Notice that this efficacy gain varies significantly across different algorithms.

The efficacy of ORA for Xor-in-Pairs is minimal, but Adaptive ORA has perfect efficacy and unlimited
guesses with respect to it.

Definition E.6 (Xor-in-Pairs). For every even n, the “Xor-in-Pairs” algorithm X 7P" : {0,1}" —
{0,1} [41 is the algorithm that groups the elements to pairs by their order and outputs the XOR value
of each pair.

XIP"(D) =Dy & Ds, ..., Dy_1 & D,,.

Similarly to the XOR algorithm, the Xor-in-Pairs is deterministic and it is not differentially private,
but ORA is not asymptotically tight for it. In ORA, for every guesser GG and element i € [n], the
success probability of GG in the ith element is % However, in Adaptive ORA the optimal accuracy for
this algorithm is 1, and hence Adaptive ORA is asymptotically tight for it.

Proposition E.7. For every even n, Adaptive ORA is asymptotically tight for X I P™.

Proof. The guesser that guesses the elements by their order, and guesses

o [0 if i is odd
t 51—1@0L%'J otherwise,

that is, abstains from guessing the elements in the odd indexes, and guesses the elements in the even
indexes based on the true values of those in the odd indexes, has perfect accuracy and unlimited
guesses. O

E.3.2 Count-In-Sets

In this section, we discuss auditing of the Count-In-Sets algorithm both with ORA and with AORA.
We do not provide a comprehensive analysis of optimal guessers, but rather show an example to
demonstrate the advantage of AORA. For this demonstration, we consider auditing with maximum-
likelihood guessers that guess only when they have full certainty.

First, consider auditing of the Count algorithm (see Section[D.2.T)) with guessers that guess only
elements for which they have full certainty; that is, a maximum-likelihood guesser with threshold for
the absolute value of the privacy loss 7 = oo. All of the taken guesses of these guessers are accurate,
and we are interested in the expected number of guesses they take, E[R,].

We begin with the non-adaptive ORA. The Count algorithm is symmetric so the distributional privacy
loss is the same for all elements, and it is infinite if and only all of the elements Dy, ..., D,, have the
same value, either 0 or 1, and it happens if and only if o € {0, n} (it can be verified by the proof of
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Proposition[D.2)). Therefore,
E[R,)]= Pr J[oe{0,n}]

0~Bin(n,%)

=921,

Notice that for every R; = 1, and that it monotonically decreases to 0.

Now consider Adaptive ORA of Count with a maximum-likelihood guesser that guesses the ele-
ments from the last to the first (the order does not matter for symmetric algorithms) with the same
threshold 7 = oo, but now over the distributional privacy loss with the distribution conditioned on its
observations so far.

When the adaptive guesser guesses the ith element it already knows the true values of the previously
guessed elements D, 1, ..., D,, so it can compute the sum of the remaining elements, and use only
this sum for the current guess. Therefore, it accurately guesses the element in the ¢th index if and only
if all the elements D1, ..., D; have the same value, either O or 1. Therefore, the number of guesses
R, is the largest index i such that Dy = ... = D;. Therefore, R,, ~ min(Geometric (3) ,n), and

£{1) = i (emmeri (1) )]

n 1 i ‘ o] 1 7
>(z) i+ 2 (5)

=1 i=n-+1
=221,

Notice that 1 = 1, and that it monotonically increases to 2.

Consider auditing of the Count-In-Sets algorithm (see Definition [6.1) with similar maximum-
likelihood guessers with 7 = oco. Since the different sets do not affect each other, this algorithm is
composed of multiple instances of Count, each with s(n) elements. Therefore, if s(n) = 1, both the
ORA guesser and AORA guesser have one guess per set in expectation. However, for larger values of
s(n), the AORA guesser has more guesses than the ORA guesser. For example, with s(n) = 10, the
AORA guesser has about 1.998 expected guesses per set, whereas the ORA guesser has only 0.002
expected guesses per set. This example highlights the improvement of AORA over ORA for more
realistic algorithms.

We ran an empirical simulation of ORA and AORA of Count-In-Sets. Figure [9]displays the results
as a function of the size of the sets s(n). We plot the bounds on the privacy level that the auditing
method outputs, i.e., 5;3 (r,v) with = 0.05 corresponding to a confidence level of 95%, with a curve
for each auditing method. We use maximum-likelihood guessers with 7 = oo, as described above.
The number of sets is fixed to be 100, and each point represents 100 experiments.

AORA produces tighter bounds than ORA when s(n) > 1. As predicted by the theoretical discussion,
both methods have the same results for s(n) = 1, but as s(n) increases the AORA bounds tighten
while those of ORA loosen. Since setting 7 = oo yields perfect guessing accuracy, the bounds are
fully determined by the statistical power of the number of taken guesses. Therefore, the trend of the
bounds exactly matches the trend of the number of taken guesses.

45



| ORA Bound
—+#— AORA Bound

0-0 T T T T T
2 4 6 8 10

Number of Elements per Set

Figure 9: Comparison of the effect of the size of sets s(n) on the results of ORA and AORA of
Count-In-Sets. AORA outperforms ORA thanks to its resilience to increased interference.
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