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Abstract

Recent breakthroughs and rapid integration of generative
models (GMs) have sparked interest in the problem of model
attribution and their fingerprints. For instance, service
providers need reliable methods of authenticating their mod-
els to protect their IP, while users and law enforcement seek
to verify the source of generated content for accountability
and trust. In addition, a growing threat of model collapse is
arising, as more model-generated data are being fed back
into sources (e.g., YouTube) that are often harvested for
training (“regurgitative training”), heightening the need to
differentiate synthetic from human data. Yet, a gap still exists
in understanding generative models’ fingerprints, we believe,
stemming from the lack of a formal framework that can de-
fine, represent, and analyze the fingerprints in a principled
way. To address this gap, we take a geometric approach and
propose a new definition of artifact and fingerprint of GMs
using Riemannian geometry, which allows us to leverage
the rich theory of differential geometry. Our new definition
generalizes previous work [60] to non-Euclidean manifolds
by learning Riemannian metrics from data and replacing
the Euclidean distances and nearest-neighbor search with
geodesic distances and kNN-based Riemannian center of
mass. We apply our theory to a new gradient-based algo-
rithm for computing the fingerprints in practice. Results
show that it is more effective in distinguishing a large array
of GMs, spanning across 4 different datasets in 2 different
resolutions (64x64, 256 x256), 27 model architectures, and
2 modalities (Vision, Vision-Language). Using our proposed
definition significantly improves the performance on model
attribution, as well as a generalization to unseen datasets,
model types, and modalities, suggesting its practical efficacy.

1. Introduction

In recent years, we have seen a rapid development and inte-
gration of generative models (GMs) into our society. Vision
generative models like Stable Diffusion [54] and Sora [7]
are revolutionizing image and video synthesis, and Large-
Language Models (LLMs) [1, 8] are changing how people

work in business and science, including software develop-
ment, entertainment, and scientific discovery. Despite this
advancement, there is still a big gap in understanding what
makes these models behave as they do and how one model
differs from another. In particular, a rapidly arising question
regarding GMs is model attribution and fingerprints, i.e.,
what makes their synthetic data different from natural data
(e.g., GAN-generated images vs. real images), as well as
from synthetic data generated by different models (e.g., texts
generated by GPT-4 [1] vs. by Gemini [62]). While this
question has been partially studied in the context of deep-
fake detection [65, 69], its full extension, i.e., distinguish-
ing amongst different methods of data generation (model
attribution) remains mostly under-explored. In this paper,
we address the problem of fingerprinting and attributing
generative models in a theoretically-grounded way using
Riemannian geometry [39] and manifold learning [3, 4, 23].

The problem of fingerprinting and attributing GMs bears
increasingly critical significance in both practice and theory.
First, in practice, service providers are looking for a reli-
able method of authenticating their proprietary models (e.g.,
Google’s Gemini [62], OpenAl’s GPT [1]) to protect their IP,
while users and law enforcement seek to verify the source of
generated content for the trustworthiness of synthetic data
and Al regulation [42, 51]. In addition, a growing threat of
model collapse [13, 59] is arising as more model-generated
data are being fed back into sources (e.g., YouTube) that are
often harvested for training (“regurgitative training”), height-
ening the need to detect and differentiate synthetic from
human data. Secondly, on the theoretical front, model attri-
bution and fingerprints provide a formal, analytical way of
studying the differences between various GMs and revealing
their unique characteristics and limitations, thereby promot-
ing the development of new models that overcome current
limitations (e.g., artifact-reduced GMs [10, 21, 30, 58]).

In this paper, we study the problem of fingerprinting GMs
based on their samples and provide a formal framework that
can define, represent, and analyze the fingerprints to study
and compare GMs in a principled way. Recent works on
deepfake detection [49, 56] and model biases [58, 65] have
suggested that GMs leave distinct traces of computations on
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Figure 1. Overview of our fingerprint estimation. We learn the latent data manifold M from the dataset of real images as a Riemannian
manifold equipped with the pullback metric G. To pullback the metric of X to the latent manifold M, we train a VAE (with mean and
variance estimation functions (6., 6 )) on the real dataset, and define the length of a curve on M to be the length of a decoded curve on X,
on which we know how to measure a length (i.e. a Euclidean norm of a vector). From the length of a curve, we define the geodesic distance

of two points on M as the shortest distance of a curve connecting them.

their samples that differentiate model-generated data from
human data (e.g., GM-generated images vs. images by cam-
eras). Such traces have been observed in both the pixel space
(e.g., checkerboard patterns by deconvolution layers [50], se-
mantic inconsistencies like asymmetric eye colors [47]) and
the frequency space (e.g., spectral discrepancies [15, 16]).
Despite these observations that hint at the existence of ar-
tifacts and fingerprints of GMs, an explicit definition of
fingerprints themselves remains unclear. A recent work [60]
proposes the first definition of fingerprints, but its applica-
bility to real-world data is limited due to its assumption that
the embedding space of data is Euclidean, which is often
violated in real data like images and videos which follow
non-Euclidean geometry [6]. This lack of a proper definition
hinders a systematic study of GM fingerprints (that goes
beyond showing their mere existence), and development of
fingerprinting methods for real-world model attribution.

To this end, the aim of this work is to (i) give a proper def-
inition of GM fingerprints that generalizes to non-Euclidean
spaces using Riemannian geometry, (ii) apply our theory
to a new gradient-based algorithm for computing the finger-
prints, by learning Riemannian metrics from data and re-
placing the Euclidean distances and nearest-neighbor search
with geodesic distances and kKNN-based Riemannian center
of mass, and finally (iii) study their efficacy in differentiat-
ing a large variety of GMs and generalizing across datasets,
model types and modalities. We find that our proposed defi-
nition provides a useful feature space for fingerprinting GMs,
including state-of-the-art (SoTA) models, and outperforms
existing methods on both attribution and generalization.

By providing a formal definition of GM fingerprints, we
address another important gap in literature, i.e., the lack of
studies on fingerprints across different modalities. While

SoTA GMs are being developed on multimodal data (e.g., a
combination of images, texts and audios), studies on GM fin-
gperints have been limited to a single-modality (e.g., images
only [60, 65, 69] or texts only [68]). To bridge this gap and
encourage research on cross-modal fingerprints, we intro-
duce an extended benchmark dataset (Tab. 2) that includes
SoTA multimodal GMs (i.e., text-to-image models). Our
contributions can be summarized as following:
* We formalize a definition of fingerprints of GMs that gener-
alizes to non-Euclidean data using Riemannian geometry.
* We propose a practical algorithm to compute the finger-
prints from finite samples by learning a latent Riemannian
metric as pullback metric from the data space and estimat-
ing the fingerprints via a gradient-based algorithm.
* We conduct extensive experiments to show the attributabil-
ity and generalizability of our fingerprints, outperform-
ing existing attribution methods. In particular, we con-
sider a large array of GMs from all four main families
(GAN, VAE, Flow, Score-based), spanning across 4 dif-
ferent datasets (CIFAR-10 [37], CelebA-64 [40], CelebA-
HQ [29] and FFHQ [31]) of 2 different resolutions (64 x 64,
256x256), 27 model architectures, and 2 modalities (Vi-
sion, Vision-Language). This, to our knowledge, is the
most comprehensive model-attribution study to date.
Our results show that our generalized definition makes sig-
nificant improvements on attribution accuracy and gener-
alizability to unseen datasets, model types and modalities,
suggesting its efficacy in real-world scenarios.

2. Riemannian-Geometric Fingerprints of GMs

As discussed in Sec. 1, explicit formal definitions of artifacts
and fingerprints of GMs remain unclear or constrained to
a specific data geometry despite many existing works that
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Figure 2. Estimating the projection of = onto the manifold M as Riemannian center of mass of k-nearest neighbors. (left) Definition
and fingerprint estimation proposed in [60]. Here, the projection of z¢ is estimated the nearest-neighbor (1-NN) in the observed real dataset,
based on the standard Euclidean distance. (middle) Baseline method using k-nearest neighbors (k>1; k=3 in this figure): we estimate the
artifact of z¢ by finding the k-nearest neighbors of z¢ in the real dataset using the Euclidean distance, and computing their center of mass
(also in L2). (right) Our proposed method (R-gmftps: RCM) that estimates the artifact a(z¢, M) using a Riemannian center of mass of
k-nearest neighbors, based on the geodesic distances learned from data (Sec. 2.2). Note z..,, does not lie on the manifold M (which is
manifested on the synthetic artifacts in z.., (decoded) in the center), while the projection zrc s estimated as Riemannian center of mass
(right column) does lie on M, thus corresponding to an actual real image. (Background manifold image modified with permission [23])

observed their existence across various classes of GMs. In
particular, the first definition of GM fingerprints proposed
in [60] assumes the data manifold to be Euclidean, but such
assumption is often violated in the high-dimensional data we
encounter in the real world (e.g., images, videos, and texts).

Motivated by this limitation, in this section, we propose
an improved formal definitions of artifacts and fingerprints
of generative models that generalize to non-euclidean data by
taking into account their geometry. We then describe a prac-
tical algorithm for computing them from observed samples,
by (i) learning a Riemannian metric from data as a pullback
metric [3, 4], and (ii) estimating the projection of generated
samples to this learned manifold as a Riemannian center of
mass (RCM) [2] of k-nearest neighbors in geodesics.

2.1. Definitions of GM artifacts and fingerprints

The artifacts and fingerprints of generative models intuitively
correspond to the models’ defects in matching the generative
process of real data, which are manifested consistently in
the samples they generate. As per the manifold learning
hypothesis [9, 18], which assumes real-world data, including
images and texts, lie on a lower-dimensional manifold, we
can formalize such deficiencies of GMs as how their gener-

ated samples deviate from the true data manifold. Formally,
let G be a generative model trained on the dataset X i of real
samples that lie on a lower-dimensional data manifold M,
P its induced probability distribution, S¢ its support, and
x ¢ its sample:

Definition 2.1 (Artifact). An artifact left by generative
model G on its sample z¢ (denoted as a(xg; M)) is de-
fined as the difference between z ¢ and its projection 2* onto
the manifold M of the real data used to train G:

x* := Projection(zg, M) 1)
a(xgiM) =26 — 2" 2)

Definition 2.2 (Fingerprint). The fingerprint of a generative
model G with respect to the data manifold M is defined as
the set of all its artifacts over its support Sg:

Fingerprint(G; M) = {a(xg; M)|z € S¢} (3)
Figure 1 (left) illustrates our proposed definitions.

2.2. Estimation of Riemannian GM artifacts and
fingerprints

Our estimation of GM artifacts and fingerprints consist of
two main steps: (i) We first learn the latent data manifold M
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from the dataset of real images as a Riemannian manifold
equipped with proper metric tensor g. (ii) We then estimate
the artifact on x ¢ according to this metric, by computing the
projection of z onto M as a Riemannian Center of Mass
(RCM) of z’s k-nearest neighbors in M, and the artifact as
the difference between x¢ and its projection on M. Finally,
the fingerprint of G is computed as the set of artifacts for
each z¢ in its sample set Xg. Algorithm 1 describes the
workflow of our fingerprint estimation (notations in Tab. 1).

Algorithm 1 Compute Riemannian GM fingerprints

Input: Set of real images (Xg) and images generated by
model G (Xg)

1: function COMPUTE-FINGERPRINT(X ¢ |XR)

2 Fingerprint(G; R) <« {}

3 for xg € X do > Runs in parallel

4: a(zg) < COMPUTE-ARTIFACT(z¢ | XR)
5 Fingerprint(G; R).add(a(zg))

6 return Fingerprint(G; R)

~

: function COMPUTE-ARTIFACT(z | XR)

®

> Learned data manifold with metric tensor g

9: x* < PROJECT(z, M) © Project x onto M

10: a(x, M) +— z —za* > Artifact as a difference
vector

11 return a(x, M)

Step 1. Learning the Riemannian manifold from data.

Since we do not have access to the data manifold M on
which the real images lie (i.e., the natural image manifold),
we need to estimate it using the observed samples at hand.
To this end, we use real images in the training datasets of the
generative models, and map them to a suitable embedding
space to construct a collection of features to be used as an
estimated image manifold. Unlike the previous definition
in [60], which used either the pixel space, its FFT space, or
the embedding spaces of pretrained networks (ResNet and
Barlow-Twin pretrained on ImageNet), we learn the latent
data manifold from the observed real dataset.

The key idea in our approach to learning the latent data
manifold from the observed real dataset (e.g., real images)
with metric is to pull back the geometry in the observation
space (e.g., L2 distances in the image pixel space) to the la-
tent manifold, using generative models. This metric learning
based on a pullback is proposed in [3, 4]. In our work, we
choose as the generative model a VAE with the mean and
variance estimators and train it on the real dataset with the
standard VAE loss function. Its learned encoder functions as
the embedding map from the data space to the latent space,
and its decoder as a vehicle to define the geometry of the

(M, g) < LEARN-RIEMANNIAN-MANIFOLD(XR)

latent space (e.g., length of a curve and geodesic distances
on the manifold) by pulling back the geometry of the data:(i).
Train VAE with mean and variance parameters (0, 6,) with
the standard VAE loss, using the real dataset Xp: Note
that both the mean and variance parameters are required for
proper learning of Riemannian metrics [4, 23], and we train
such VAE by (i) first training its inference network with the
variance parameter fixed, and (ii) training the variance pa-
rameter as in [4] (Sec 4.1). This step provides the embedding
map fene : X = M, and fiee : M — X.

(ii). Define the metric on M by pulling back the metric on
X (i.e., L2 in the standard generative modeling setup [35]),
to M: To do so, we first define the “length” of a curve in M
to be the “length* of its decoded curve on X, i.e.,

length , ((c) := length y (faec(c)) 4)
and define the pullback metric as the metric tensor g on M:
g=J5Ju+J T, [4] (5)

Step 2. Estimating the artifact of G in its sample. The

artifact of G in its sample x¢ is computed in two steps:

1. Estimate the projection z* as the RCM of x’s k-nearest
neighbors on the data manifold:

* Compute kNN, (zg, M), the set of k-nearest neigh-
bors (kNNs) on the data manifold, according to the
distance metric dz of Z

* Estimate * as RCM(kNNg (g, M): compute the
Riemannian center of mass of the KNNs using the met-
ric on the latent Riemannian manifold, learned in Step.1
(see Alg. 2).

2. Compute the artifact as a difference vector between z¢

and z*: a(xg; M) = 2g — 2*

Algorithm 3 describes how to compute the projection of z
onto M using its k-nearest neighbors of x¢ in M and the
Riemannian center of mass of the kNNs.

Computing Riemannian center of mass (RCM) on the
latent manifold. Please see details on how we define and
compute the RCM on the latent manifold in B.2.

Step 3. Computing the fingerprint of a generative model.
Given a set of model-generated samples Xg = {z;}¥,
where x; ~ Pg, we estimate its fingerprint w.r.t. real data
Xr by computing an artifact of each sample in Xg, i.e.
Fingerprint(G; Xr) = {a(z; Xg) | € X¢}.

2.3. Attribution network
We train a ResNet50-based classifier to predict source mod-
els given our artifact representations. See C for details.

3. Experiments

We show that using our proposed definition significantly
improves the performance on model attribution and zero-shot
generalization to unseen datasets, models and modalities.
Please see E for details on our experiments.

ICCV
#6

220
221
222
223
224
225
226
227
228
229
230
231
232
233

234

235
236

237
238
239
240
241
242
243
244
245
246
247
248
249
250
251
252

253
254
255

256
257
258
259
260

261

262
263

264

265
266
267
268



ICCV
#6

269

270
271
272
273
274
275
276
277
278
279
280
281
282
283
284
285
286
287
288
289
290
291
292
293
294
295
296
297
298
299
300
301
302
303
304
305
306
307
308
309
310
311
312
313
314
315
316
317
318
319
320
321
322
323
324
325
326
327

ICCV 2025 Submission #6. CONFIDENTIAL REVIEW COPY. DO NOT DISTRIBUTE.

References

(1]

(2]

(3]

(4]

(5]

(6]

(7]

(8]

(9]

[10]

(1]

[12]

[13]

(14]

[15]

Josh Achiam, Steven Adler, Sandhini Agarwal, Lama Ahmad,
Ilge Akkaya, Florencia Leoni Aleman, Diogo Almeida, Janko
Altenschmidt, Sam Altman, Shyamal Anadkat, et al. Gpt-4
technical report. arXiv preprint arXiv:2303.08774, 2023. 1
Bijan Afsari, Roberto Tron, and René Vidal. On the con-
vergence of gradient descent for finding the riemannian cen-
ter of mass. SIAM Journal on Control and Optimization,
51(3):2230-2260, 2013. 3, 9

Georgios Arvanitidis, Miguel Gonzédlez-Duque, Alison Pou-
plin, Dimitris Kalatzis, and Sgren Hauberg. Pulling back in-
formation geometry. arXiv preprint arXiv:2106.05367, 2021.
1,3,4,8

Georgios Arvanitidis, Lars Kai Hansen, and Sgren Hauberg.
Latent space oddity: on the curvature of deep generative
models. arXiv preprint arXiv:1710.11379,2017. 1, 3,4, 8
Andrew Brock, Jeff Donahue, and Karen Simonyan. Large
Scale GAN Training for High Fidelity Natural Image Synthe-
sis. In International Conference on Learning Representations,
Jan. 2023. 10

Michael M Bronstein, Joan Bruna, Yann LeCun, Arthur
Szlam, and Pierre Vandergheynst. Geometric deep learn-
ing: going beyond euclidean data. IEEE Signal Processing
Magazine, 34(4):18-42, 2017. 2

Tim Brooks, Bill Peebles, Connor Holmes, Will DePue, Yufei
Guo, Li Jing, David Schnurr, Joe Taylor, Troy Luhman, Eric
Luhman, Clarence Ng, Ricky Wang, and Aditya Ramesh.
Video generation models as world simulators. 2024. 1

Tom Brown, Benjamin Mann, Nick Ryder, Melanie Sub-
biah, Jared D Kaplan, Prafulla Dhariwal, Arvind Neelakantan,
Pranav Shyam, Girish Sastry, Amanda Askell, et al. Language
models are few-shot learners. Advances in neural information
processing systems, 33:1877-1901, 2020. 1

Lawrence Cayton. Algorithms for manifold learning. Uniyv.
of California at San Diego Tech. Rep, 12(1-17):1, 2005. 3
Keshigeyan Chandrasegaran, Ngoc-Trung Tran, and Ngai-
Man Cheung. A Closer Look at Fourier Spectrum Dis-
crepancies for CNN-generated Images Detection, Mar. 2021.
arXiv:2103.17195 [cs, eess]. |

Ricky T. Q. Chen, Jens Behrmann, David K Duvenaud, and
Joern-Henrik Jacobsen. Residual Flows for Invertible Genera-
tive Modeling. In Advances in Neural Information Processing
Systems, volume 32. Curran Associates, Inc., 2019. 10
Riccardo Corvi, Davide Cozzolino, Giovanni Poggi, Koki
Nagano, and Luisa Verdoliva. Intriguing properties of syn-
thetic images: From generative adversarial networks to diffu-
sion models. In Proceedings of the IEEE/CVF Conference on
Computer Vision and Pattern Recognition (CVPR) Workshops,
pages 973-982, June 2023. 10, 11

Elvis Dohmatob, Yunzhen Feng, Pu Yang, Francois Charton,
and Julia Kempe. A tale of tails: Model collapse as a change
of scaling laws. arXiv preprint arXiv:2402.07043, 2024. 1
D.C. Dowson and B.V. Landau. The fréchet distance between
multivariate normal distributions. Journal of multivariate
analysis, 12(3):450-455, 1982. 11

R. Durall, Margret Keuper, and J. Keuper. Watch Your
Up-Convolution: CNN Based Generative Deep Neural Net-
works Are Failing to Reproduce Spectral Distributions. 2020
IEEE/CVF Conference on Computer Vision and Pattern

(16]

(17]

(18]

(19]

(20]

(21]

(22]

(23]

(24]

(25]

[26]

(27]

(28]

(29]

(30]

(31]

(32]

Recognition (CVPR), 2020. 2, 10, 11

Tarik Dzanic, Karan Shah, and Freddie Witherden. Fourier
Spectrum Discrepancies in Deep Network Generated Images.
In Advances in Neural Information Processing Systems, vol-
ume 33, pages 3022-3032. Curran Associates, Inc., 2020. 2,
10, 11

Patrick Esser, Robin Rombach, and Bjorn Ommer. Taming
Transformers for High-Resolution Image Synthesis. In Pro-
ceedings of the IEEE/CVF Conference on Computer Vision
and Pattern Recognition, pages 12873-12883, 2021. 10
Charles Fefferman, Sanjoy Mitter, and Hariharan Narayanan.
Testing the manifold hypothesis. Journal of the American
Mathematical Society, 29(4):983-1049, 2016. 3

Sylvestre Gallot, Dominique Hulin, Jacques Lafontaine,
Sylvestre Gallot, Dominique Hulin, and Jacques Lafontaine.
Riemannian metrics. Riemannian Geometry, pages 51-127,
2004. 8

Ian J. Goodfellow, Jean Pouget-Abadie, Mehdi Mirza, Bing
Xu, David Warde-Farley, Sherjil Ozair, Aaron C. Courville,
and Yoshua Bengio. Generative adversarial nets. In NIPS,
2014. 10

Luca Guarnera, Oliver Giudice, and Sebastiano Battiato.
DeepFake Detection by Analyzing Convolutional Traces. Apr.
2020. 1

Ishaan Gulrajani, Faruk Ahmed, Martin Arjovsky, Vincent
Dumoulin, and Aaron C. Courville. Improved training of
wasserstein gans. In NIPS, 2017. 10

Sgren Hauberg. Only bayes should learn a manifold (on
the estimation of differential geometric structure from data).
arXiv preprint arXiv:1806.04994, 2018. 1, 3, 4, 8

Louay Hazami, Rayhane Mama, and Ragavan Thurairatnam.
Efficient-VDVAE: Less is more, Apr. 2022. 10

Kaiming He, Xiangyu Zhang, Shaoqing Ren, and Jian Sun.
Deep residual learning for image recognition. In Proceed-
ings of the IEEE conference on computer vision and pattern
recognition, pages 770-778, 2016. 9

Irina Higgins, Loic Matthey, Arka Pal, Christopher P. Burgess,
Xavier Glorot, Matthew M. Botvinick, Shakir Mohamed, and
Alexander Lerchner. beta-vae: Learning basic visual concepts
with a constrained variational framework. In /CLR, 2017. 10
Jonathan Ho, Ajay Jain, and Pieter Abbeel. Denoising Diffu-
sion Probabilistic Models. In Advances in Neural Information
Processing Systems, volume 33, pages 6840—6851. Curran
Associates, Inc., 2020. 10

Xianxu Hou, L. Shen, Ke Sun, and Guoping Qiu. Deep
feature consistent variational autoencoder. 2017 IEEE Win-
ter Conference on Applications of Computer Vision (WACV),
pages 1133-1141, 2017. 10

Tero Karras, Timo Aila, Samuli Laine, and Jaakko Lehtinen.
Progressive growing of gans for improved quality, stability,
and variation. ArXiv, abs/1710.10196, 2018. 2, 10

Tero Karras, Miika Aittala, Samuli Laine, Erik Harkonen,
Janne Hellsten, Jaakko Lehtinen, and Timo Aila. Alias-free
generative adversarial networks. In NeurIPS, 2021. 1, 10
Tero Karras, Samuli Laine, and Timo Aila. A style-based
generator architecture for generative adversarial networks.
2019 IEEE/CVF Conference on Computer Vision and Pattern
Recognition (CVPR), pages 43964405, 2019. 2, 10

Tero Karras, Samuli Laine, Miika Aittala, Janne Hellsten,

ICCV
#6

328
329
330
331
332
333
334
335
336
337
338
339
340
341
342
343
344
345
346
347
348
349
350
351
352
353
354
355
356
357
358
359
360
361
362
363
364
365
366
367
368
369
370
371
372
373
374
375
376
377
378
379
380
381
382
383
384
385
386



ICCV
#6

387
388
389
390
391
392
393
394
395
396
397
398
399
400
401
402
403
404
405
406
407
408
409
410
411
412
413
414
415
416
417
418
419
420
421
422
423
424
425
426
427
428
429
430
431
432
433
434
435
436
437
438
439
440
441
442
443
444
445

(33]

[34]

(35]

(36]

(37]

(38]

(39]

(40]

[41]

(42]

[43]

(44]

[45]

[40]

[47]

ICCV 2025 Submission #6. CONFIDENTIAL REVIEW COPY. DO NOT DISTRIBUTE.

Jaakko Lehtinen, and Timo Aila. Analyzing and Improving
the Image Quality of StyleGAN. In 2020 IEEE/CVF Confer-
ence on Computer Vision and Pattern Recognition (CVPR),
pages 8107-8116, Seattle, WA, USA, June 2020. IEEE. 10
Dongjun Kim, Seungjae Shin, Kyungwoo Song, Wanmo
Kang, and II-Chul Moon. Soft Truncation: A Universal
Training Technique of Score-based Diffusion Model for High
Precision Score Estimation. In Proceedings of the 39th In-
ternational Conference on Machine Learning, pages 11201—
11228. PMLR, June 2022. 10

Durk P Kingma and Prafulla Dhariwal. Glow: Generative
Flow with Invertible 1x1 Convolutions. In Advances in Neural
Information Processing Systems, volume 31. Curran Asso-
ciates, Inc., 2018. 10

Diederik P. Kingma and Max Welling. Auto-encoding varia-
tional bayes. CoRR, abs/1312.6114,2014. 4

Naveen Kodali, Jacob Abernethy, James Hays, and Zsolt
Kira. On convergence and stability of gans. arXiv preprint
arXiv:1705.07215,2017. 10

Alex Krizhevsky. Learning multiple layers of features from
tiny images. 2009. 2, 10

Huiling Le. Estimation of riemannian barycentres. LMS
Journal of Computation and Mathematics, 7:193-200, 2004.
9

John M Lee. Introduction to Riemannian manifolds, volume 2.
Springer, 2018. 1, 8

Ziwei Liu, Ping Luo, Xiaogang Wang, and Xiaoou Tang.
Deep learning face attributes in the wild. In Proceedings of
International Conference on Computer Vision (ICCV), De-
cember 2015. 2,9, 10

Xuezhe Ma and Eduard H. Hovy. Macow: Masked convolu-
tional generative flow. In NeurIPS, 2019. 10

Tambiama Madiega. Artificial intelligence act. European
Parliament: European Parliamentary Research Service, 2021.
1

Jonathan H Manton. A globally convergent numerical algo-
rithm for computing the centre of mass on compact lie groups.
In ICARCV 2004 8th Control, Automation, Robotics and Vi-
sion Conference, 2004., volume 3, pages 2211-2216. IEEE,
2004. 9

Xudong Mao, Qing Li, Haoran Xie, Raymond Y. K. Lau,
Zhen Wang, and Stephen Paul Smolley. Least squares gen-
erative adversarial networks. 2017 IEEE International Con-
ference on Computer Vision (ICCV), pages 2813-2821, 2017.
10

Francesco Marra, Diego Gragnaniello, Davide Cozzolino,
and Luisa Verdoliva. Detection of GAN-Generated Fake
Images over Social Networks. In 2018 IEEE Conference on
Multimedia Information Processing and Retrieval (MIPR),
pages 384-389, Apr. 2018. 10, 11

Francesco Marra, Cristiano Saltori, Giulia Boato, and Luisa
Verdoliva. Incremental learning for the detection and clas-
sification of GAN-generated images. In 2019 IEEE Inter-
national Workshop on Information Forensics and Security
(WIFS), pages 1-6, Dec. 2019. 11

Scott McCloskey and Michael Albright. Detecting gan-
generated imagery using saturation cues. In 2019 IEEE in-
ternational conference on image processing (ICIP), pages
4584-4588. 1IEEE, 2019. 2, 10, 11

(48]

[49]

(50]

(51]

[52]

(53]

(54]

[55]

[56]

(571

(58]

[59]

(60]

[61]

[62]

Lakshmanan Nataraj, Tajuddin Manhar Mohammed, Shiv-
kumar Chandrasekaran, Arjuna Flenner, Jawadul H. Bappy,
Amit K. Roy-Chowdhury, and B. S. Manjunath. Detecting
GAN generated Fake Images using Co-occurrence Matrices,
Oct. 2019. 10, 11

Thanh Thi Nguyen, Quoc Viet Hung Nguyen, Dung Tien
Nguyen, Duc Thanh Nguyen, Thien Huynh-The, Saeid Naha-
vandi, Thanh Tam Nguyen, Quoc-Viet Pham, and Cuong M
Nguyen. Deep learning for deepfakes creation and detec-
tion: A survey. Computer Vision and Image Understanding,
223:103525, 2022. 1

Augustus Odena, Vincent Dumoulin, and Chris Olah. Decon-
volution and checkerboard artifacts. Distill, 2016. 2

US Copyright Office. Copyright registration guidance: Works
containing material generated by artificial intelligence., 2023.
1

Stanislav Pidhorskyi, Donald A. Adjeroh, and Gianfranco
Doretto.  Adversarial Latent Autoencoders. In 2020
IEEE/CVF Conference on Computer Vision and Pattern
Recognition (CVPR), pages 14092-14101, Seattle, WA, USA,
June 2020. IEEE. 10

Alec Radford, Luke Metz, and Soumith Chintala. Unsuper-
vised representation learning with deep convolutional gen-
erative adversarial networks. CoRR, abs/1511.06434, 2016.
10

Robin Rombach, Andreas Blattmann, Dominik Lorenz,
Patrick Esser, and Bjorn Ommer. High-resolution image
synthesis with latent diffusion models, 2022. 1

Robin Rombach, Andreas Blattmann, Dominik Lorenz,
Patrick Esser, and Bjorn Ommer. High-Resolution Image
Synthesis With Latent Diffusion Models. In Proceedings of
the IEEE/CVF Conference on Computer Vision and Pattern
Recognition, pages 10684—10695, 2022. 10

Andreas Rossler, Davide Cozzolino, Luisa Verdoliva, Chris-
tian Riess, Justus Thies, and Matthias NieBner. Faceforen-
sics++: Learning to detect manipulated facial images. In
Proceedings of the IEEE/CVF international conference on
computer vision, pages 1-11, 2019. 1

Takashi Sakai. Riemannian geometry, volume 149. American
Mathematical Soc., 1996. 8

Katja Schwarz, Yiyi Liao, and Andreas Geiger. On the Fre-
quency Bias of Generative Models. In Advances in Neural
Information Processing Systems, volume 34, pages 18126—
18136. Curran Associates, Inc., 2021. |

Ilia Shumailov, Zakhar Shumaylov, Yiren Zhao, Nicolas
Papernot, Ross Anderson, and Yarin Gal. Ai models col-
lapse when trained on recursively generated data. Nature,
631(8022):755-759, 2024. 1

Hae Jin Song, Mahyar Khayatkhoei, and Wael AbdAlmageed.
Manifpt: Defining and analyzing fingerprints of generative
models. In Proceedings of the IEEE/CVF Conference on Com-
puter Vision and Pattern Recognition, pages 10791-10801,
2024. 1,2,3,4,9,10, 11

Yang Song, Jascha Sohl-Dickstein, Diederik P. Kingma, Ab-
hishek Kumar, Stefano Ermon, and Ben Poole. Score-Based
Generative Modeling through Stochastic Differential Equa-
tions. In International Conference on Learning Representa-
tions, Jan. 2023. 10

Gemini Team, Rohan Anil, Sebastian Borgeaud, Yonghui

ICCV
#6

446
447
448
449
450
451
452
453
454
455
456
457
458
459
460
461
462
463
464
465
466
467
468
469
470
a7
472
473
474
475
476
477
478
479
480
481
482
483
484
485
486
487
488
489
490
491
492
493
494
495
496
497
498
499
500
501
502
503
504



ICCV
#6

505
506
507
508
509
510
511
512
513
514
515
516
517
518
519
520
521
522
523
524
525
526
527
528
529
530
531
532
533
534
535
536
537
538
539
540
541
542

[63]

[64]

[65]

[66]

[67]

[68]

[69]

[70]

ICCV 2025 Submission #6. CONFIDENTIAL REVIEW COPY. DO NOT DISTRIBUTE.

Wu, Jean-Baptiste Alayrac, Jiahui Yu, Radu Soricut, Johan
Schalkwyk, Andrew M Dai, Anja Hauth, et al. Gemini: a
family of highly capable multimodal models. arXiv preprint
arXiv:2312.11805,2023. 1

Arash Vahdat and Jan Kautz. NVAE: A Deep Hierarchical
Variational Autoencoder. In Advances in Neural Information
Processing Systems, volume 33, pages 19667-19679. Curran
Associates, Inc., 2020. 10

Arash Vahdat, Karsten Kreis, and Jan Kautz. Score-based
Generative Modeling in Latent Space. In Advances in Neural
Information Processing Systems, volume 34, pages 11287—
11302. Curran Associates, Inc., 2021. 10

Sheng-Yu Wang, O. Wang, Richard Zhang, Andrew Owens,
and Alexei A. Efros. CNN-Generated Images Are Surpris-
ingly Easy to Spot... for Now. 2020 IEEE/CVF Conference
on Computer Vision and Pattern Recognition (CVPR), 2020.
1,2, 10, 11

Zhisheng Xiao, Karsten Kreis, Jan Kautz, and Arash Vahdat.
VAEBM: A Symbiosis between Variational Autoencoders
and Energy-based Models. In International Conference on
Learning Representations, Feb. 2022. 10

Zhisheng Xiao, Karsten Kreis, and Arash Vahdat. Tackling
the generative learning trilemma with denoising diffusion
gans. 2022. 10

Jiashu Xu, Fei Wang, Mingyu Derek Ma, Pang Wei Koh,
Chaowei Xiao, and Muhao Chen. Instructional fingerprinting
of large language models. arXiv preprint arXiv:2401.12255,
2024. 2

Ning Yu, Larry Davis, and Mario Fritz. Attributing fake
images to gans: Learning and analyzing gan fingerprints.
2019 IEEE/CVF International Conference on Computer Vi-
sion (ICCV), pages 7555-7565, 2019. 1, 2, 10, 11

Bowen Zhang, Shuyang Gu, Bo Zhang, Jianmin Bao, Dong
Chen, Fang Wen, Yong Wang, and Baining Guo. StyleSwin:
Transformer-based GAN for High-resolution Image Gener-
ation. In 2022 IEEE/CVF Conference on Computer Vision
and Pattern Recognition (CVPR), pages 11294-11304, New
Orleans, LA, USA, June 2022. IEEE. 10

ICCV
#6



ICCV
#6

543
544

545
546
547
548
549
550
551
552

553
554
555
556

557
558
559
560
561
562
563
564
565
566
567
568

569

570
571
572

573
574

575
576
577
578
579
580
581
582
583
584
585
586

587
588

ICCV 2025 Submission #6. CONFIDENTIAL REVIEW COPY. DO NOT DISTRIBUTE.

A. Background on Riemannian geometry and
Riemannian manifold learning

To establish a common language and context for introducing
our Riemannian-geometric definition of fingerprints, we start
with a brief recap of Riemannian geometry [19, 39, 57].

Riemannian manifold and its metric. A Riemannian mani-
fold is a well-studied metric space that locally resembles a
Euclidean space, allowing geometric notions such as lengths,
distance and curvature to be (locally) defined on a curved
(i.e. non-Euclidean) space. A formal definition is as follows:

Definition A.1. A Riemmanian manifold is a smooth man-
ifold M, whose tangent space T, M at each point p € M
is equipped with an inner product (Riemannian metric)
Gp : TpM x Ty M — IR in a smooth way.

Riemannian metric. A Riemannian metric g on M assigns
to each p an inner product g, : T, M x T, M — IR, which
induces a norm (i.e., length of a vector) || - ||, : TpM — R
defined by [[v]], = /g, (0, 0).

Inituitively, a Riemannian metric functions as a measur-
ing stick on every tangent space of M, dictating how to
measure the lengths of vectors and curves (and other derived
geometric quantities) on M.

Geometric calculations on Riemannian manifolds.

* Measuring lengths on a Riemannian manifold: The inner
product structure on (M, g) is sufficient for defining the
length of a smooth curve ¢ : [0,1] — M as:

Length(©) 1= [ oo @0 c0)at ©)

where ¢ = 0;c denotes the curve velocity.
* Measuring distances on a Riemannian manifold: Given
p,q € M, the distance from p to ¢ is defined as:

d(p, q) := inf{Length(c)|c: [0,1] = M, (7
c(0) = p,c(1) = q}

Such a minimum-distance curve from p to ¢ is called a
“geodesic” and its distance the “geodesic distance”.
Learning Riemannian manifold from data. In the context
of this paper we focus on Riemannian manifolds whose
structure and Riemannian metrics are learned from observed
data (i.e., images). In particular, we employ the method of
pulling back the metric on the observed data space to the
latent manifold [3, 4, 23] by training a generative model
(e.g., VAE) with its encoder and decoder functions.
More specifically, given the data space X and a VAE
(fenc, faec) trained with a latent space Z, where its decoder
function fqe. models both the mean and variance, i.e.,

faee(2) = p(2) +0(2) O, (8)
p:Z—=X0: 2Ry, e~N(0,1p)

(X, dy) Observed data space as (IR”, d, , )

(Z,dz) Latent space of VAE as (RY,d,, )

(M, dnm) Latent Riemannian manifold immersed in
X with dpq := putiback St Ip TpyM x
oM =R

VAE Generative model that learns a latent man-

,,,,,,,,, ifold of real dataset; (fene, fge)

Xr, Xq real dataset, and synthetic dataset gener-
ated by a generative model G

xl(\ﬁg kth nearest neighbors of x on the mani-
fold (M, d M)

kENN(z; Xg) the set of K nearest neighbors of x on
(M ) dm )

Tpem Riemannian center of mass of
ENN(z; Xg) on (M, daq)

a(xg; M)  Artifact of z¢ with respect to (M, d )

Table 1. Our notation: data and latent spaces as metric spaces and
points involved in estimating GM fingerprints.

we can construct a Riemmanian metric g on Z from the
metric on X (which is, conveniently, Euclidean), as [4]:

g:=11,+171, 9

where J,, and J,, are the Jacobians of £(.) and o(.). These Ja-
cobians can be estimated from the standard backpropagation
through the trained decoder [4].

In our approach (Sec. 2), we use this pullback approach
to learn a latent (Riemannian) geometric structure of real
image datasets, and estimate “artifacts” of a GM on model-
generated data using this learned, real data manifold as a
reference of a true data distribution. Additionally, the learned
metric aids in computing a more geometrically appropriate
notion of “projection” to the manifold, using geodesic dis-
tances and Riemannian center of mass. We now introduce
our new definition and implementation of GM fingerprints.

B. Our Method: Riemannian-Geometric Fin-
gerprints of GMs

B.1. Algorithms for computering fingerprints

Algorithm 4 Compute RCM: Gradient Descent for finding
the Riemannian LP center of mass of {z;}}¥

Input: {z;}Y, C M, {w;}}¥, and choose 2° € M
1. if Vf,(z¥) =0 thenstop, else set

okl — expwk(—thfp(xk)) (10)

where ¢, > 0 is an “appropriate” step-size and V f,(-)
is defined in (12).
2: repeat step |
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Algorithm 2 Learn Riemannian manifold from real dataset

Input: Set of real images, X

1: function LEARN-RIEMANNIAN-MANIFOLD(XR)
2: # Train VAE with mean and variance parameters
(0,.,85) using X with standard VAE losses.

3 VAE = (fue, ) « TrNVAE(XR) > fo -
X—=Z f. 224X

4: # Pullback metric from the data space X’ to M

5: g < JIJ,+JIJ,  >Riemannian metric on
M, pulled back through fge.

6: M — fenc (XR)

7: return (M, g), VAE = (fenc, faec)

Algorithm 3 Compute projection of x¢ onto M as RCM

Input: A model-generated sample x¢, and Riemannian
manifold M

1: function PROJECT(z¢, M)

2: # Compute the projection of x¢ onto M as RCM of
kENNs in M

3: Qx + kNNg_(z,XRr)
of  on M using the metric dz

4: RCM(Qk) < COMPUTE-RCM(Qk, G) > Rie-
mannian center of mass of KNNs on M

5: return RCM(Qx)

> k-nearest neighbors

B.2. Computing Riemannian center of mass (RCM)
on the latent manifold.

We first define the RCM as following [2]:

Definition B.1. Given the dataset {z;}}Y, C M and
LP-distance dP on M, its Riemannian LP center of mass
(a.k.a. Fréchet mean) with respect to weights 0 < w; < 1
(Zf\il w; = 1) is defined as the minimizer(s) of

1<p<oo
p=00

LN dP (2 s
o) = { g2l o an

max; d(x, z;)

in M. By convention, the weights are assumed to be equally
distributed unless specified [2]. Our method adopts an itera-
tive, gradient-based algorithm [2, 38, 43] for computing this
Riemannian center of mass, using the metric g learned in
Step 1 (Eqn. 5). Alg. 4 describes how we compute a local
RCM given a set of query points ) C M on our learned
data manifold M, using the pullback metric g as the distance
d in Eq. 11. In particular, we follow until convergence the
gradient of f;, using the k-nearest neighbors of ¢ on Xg:

K
Vip(x) = —Zwidpfz(x,xi) exp, ' z; [2] (12)
i=1

This gradient is valid for any x € M as long as it is not in
the small open neighborhood of other data points [2]. For our
purposes, we assume that this condition is achieved due to
the sparsity of our observed sample, i.e., the dimensionality
of our data manifold (i.e., image manifold) is much higher
than our sample size (i.e., number of observed images). In
Algo. 4, we initialize 2° with a random data point in X,
and set ¢, for each k as in [38].

C. Method: Attribution network

Our attribution network takes as input our artifact repre-
sentation of an image (computed in Step 2) and predicts
the identity of its source generative model: First, we repre-
sent the input image as an artifact feature by computing its
deviation from the learned data manifold, as discussed in
Sec. 2.2. Note that we do not learn the Riemannian mani-
fold (and its metric) at the inference time, since this step is
done only once per given real data during training or data-
preprocessing steps. Next, the artifact feature is fed into our
ResNet-based classifier to perform multi-class classification
over the generative models. To train this classifier, we use
the pretrained ResNet50 [25] as the backbone and finetune it
with the cross-entropy loss accruing from classifying images
in the training split of our dataset in Tab. 2.

D. Experiments: Dataset Creation

ManiFPT [60] provides an extensive benchmark dataset for
evaluating model attribution across a large array of GMs,
spanning 4 different training datasets and all 4 main GM
familys (GAN, VAE, Flow, Diffusion). However, what it
is currently lacking is the inclusion of multimodal models
such as vision-language models. To bridge this gap, and to
evaluate model attribution methods on a wider variety of
models, we created an extended benchmark dataset that in-
cludes SoTA vision-language GMs. In particular, we include
4 SoTA models (last row of Tab. 2) that can generate images
given input text prompts: Flux.1-dev, Stable-Diffusion-3.5,
Dall-E-3, and Openjourney. For all these models, we used
pre-trained models that are available either on Huggingface
or on public Github repositories.

D.1. Details on dataset creation

GM-CelebA dataset. To construct a dataset of faces that
resemble images in CelebA [40], we use the text prompt of "a
face of celebrity" to each of the vision-language models. For
example, for Flux.1-dev model, we use the Huggingface’s
‘diffuser* library to download the model weights, and used
each pretrained model with default sampling configurations
to generate 10k images with this prompt.

GM-CIFAR10 dataset. To generate images like the data
in CIFAR10, we created a text prompt for each class in
CIFARI1O (i.e., airplane, automobile, bird, cat, deer, dog,
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Family GM-CIFAR10 GM-CelebA GM-CHQ GM-FFHQ
Real CIFAR-10 [37] CelebA [40] CelebA-HQ (256) [29] ~ FFHQ (256) [31]
GAN  BigGAN-Deep[S]  plainGAN[20]  BigGAN-Deep[5]  BigGAN-Deep [5]
StyleGAN2 [32] DCGAN [53] StyleGAN2 [32] StyleGAN2 [32]
LSGAN [44] StyleGAN3 [30] StyleGAN3 [30]
WGAN-gp [22] WGAN-gp/lp [22] VQ-GAN [17] VQ-GAN[17]
DRAGAN-gp/lp [36] StyleSwin [70]
DDGAN [67] DDGAN [67]
VAE U waepe
DFC-VAE [28] StyleALAE [52]
NVAE [63] NVAE [63] NVAE [63] NVAE [63]
VAE-BM [66] VAE-BM [66] VAE-BM [66]
Eff-VDVAE [24] Eff-VDVAE [24] Eff-VDVAE [24] Eff-VDVAE [24]
Flow GLow [  GLowpda T
MaCow [41] MaCow [41]
Residual Flow [11]
Score DDPM[27]  DDPMI7] pppM 71
NCSN++[61] NCSN++[61]
RVE [33] RVE [33] RVE [33]
LSGM [64] LSGM [64]
LDM [55] LDM [55]
Vision-Language ~ Flux.-dev  Stable-Diffusion-35 | DallE3 Openjourney

Table 2. Our experimental dataset of generation models. We
introduce an extended benchmark dataset for model attribution that
includes SoTA multimodal GMs (i.e., text-to-image models) in ad-
dition to the large array of SOTA GMs trained on 4 different datasets
(CIFARI10, CelebA, CelebA-HQ(256), FFHQ(256)) in 2 different
resolutions (64 x 64, 256 x256) from [60]. We evaluate the model
fingerprints on their attributability and cross-data/model/modality
generalization. Real: training datasets of the generative models.
Score: score-based (a.k.a. diffusion) models.

frog, horse, ship, truck ), as “an image of {cifar10-class}”.
We then provided this prompt to each of the vision-language
models we added in Tab. 2, and used each pretrained model
with its default sampling configurations to generate a total
of 10k images per prompt per CIFAR10 class.

E. Experiments

We evaluate our proposed fingerprint definitions and attri-
bution method on model attribution and generalization to
unseen datasets, generative models and modalities. Sec. E.1
explains our experimental setup. Sec. E.2 and Sec. E.3 eval-
uate the attributability of GM fingerprints on a large array of
generative models via (multi-class) model attribution and fea-
ture space analysis. Sec. E.4 studies the generalizability of
our fingerprints across dataset, model type, and modalities.

E.1. Experimental setup

Datasets. To evaluate the performance of different finger-
prints on model attribution for a multi-class classification,
we use the GM datasets from [60] — GM-CIFAR10, GM-
CelebA, GM-CHQ and GM-FFHQ - constructed from real
datasets and generative models trained on CIFAR-10 [37],
CelebA-64 [40], CelebA-HQ(256) [29] and FFHQ(256) [31],
respectively. This dataset includes 100k images from each
generative model, collectively covering GAN, VAE, Flow,
and diffusion families, and state-of-the-art generative models
(e.g., NAVE, NCSN++, LSGM) that have not been consid-
ered before. In addition, we extend this dataset to include

10

SoTA multimodal GMs (vision-language models) to eval-
uate fingerprints’ generalization across a wider variety of
modalities. Tab. 2 summarizes our datasets, organized in
column by the training datasets, with the last row indicating
the vision-language models. We emphasize that each dataset
in the column exclusively consists of images from models
trained on the same training dataset, which is crucial for
evaluating the effects of model architectures and datasets on
attribution and cross-dataset generalization independently,
which we study in Sec. E.2 and Sec. E.4.

Baselines We consider the three main categories of existing

model attribution methods: color-based, frequency-based

and supervised-learning methods. We evaluate represen-
tative methods from each group and compare them to our
proposed method. Additionally, we include the SoTA finger-

printing method based on a data manifold (ManiFPT [60])

in our comparison.

* Color-based methods: Histogram of saturated and under-
exposed pixels [47], Color co-occurrence matrix [48]

» Frequency-based methods: 1-dim power spectrum via az-
imuthal integration on DCT [15], high-frequency decay
parameters fitted to normalized reduced spectra [12, 16]

* Supervised learning methods: InceptionNet-v3 [45], Xcep-
tionNet [45], Yu et al. [69], Wang et al. [65]

¢ Manifold-based methods (Euclidean): ManiFPTRGB,
ManiFPTFREQ [60] which use RGB and frequency (FFT)
spaces, respectively, as their embedding spaces

For comparison, we consider two variants of our attribution

method, R-GMfpts which computes the RCM on M us-

ing Euclidean distances, and R-GMfptsgcy which uses the
learned geodesic distances.

E.2. Attribution of generative models

We test the attributability of fingerprints by training a clas-
sifier for model attribution based solely on our computed
artifacts. For other baselines, the inputs to the classifier may
be a full image or frequency spectrum, depending on their
expected representations. A high test accuracy implies the
classifier is able to predict source models from the finger-
prints, thereby supporting the existence of their fingerprints.
Metrics. We evaluate the attributability of the baseline
methods listed in Sec. E.l and our proposed methods on
our GM datasets (Tab. 2). The performance is measured in
classification accuracy (%).

Evaluation Protocol. Each dataset in Tab. 2 consists of real
images and synthetic images from GMs trained on those
real images. Each image is labeled with the ID of its source
model (e.g., 0 for Real, 1 for G, ..., M for Gjy). We split
the data into train, val, test in ratio of 7:2:1, train the methods
on the train split and measure the accuracies on the test split.
Results. Tab. 3 shows the result of model attribution.
First, we observe that our attribution methods (R-GMfpts,
R-GMfptsgcm) outperform all compared methods on all

ICCV

#6

700
701
702
703
704
705
706
707
708
709
710
711
712
713
714
715
716
717
718
719
720
721
722
723
724
725
726
727
728
729
730

731

732
733
734
735
736
737
738
739
740
741
742
743
744
745
746
747
748
749
750
751



ICCV
#6

752
753
754
755
756

757
758
759
760
761
762
763
764
765
766

767

768
769
770
771
772
773
774
775
776
777
778
779
780

ICCV 2025 Submission #6. CONFIDENTIAL REVIEW COPY. DO NOT DISTRIBUTE.

GM-CIFAR10 GM-CelebA GM-CHQ GM-FFHQ
Methods Acc.(%)t  FDRT  Acc.(%)! FDRT  Acc.(%)! FDRT  Acc.(%)t FDR?t
McCloskey et al. [47] 4022+1.10 324 626+031 702 57.4+081 363 50.8+0.34 263
Nataraj et al. [48] 46.29+1.43 367 61.1+091 740 56.3+0.32 379 51.3+0.58 35.3
Durall et al. [15] 57.29£0.93 465 6224024 755 59.14+0.80 388 60.9+£025 379
Dzanic et al. [16] 56.12+1.21 43.1 61.64+1.02 881 56.9+1.21 382 5574032 303
Corvietal. [12] 60.12+£0.14 472 5924059 465 60.5+0.76 482 59.3+£0.53 492
Wang et al. [65] 6223 £0.84 53.6 622+120 898 595+1.25 303 642+031 379
Marra et al. (MIPR) [45] 55.94+£1.09 412 63.14+1.10 834 51.34+1.28 205 532+021 304
Marra et al. (WIFS) [46] 60.71 £ 1.24 472 6lL1+1.72 1014 59.1+£0.75 349 51.8+£023 309
Yu et al. [69] 62.01+£0.79 50.1 60.6+1.10 1114 61.1+1.12 733 60.5+£0.10 35.1
ManiFPT,, [60] 69.48 £ 1.08 552 7054156 1153 63.7+0.63 642 63.3+012 50.1
ManiFPT . [60] 70.19+£0.96 572 72.84+1.32 1209 548+0.32 70.1 63.84£0.20 438
R-GMfpts (ours) 72.01 £ 0.92 589 73.6+0.70 168.0 64.3+0.72 772 652+0.30 58.8
R-GMfptsgcy (ours) 7817 +0.53 60.1 747+0.62 1259 658+0.75 745 67.1+0.20 608

Table 3. Model attribution results. We evaluate different artifact features on predicting the source generative model of a generated sample.
Separability of the feature spaces are measured in Fréchet distance ratio (FDR). Higher FDR means better separability. Our methods based
on the proposed definition of artifacts outperform all baseline methods on all datasets (results from [60] and our evaluations).

datasets with significant margins. In particular, our method
achieves higher accuracies across all dataset than the
Euclidean-based method (ManiFPT [60]), supporting that
taking the Riemannian geometry structure of data when esti-
mating the GM fingerprints improves their estimation.

Secondly, we note that our method that takes full advan-
tage of the learned Riemannian metric on the data manifold
(R-GMfptsgcm) outperforms the one that does not and uses
a standard Euclidean metric instead (R-GMfpts). This result
suggests that computing the projection of x¢ as a Rieman-
nian center of mass using the learned geodesics contributes
the estimation to lie closer to the data manifold, minimizing
potential errors in the artifact computation. We visualize this
point in Figure 3 (center vs. right) where zcy (center) lies
off the manifold whereas zgrcym (right) on the manifold.

E.3. Feature space analysis

Separability (FD ratio). We measure the separability of
fingerprint representations using the ratio of inter-class and
intra-class Fréchet Distance (FDR) [14] as done in [60]. The
larger the ratio, the more attributable the fingerprints are
to their source models. Tab. 3 shows the FD ratios com-
puted for the fingerprints on the test datasets. We observe
that the FDRs are significantly higher for learned represen-
tations (Row of Wang et al. and below) than color-based
(McCloskey [47], Nataraj [48]) and frequency-based discrep-
ancies (Durall [15], Dzanic [16], Corvi [12]). In particular,
the feature spaces based on our new Riemannian definitions
achieve improved FDRs, in alignment with the attribution
results in classification accuracy.
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Methods C10—CA CA—C10 CHQ—FFHQ FFHQ—CHQ
McCloskey et al. [47] 52.3+0.14 43.2+0.08 342+£0.13 31.2£0.10
Nataraj et al. [48] 56.2+0.11 46.1+0.19 42.1+0.07 404 £0.19
Durall et al. [15] 60.1+0.14 53.5£0.12 51.9 £0.09 42.6 £0.12
Dzanic et al. [16] 56.9+0.13 54.7+0.11 45.2+0.22 42.5+0.17
Corvietal. [12] 59.2+0.21 59.3+£0.14 48.1+£0.35 46.6 +£0.14
Wang et al. [65] 62.5+0.15 60.1 £0.10 61.4£0.13 53.4+£0.12
Marra et al. (MIPR) [45] 57.0+0.14 58.4+0.33 50.2 £0.17 35.9+0.27
Marra et al. (WIFS) [46] 61.0£0.15 58.6+0.23 54.3 £0.12 30.3+0.17
Yu et al. [69] 60.5£0.13 60.4+0.20 55.2+£0.17 50.3£0.13
MzmiFPTRGB [60] 62.7+£0.14 60.2+0.15 58.1 £0.22 53.2+0.11
ManiFPTFRhQ [60] 65.8£0.12 62.1+0.11 57.6 £0.20 53.5+£0.18
R-GMipts (ours) 68210.11 623+0.16 635 +0.14 56.9 £0.28
R-GMfptsgcy (ours) 67.840.21 6504012 6734024 543 +0.32

Table 4. Generalization of model attribution across datasets.
We evaluate how well baselines and our fingerprints generalize
across training datasets. We consider two scenarios: (i) generaliza-
tion across GM-CIFAR10 and GM-CelebA, and (ii) generalization
across GM-CHQ and GM-FFHQ. For each case, we train attribution
methods on one set of generative models (e.g., GM-CIFAR10) and
test on a different set of models (e.g., GM-CelebA). Our artifact-
based attribution method outperforms all baseline methods in both
scenarios. C10: CIFAR-10. CA: CelebA. CHQ: CelebA-HQ.

E.4. Cross-dataset generalization

We evaluate the generalizability of fingerprinting methods
across datasets. Since new models are developed constantly
by training or fine-turning on new datasets, this cross-dataset
generalizability is crucial in practice. We consider two sce-
narios whose data semantics are meaningfully different: gen-
eralization (i) between GM-CIFAR 10 and GM-CelebA, and
(ii) between GM-CHQ and GM-FFHQ.

Evaluation. In each case, we train attribution methods on the
training dataset (e.g., GM-CelebA) and test their accuracies
on the other unseen dataset (e.g., GM-CIFAR10).

Results. Tab. 4 shows the result of cross-dataset general-
izations for GM-CIFAR10 <+ GM-CelebA and for GM-
CHQ < GM-FFHQ. First, our attribution methods based
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on Riemannian fingerprints (R-GMfptsgcm, R-GMfpts)
outperform all compared methods in both cases of cross-
generalization. Note that CIFAR-10 and CelebA contain im-
ages from different domains (CIFAR-10: objects and animals
vs. CelebA: human faces).Therefore, the high accuracies in
this particular scenario indicate that our new fingeprints gen-
eralize not only across datasets of similar semantics (CHQ
< FFHQ), but also across of different semantics (CIFAR-10
< CelebA). Overall, these higher accuracies show that our
methods are more generalizable in the midst of the changes
of training datasets of various generative models, supporting
the efficacy of our methods in practice where attribution is
needed to address end users who can train new models using
their own datasets.

F. Conclusion

Our work addresses an increasingly critical problem of at-
tributing and fingerprinting GMs, by proposing fingerprints
that generalize to non-Euclidean data using Riemannian ge-
ometry. Our experiments on an extended SoTA dataset
showed that our method is more effective in distinguish-
ing a wider variety of GMs (4 datasets in 2 resolutions, 27
model architectures, 2 modalities). Using our definition sig-
nificantly improved performance on model attribution and
generalization. We believe this generalized definition of GM
fingerprints can help address gaps in the theory and practical
understanding of GMs, by providing a geometric framework
to systematically analyze the characteristics of GMs.
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