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ABSTRACT

Understanding why a large language model (LLM) is uncertain about the response
is important for their reliable deployment. Current approaches, which either pro-
vide a single uncertainty score or rely on the classical aleatoric-epistemic di-
chotomy, fail to offer actionable insights for improving the generative model. Re-
cent studies have also shown that such methods are not enough for understanding
uncertainty in LLMs. In this work, we advocate for an uncertainty decomposi-
tion framework that dissects LLM uncertainty into three distinct semantic compo-
nents: (i) input ambiguity, arising from ambiguous prompts; (ii) knowledge gaps,
caused by insufficient parametric evidence; and (iii) decoding randomness, stem-
ming from stochastic sampling. Through a series of experiments we demonstrate
that the dominance of these components can shift across model size and task. Our
framework provides a better understanding to audit LLM reliability and detect
hallucinations, paving the way for targeted interventions and more trustworthy
systems. Code: https://github.com/aditya-taparia/LLM-Uncertainty

1 INTRODUCTION

Large Language Models (LLMs) have achieved remarkable success in complex reasoning and gen-
eration tasks. Despite their great capabilities, they have the tendency to generate plausible-sounding
but uncertain responses. Understanding when and why these models are uncertain in their response
helps in detecting hallucination Manakul et al. (2023); Kadavath et al. (2022); Kuhn et al. (2023),
improving response quality Ramı́rez et al. (2024), and optimizing tool calling Zubkova et al. (2025).
Recent studies have shown that hallucinations in LLMs are triggered because the model often
guesses when they are unsure about the final response Kalai et al. (2025). This makes it impor-
tant to identify when the model is uncertain and the fundamental nature and origins of uncertainty.

Uncertainty in LLMs can originate from different sources. Consider the case of Gemma3 27B
model Team et al. (2025), when asked a straightforward question from TriviaQA Joshi et al. (2017),

“What was Walter Matthau’s first movie?”

the model consistently responded with “The Gangster,” while the correct answer is “The Kentuck-
ian.” This discrepancy highlights two possible scenarios. First, the phrasing of the question intro-
duces input ambiguity, since “first movie” could mean Matthau’s first credited role or his earliest
on-screen appearance. Second, the model’s internal knowledge may be incomplete or imprecise, re-
flecting knowledge gaps in its training data. Similarly, another source of discrepancy in the response
could be introduced during output decoding. If we look at another example from the same dataset,

“In Hanna and Barbera’s TV cartoons base on The Addams Family who was the
voice of Gomez?”

the Gemma3 27B model consistently gives correct answer, “John Astin” when responses are gen-
erated using greedy decoding. But when temperature decoding is used, it sometimes responds with
incorrect answer, “Ted Cassidy.” Recent work has also demonstrated that decoding strategies influ-
ence both model outputs and the resulting uncertainty estimates Hashimoto et al. (2025).

Existing approaches focuses on quantifying these uncertainty using a single score Manakul et al.
(2023); Kadavath et al. (2022); Kuhn et al. (2023). While these scores are useful for ranking re-
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Our Framework:

Response:  The Phantom 
of the Opera.

Prompt: Which Lloyd Webber 
musical premiered in the US 
on 10th December 1993?

Prompt: Kim Carnes' nine 
weeks at No 1 with Bette 
Davis Eyes was interrupted 
for one week by which song?

Prompt: What is the name of 
the long running science 
program, produced by WGBH 
in Boston, on PBS, running 
from 1974 to the present?

Input UQ Knowledge UQ Decoding UQ

Response:  Don’t stand so 
close to me. Response:  Frontline.

Our Framework: Our Framework:

Action: Request for clarification. Action: RAG, Tool-calling, etc. Action: Adjust sampling.

Figure 1: Uncertainty decomposition on TriviaQA examples. Our framework identifies the dominant
source of uncertainty—input ambiguity (left), knowledge gaps (middle), or decoding randomness
(right)—and maps each to a targeted mitigation action.

sponses and guiding abstention, they are not actionable because they fail to diagnose the root cause
of uncertainity. It remains unclear what intervention might reduce the uncertainty in these sys-
tems. Some works have shown how these uncertainties can be decomposed into classical aleatoric-
epistemic dichotomy Senanayake (2024); Hou et al. (2024). However, recent studies Kirchhof et al.
(2025); Huang et al. (2024); Xie et al. (2025); Bakman et al. (2025) have highlighted that this di-
chotomy is not sufficient in case of LLMs.

To address these issues, in this work we propose a framework that decomposes uncertainty in LLMs
into three distinct semantic components: (i) input ambiguity, stemming from prompts with multiple
valid interpretations; (ii) knowledge gaps, caused by insufficient training coverage or outdated infor-
mation; and (iii) decoding randomness, introduced by the sampling process itself (see Figure 1). We
advocate that this decomposition provides a more faithful description of uncertainty in generative
models and offers actionable insights for system design. For example, high input-driven uncertainty
suggests clarifying questions; high knowledge uncertainty suggests retrieval or data augmentation;
and high decoding uncertainty suggests adjusting sampling strategy. Our contributions are:

1. We propose a framework for decomposing LLM uncertainty into three distinct semantic
components: input ambiguity, knowledge gaps, and decoding randomness.

2. We empirically demonstrate how the dominant source of uncertainty shifts across different
tasks and model scales.

2 RELATED WORKS

Uncertainty Quantification in LLMs. Prior work has developed various techniques to assign un-
certainty scores to LLM outputs. Manakul et al. (2023) propose SelfCheckGPT, a sampling-based
method that compares multiple model generations. They show that, if a fact is truly known, the sam-
ples agree, whereas hallucinated facts cause divergent answers. Similarly, Kadavath et al. (2022)
uses LLM itself to estimate the probability that their own answers are correct (a “P(True)” confi-
dence). Another approach by Kuhn et al. (2023) defines a semantic entropy score that accounts
for linguistic paraphrases (shared meaning) to better predict uncertainty. These uncertainty scores
have been useful for improving tasks like hallucination detection and inference efficiency. For in-
stance, Ramı́rez et al. (2024) show that using a small model’s uncertainty to decide whether to
invoke a larger model yields an effective two-tier cascade. But they do not explain why the LLM is
uncertain about a particular response and how we can improve them. With our approach, we aim to
bridge this gap by decomposing uncertainty into interpretable sources.
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Towards Decomposing Uncertainty in LLMs. Decomposing uncertainty into meaningful com-
ponents has a long history in Bayesian and reinforcement learning Charpentier et al. (2022). Inspired
by this, recent work has begun exploring uncertainty decomposition in large language models. Hou
et al. (2024) introduce an input-clarification ensembling framework that generate multiple disam-
biguated versions of each prompt and ensemble the outputs. However, recent researches note that
the simple aleatoric-epistemic split is not ideal for LLMs. Kirchhof et al. (2025) argue that clas-
sical definitions of aleatoric vs. epistemic uncertainty “contradict each other and lose their mean-
ing” in open-ended, interactive language tasks. In particular, assigning fixed aleatoric and epistemic
scores to each output cannot capture the nuanced, multi-turn uncertainty arising from under specified
prompts. Motivated by these observations, we take a more fine-grained view and explicitly separate
input ambiguity, knowledge gaps, and decoding randomness as distinct uncertainty sources.

3 ANATOMY OF UNCERTAINTY IN LLMS

We propose a formal framework for decomposing the uncertainty in a LLM’s response along three
distinct axes: input ambiguity, knowledge gaps, and decoding randomness. These components cor-
respond to the core stages of the generation pipeline: the user prompt (Input), the model’s learned
parameters (Knowledge), and the generation procedure (Decoding).

Let X and Y represent the input and output spaces of a generative task. An LLM, parameterized by
θ, defines a conditional probability distribution p(Y | x, θ) over the output space for a given input
x ∈ X . A specific response y ∈ Y is generated by sampling from this distribution according to a
decoding strategy τ (e.g., greedy, temperature, or nucleus sampling). The uncertainty of the model
for a given input x is defined as the entropy of its output distribution,

Utotal(x) = H (p(Y | x, θ, τ)) . (1)

Each of the three uncertainty components is defined as follows,

Input Ambiguity (Uinput). It quantifies the model’s sensitivity to prompt phrasing. We isolate this
by holding θ and τ fixed while varying the input across a set of K semantically equivalent para-
phrases P (x) = {xk}Kk=1. We generate outputs yk for each paraphrase and compute the semantic
entropy over C equivalence clusters:

Uinput(P, θ, τ) = −
∑
c

p̂(c) log p̂(c) where p̂(c) =
∑
yk∈c

p(yk | xk, θ, τ) (2)

High Uinput indicates that the output distribution is unstable across paraphrases, signaling that the
prompt is underspecified and requires clarification.

Knowledge Gaps (Uknowledge). It measure uncertainty stemming from the model parameters θ.
We approximate this by creating an ensemble of M LoRA-finetuned instances Θ = {θm}Mm=1.
Holding x and τ fixed, we generate responses ym from each instance and compute the semantic
entropy:

Uknowledge(x,Θ, τ) = −
∑
c

p̂(c) log p̂(c) where p̂(c) =
∑
ym∈c

p(ym | x, θm, τ) (3)

High Uknowledge signifies ensemble disagreement, indicating a lack of parametric evidence that war-
rants external retrieval (RAG) or tool-calling.

Decoding Randomness (Udec). It captures uncertainty arising from the stochastic sampling pro-
cess. We isolate this by holding x and θ constant while generating N responses {yn}Nn=1 using a
specific decoding strategy τ ∈ T . The semantic entropy is given by:

Udec(x, θ, τ) = −
∑
c

p̂(c) log p̂(c) where p̂(c) =
∑
yn∈c

p(yn | x, θ, τ) (4)

Comparing Udec across different strategies (e.g., greedy vs. temperature sampling) reveals the
model’s inherent generation stability.
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Table 1: Failure prediction performance (AUROC) of each uncertainty component on TriviaQA
(fact-retrieval) and GSM8K (reasoning). Higher values indicate a stronger ability to predict incorrect
model responses. The results show that the most uncertainty source is task-dependent.

Dataset Model Input UQ Knowledge UQ Decoding UQ
AUROC ECE AUROC ECE AUROC ECE

TriviaQA Llama 3 (8B) 0.705 0.340 0.499 0.513 0.731 0.364
Gemma 3 (27B) 0.761 0.223 0.498 0.514 0.636 0.458

GSM8K Llama 3 (8B) 0.518 0.926 0.598 0.810 0.533 0.843
Gemma 3 (27B) 0.334 0.920 0.500 0.827 0.383 0.861

Although we treat these axes as distinct to enable analysis, they are not strictly orthogonal in prac-
tice. For instance, an ambiguous inputs can increase both input variability (Uinput) and decoding
variability (Udec) by flattening the output distribution across multiple plausible interpretations. De-
spite such interactions, this decomposition helps identify the dominant source of uncertainty for a
given query, enabling targeted system interventions.

4 EXPERIMENTS

We empirically validate our framework by addressing two research questions: (RQ1) Can decom-
posed uncertainty scores effectively predict model failures across tasks? and (RQ2) How do domi-
nant uncertainty sources shift with model scale and task type?

Setup. We evaluate our framework on TriviaQA (fact-retrieval) and GSM8K (reasoning) using
Llama 3 (8B) and Gemma 3 (270M–27B). For full implementation details, datasets, and hyperpa-
rameters, please refer to Appendix A.

4.1 DISENTANGLING UNCERTAINTY FOR HALLUCINATION DETECTION
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Figure 2: Failure prediction (AU-
ROC) across Gemma 3. Input UQ
reliability improves with scale.

Table 1 reveals that uncertainty dynamics are strongly task-
and model-dependent. On TriviaQA, Llama 3 (8B) fail-
ures are best predicted by Udec (AUROC 0.731), while
Gemma 3 (27B) relies on Uinput (AUROC 0.761). This in-
dicates a shift from generation noise to prompt sensitivity as
models scale. Conversely, on GSM8K, all signals weaken,
though Uknowledge remains comparatively stable. This suggests
reasoning errors stem primarily from confident, incorrect in-
ternal trajectories rather than ambiguity or sampling variance.
We further analyze the interaction between these uncertainty
sources in Appendix C.

4.2 ANALYSIS OF SCALING AND DECODING EFFECTS

To answer RQ2, we analyze how uncertainty sources evolve
with model scale. Figure 2 illustrates the performance of input
and decoding uncertainty for the Gemma 3 model family on TriviaQA. We observe no clear mono-
tonic trend; the predictive power of both uncertainty types fluctuates with model size. However, a
notable pattern emerges: for smaller models (1B), decoding uncertainty is a stronger predictor, while
for larger models (12B, 27B), input ambiguity becomes the more reliable signal. This reinforces our
finding from Table 1: as models grow, their sensitivity to input phrasing becomes a more prominent
failure mode than simple generation variability.

We also investigated the impact of different decoding strategies (e.g., Greedy vs. Top-k) on failure
detection. We consistently find that stochastic decoding methods are significantly more effective at
revealing uncertainty than deterministic ones. A detailed comparison and analysis of these strategies
is provided in Appendix B.
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5 DISCUSSION: ACTIONABLE UNCERTAINTY DECOMPOSITION

Uncertainty decomposition is valuable not only for measuring confidence but also for understanding
why LLMs fail in the first place. When uncertainty is represented by a single scalar score, it only
indicates that the model is unsure, without revealing the underlying reason. As a result, the only
practical response is often abstention or fallback generation. In contrast, separating uncertainty
into interpretable components helps diagnose the source of failure. For example, some failures arise
because the prompt itself is ambiguous and admits multiple valid interpretations. Recent work shows
that LLMs can improve reliability by detecting such underspecified queries and asking clarifying
questions before generating a response Li et al. (2025); Yang et al. (2025).

Other failures can originate from gaps in the model’s internal knowledge. Retrieval-based systems
address this by augmenting the model with external information when parametric knowledge is in-
sufficient. Self-Routing RAG Wu et al. (2025), for example, uses uncertainty signals to decide
whether a query should be answered using the model’s internal knowledge or through external re-
trieval. However, recent analysis argues that standard predictive entropy fails to capture knowledge-
related uncertainty in retrieval-augmented pipelines (Soudani et al., 2025). This further supports the
importance of identifying the source of uncertainty.

Uncertainty can also arise during the generation process itself. In structured tasks such as code
generation, reliability can depend strongly on token choices during decoding. Frameworks such
as AdaDec therefore monitor token-level entropy and trigger additional search or reranking when
decoding uncertainty becomes high He et al. (2025). In summary, these works illustrate how de-
composing uncertainty turns it into a practical signal for identifying model failures and improving
LLM behavior, enabling targeted interventions such as clarification, retrieval, or adaptive decoding.

6 CONCLUSION

We present a unified framework for decomposing LLM uncertainty into three distinct semantic
(not probabilistic) components: input, knowledge, and decoding. Each is formalized over se-
mantic equivalence classes, enabling direct comparison via a common semantic entropy measure.
Systematic evaluation demonstrates that the dominant source of uncertainty is task- and model-
dependent. Interestingly on TriviaQA, uncertainty decomposition reveals that smaller models ex-
hibit stronger decoding-driven uncertainty, while larger models are more sensitive to prompt phras-
ing (input ambiguity). Our findings challenge the common practice of relying on a single uncertainty
estimate and highlight fundamental differences in how semantic uncertainty manifests across task
and model types.
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This research focuses on analyzing the uncertainty and reliability of existing open-weights LLMs
using publicly available datasets (TriviaQA, GSM8K). The study does not involve human subjects,
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Wu. What prompts don’t say: Understanding and managing underspecification in llm prompts.
arXiv preprint arXiv:2505.13360, 2025.

Hanna Zubkova, Ji-Hoon Park, and Seong-Whan Lee. Sugar: Leveraging contextual confidence for
smarter retrieval. In ICASSP 2025-2025 IEEE International Conference on Acoustics, Speech and
Signal Processing (ICASSP), pp. 1–5. IEEE, 2025.

7



I Can’t Believe It’s Not Better Workshop @ ICLR 2026

A EXPERIMENT SETUP

In this section, we outline the components of our experimental design, including the datasets, mod-
els, and evaluation metrics used to validate our framework.

A.1 TASKS AND DATASETS

We evaluate our framework on two distinct datasets to analyze uncertainty under different tasks,
focusing on the LLM’s accuracy in zero-shot prediction. For factual question answering, we use
TriviaQA, a dataset that requires models to provide factually correct responses, thereby testing their
learned knowledge and ability to generate precise information. We also use GSM8K to evaluate
the model on mathematical reasoning, as this dataset of grade-school math word problems assesses
multi-step reasoning where errors may arise from either misinterpretation of the problem statement
or flaws in the logical chain.

A.2 MODELS

We conduct experiments across a range of model families and sizes, including Llama 3
(8B) Grattafiori et al. (2024) and Gemma 3 (270M, 1B, 4B, 12B and 27B) Team et al. (2025).
Input and decoding based uncertainty estimation were tested on all these models, but model based
uncertainty was only tested on Llama 3 8B and Gemma 3 27B.

A.3 IMPLEMENTATION DETAILS

Below we describe the implementation detail for each component of uncertainty.

Input Ambiguity (Uinput). To evaluate uncertainty based on input, we generate K = 5 semantically
similar paraphrases for each prompt using GPT5-nano. For each paraphrase, we obtain a response
from the target LLM using greedy decoding. We then compute the semantic entropy over this set of
5 responses, as described in equation. 2.

Knowledge Gaps (Uknowledge). We create an ensemble of M = 5 model instances for Llama 3
8B and Gemma 3 27B by fine-tuning with different random seeds on the train set of underlying
dataset using LoRA. For a given prompt, we generate one response from each of the 5 models using
greedy decoding and compute the semantic entropy over the resulting set of responses, as described
in equation 3.

Decoding Randomness (Udec). For each prompt, we generate N = 5 responses using different
decoding methods. We then compute the semantic entropy over this set of 5 diverse responses to
quantify the decoding uncertainty over the chosen decoding method, as described in equation 4.

A.4 EVALUATION METRICS

To assess how effectively each decomposed uncertainty component predicts model failures (hallu-
cinations), we formulate the problem as a binary classification task that distinguishes correct from
incorrect model outputs. Generation correctness is determined using a fuzzy matching criterion: an
output is labeled correct if its Rouge-L score, which measures the length of the longest common
subsequence with respect to the reference answer, is greater than or equal to 0.3. Although using a
Rouge-L threshold (≥ 0.3) as a proxy for semantic correctness can introduce noise, we retain this
threshold to remain consistent with evaluation protocols commonly adopted in recent LLM uncer-
tainty quantification literature (Lin & Och, 2004; Kuhn et al., 2023; Manakul et al., 2023).

Once correctness is established, we evaluate predictive performance using the Area Under the Re-
ceiver Operating Characteristic curve (AUROC), where higher values indicate stronger alignment
between uncertainty scores and actual model errors. In addition, we report the Expected Calibration
Error (ECE) to quantify how well the uncertainty scores correspond to true error rates.
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B IMPACT OF DECODING STRATEGIES

In Section 4.3, we briefly noted the importance of decoding strategies. Here, we provide the full
analysis of how different decoding methods influence the effectiveness of uncertainty estimation.

Figure 3 explores the failure prediction performance (AUROC) of Decoding Uncertainty (Udec)
when calculated using varying strategies: Beam Search, Greedy Search, Top-k Sampling, Top-p
Sampling, and Temperature Sampling.

Llama 3.1 8B Gemma 3 270M Gemma 3 1B Gemma 3 4B Gemma 3 12B Gemma 3 27B
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Figure 3: Comparison of failure prediction AUROC for Decoding Uncertainty when calculated
using different decoding strategies. Stochastic methods (e.g., Top-k, Top-p) are significantly more
effective at revealing uncertainty than deterministic ones (e.g., Greedy).
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Figure 4: Joint analysis of Input Ambiguity (Uinput) and Decoding Randomness (Udec) on TriviaQA,
partitioned by uncertainty quantiles. The heatmaps reveal an important insight about overconfi-
dence: while the failure rate (b) increases with uncertainty, the model is most poorly calibrated
(highest ECE in a) when it appears most confident (low uncertainty)

A consistent and striking pattern emerges across all models: stochastic decoding methods (Top-
k, Top-p, and Temperature Sampling) yield significantly higher AUROC scores than deterministic
methods (Beam Search, Greedy Search). This demonstrates that allowing the model to explore a
diverse set of potential answers is important for revealing its underlying uncertainty. Deterministic
methods, which force the model to commit to a single path, can mask this uncertainty, often leading
to confidently incorrect answers.
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C INTERACTION OF UNCERTAINTY SOURCES

To better understand how different uncertainty sources interact, we performed a joint analysis of
input ambiguity and decoding randomness. We partitioned the TriviaQA test set into a 3x3 grid
based on low, moderate, and high quantiles of Uinput and Udec. We then computed the average model
failure rate and ECE within each cell.

Figure 4(b) shows a clear and intuitive trend: the model’s failure rate increases monotonically with
both input and decoding uncertainty. The lowest failure rate (0.17) occurs when both uncertainty
scores are low, while the highest rate (0.83) occurs when both are high. This confirms that both
components are meaningful indicators of correctness, and their combined effect is even stronger.

However, Figure 4(a) reveals a more surprising relationship with calibration. The model is most
poorly calibrated (highest ECE of 0.635) when it appears most confident (low input and decoding
uncertainty). Conversely, it is best calibrated (lowest ECE of 0.125) when it is most uncertain. This
suggests that the model is often underconfident. When the model signals low uncertainty on both
axes, it is only wrong 17% of the time, but its confidence level is disproportionately low, leading to
poor calibration. This highlights a critical failure mode: the model’s confidence is least trustworthy
precisely when it should appear most certain.
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