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ABSTRACT

Membership inference attacks (MIAs) expose significant privacy risks by deter-
mining whether an individual’s data is in a dataset. While differential privacy
(DP) mitigates such risks, it faces challenges in general when achieving an op-
timal balance between privacy and utility, often requiring intractable sensitivity
calculations and limiting flexibility in complex compositions. We propose a game-
theoretic framework that models privacy protection as a Bayesian game between a
defender and an attacker, solved using a general-sum Generative Adversarial Net-
work (general-sum GAN). The Bayes Generative Privacy (BGP) response, based
on cross-entropy loss, defines the attacker’s optimal strategy, leading to the Bayes-
Nash Generative Privacy (BNGP) strategy, which achieves the optimal privacy-
utility trade-off tailored to the defender’s preferences. The BNGP strategy avoids
sensitivity calculations, supports compositions of correlated mechanisms, and is
robust to the attacker’s heterogeneous preferences over true and false positives. A
case study on binary dataset summary statistics demonstrates its superiority over
likelihood ratio test (LRT)-based attacks, including the uniformly most powerful
LRT. Empirical results confirm BNGP’s effectiveness.

1 INTRODUCTION

Membership inference attacks (MIAs) exploit vulnerabilities in data analysis and machine learn-
ing, enabling adversaries to determine whether an individual’s data is included in a dataset, such as
medical records or training data. MIAs represent not only a significant privacy threat but also a dom-
inant method for assessing privacy risks. To mitigate the privacy risks, noise perturbation strategies
like differential privacy (DP) (Dworkl [2006) introduce randomness to reduce information leakage.
DP provides strong theoretical guarantees by ensuring probabilistic near-indistinguishability of an
individual’s presence in a dataset based on the output of data sharing and processing mechanisms.

However, privacy protection inevitably leads to a tradeoff: adding noise increases uncertainty but
reduces data utility, while insufficient noise leaves sensitive information vulnerable to inference
attacks. Balancing this privacy-utility trade-off is essential for effective privacy protection across
diverse applications. The DP framework quantifies privacy preservation using an (e, ) scheme,
which measures the extent to which individual privacy is protected. However, this scheme does not
fully capture the utility of the released aggregate information, because for a given (e, §) (representing
a specific privacy level), different noise perturbation methods—such as varying noise distributions
(e.g., Gaussian or Laplace) or magnitudes can yield differing levels of utility (Geng et al.l [2020).
Identifying optimal privacy parameters and noise mechanisms is therefore crucial to achieving an
optimal trade-off for a given objective using any privacy-preserving framework, DP included.

Despite its theoretical appeal, guaranteeing a desired level of DP for a data-processing mechanism is
often challenging. For instance, calculating sensitivity—the maximum possible change in the output
when a single data point is replaced—is generally NP-hard (Xiao & Tao,2008)). Furthermore, deter-
mining the optimal composition of multiple independent DP mechanisms is # P-complete (Murtagh
& Vadhan| 2015). Moreover, the tight characterization of aggregate differential privacy risk under
the composition of multiple mechanisms with arbitrary correlation remains open. These challenges
complicate the design of DP mechanisms that optimally balance privacy and utility, particularly in
scenarios involving multiple dataset accesses.
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In this paper, we propose a novel game-theoretic framework to address the optimal privacy-utility
trade-off by conceptualizing privacy risk as the outcome of strategic interactions between a defender
and an attacker. We model this interaction as a general-sum Bayesian game, where the defender
optimizes privacy while preserving utility, and the attacker seeks to perform MIAs. To solve for
the Bayes-Nash Equilibrium (BNE), we introduce the general-sum Generative Adversarial Network
(general-sum GAN), where the defender’s privacy strategy acts as the generator and the attacker’s
MIA strategy serves as the discriminator. At the core of this approach is the Bayes Generative
Privacy (BGP) response, which defines the attacker’s best response to the defender’s privacy strategy
by minimizing a cross-entropy loss that quantifies the discrepancy between the prior distribution of
the sensitive information and the attacker’s probabilistic inference. The resulting privacy strategy,
termed the Bayes-Nash Generative Privacy (BNGP) strategy, achieves the optimal privacy-utility
trade-off tailored to the defender’s preferences.

The BNGP strategy offers several key advantages. To address the attacker’s heterogeneous pref-
erences for true positives and false positives, we extend the membership advantage (MA) (Yeom
et al, 2018) to a Bayes-weighted MA (BWMA). The BGP response captures the defender’s worst-
case privacy risk regardless of the attacker’s preferences in terms of BWMA, ensuring no alternative
strategy achieves strictly better privacy or utility for a given trade-off objective. Furthermore, the
BGP response satisfies post-processing and composition properties, enabling BNGP strategies to
optimize privacy for complex compositions involving arbitrary correlations—surpassing the typical
independent mechanism assumptions of DP. In addition, we show that each BNGP privacy strategy
is also an optimal approximate DP framework for a given trade-off objective. Furthermore, we es-
tablish a necessary and sufficient condition for equivalence between BNGP privacy and pure e-DP
for a given choice of €. Unlike DP, BNGP avoids intractable sensitivity calculations for privacy
guarantees and worst-case proofs for composition, and it can also handle compositions of correlated
mechanisms. To demonstrate the effectiveness of our approach, we present a case study on shar-
ing binary dataset summary statistics. Under mild assumptions, we show that a bounded-rational
Bayesian attacker with a non-informative prior incurs higher worst-case loss for the defender than
the uniformly most powerful likelihood ratio test (LRT) per the Neyman-Pearson lemma (Neyman
& Pearson, [1933). Empirical results further confirm the efficacy of the BNGP strategy in achieving
superior privacy-preserving sharing of summary statistics and classification models.

Organization Section [2| provides the necessary preliminaries. Section [3|introduces the Bayesian
game framework for modeling privacy protection against MIAs. Sections [3.1] and [3.2] formally
define the general-sum GAN, BGP response, and BNGP strategy, and explore their properties and
relationship with differential privacy. Section[d]presents a case study on sharing summary statistics,
comparing the proposed approach to state-of-the-art LRT methods. Section [5]discusses numerical
experiments that validate the effectiveness of our framework, and Section [6]concludes the paper.

1.1 RELATED WORK

Quantitative Notions of Privacy Leakage Quantitative notions of privacy leakage have been ex-
tensively studied in various contexts which provides mathematically rigorous frameworks for mea-
suring the amount of sensitive information that may be inferred by attackers. Differential privacy
(Dwork et al., 2006; IDwork, 2006) and its variants (Bun & Steinke, 2016; [Dwork & Rothblum,
2016; Mironov, |2017; Bun et al., 2018)) formalize the privacy leakage using various parameterized
statistical divergence metrics. For example, Rényi differential privacy (RDP) (Mironov} 2017) gen-
eralizes the standard pure DP and quantifies the privacy leakage through the use of Rényi divergence.
Information-theoretic measures, such as mutual information (Chatzikokolakis et al., [2010; |Cuff &
Yu, 2016), f-divergence (Xiao & Devadas, 2023), and Fisher information (Farokhi & Sandberg,
2017; [Hannun et al., 2021} |Guo et al., [2022)), provide alternative ways to quantify and characterize
privacy loss. Empirical measurements are also widely studied (Shokri et al., 2017} [Yeom et al.,
2018} Nasr et al.|, 2021} [Stock et al., 2022) that quantify the actual privacy guarantees or leakage
under certain privacy protection methods.

Privacy-Utility Trade-off Balancing the trade-off between privacy and utility is a central challenge
in designing privacy-preserving mechanisms. This balance is often modeled as an optimization
problem (Lebanon et al.,[2009; |Sankar et al., | 2013 |[Lopuhad-Zwakenberg & Goseling| [2024; |Ghosh
et al.l 2009; |Gupte & Sundararajan} 2010; |(Geng et al.l [2020; |du Pin Calmon & Fawaz, 2012} |Al-
ghamdi et al.l 2022} |Goseling & Lopuhai-Zwakenberg| [2022). For instance, Ghosh et al.| (2009)
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formulated a loss-minimizing problem constrained by differential privacy and demonstrated that the
geometric mechanism is universally optimal in Bayesian settings. Similarly, optimization problems
can be framed with utility constraints [Lebanon et al.| (2009); |Alghamdi et al.| (2022). Moreover,
Gupte & Sundararajan|(2010) modeled the trade-off as a zero-sum game, where the privacy mech-
anism maximizes privacy while information consumers minimize their worst-case loss using side
information.

GAN in Privacy The use of generative adversarial networks (GANs) for privacy protection has
gained increasing attention in recent years. [Huang et al.| (2018)) introduced generative adversarial
privacy (GAP), which frames privacy protection as a non-cooperative game between a generator (de-
fender) and an adversarial discriminator (attacker). In GAP, the generator creates data that retains
target utility while obfuscating sensitive information, while the discriminator attempts to identify
the private data. The objective is to train a model that not only achieves high utility but is also
resilient to the most powerful inference attacks (i.e., high privacy). Similar efforts have also been
proposed in the form of compressive adversarial privacy (CAP), which compresses data before the
adversarial training step to enhance privacy (Chen et al., |2018). [Nasr et al|(2018) proposed an ad-
versarial regularization method that mitigates this type of attack by adjusting the training process
to reduce the information leakage from the model. Similarly, Jordon et al.| (2018) presented PATE-
GAN, combining the Private Aggregation of Teacher Ensembles (PATE) framework with GANs
to generate synthetic data with differential privacy guarantees. Other works in this line includes
privacy-preserving adversarial networks (Tripathy et al.,|2019), reconstructive adversarial network
(Liu et al.| [2019b)), and federated GAN (Rasouli et al., 2020). Adversarial training has also been
applied to defend against MIAs specifically. For example, [Li et al.| (2021) explored methods where
models are trained alongside adversaries attempting MIAs, which enables the models to learn rep-
resentations that are less susceptible to such attacks. There are also works using GAN to perform
attacks, where the generator represents the attacker’s strategy (Baluja & Fischer, 2017; Hitaj et al.,
2017 Zhao et al., 2018; |Liu et al.l 2019a; [Hayes et al.).

2 PRELIMINARIES: MEMBERSHIP INFERENCE ATTACK

Membership inference attacks (MIA) aim to infer whether a particular data point is a part of the
input dataset of a data analysis mechanism, which could output summary statistics (Sankararaman
et al., [2009; Dwork et al. 2015)), any model learned from the dataset (Abadi et al.| [2016; Shokri
et al.l 2017), or other information or signals such as network traffic when processing the dataset
(Chen et al.; 2010). Let U = [K] be a population of K individuals, where each individual & has a
data point dy, (e.g., a feature vector). Let the binary vector b = (by, by, ...,bg) € W = {0,1}
denote the membership vector, where each by, € {0, 1}. The membership vector b indicates whether
each data point is included in the dataset B = {b,d}, where d = (di)reu; specifically, a data
point dy, is included in B if and only if by = 1. Suppose the underlying distribution of the dataset
induces a prior distribution of the membership, denoted by 6(-) € A(W). Consider a (potentially
randomized) mechanism f(B) € X, which takes the dataset B as input and outputs € X, where
X is a set of outputs.

Example: Summary Statistic Sharing Consider a population U = [K] of K individuals, where
each individual’s data is represented by a binary vector dy, = (di;) eq. With di; € {0, 1} specifies
the binary value of the specific attribute at position j. The set () represents the set of all attributes
under consideration, such as genomic positions or other features. The dataset B = {b, d} includes
a membership vector b and data points d = {dj }xecr, where an individual’s data is included only
if by, = 1. The data-sharing mechanism f(B) = 2 = (z1,...,2)g|) € X = [0,1]/°l computes
the summary statistics , which is the fraction of individuals with dj; = 1 at each attribute j. For
example, in genomic data, d,, may represent single-nucleotide variants (SNVs), where each dy;
indicates the presence of an alternate allele at SNV j of individual k. The summary statistic in
this case, known as the alternate allele frequency (AAF), is computed as z; = ﬁ > i Ok i,

reflecting the fraction of individuals with the alternate allele at each SNV.
An MIA model is a (possibly randomized) mechanism A(dy, z) € {0, 1}, which predicts the in-

dividual’s membership information given the target individual %£’s data point and the output of the
mechanism f. The standard membership advantage (MA) (Yeom et al.,2018)) is a common perfor-
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mance measure of the MIA model, defined for each k € U as:
Advy, (A) = Pr[A(dg,z) = 1|by, = 1] — Pr[A(dg, z) = 1|bx, = 0]. (1)

In other words, Advy, (A) captures the difference between the model A’s true positive rate (TPR) and
false positive rate (FPR). Other metrics used to assess MIA performance include accuracy (Shokri
et al.,[2017)), area under the curve (AUC) (Chen et al., 2020), mutual membership information leak-
age (Farokhi & Kaafarl [2020), and privacy-leakage disparity (Zhong et al.}[2022). For a comprehen-
sive review, see (N1u et al.| |[2024).

3  PRIVACY PROTECTION AGAINST MIA AS A BAYESIAN GAME

We define the data curator of the private dataset B as the defender, tasked with protecting privacy
against MIA, and the entity performing MIA as the attacker.

Defender To protect membership privacy, the defender randomizes the mechanism f via noise per-
turbation. Let gp : W +— A(D) denote the privacy strategy, where gp (]b) specifies the probability
distribution over noise § € D. The privacy strategy may also be independent of the membership vec-
tor, i.e., gp(-) € A(D). The randomized version of f is represented as the mechanism M(-; gp),
and pp : W — A(X) is the density function induced by gp and f. The defender, modeled as a Von
Neumann-Morgenstern (vNM) decision-maker, aims to minimize the expected privacy loss.

Noise Perturbation Our noise perturbation aligns with standard randomization paradigms in DP,
including input [Dwork et al| (2006), objective (Chaudhuri et al.| (2011), and output Dwork et al.
(2006)) perturbations. When an output = M(B; gp) is realized with gp drawing a noise J, we
denote it as = r(d). In output perturbation, § is added to the output & = f(B), and the publicly
released output is & = r(d) = R(& + §), where R(-) ensures the perturbed = remains within the valid
range X'. For example, as described in Section [2} when & represents frequencies, the formulation
x =R(Z + 0) = Clipy,1)(Z + J) ensures x € [0, 1<l

Attacker The attacker performs MIA and aims to infer the true membership vector. We consider the
attacker as a strategic Bayesian decision-maker, with their external knowledge represented by sub-
Jective prior beliefs about b € W, denoted by o(-) € A(W). We refer to this as a o-Bayesian attack.
The attacker employs a mixed strategy h4 : X — A(W), which assigns a probability distribution
over W based on the output of M(-; gp). The MIA model is then written as A(-; ha, o) € {0,1}.

The attacker may face trade-offs between maximizing privacy extraction and operational costs of
post-processing the inferred membership information (e.g., for personalized medicine or marketing).
These costs can affect their preference for true positives and true negatives. We extend to the
Bayes-weighted membership advantage (BWMA) by introducing a coefficient 0 < v < 1 to weight
TPR and FPR. That is, BWMA is defined as:

Adv” (ha,gp) = (1 —)TPR (ha,gp) — VYFPR (ha,gp), 2)
where TPR (ha, gp) = > pcpy_, PrlA(dk, 23ha, o) = 1by = 1;9p] 0(bx = 1,b_y) is the TPR,
and FPR (ha,gp) = ZkeU’b_k Pr[A(dg,z;ha,0) = 1|by = 0;9p] 6(by = 0,b_y) is the FPR.

Decreasing A indicates a stronger preference for TPR while increasing A reflects a greater preference
for FPR. When A = 0.5, the attacker values TPR and FPR equally.

Attacker’s Expected Loss Let s = (si)rery € W denote the inference output of h 4. Define
EA(Sa b7 7) = _U(87 b) + ,YCA(S)7

where v(s,b) = >, iy skbr captures the sum of true positives, and c4(s) = ),y Sk captures
the operational costs to post-process positive inference outcomes (i.e., sy = 1, for all £ € U).
Maximizing v(s, b) reflects maximizing true positives, while minimizing c 4 (s) reflects minimizing
the operational costs. Given a privacy strategy gp (and the induced pp), prior o, and the attacker’s
strategy h 4, the expected loss is defined as:

Clonha) = 3, [ ol b nbatslolpn (alp)dzo(b). ®

Proposition 1. Suppose o = 0. Then, for any gp, ha, and 0 < v < 1, we have L), (gp,ha) =
—Adv” (ha, gp).
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Proposition shows that when 0 = f and 0 < v < 1, the attacker’s optimal strategy simultaneously
minimizes £, (gp, ha) and maximizes Adv”(h4, gp) for any given gp. This equivalence simpli-
fies the defender-attacker interaction by modeling it as a Bayesian game, where s represents the
attacker’s pure strategy.

Given any gp, define the maximum MA as Advy, (9p) = maxp,, {TPR (ha,gp) — FPR(ha,gp)} .

Proposition 2. Let gp and g7, be two defense strategies, and suppose o = 0. Then, Advy (gp) >
Advy, (g)p) for all k € U iff maxy, , Adv®5 (ha, gp) > maxy, Adv®® (ha, g}).

Proposition [2]establishes that the ordering of the privacy strength of the defender’s strategies, where
privacy risk is measured by the standard per-individual membership advantages (MAs), can be fully
characterized by the ordering of the Bayes-weighted membership advantage (BWMA). In other
words, comparing the BWMA is sufficient to determine which privacy strategy offers stronger pro-
tection in terms of per-individual privacy risk.

Defender’s Expected Loss The defender aims to optimally balance the privacy-utility trade-off.
Given any gp, ha, let Lp(gp, ha) represent the expected loss function. We consider TPR or stan-
dard MA (hence Adv"-°) as the defender’s perceived privacy risk and impose Assumption[ljon Lp.

Assumption 1. For a given gp, the defender’s expected loss Lp(gp,ha) increases as either
TPR(ha, gp) or Adv®®(ha, gp) increases.

Assumption [T| establishes a relationship between the defender’s expected loss and privacy risk (de-
pendent on h4) under a given gp, indicating that as privacy risk increases, the defender incurs
greater loss. The defender aims to minimize privacy risk while maximizing the utility of the mech-
anism M. A common class of Lp(gp, ha) satisfying Assumption |1|is an additive combination of
privacy risk and utility loss, with the utility loss independent of / 4. A useful way to model the utility
loss is by the deviation of = M (B; gp) from the unperturbed output & = f(B). Specifically, let
¢y : Ry — Ry be an increasing, differentiable function, and let || - ||, be a norm on X, forp > 1.
The utility loss is then defined by ¢ (||« — &||). The defender’s privacy loss can be either v(s, b)
(capturing TPR) or —£4(s,b,0.5) (capturing MA). For simplicity, we use the membership vector
b to represent the dataset B = {b, d}. If the defender’s privacy risk is measured by TPR, the loss
function is expressed as

Lp(b,s) = v(s,b) + kly (| M(b;9p) — f()lp)- 4

Given any gp (and the induced pp) and h 4, the defender’s expected loss Lp is then given by

Lp (gp,ha) = Z&b/@ (b, 8) ha(s|z)pp (z|b)dzo(b). (5)

The interaction between the defender and attacker is modeled as a game, with each optimizing
their strategy. A o-Bayesian Nash Equilibrium represents the point where neither can unilaterally
improve their outcome.

Definition 1 (c-Bayes Nash Equilibrium). Ler 0 < v < 1. A profile (g},, h%,) is a c-Bayesian Nash
Equilibrium (¢-BNE) if

gp € argmin,, Lp(gp,h})and by € argminy, , L) (g5, ha). (6)

3.1 BAYES-NASH GENERATIVE PRIVACY MECHANISM

We train the BNE strategies using a GAN-like approach, termed general-sum GAN. The defender’s
strategy is represented by a neural network generator G, (b, v), parameterized by Ap, which takes
the true membership vector b and an auxiliary vector v as inputs, outputting a noise vector J. Here,
we assume that the auxiliary vector v of dimension ¢ has entries uniformly distributed in [0, 1],
denoted by v ~ U. The attacker’s strategy is represented by a neural network discriminator Hy , (x),
parameterized by A4, which takes as input z = r (G, (b,~)) and outputs an inference s € W,
where r(-) represents the relationship between 6 and x.

We use G and H to represent the general forms of the models G, and H} ,, without reference to
specific parameterization. Unless otherwise specified, G and H will be used in analysis, where the
particular parameterization is not essential. For ease of exposition, we focus on output perturbation,
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where z = r(6) = R(Z + J), with & = f(b) as the unperturbed output. Our method applies to
the general formulation of the privacy-utility trade-off objective under Assumption|[I] Here, we use
Ly (]|6]|p) as the utility loss for simplicity, as minimizing ¢/ (||6||p) also minimizes £/ (||R(& + ) —
Z||p). Define the defender’s and attacker’s expected loss functions as:

Lp (G, H) = B2 [v(H (r (G(b,v))) . b) + sty (IG(0b,)])],
L3(G, H) = EY2Y [~ (H (r (G(b,v))) ,b) +7ea (H (r (G(b,v))))-

b~o

Then, the defender and the attacker play the following game:
G* € argming Lp (G, H*) , H* € argming L (G*, H). (7
This equilibrium reformulates the o-BNE using neural networks. The G and H implicitly define

probability distributions that match the mixed strategies gp and h 4, respectively. With abuse of
notation, we denote TPR(-) and Adv”(+) by substituting h 4 and gp by H and G. Hence, we have

ED(G,H) = Lp(gp,ha) and E}(G,H) = L) (9p,ha). Moreover, if Lp(gp,ha) satisfies
Assumption (1} then so does Lp(G, H). If G and H are idealized, nonparametric models with
infinite capacity that accurately represent the true distributions of gp and h 4, then Proposition
implies H* € argmaxy AdvY (H,G*) if and only if k% € argminy,, £} (g}, ha). Here, G* is
the privacy strategy that achieves the optimal privacy-utility trade-off captured by L£p under the
worst-case privacy loss that can be induced.

Proxies of Loss Functions Since the function v(s, b) requires binary outputs from H, it is inherently
discrete. However, using sigmoid activation functions in the neural networks (particularly for )
results in continuous outputs, which makes v(s, b) unsuitable for gradient-based optimization due to
non-differentiability. We provide proxies for v and ¢ 4. Let p = (p)rev, where each p, € (0, 1),
denote the output of [. We substitute v(s, b) with v(p,b) = >, ., Prbr. and use the binary cross-

entropy loss for ¢ 4, defined as ZA(p, b) = — > (bglog(pk) + (1 — br)log(1 — pg)). Thus, the
keU

attacker’s expected cross-entropy loss (CEL) is given by:

Ler (G, H) = BL2Y T4 (H (r (G.9))) ,b)] (®)
Definition 2 (Bayes Generative Privacy Response). Given any G, the Bayes generative privacy
response (BGP response) to G is defined as H* € arg ming LcgL (G, H).
Definition 3 (Bayes-Nash Generative Privacy Strategy). The model G* is a Bayes-Nash genera-
tive privacy (BNGP) strategy for a given objective function L p () and subjective prior o if it is
constrained by the BGP response: G* € arg ming ED(G H*), H* € argming LcgL(G*, H).
Theorem 1. Let G* be a BNGP strategy for Lp and o, and let H* be a BGP response to G*.
Suppose that Lp satisfies Assumptlon Then, for any G' € argming Lp (G,H'") with H' €
arg min g Ezl(G’, H) where 0 < ~v < 1, and for any H, we have:

(i) TPR(H,G*) < TPR(H*,G*) < TPR(H',G").
(i) AdvO5(H,G*) < AdvO5(H*,G*) < AdvO5(H', G').

By definition, a BNGP strategy G* responds to the BGP response H*, ensuring the optimal privacy-
utility trade-off by considering the worst-case privacy loss when the attacker minimizes Lcgr. It
is important to note that TPR, Adv”, L p are 1ndependent of Lcgr. Theorem |1 I establishes that G*
achieves the optimal privacy-utility trade-off given L p by leveraging the worst-case privacy risk
under the chosen privacy strategy. Specifically, the first inequalities in (i) and (ii) show that, under
G*, an attacker using H* achieves the worst-case privacy risk for the defender, and no other attacker
can induce a strictly higher privacy loss in terms of TPR or Adv®-°. The second inequalities in (i) and
(ii) further demonstrate that G* minimizes the defender’s perceived privacy risk, ensuring that no
alternative privacy strategy G’ achieves a strictly lower privacy loss against the worst-case attacker.

3.2 PROPERTIES OF BGP RESPONSE

The BGP risk enjoys the properties of post-processing and composition. The post-processing prop-
erty requires that processing a data-sharing mechanism’s output cannot increase input data informa-
tion. Let Proc : X — Z be a mechanism mapping M (b; G) € X to Z, creating a new mechanism
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Proc o M(b;G) € Z. Proc o G denotes the effective randomization device for Proc o M(-; G).
Proposition |3| shows that the BGP risk satisfies the post-processing property.
Proposition 3 (Post-Processing). Suppose that G has BGP risk H € argming LcgL (G, H)

and [,Aj(G,H). Suppose in addition that for any Proc, Proc o G has BGP risk H' €
arg ming LcgL (Proc o G, H). Then, LcgL(Proco G, H') > LcpL (G, H).

Consider a profile G = {Gy,...,G,} for 1 < n < oo, where each G, corresponds to the density

function gJ,. With a slight abuse of notation, let M;(G;) : B + X7 denote the mechanism

M (g%) (.e., the randomized version of the mechanism f7) for all j € [n], where X7 represents

the output space of M. Additionally, let p}, : B — A(X7) denote the underlying density function

of Mj (GJ )

Define the composition M(G) : B > [T}—, &7 of mechanisms M;(G1),..., M, (G) as
M(b;G) = (M1 (b; G),..., M (b;Gr)).

The joint density function of M(b; é), denoted by pp : B — A (H?’:l Xj>, encodes any

underlying correlations among the mechanisms. Mechanisms in M(é) are independent if
pp(xt,...,2"|B) = [[j_, ppp (27| B); otherwise, they are correlated. For simplicity, let #(G/(b)) =
(r1(G1(D)), ..., tn(Gr(0))) = Z = (21,...,Zn).

—

Let H(Z(G(b))) denote the attacker’s discriminator that utilizes all outputs (irrespective of their
order), and let H;(r;(G;(b))) represent the discriminator that takes only r;(G; (b)) as input.

Proposition 4 (Composition). Suppose that M (@ ) is a composition of n mechanisms with arbitrary
correlation. Then, we have, for H* € argminy Lce(G, H), H} € argming Lee(Gy, Hj) for
all j € [n),

—

LG HY) =Y Lon (G HY) = AG,0).

If mechanisms are independent, then A(G,0) = — 3, 6(b) Sz Pp(@|b)-log (3=, Ap(Z|b")O(V)) dZ.
If mechanisms are correlated, A(G,0) = — >, 0(b) [ Pp(Z]b) log (%W) dZ, where
P(Z) =[1j=1 Xy [, Ap(x;, 2-5")0(0)dZ_;.

Proposition [4] demonstrates that when privacy risk is quantified in terms of the minimum Lcgp
(induced by the BGP response) for a given G, the privacy risk adheres to an additive composition
property.

3.2.1 RELATIONSHIP TO DIFFERENTIAL PRIVACY

Differential privacy (DP) (Dwork et al.l 2006)) ensures data analysis outputs remain nearly indistin-
guishable regardless of an individual’s inclusion, hindering membership inference attacks (MIA).
For adjacent datasets B ~ B’ differing by one entry, a mechanism M (G) satisfies (¢, £)-DP (e > 0,

¢ € [0,1)) if for all measurable X C X: Pr[M(B; Q) € 5] < ePr[M(B";G) € S] + .
To align with the standard DP framework, we assume that each individual’s membership in-

formation is independent of the others. With a slight abuse of notation, we represent () as
(6*(by),...,0% (b)), a vector of independent priors for each individual’s membership.

Proposition 5. Ler G* = {G%,...,G%}. Let M(G*) be a composition of n > 1 mechanisms
with arbitrary correlation, where each G; is BNGP strategies for some L7, satisfying Assumption
Then, M(G*) is (e, €)-DP for some € > 0 and ¢ € [0, 1].

Proposition [5|demonstrates that every mechanism employing a BNGP strategy profile is also differ-
entially private. However, it does not specify the corresponding DP parameters. In the following,
we outline how to design a BNGP strategy (or profile under composition) when the defender selects
a specific value of e.
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For any € > 0 and any G = (G1,...,Gy), we define the following set:

. O(be ™ <H (f (é(b))) <O(b)e", Vb e W
DPH [G;e] =<H . - . )
1—(1-0(b)e <H (f (G(b))) <1-(1—0(b)e “YbeW

Definition 4 (e-Bayes Generative Bounded Privacy Response). The e-Bayes Generative Bounded
Privacy response (e-BGBP response) for any G = {G1,Ga2,...,Gn} is defined as H* €
argming LceL (G, H) (| DPH[G; €].

An e-BGBP response satisfies both (i) the conditions of a BGP response and (ii) the linear constraints in
DPH[(; ¢]. However, the attacker optimizing Lcer does not consider DPH[G; ¢] as a constraint in their opti-
mization. In other words, DPH[@; €] is not a restriction on the attacker’s strategy. Instead, it is the defender’s
choice of G that must ensure the induced attacker’s BGP response also satisfies the constraints in DPH[é ;€]
That is, DPH[@ ; €] constrains the defender’s optimization problem.

Proposition 6. For any G = {G1,Ga,...,Gn} and € > 0, the composition M(G) of n > 1 mechanisms is
€-DP iff all the BGP responses to G are e-BGBP responses.

Proposition[festablishes the necessity and sufficiency of using the BGBP response to implement a pure (£ = 0)
differentially private mechanism. Consequently, for a composition (or a single mechanism) M (G™) to satisfy
€-DP, the defender selects G* based on a given €, ensuring:

G* e arg ming Lo (é, s.t. H*) , H" € argming CCEL(é, H) ﬂDPH[é; €].

This choice of G* guarantees that M(C_j) is an e-DP mechanism that optimally balances the privacy-utility
trade-off for a given privacy risk characterized by e.

4 MIA IN SHARING SUMMARY STATISTICS

In this section, we apply Bayesian game-theoretic privacy protection to the sharing of summary statistics from
binary datasets, as outlined in Section [2| Assuming the attributes in each dj are independent, SNVs can be
prefiltered to retain only those in linkage equilibrium (Kimura, [1965). An MIA attacker uses the summary
statistics = output by f(B) to infer whether specific individuals £ € U belong to the private dataset B. We
compare our Bayesian model with state-of-the-art (SOTA) Frequentist attacks, including fixed(-threshold) LRT
(Sankararaman et al.} 2009} |Shringarpure & Bustamante} 2015} |Venkatesaramani et al.l 2021} |2023), adaptive
LRT (Venkatesaramani et al.,|2021;2023), and the optimal LRT. These attacks rely on the log-likelihood ratio
statistic 1rs(dy, ), which compares observed summary statistics x to reference frequencies p; derived from a
population dataset independent of (b, d). Detailed definitions of these models and loss functions are provided
in Appendix [C]

The fixed LRT attacker determines whether individual k is part of the dataset by rejecting H¥ (absence) in
favor of HEF (presence) if 1rs(dk,x) < 7, where the fixed T balances Type-I (c;) and Type-1I (8;) errors.
The adaptive LRT dynamically adjusts (V) using reference population data to refine the hypothesis test. The
optimal LRT minimizes Type-II error 5.« for a given .=, achieving the most powerful test by Neyman-
Pearson lemma (Neyman & Pearsonl [1933)). Optimal a-LRT attacks refer to Likelihood Ratio Tests that are
Neyman-Pearson optimal at a fixed significance level . The worst-case privacy loss (WCPL), representing the
defender’s strategy gp under each attack, is defined as the expected value of v(s, b). For the optimal, adaptive,
and fixed LRT attacks, the WCPL is denoted by L&, 1rr(9p), Lia,(9p), and Li.q(gp), respectively (see
Appendix [C] for explicit definitions).

Let L(gp, ha) = 32, , [, v(s,b)ha(s|z)pp(x|b)dzf(b) denote the expected true positive rate. Under o-
Bayesian attacks using the BGP response, the worst-case privacy loss (WCPL) is given by Lg,esin(9p) =

max L(gp,ha), where G and H are neural networks (ideal, non-parameterized) that im-
H*cargming LcpL(G,H)

plicitly define gp and h 4.

In the absence of parameterized priors over W, we assume a uniform distribution as the non-informative
prior, consistent with Laplace’s principle (Fienberg, 2006). Our analysis focuses on subjective priors, con-
sidering their informativeness relative to the true prior 6. For simplicity, let BR[gp] = {h) | H* €
argming Leer (G, H), H defines h% }. When o = 6, we denote this set as BR?[gp].

Definition 5 (Aligned and Misaligned o). For a fixed gp, o is (weakly) informative if L(gp,h%) <
L(gp, h%), where h% € BR?[gp] and h% € BR®[gp]. It is non-informative if uniformly distributed over
W, aligned if either informative or non-informative, and misaligned otherwise. o is strictly informative if the
inequality is strict.
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Theorem 2. Fix any gp and «. If o € A(W) is an aligned prior, then:
Lgayesian(gD) > Lgpl-LRT(gD) > Lf\ldp(gD) > Lgixed(gD)'
If o is strictly aligned, then L, (9p) > Loyirr(9D).

Theorem |Z| establishes a ranking of WCPL from the defender’s perspective across four types of attacks: o-
Bayesian, optimal «-LRT, adaptive a-LRT, and fixed a-LRT. Among these, the o-Bayesian attack produces
the highest WCPL. However, this ordering—particularly between Lg,yeun(9p) and Loy rr(gp)—may not
hold if the attacker’s prior is misaligned. Appendix [D| shows an example of how to comparison between -
Bayesian attack and the o-LRT attack when o is an arbitrary subjective prior.

5 EXPERIMENTS
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Figure 1: (a)-(c): Genomic dataset with 5000 SNVs (attributes) per individual. (d): Adult dataset. (e)-(f):
Genomic dataset with 100 SNVs per individual. (g): Genomic dataset with 4000 SNVs per individual. (h):
MNIST dataset. (i) Genomic dataset with 1000 SNVs per individual.

Datasets and Baselines: Our experiments use three datasets: the Adult dataset (UCI Machine Learning
Repository), the MNIST dataset, and a genomic dataset. Detailed experimental setups and additional results are
provided in Appendix [P} We compare our Bayesian attacker (inducing the BGP response using Lcgr) with the
following baseline attack models: fixed-threshold and adaptive-threshold attackers (Sankararaman et al.,[2009;
Shringarpure & Bustamante] 2015} [Venkatesaramani et al}, 2021} [2023), the score-based attacker (Dwork et al.|
2015), and decision-tree and support vector machine (SVM) attackers. The score-based attacker, proposed by
Dwork et al| (2015), relaxes the LRT attack from (2008), requiring only that distorted summary
statistics approximate the true marginals in ¢1-norm. We also evaluate the BNGP strategy against baseline
defenses, including standard DP, new pure DP 2016), the DP mean estimator (Cai et al
[2021)), and two state-of-the-art (SOTA) genomic defense models (Venkatesaramani et al.| 2021}, [2023). In the
experiments for Figures [Tal[Te] [Ta] and[Tg] the mechanism releases summary statistics of the genomic dataset.
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For Figure [[f] the mechanism performs mean estimation under DP (Cai et all| [2021). In the experiments for
Figure [Th] the mechanism serves as a classifier for the MNIST dataset. For all experiments, we assume a
uniform prior 6 and set the Bayesian attacker’s o = 6. We measure the strength of privacy protection using the
attacker’s ROC curve and its Area Under the Curve (AUC), which quantifies the attacker’s ability to distinguish
members from non-members.

Figure [Ta] presents the defender’s performance against Bayesian, fixed-threshold LRT, and adaptive LRT at-
tackers, using the genomic dataset (see Appendix [C|for details). The results confirm that the Bayesian attacker
outperforms both the fixed-threshold and adaptive LRT attackers. That is, the Bayesian attacker poses the
greatest threat among the three attack models. Figure[Ib]illustrates the Bayesian attacker’s performance across
three scenarios, each with the mechanism protected by a different defense model, using the genomic dataset.
The Bayesian defender employs the BNGP strategy, while the fixed-threshold LRT and adaptive LRT defenders
adopt privacy strategies that best respond to their respective LRT attackers. The results demonstrate that the
Bayesian defender using the BNGP strategy is the most robust defense against the Bayesian attacker among the
three defense models.

Figure [1¢| compares the Bayesian attacker’s performance under two defenses using the genomic dataset: the
Bayesian defender employs the BNGP strategy, while the other uses conventional e-DP. Detailed setup infor-
mation is in Appendix [P.3] The Bayesian defender accounts for heterogeneous privacy-utility trade-offs by
assigning weights & = (k;);eq to SNV positions, with x; = 0 for 90% of 5000 SNVs and x; = 50 for the
remaining 10%, meaning that the defender only cares about the utility loss for 10% of SNVs. In contrast, the
e-DP strategy ignores these preferences but selects € to match the Bayesian defender’s expected utility loss. In
the experiment, the utility loss for the BNGP strategy is about 0.0001 and the corresponding € = 1.25 x 10°
(see Appendix[P3|for explanation). The results show that, despite equal utility loss, the e-DP defense can incur
significantly greater privacy loss under the Bayesian attack, with an AUC of 0.53 against the Bayesian defender
and 0.91 against the e-DP defender.

Figure[Td|presents the performance of four attackers when the mechanism is protected by the Bayesian defense
adopting the BNGP strategy, using the Adult dataset. The results show that the Bayesian attacker outperforms
the others, with the adaptive LRT slightly surpassing the fixed-threshold LRT, and the score-based attacker
performing the weakest. Figures[Te]and[f|present the performance of four attackers (Bayesian, fixed-threshold
LRT, adaptive LRT, and score-based) when the mechanism is protected by two defense models, using the
genomic dataset. In Figure[Te] the defender employs the new pure DP defense (Steinke & Ullman| [2016), while
in Figure [1f] the defender uses DP with peeling (Dwork et al.,2018)) to protect the mean estimator (Cai et al.,
2021). The results show that the Bayesian attacker consistently achieves the highest performance, followed by
the adaptive LRT, which slightly outperforms the fixed-threshold LRT, with the score-based attacker performing
the worst.

Figure [Ig] compares the performance of four attackers (Bayesian, fixed-threshold LRT, adaptive LRT, and
score-based) when the mechanism is protected by a defender employing the strategy that best responds to
the score-based attacker, using the genomic dataset. The results show that the Bayesian attacker significantly
outperforms the others, while the fixed-threshold and adaptive LRT attackers perform similarly but lag behind,
with the score-based attacker performing the worst.

Figure [Th] presents the results for a classifier trained on the MNIST dataset. The ROC curve compares the per-
formance of the Bayesian, decision-tree, and SVM attackers when the mechanism is protected by the Bayesian
defender employing the BNGP strategy. The results indicate that the Bayesian attacker performs the best,
followed by the decision-tree attacker, with the SVM attacker performing the worst.

The experiments in Figure [Ti] empirically evaluate the BNGP strategy with the BGP response satisfying the
condition in Proposition[f] “Composition” refers to the combination of five mechanisms, while “One Mecha-
nism” represents a single e-DP mechanism. The single e-DP mechanism serves as a reference to assess whether
the composition using the BNGP strategy also satisfies e-DP by comparing the Bayesian attacker’s perfor-
mance. If the composition satisfies e-DP, the Bayesian attacker’s performance should closely resemble that in
the single mechanism case. The results demonstrate that the BNGP strategy using the BGP response satisfying
the condition in Proposition []ensures that the composition is approximately e-DP.

6 CONCLUSION

This paper introduces a game-theoretic framework for optimal privacy-utility trade-offs, addressing the limi-
tations of differential privacy in balancing privacy and utility. By modeling privacy protection as a Bayesian
game between a defender and an attacker, we derive the Bayes-Nash Generative Privacy (BNGP) strategy,
which achieves optimal trade-offs tailored to defender preferences. The BNGP strategy avoids intractable
sensitivity calculations, supports complex compositions, and remains robust to heterogeneous attacker prefer-
ences. Empirical results validate the effectiveness of BNGP in privacy-preserving data sharing and classifica-
tion, demonstrating its potential as a flexible and practical alternative to existing methods.

10
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REPRODUCIBILITY STATEMENT

We have taken extensive measures to ensure the reproducibility of our work. All theoretical proofs are included
in the appendix for transparency. Appendix [P| provides a comprehensive description of the experiment setups
and additional experiments to facilitate replication. Furthermore, the main source code has been submitted as
supplementary material

REFERENCES

1000 Genomes Project Consortium et al. A global reference for human genetic variation. Nature, 526(7571):
68, 2015.

Martin Abadi, Andy Chu, Ian Goodfellow, H Brendan McMahan, Ilya Mironov, Kunal Talwar, and Li Zhang.
Deep learning with differential privacy. In Proceedings of the 2016 ACM SIGSAC conference on computer
and communications security, pp. 308-318, 2016.

Wael Alghamdi, Shahab Asoodeh, Flavio P Calmon, Oliver Kosut, Lalitha Sankar, and Fei Wei. Cactus mech-
anisms: Optimal differential privacy mechanisms in the large-composition regime. In 2022 IEEE Interna-
tional Symposium on Information Theory (ISIT), pp. 1838-1843. IEEE, 2022.

Shumeet Baluja and Ian Fischer. Adversarial transformation networks: Learning to generate adversarial exam-
ples. arXiv preprint arXiv:1703.09387, 2017.

David Blackwell. Comparison of experiments. In Proceedings of the second Berkeley symposium on mathe-
matical statistics and probability, volume 2, pp. 93—103. University of California Press, 1951.

Mark Bun and Thomas Steinke. Concentrated differential privacy: Simplifications, extensions, and lower
bounds. In Theory of cryptography conference, pp. 635-658. Springer, 2016.

Mark Bun, Cynthia Dwork, Guy N Rothblum, and Thomas Steinke. Composable and versatile privacy via
truncated cdp. In Proceedings of the 50th Annual ACM SIGACT Symposium on Theory of Computing, pp.
74-86, 2018.

T Tony Cai, Yichen Wang, and Linjun Zhang. The cost of privacy: Optimal rates of convergence for parameter
estimation with differential privacy. The Annals of Statistics, 49(5):2825-2850, 2021.

Konstantinos Chatzikokolakis, Tom Chothia, and Apratim Guha. Statistical measurement of information leak-
age. In International Conference on Tools and Algorithms for the Construction and Analysis of Systems, pp.
390-404. Springer, 2010.

Kamalika Chaudhuri, Claire Monteleoni, and Anand D Sarwate. Differentially private empirical risk minimiza-
tion. Journal of Machine Learning Research, 12(3), 2011.

Dingfan Chen, Ning Yu, Yang Zhang, and Mario Fritz. Gan-leaks: A taxonomy of membership inference
attacks against generative models. In Proceedings of the 2020 ACM SIGSAC conference on computer and
communications security, pp. 343-362, 2020.

Shuo Chen, Rui Wang, XiaoFeng Wang, and Kehuan Zhang. Side-channel leaks in web applications: A reality
today, a challenge tomorrow. In 2010 IEEE Symposium on Security and Privacy, pp. 191-206. IEEE, 2010.

Xiao Chen, Peter Kairouz, and Ram Rajagopal. Understanding compressive adversarial privacy. In 2018 IEEE
Conference on Decision and Control (CDC), pp. 6824—6831. IEEE, 2018.

Paul Cuff and Lanqging Yu. Differential privacy as a mutual information constraint. In Proceedings of the 2016
ACM SIGSAC Conference on Computer and Communications Security, pp. 43-54, 2016.

Henrique de Oliveira. Blackwell’s informativeness theorem using diagrams. Games and Economic Behavior,
109:126-131, 2018.

Jinshuo Dong, Aaron Roth, and Weijie Su. Gaussian differential privacy. Journal of the Royal Statistical
Society, 2021.

Jinshuo Dong, Aaron Roth, and Weijie J Su. Gaussian differential privacy. Journal of the Royal Statistical
Society: Series B (Statistical Methodology), 84(1):3-37, 2022.

Flavio du Pin Calmon and Nadia Fawaz. Privacy against statistical inference. In 2012 50th annual Allerton
conference on communication, control, and computing (Allerton), pp. 1401-1408. IEEE, 2012.

11



Under review as a conference paper at ICLR 2025

Cynthia Dwork. Differential privacy. In International colloquium on automata, languages, and programming,
pp- 1-12, 2006.

Cynthia Dwork and Guy N Rothblum. Concentrated differential privacy. arXiv preprint arXiv:1603.01887,
2016.

Cynthia Dwork, Frank McSherry, Kobbi Nissim, and Adam Smith. Calibrating noise to sensitivity in private
data analysis. In Theory of cryptography conference, pp. 265-284. Springer, 2006.

Cynthia Dwork, Adam Smith, Thomas Steinke, Jonathan Ullman, and Salil Vadhan. Robust traceability from
trace amounts. In 2015 IEEE 56th Annual Symposium on Foundations of Computer Science, pp. 650-669.
1IEEE, 2015.

Cynthia Dwork, Weijie J Su, and Li Zhang. Differentially private false discovery rate control. arXiv preprint
arXiv:1807.04209, 2018.

Farhad Farokhi and Mohamed Ali Kaafar. Modelling and quantifying membership information leakage in
machine learning. arXiv preprint arXiv:2001.10648, 2020.

Farhad Farokhi and Henrik Sandberg. Fisher information as a measure of privacy: Preserving privacy of
households with smart meters using batteries. IEEE Transactions on Smart Grid, 9(5):4726-4734, 2017.

Stephen E Fienberg. When did bayesian inference become” bayesian”? 2006.

Quan Geng, Wei Ding, Ruiqi Guo, and Sanjiv Kumar. Tight analysis of privacy and utility tradeoff in approx-
imate differential privacy. In International Conference on Artificial Intelligence and Statistics, pp. 89-99.
PMLR, 2020.

Arpita Ghosh, Tim Roughgarden, and Mukund Sundararajan. Universally utility-maximizing privacy mech-
anisms. In Proceedings of the forty-first annual ACM symposium on Theory of computing, pp. 351-360,
2009.

Jasper Goseling and Milan Lopuha&-Zwakenberg. Robust optimization for local differential privacy. In 2022
IEEE International Symposium on Information Theory (ISIT), pp. 1629-1634. IEEE, 2022.

Chuan Guo, Brian Karrer, Kamalika Chaudhuri, and Laurens van der Maaten. Bounding training data recon-
struction in private (deep) learning. In International Conference on Machine Learning, pp. 8056-8071.
PMLR, 2022.

Mangesh Gupte and Mukund Sundararajan. Universally optimal privacy mechanisms for minimax agents.
In Proceedings of the twenty-ninth ACM SIGMOD-SIGACT-SIGART symposium on Principles of database
systems, pp. 135-146, 2010.

Awni Hannun, Chuan Guo, and Laurens van der Maaten. Measuring data leakage in machine-learning models
with fisher information. In Uncertainty in Artificial Intelligence, pp. 760-770. PMLR, 2021.

Jamie Hayes, Luca Melis, George Danezis, and Emiliano De Cristofaro. Logan: Membership inference attacks
against generative models. Proceedings on Privacy Enhancing Technologies, 2019(1):133-152.

Briland Hitaj, Giuseppe Ateniese, and Fernando Perez-Cruz. Deep models under the gan: information leakage
from collaborative deep learning. In Proceedings of the 2017 ACM SIGSAC conference on computer and
communications security, pp. 603-618, 2017.

Nils Homer, Szabolcs Szelinger, Margot Redman, David Duggan, Waibhav Tembe, Jill Muehling, John V
Pearson, Dietrich A Stephan, Stanley F Nelson, and David W Craig. Resolving individuals contributing
trace amounts of dna to highly complex mixtures using high-density snp genotyping microarrays. PLoS
genetics, 4(8):¢1000167, 2008.

Chong Huang, Peter Kairouz, Xiao Chen, Lalitha Sankar, and Ram Rajagopal. Generative adversarial privacy.
arXiv preprint arXiv:1807.05306, 2018.

James Jordon, Jinsung Yoon, and Mihaela Van Der Schaar. Pate-gan: Generating synthetic data with differential
privacy guarantees. In International conference on learning representations, 2018.

Motoo Kimura. Attainment of quasi linkage equilibrium when gene frequencies are changing by natural selec-
tion. Genetics, 52(5):875, 1965.

Guy Lebanon, Monica Scannapieco, Mohamed Fouad, and Elisa Bertino. Beyond k-anonymity: A decision
theoretic framework for assessing privacy risk. Transactions on Data Privacy, 2009.

12



Under review as a conference paper at ICLR 2025

Jiacheng Li, Ninghui Li, and Bruno Ribeiro. Membership inference attacks and defenses in classification
models. In Proceedings of the Eleventh ACM Conference on Data and Application Security and Privacy, pp.
5-16, 2021.

Kin Sum Liu, Chaowei Xiao, Bo Li, and Jie Gao. Performing co-membership attacks against deep generative
models. In 2019 IEEE International Conference on Data Mining (ICDM), pp. 459-467. IEEE, 2019a.

Sicong Liu, Junzhao Du, Anshumali Shrivastava, and Lin Zhong. Privacy adversarial network: representation
learning for mobile data privacy. Proceedings of the ACM on Interactive, Mobile, Wearable and Ubiquitous
Technologies, 3(4):1-18, 2019b.

Milan Lopuhaé-Zwakenberg and Jasper Goseling. Mechanisms for robust local differential privacy. Entropy,
26(3):233, 2024.

Ilya Mironov. Rényi differential privacy. In 2017 IEEE 30th computer security foundations symposium (CSF),
pp. 263-275. IEEE, 2017.

Jack Murtagh and Salil Vadhan. The complexity of computing the optimal composition of differential privacy.
In Theory of Cryptography Conference, pp. 157-175. Springer, 2015.

Milad Nasr, Reza Shokri, and Amir Houmansadr. Machine learning with membership privacy using adversarial
regularization. In Proceedings of the 2018 ACM SIGSAC conference on computer and communications
security, pp. 634-646, 2018.

Milad Nasr, Shuang Songi, Abhradeep Thakurta, Nicolas Papernot, and Nicholas Carlin. Adversary instanti-
ation: Lower bounds for differentially private machine learning. In 2021 IEEE Symposium on security and
privacy (SP), pp. 866-882. IEEE, 2021.

Jerzy Neyman and Egon Sharpe Pearson. Ix. on the problem of the most efficient tests of statistical hypotheses.
Philosophical Transactions of the Royal Society of London. Series A, Containing Papers of a Mathematical
or Physical Character, 231(694-706):289-337, 1933.

Jun Niu, Peng Liu, Xiaoyan Zhu, Kuo Shen, Yuecong Wang, Haotian Chi, Yulong Shen, Xiaohong Jiang, Jian-
feng Ma, and Yuqing Zhang. A survey on membership inference attacks and defenses in machine learning.
Journal of Information and Intelligence, 2024.

Jean Louis Raisaro, Florian Tramer, Zhanglong Ji, Diyue Bu, Yongan Zhao, Knox Carey, David Lloyd, Heidi
Sofia, Dixie Baker, Paul Flicek, et al. Addressing beacon re-identification attacks: quantification and miti-
gation of privacy risks. Journal of the American Medical Informatics Association, 24(4):799-805, 2017.

Mohammad Rasouli, Tao Sun, and Ram Rajagopal. Fedgan: Federated generative adversarial networks for
distributed data. arXiv preprint arXiv:2006.07228, 2020.

Lalitha Sankar, S Raj Rajagopalan, and H Vincent Poor. Utility-privacy tradeoffs in databases: An information-
theoretic approach. IEEE Transactions on Information Forensics and Security, 8(6):838-852, 2013.

Sriram Sankararaman, Guillaume Obozinski, Michael I Jordan, and Eran Halperin. Genomic privacy and limits
of individual detection in a pool. Nature genetics, 41(9):965-967, 20009.

Reza Shokri, Marco Stronati, Congzheng Song, and Vitaly Shmatikov. Membership inference attacks against
machine learning models. In 2017 IEEE symposium on security and privacy (SP), pp. 3—18. IEEE, 2017.

Suyash S Shringarpure and Carlos D Bustamante. Privacy risks from genomic data-sharing beacons. The
American Journal of Human Genetics, 97(5):631-646, 2015.

Thomas Steinke and Jonathan Ullman. Between pure and approximate differential privacy. Journal of Privacy
and Confidentiality, 7(2):3-22, 2016.

Pierre Stock, Igor Shilov, Ilya Mironov, and Alexandre Sablayrolles. Defending against reconstruction attacks
with r\’enyi differential privacy. arXiv preprint arXiv:2202.07623, 2022.

Haixu Tang, X Wang, Shuang Wang, and Xiaoqian Jiang. Idash privacy and security workshop, 2016.

Ardhendu Tripathy, Ye Wang, and Prakash Ishwar. Privacy-preserving adversarial networks. In 2019 57th
Annual Allerton Conference on Communication, Control, and Computing (Allerton), pp. 495-505. IEEE,
2019.

Rajagopal Venkatesaramani, Zhiyu Wan, Bradley A Malin, and Yevgeniy Vorobeychik. Defending against
membership inference attacks on beacon services. arXiv preprint arXiv:2112.13301, 2021.

13



Under review as a conference paper at ICLR 2025

Rajagopal Venkatesaramani, Zhiyu Wan, Bradley A Malin, and Yevgeniy Vorobeychik. Enabling trade-offs
in privacy and utility in genomic data beacons and summary statistics. Genome Research, pp. gr—277674,
2023.

Hanshen Xiao and Srinivas Devadas. Pac privacy: Automatic privacy measurement and control of data pro-
cessing. In Annual International Cryptology Conference, pp. 611-644. Springer, 2023.

Xiaokui Xiao and Yufei Tao. Output perturbation with query relaxation. Proceedings of the VLDB Endowment,
1(1):857-869, 2008.

Samuel Yeom, Irene Giacomelli, Matt Fredrikson, and Somesh Jha. Privacy risk in machine learning: Analyz-
ing the connection to overfitting. In 2018 IEEE 31st computer security foundations symposium (CSF), pp.
268-282. IEEE, 2018.

Zhengli Zhao, Dheeru Dua, and Sameer Singh. Generating natural adversarial examples. In International
Conference on Learning Representations, 2018.

Da Zhong, Haipei Sun, Jun Xu, Neil Gong, and Wendy Hui Wang. Understanding disparate effects of mem-
bership inference attacks and their countermeasures. In Proceedings of the 2022 ACM on Asia Conference
on Computer and Communications Security, pp. 959-974, 2022.

14



Under review as a conference paper at ICLR 2025

APPENDIX

A NOTATIONS

NOTATIONS FOR SECTION[2|

Symbol Description
U € [K] population of K individuals
beW membership vector; W is the membership vector space

d = (dx)kevy  di : data point of individual k
B ={b,d}  dataset

0 true prior distribution of membership vector

f) (data processing) mechanism without privacy protection
reX output of f; X is the output space

A(Y) MIA model

Advy (A) standard membership advantage of A(+)

NOTATIONS FOR SECTION[3]

Symbol Description

gp(+) defender’s privacy strategy

M(59p) randomized version of f by gp

pp: W= A(X) density function induced by gp and f

r(-) x = r(9) captures the relationship between an output sample = and a noise sample J
R(") clipping processing used in output perturbation to ensure the output is within X’
o attacker’s subjective prior

ha(") Bayesian attacker’s (inference) strategy

A(-ha,0) MIA model given h 4 and o

Adv7 (ha,gp) Bayes-weighted membership advantage (BWMA)

Advi(gp) maximum (standard) MA: Advy, (9p) = maxy, {TPR (ha,gp) — FPR(ha,gp)}.
0<vy<1 coefficient weights the attacker’s preferences over TPR and FPR

2a(%) loss function of the attacker

El (9p,ha) expected loss function of the attacker given gp and h 4

Ly () utility loss function of the defender

p(Y) loss function of the defender

Lp(gp,ha) expected loss function of the defender given gp and h 4

G non-parameterized neural network generator that represents gp

H non-parameterized neural network discriminator that represents h 4

G, (b, v) generator parameterized by Ap, where v is a uniform random variable

Hy,(x) discriminator parameterized by A 4

Lp(G, H) the defender’s expected loss given G and H

/3% (G,H) the attacker’s expected loss given G and H

‘ A binary cross-entropy loss function of the attacker

LcEL expected cross-entropy loss function of the attacker

Note that from Equation (E]) onward, the notation of the dataset B = (b, d) is simplified to its membership
vector b for clarity.
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NOTATIONS FOR SECTION[3.2]

Symbol Description

Proc o M(b; G) post-processing of mechanism M

Proco G underlying effective randomization device for Proc o M(b; G)

M;(Gj) j-th mechanism, where G; corresponds to g7,

G= {G1,---,G,} aprofile of n > 1 generators, with output 5= (01, -,0n)

M(:@G) composition of M1 (G1), ..., M, (Gy)

oD joint density function of M (b; G)

7(") # = £(5) captures relationship between Z and &

DPH[G]_; €] a set of linear conditions for the attacker’s discriminator H , given by @)

NOTATIONS FOR SECTION [4]

Symbol Description

1rs(d,, ) log-likelihood ratio statistic defined in Appendix

Q, o significance level of a hypothesis testing, with threshold 7
Br Type-1II error rates given a threshold 7

Lgpt_LRT( gp) worst-case privacy loss (WCPL) under optimal o-LRT attack defined in Appendix
L4y (9p) WCPL under adaptive -LRT attack defined in Appendix

L& .4(gp) WCPL under fixed o-LRT attack defined in Appendix

L yesian(gn)  WCPL under BGP response attacker

B THEORETICAL INSIGHTS AND SUPPLEMENTARY INTUITIONS

B.1 PROPOSITION[I]

(PropositionRestated). Suppose o = 0. Then, for any gp, ha, and 0 < v < 1, we have L7 (gp, ha) =
—Adv” (ha, gp).

The proof of Proposition[I]is given by Appendix

The proof of Propositionbegins by reformulating the attacker’s loss function £ 4 (s, b, ) to explicitly capture
the contributions of true positives (b = 1) and false positives (b = 0). The weights (1 — ) and —~ highlight
the balance between the attacker’s trade-offs for these cases, directly linking the loss to the attacker’s inference
strategy ha(s|z). The expected loss L7, (gp, ha) is then expressed as an integral over the attacker’s strategy
ha(s|x), the defender’s output distribution pp (z|b), and the prior distribution o (b) of the membership vector.
This formulation ties the attacker’s loss to the probabilistic structure of the problem. A key simplification occurs
when o = 0, aligning the prior distribution with the true membership distribution. Under this assumption, the
expected loss is simplified into terms weighted by (1 — ~) and ~, representing probabilities associated with
membership inference. Taking the expectation over the defender’s output distribution pp (z|b), the proof shows
that:

El(gD,hA) = —Ade(hA,gD).

This result establishes that minimizing the attacker’s expected loss £ 4 is equivalent to maximizing their -
weighted membership advantage. Thus, the proof connects the attacker’s strategy to membership advantage
within the Bayesian game-theoretic framework.

B.2 PROPOSITION[Z]

(PropositionRestated). Let gp and g7, be two defense strategies, and suppose o = 0. Then, Advy, (gp) >
Advy, (g) for all k € U iff maxy, , Adv®® (ha, gp) > maxy, , Adv®® (ha, gb).

The proof of Proposition2]is given by Appendix[G]
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The proof of Proposition [2] establishes the equivalence between individual membership advantages and the
optimal Bayes-weighted membership advantage for two defense strategies, gp and gJ.

For the if direction, the proof assumes Advy(gp) > Advy(gp) for all k € U. By applying the prior probabili-
ties of by, = 0 and by, = 1 to both sides of the inequality and summing over all individuals, it follows that the
total membership advantage of gp is greater than or equal to that of gi,, completing the if direction.

For the only if direction, the proof introduces Adv*(gp), the maximum Bayes-weighted membership advan-
tage, and £ (gp) = mins, La(gp,ha) (i.e., the corresponding minimal attacker loss ). By Proposition [1}
Adv*(gp) > Adv*(gp) is equivalent to £ A(gD) < L% (gD) Using the Blackwell informativeness order-
ing, the proof shows that gp is at least as informative as gp, and this ordering is independent of the choice
of priors. By considering a uniform prior, the optimal Bayes-weighted membership advantage simplifies to
Advi(gp) = 33, cv Advi(gp). The informativeness ordering ensures no individual ko € U exists such that

Advy,(gp) > Advg, (¢p). This concludes the proof of the equivalence.

B.3 THEOREM[]

(Theorem |1 I Restated). Ler G* be a BNGP strategy for Lp and o, and let H* be a BGP response to
G~. Suppose that Lp satisfies Assumption |I| Then, for any G’ € argming Lb (G,H'") with H' €
arg ming L'Y (G', H) where 0 < v < 1, and for any H, we have:

@) TPR(H G*) < TPR(H*,G*) < TPR(H',G'); (ii) Adv®® (H, G*) < Adv®®(H*,G*) < Adv*®(H', G');
(iii) Lp(H,G*) < Lp(G*,H*) < Lp(G', H).

The proof of Theorem|T]is given by Appendix [H]

The proof of Theorem|[T]establishes that the Bayes-Nash Generative Privacy (BNGP) strategy G*, when paired
with the Bayes-Generative Privacy (BGP) response H ™, achieves optimal privacy-utility trade-offs under the
given assumptions. The proof builds on the definitions of expected loss functions and their relationships with
posterior beliefs, denoted by . The proof uses two key definitions. First, the function Z(gp,o; V) is in-
troduced (Equation [12|in Appendix [H)) to aggregate the expected value of any general function V'(s,b) over
the posterior belief p, which is induced by the defender’s strategy gp and prior . Second, the function
L(gp,ha;V) is introduced (Equationin Appendix to represent the attacker’s expected loss under strat-
egy h for the same function V' (s, b). When V' (s,b) = £a(s, b; ) fora given 0 < < 1, this loss corresponds
to the attacker’s expected utility £ (gp, ha).

By Proposmon., 7| the expected value Z(gp, o) coincides with the attacker’s loss L7 (gp) when h 4 corresponds
to the posterior belief pi,. Furthermore, Proposition l ensures that every BGP response H™ matches this
posterior belief, guaranteeing that the expected loss £ (G, H™) is minimized. This implies that the adversary’s
membership advantage Adv®-® (H*, G*) is smaller than or equal to that of any other strategy H’. The proof then
extends this result to the defender’s utility by considering V' (s, b) = v(s, b). Since the BGP response minimizes
the expected loss for this utility function, the corresponding true positive rate (TPR) satisfies TPR(G™, H*) <
TPR(G’, H'), where G’ is any other privacy strategy and H' is its corresponding best response.

These results collectively establish the inequalities in parts (i), (ii), and (iii) of the theorem, confirming that the
BNGP strategy G, coupled with the BGP response H*, achieves optimal privacy-utility trade-offs.

B.4 PROPOSITION[3]

(Proposition (3| Restated). Suppose that G has BGP risk H € argming Lcp(G, H) and AZ(G, H).
Suppose in addition that for any Proc, Proc o G has BGP risk H' € argming LceL(Proc o G, H). Then,
ﬁch(Proc (e} G, H/) Z ﬁcEL(G’7 H)

The proof of Proposition3]is given by Appendix [}

Proposition3]establishes that applying a post-processing function Proc to a defender’s privacy strategy G cannot
decrease the Bayes Generative Privacy (BGP) risk. This property aligns with the principle that post-processing
cannot increase the informativeness of a mechanism.

The proof relies on Blackwell’s informativeness ordering. By Theorem 2.10 of (Dong et al., 2021) (see also
(Blackwell, [1951)), for any fixed significance level, the minimum false positive rates for inferring each indi-
vidual’s membership status are denoted by T'(G) and T'(Proc o G) when using G and Proc o G, respectively.
It is shown that T'(Proc o G) > T'(G), meaning that G is at least as informative as Proc o G. According to
Theorem 1 of (de Oliveiral [2018)), Blackwell’s informativeness ordering implies that the attacker’s minimum
expected loss for the post-processed mechanism Proc o G satisfies Lcgr (Proc o G, H /) > LceL(G, H). There-
fore, the post-processing property ensures that applying Proc to G does not reduce the attacker’s expected loss,
confirming the proposition.
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B.5 PROPOSITION

(PropositionEl]Restated). Suppose that M(é) is a composition of n mechanisms with arbitrary correlation.
Then, we have, for H* € argminy LceL(G, H), H; € arg ming LceL (G, Hy) forall j € [n],

Lo (G H") =37 Lo (G, H)) = MG 6).

If mechanisms are independent, then A(G,0) = —°, 6(b) [ Ao (Eb) - log (3=, Ap(&b)0")) dZ. If
mechanisms are correlated, A(G,0) = — > 0(b) [ Ao (Z]b) log (%}I’;’)G(b’)) d¥, where P(T) =

= 2 5, Ao (e, 3-5[0)0(0")dT ;.

The proof of Proposition[d]is given by Appendix [l

For independent mechanisms, the total BGP risk decomposes cleanly into the sum of individual mechanism
risks. The interaction term A(é, 0) reflects the joint contribution to the risk but simplifies due to the inde-
pendence of outputs. This independence ensures that the attacker’s best response to each mechanism depends
solely on its marginal posterior distribution, making the overall composition straightforward to analyze. For
correlated mechanisms, A(é, 0) explicitly accounts for dependencies among outputs by incorporating joint
densities and marginal probabilities. The joint posterior distribution 9 (b|%) aligns the attacker’s best response
with the interdependent outputs of the mechanisms. This dependency modifies the interaction term and ensures
that the total BGP risk reflects both individual risks and the additional information provided by the correlation.

B.6 PROPOSITION

(Proposition [5| Restated). Let G* = {G1,...,G}}. Let M(é*) be a composition of n > 1 mechanisms
with arbitrary correlation, where each G is BNGP strategies for some L7, satisfying Assumption |l| Then,
M(G*) is (¢, €)-DP for some € > 0 and € € [0,1].

The proof of Proposition3]is given by Appendix [K]

The proof demonstrates that the composition M (G*) satisfies (e, £)-differential privacy by applying the prop-
erties of likelihood-ratio tests and £-DP. The proof uses the properties of likelihood-ratio tests and trade-off
functions to establish £-DP guarantees, which are subsequently converted to (e, £)-DP guarantees, ensuring
that the composition mechanism satisfies differential privacy even under arbitrary correlations.

Using the Neyman-Pearson lemma |[Neyman & Pearson| (1933), the likelihood-ratio test is identified as the
Uniformly Most Powerful (UMP) test for distinguishing between the two hypotheses 7% and ¥, which cor-
respond to whether an individual’s data is included in the dataset. This establishes a fundamental relationship
between the test’s significance level o and the corresponding rejection rule ¢. The symmetric trade-off func-
tion £ (a*) introduced in Dong et al.|(2022) is then used to relate the false positive and false negative rates of this
hypothesis test. The function £ (") has key properties, such as convexity, continuity, and monotonicity, which
make it suitable for capturing the privacy guarantees of the mechanism. By employing results from the £-DP
framework, the privacy guarantees of M(G*) as £-DP are translated into (e, £)-DP guarantees. Specifically,
the composition satisfies (ek, I3 k)—DP for individual components, where £* is a function of €*. Aggregating

these guarantees across all components ensures that M (G*) satisfies (e, £)-DP for some € > 0 and £ € [0, 1].

B.7 PROPOSITION

(PropositionE]Restated). For any G = {G1,G2,...,Gr} and € > 0, the composition M(é) is e-DP iff
all the BGP responses H* € DPH[G; €] # (.

The proof of Proposition is given by Appendix [[]

This proposition establishes a necessary and sufficient condition for a composition of mechanisms, M(é), to
satisfy e-differential privacy (DP). The core insight is the equivalence between e-DP of the mechanism and
the properties of its best-response discriminators, known as BGP responses. Specifically, M(é) is e-DP if
and only if all BGP responses satisfy the conditions defined by DPH[@; €]. This bridges the classical notion
of e-DP with the Bayesian framework by characterizing privacy guarantees in terms of adversarial inference
strategies. This result demonstrates the consistency between classical differential privacy and the Bayesian
game-theoretic approach, showing that e-DP can be fully characterized through BGP responses. This pro-
vides a powerful perspective on privacy guarantees, uniting two complementary frameworks while maintaining
rigorous mathematical consistency.
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The proof leverages the posterior distribution ¢ (b|) induced by G and the prior 6. If arg min g Legr (é S H)N
DPH[@; €] # 0, this posterior distribution satisfies the conditions for e-DP as specified by DPH[C_jg €]. By the
necessary and sufficient conditions established in (Dwork et al.,|2006)), this implies that G is e-DP. Conversely,
if G is e-DP, the posterior distribution must also meet these conditions, ensuring that all BGP responses belong
to DPH[C_T" ; €]. The extension of Proposition |8 in Appendix [H| guarantees that the optimal BGP response aligns
with the posterior induced by G, which completes the equivalence.

B.8§ THEOREM
(Theorem 2| Restated). Fix any gp and o If o € A(W) is an aligned prior, then:

Lgayesian (gD) 2 Lgpl—LRT (gD) 2 dep (gD) 2 Lgixed (gD)

If o is strictly aligned, then Lg,,(9p) > Lgy.irr(9D)-

The proof of Theorem2]is given by Appendix [M]

Theorem2]establishes a hierarchy of worst-case privacy losses incurred by the defender under different attacker
models: Bayesian, optimal o-LRT, adaptive a-LRT, and fixed-threshold a-LRT. It asserts that the Bayesian
attacker leads to the highest loss when the prior ¢ is aligned, and the Bayesian loss strictly exceeds the optimal
a-LRT loss if o is strictly aligned.

The proof hinges on several key insights. First, Lemma [4] demonstrates that when o is aligned, a Bayesian
attacker using the posterior belief 1o as a best-response strategy minimizes its loss. Lemma [5 further shows
that the Bayesian attacker cannot perform worse than the optimal a-LRT under the same defense strategy gp.
This is achieved by leveraging the relationship between the Bayesian attacker’s posterior and the likelihood ratio
statistic of the a-LRT, ensuring that the Bayesian strategy captures a broader range of risks. For non-informative
priors, the proof verifies that the Bayesian attacker still outperforms a-LRTs by demonstrating that any a-LRT
strategy can be virtually represented as a special case of the Bayesian framework with uniform prior. The
hierarchy of losses for adaptive and fixed-threshold a-LRTs follows directly from the Neyman-Pearson lemma
and existing results in the literature (Venkatesaramani et al.| 2021} [2023). These results highlight the robustness
of the Bayesian approach in capturing privacy risks across various attacker models and priors.

C EXISTENCE FREQUENTIST ATTACK MODELS

Likelihood Ratio Test Attacks MIAs targeting genomic summary data releases are often framed as hy-
pothesis testing problems (Sankararaman et al., 2009; Shringarpure & Bustamante, |2015; |[Raisaro et al.| [2017;
Venkatesaramani et al., [2021;[2023), where for each individual k£ € U, the attacker tests H§ : by, = 1 (i.e., the
individual & is in the dataset) versus HY : by = 0 (i.e., the individual % is not). Additionally, p; denotes the
frequency of the alternate allele at the j-th SNV in a reference population that is not included in the dataset B.

First, assume § = 0. The attacker is assumed to have external knowledge of the genomic data for individuals
[K], in the form of p = (p;)jeq and d = (dk;)ke[k],jeq- The log-likelihood ratio statistic (LRS) for each
individual k is given by (Sankararaman et al.,[2009):

_ e D , 1-9;
lrs(di,z) = Z]_GQ (dkj log . + (1 — dg;) log T a:j> .
An LRT attacker performs MIA by testing HY against HY using 1rs(dy, z) foreach k € [K]. The null hypoth-
esis HY is rejected in favor of HY if 1rs(dy, z) < 7 for a threshold 7, and H{ is accepted if 1rs(dy, z) > 7.

Let PF(-) = Pr(-|HE) and Pf(-) = Pr(-|HY) denote the probability distributions under Hy and H;, respec-
tively.
Definition 6 ((c.,, 8, )-LRT Attack). An attacker performs (c., B, )-LRT Attack if Py (1rs(dg,z) < 7) = o

and 1 — Pf(1rs(dy,z) < 1) = B, forall k € U, where o is the significance level and 1 — (3 is the power
of the test with the threshold 7.

Define the trade-off function (Dong et all 2021), T[P§, Pf](«) = inf. {8, : ar < a}. By Neyman-
Pearson lemma (Neyman & Pearson, [1933)), the LRT test is the uniformly most powerful (UMP) test for a
given significance level. Specifically, for a given «, there exists a threshold 7* such that no other test with
a, < o+ can achieve a strictly smaller 3, < S8,+. Hence, TP, Pf](ctr+) = Br+, for all k € U. We refer
to an a-LRT as a UMP («, 8)-LRT and will interchangeably add or omit the corresponding threshold notation
as needed.
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From the vNM defender’s perspective, the expected privacy losses under an o-LRT attack, without and with
defense gp, respectively, are given by

L°(r°,a) =E [v(g,é)‘a] =3 PEl(F(0,2),7) = 10y = 1) = > (1= Bro)0(bx = 1),
L(gp,7°,a) =E [v(g, 6)‘9[},7’0,0[] = Zk Plk [yk(r, 7°) = 1|gp] (b, = 1),

where yp(z,7°) = 1{lrs(dr,x) > 7°} is the indicator function for the likelihood ratio statistic, and
PFlyr(r,7°) = 1|gp] = L. 1 {yx(r,7°) = 1} pp(r|b)dr. Here, 7° is the threshold associated with the
a-LRT.

Fixed-Threshold LRT Attack (Sankararaman et al.,|2009; Shringarpure & Bustamante, 2015}
Venkatesaramani et al., 2021} 12023) A fixed(-threhsold) LRT attacker performs MIA without account-
ing for any privacy defense strategies. Such an attacker selects a fixed threshold 7° that balances Type-I and
Type-II errors, resulting in a UMP «a-LRT test in the absence of defense. This approximation can be achieved by
simulating Beacons on publicly available datasets or synthesized data using alternate allele frequencies (AAFs)
Venkatesaramani et al.| (2023).
Given a fixed threshold 7°, let
L]?ixed(gD) = L(gD7 7_0, aTO)

The defender’s optimal strategy against the naive a,o-LRT attack is given by solving:
ming,, Lrixea(90) + KE [ (||6]lp)lgD, 7°5 ctro] (FixedLRT)
where E [¢u (||0]|p)]llgp, T°, aro] is induced expected utility loss.

Let 8% (7, gp, ) = 1 — Pf[yx(r,7) = 1|gp] denote the actual Type-II error under the defense strategy gp for
the naive a-LRT attack. The defender can reduce privacy loss by choosing gp to increase 3" (1, 9D, ) for all

k € U. For the defense strategy gTD that solves (FixedLRT] to be effective in reducing privacy loss, it must
be implemented in a stealthy manner.

Adaptive-Threshold LRT Attack (Venkatesaramani et al.,[2021}; [2023) In an adaptive-threshold
LRT attack, the attacker is aware of the defense strategy and attempts to distinguish individuals in U from those

in the reference population U (individuals not in U). Let U"Y) C U represent the set of N individuals in T
with the lowest LRS values. The adaptive threshold is defined as 7™ (z) = L > ico(vy 1rs(ds, x). The null
hypothesis Hy is rejected if 1rs(dy, z) < 7 ().
The defender’s problem is then:

Cr(N) (2)

min g, (g0) + E [0 (1011 g0, 7 (@), 0,0 (AdaptLRT)

where o, (v) () is the Type-I error associated with the adaptive threshold 7(*¥) (z), and

LU‘T(N)(I)

Adp (9p) = L(gp, )

(), Q) ()

The WCPL L:gp(N) ) (gp) in Sectionhas Ela, vy (7] = .

Optimal LRT Attack Let Pf(gp) = PJ[-|gn] and P(gp) = Pf[-|gp] denote the probability distribu-
tions under HY and HY, respectively, in the presence of defense gp. The worst-case privacy loss (WCPL) for
the defender occurs when the attacker’s hypothesis test achieves 3 (7*, gp, a) = T[P¥(g9p), P (9p)](«) for
some threshold 7™, corresponding to a UMP test under gp. We refer to these as optimal a-LRT attacks.

The defender’s optimal strategy against such attacks solves the following problem:

min Lopirr(9p) + RE [eo (18]s)lllgp, 77, o]

(OptLRT)
st. 87", gp, @) = T[Py (9p), Pt (gp)](ar),

where
Lgpl-LRT(gD) = L(gDaT*v (1).
By the Neyman-Pearson lemma, the «-LRT with likelihood ratio statistics lrs(dk,7;9p) =

Yico % for all k € U is optimal, attaining 8% (7%, gp, a) = T[P§ (gp), P (9p)](c).

Furthermore, the defense gp obtained by solving (Opt LRT) is robust against adaptive-threshold LRT attacks.
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D GAUSSIAN DEFENSE STRATEGIES

In this section, we consider gp is a Gaussian mechanism and study the comparison between the o-Bayesian
attack and the a-LRT attack when o is an arbitrary subjective prior.

Let L? (gp) = maxp, L(gp, ha), where
Ligp.ha) = 3, [ ols,0ha(sla)pn (alb)dot (t).
b,s %

Define gp (5\b) =1Lco ah (5] |b), where g7, (-|b) is the density function of a Gaussian distribution A/ (M, V/)
with mean M] and variance V/ foreachb € U and j € Q. Lety = z + 0 = (z; + J;);eq € Y, where
y; = x; + 0; € Y;. The resulting conditional probability distribution is denoted by pp(:|b) € A(Y). Let bf“o]
and bﬁ] represent two adjacent membership vectors that differ only in individual k’s value, where by, = 0 in
bf“o] and by, = lin bﬁ]. The maximum conditional probability of s, = 0 given b;, = 1 is defined as

a1l = maxier 32 ol = Olpnulthy) o
- Yy

where the posterior belief 11, is induced by gp and o. For a Type-I error rate &, let /75 represent the minimum
Type-II error rate achievable.

oe
Lemma 1. Define F(a, ) = Cat2o)V \ohere zq is the 100(1 — a)-th percentile of the standard normal

- o M N
distribution, M = % ZjeQ M?, and V = ZjeQ MJQ'. Then the following holds:

(i) F(a, B\) = |Q|. (ii) For a fixed &, as |Q)| increases (resp. decreases), B decreases (resp. increases).
Theorem 3. Let gp be a Gaussian mechanism with each gj,(-|b) € A(Y;) following N'(M},V7) for any

) 2

b € W. Suppose VWV = (Kl%‘) forall j € Q, where 1 < KV < K is the minimum number of individuals
J

involved in B. Additionally, assume maxy, p/ \M{) — MJ,| < % where the maximum is taken over all adjacent

membership vectors. Then, for any Q with |Q| > 1 and any subjective prior o, if F(c, uSHHQH) > Q| it

holds that Ly 1rr(gp) < L°(gp); if F(a, Ngu“Q”) < |Q|, it holds that Ly rr(9p) > L7 (gD).

Theorem [3] provides conditions under which the o-Bayesian attack outperforms or underperforms the -LRT
attack in Gaussian mechanisms, even when o is an arbitrary subjective prior independent of the true prior q.
For any a, let 1 — B3 denote the power of the a-LRT attack, and define m® = F (o, ug; [|Q]]) as the number
of SNVs used in the summary statistics such that 1 — 85| = 1 — pg[|Q]], i.e., the power of the a-LRT
matches the worst-case true positive rate (TPR) of the o-Bayesian attack. By Lernma as m increases, 0
decreases. When m® > |Q|, the actual power 1 — 85 < 1 — g, [|Q]]. Thus, by Proposition|7|in Appendix
[M] the lowest TPR achievable by the o-Bayesian attacker exceeds the best power of the a-LRT. Consequently,
Loprr(9p) < L7 (gp). Similarly, when F(a, ug), [|Ql]) < |Q, the actual {5 < ug)[|Q]], thus we have

LSpFLRT (9p) = L7 (gp).

Based on the sensitivity of f (see the proof at Appendix [O| for details), Theorem EI considers the worst-case
bound of the powers of the LRT attack when the attacker knows the membership of every individual in the
dataset except for a single individual. This bound is evaluated over all possible input membership vectors.
Notably, the comparison in Theorem [3|is independent of the true prior distributions ¢ = (qx)rev of the
membership vectors and does not rely on specific true membership vectors forming the Beacon dataset.

When F (oz7 B [m]) < m, the lowest true positive rate (TPR) of the o-Bayesian attacker is strictly smaller
than the best power of the a-LRT attacker. However, this does not guarantee that every TPR of the o-
Bayesian attacker is smaller than every power of the a-LRT attacker across different Beacon datasets. There-
fore, F (oz, ug‘l[m}) < m generally cannot imply that L5, rr(9p) > L?(gp). Moreover, the condition
F (@, ug)1[m]) > m is not necessary. That is, Lg,. xr(90) < L?(gp) does not imply F (a, uf),[m]) > m
for any arbitrary subjective prior . We can also conclude that the sufficient condition in Theorem [3|is not
applied only to aligned subjective priors. The following corollary directly follows Theorem[3]

Corollary 1. Given a Gaussian mechanism gp with Q, if the number of SNVs of the Beacon dataset satisfies
Q| < F (e, K31 [|QI]), then the mechanism gp that is optimal to the o-Bayesian attacks with any arbitrary &
is guaranteed to be robust to any optimal a-LRT attacks.

In this section, we relax Theorem |§| and study the comparison between the Bayesian attacks with arbitrary

subjective priors and the optimal LRT attacks without considering the worst-case bound of the powers of the
LRT attacks. Suppose in addition that the number of individuals involved in the Beacon dataset is fixed to
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be 0 < n < K. For ease of exposition, we consider the noi_ses added to all SNVs to be iid. Consider a
Gaussian mechanism gp (6]b) = [] ;. 97,(95]b), where each g7, (+[b) is the density function of N'(My, V). Let
two adjacent membership vectors bggl and b[lk] differing in individual k’s by, where b([)k] has by = 0 and b[lk]
has by, = 1. Define two hypotheses: Hg“]: the true membership is b([)k] vs. H {k]: the true membership is b[lk].
For any k € U, it is straightforward to see that each §; = Z; + d; is a Gaussian random variable. That is,
95 ~ N (Mo + z9,V) under H(gk] and §j; ~ N (My + z3, V) under Hl[k], where M; = M, 5 and T = f(bgk], d;)
is the unperturbed summary statistics given bgk] with d;, for ¢ € {0,1}. Then, given any (bgc]7 b[lk]), the power
of the optimal a-LRT performed upon the observation y; for all j € @) can be obtained as

_ 1_ .0
TN (Mo + 22, V), N1y + 22, V) (a) = & (@—1 (1—a)— MMtz ‘”ﬂ') ,

vV
where @ is the cumulative distribution function (CDF) of the standard normal distribution.

Under the assumption of linkage equilibrium (i.e., each SNV is independent of the others), the power of the
optimal a-LRT performed upon y = (y;); can be obtained by the tensor product of |Q| trade-off functions
Dong et al.|(2021). In particular, the power can be represented by

T (x;eaN (Mo +a5,V), xjeoN 0 + 2, 1)) (o) = T (NI, N (@),
where i = N(Mo +2?,..., Mo + 27, B(V)) and NI = V(4 +2,..., Mo + x|, £(V)), in which £ (V)

is a |Q| x |Q| diagonal matrix where each principal diagonal element is V. The Mahalanobis distance for the
joint distributions is

Z (Ml*MOjoyl‘*x?)Z‘

dg(v) ((M0+CL‘(1),...,M0+$?Q‘),(M1 +£E%7...7M1 +.’E|1Q‘)) = v

JjeQ

Therefore, we have

(4 —to 2} —a9)’
v

T (N[Ok],N[lk]) (@)= (@' (1-a)— |

JjeQ
=T (N0, 1), N (eq 0, 011,1)) (@),

_ 1_.0)2
M1 —Mo+a} z)

where Mg [bg“]7 b[lk]] = \/ Yica ( =, in which we show [bgﬂ , b[lk]] to indicate that the trade-off

function is based on bgc] and b[lk].

Let bg“] = (by = 0,b_) and bllk] = (by, = 1,b_y). Define
Blaa) =, o T (N0, N, 671,1)) (@)ax (b)g—r(b-s),

and

pop(oq) = > Z/ua(sk = 0ly)pp (ylbx = 1,b_x)dyqr (br) gk (b—).

bre,b_j S—k
In addition, define
A(O{, a, Q) = ,U“O\l(o-z q) - ,B(OZ, Q)
The following corollary is straightforward.

Corollary 2. Let gp(3|b) = [];cq a1, (3;]b) be a Gaussian mechanism, where each gl (-|b) is the density
function of N(My, V). Then, L3, 1xr(9p) < L7 (gp) if and only if A(a, 0,q) > 0.

Corollaryrepresents shows a condition for L5, rr(9p) < L7 (gp) when the Bayesian attacker’s subjective
prior o is arbitrary. Here, 1 — 3(«, q) is the expected power of the a-LRT attacker perceived by the vNM
defender, while 1 — pio|; is the expected posterior beliefs of {sx = 1}rcv. Thus, A(a, o, q) > 0 implies that
the expected accuracy of inferring {s, = 1} using the posterior beliefs is higher than the expected power of
the o-LRT. By Proposition m we have that the Bayesian strategy that mirrors the posterior belief leads to the
WCPL. Therefore, given any pp and the true prior ¢, A(c, 0, q) > 01is equivalent to Loy rr(gp) < L7 (gp).
This condition is independent of the sensitivity of f but depends on gp and the true prior g.
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D.1 LRT vNM DEFENDER

We use gn, gaap, and gopt to denote the typical solutions to (FixedLRT), (Adapt LRT) and (Opt LRT)), respec-
tively. Suppose that all gy, gasp, and gopt are Gaussian mechanisms. We refer to the defender using gy, gaap,
and gopt, respectively, as the naive, adaptive, and optimal LRT vNM defender. Then, the WCPL is captured by
the power of the UMP test given a significant level o. Due to the Neyman-Pearson lemma, the WCPL is the
power or the TPR of the optimal a-LRT, 1 — T[P§ (gp), Pf (gp)](c).

Corollary 3. Fix any gp and o. Let TPR(gp, o) denote the maximum TPR can be obtained by a o-Bayesian
attacker under gp. Suppose that gp is chosen such that the WCPL is 1 — T[P§ (gp), P (9p)](c). Then, the
following hold.

(i) If o is an informative or non-informative prior, then TPR(gp, o) > 1 — T[P¥(gp), Pf(gp)]().

(ii) Suppose that gp is Gaussian as described in Theorem If ]—"(a,ugu[m]) > m, then
TPR(9p,0) > 1 — T[Fy(9p), P(9p)l(@). If F (e, ugu[m]) < m, then TPR(gp,0) <
— TPy (9p), P{'(9p)]().

Part (i) of Corollary [3| follows Theorem [2} In particular, from Theorem [2| we have L° (¢gp) > L(gp, 7", «
for aligned subjective priors. Hence, TPR(gp, o) > 1 — T[P¥(gp), Pr'(g9p)](cx). Part (i) of Corollary
follows Theorern If F (o uo‘l[m]) > m, Theoremimplies that L(gp, 7", ) < L?(gp), which gives

TPR(gp,0) > 1 — T[PO (9p), P, (QD)K )- Ifj:(a Mou[m]) < m, then L&y 1xr(gp) > L7 (gp), which
implies TPR(gp, o) < 1 — T[P§(gp), Pt (9p)](c).

E DIFFERENTIAL PRIVACY

Standard Differential Privacy Differential privacy Dwork et al.|(2006); [Dwork! (2006) is a widely used
data privacy preservation technique based on probabilistic distinguishability. Formally, we say a randomized
mechanism F is (e, o)-differentially private if for any two adjacent dataset D and D’ differing in only one entry
if holds that

P(F((D') € F) <eP(F(D')€F)+o

for any possible subset F of the image of the mechanism F'. The parameter ¢ is usually referred to as the
privacy budget, which is small but non-negligible. (e, 0)-DP or ¢-DP is known as pure differential privacy,
while with a non-zero ¢ > 0, (¢, 0)-DP is viewed as approximate differential privacy.

Sensitivity Define the sensitivity of f by
sens(f) = I?%/X |f(b7 d) - f(b/v d/)|7

where the maximum is over all adjacent datasets (b, d) and (b’, d") where b and b’ differs only in a single indi-
vidual with d and d’ as the corresponding SNV, respectively. For a given SNV in a dataset with B C U, d; is
either 0 or 1. Thus, the maximum possible difference between the averages over the columns that differ in one

entry is BT BI Letl < K t < K be the minimum number of individuals involved in the Beacon dataset. Hence,

sens(f) = 7. Suppose we choose gp as a Laplace mechanism. That is, gp(-|b) is Laplace(0,
for all b € W. Then, it satisfies (pure) e-differential privacy if R is the identity function since the Laplace
mechanism performs output perturbation |Dwork] (2006). Due to the post-processing property of the standard
differential privacy, it is clear that the Laplace mechanism gp is also e-differentially private for any non-identity
R.

sens(f) )

)

Gaussian Differential Privacy Next, we consider the scenario when gp is a Gaussian mechanism de-
scribed in Theorem In partlcular givenany b € W, g D( |b) € A(Y;) is the density function of A'(M], V7)

for all j € Q, where V/ = ( ) and max; p/ |MJ — M

< . forall j € Q. By Lemma(6| we have

KT

T [Pu(gh), Po(gh)] (@) > T [N(0,1), N (1, 1)]

for all adjacent b and b’. Therefore, each g 7, satisfies MJ -Gaussian differential privacy (MJ -GDP) Dong et al.
(2021), for all j € Q. By Corollary 2.1 of Dong et al.| (2021), this M;-GDP mechanism g%, is also (¢;, 0;(€;))-

DP for all ¢; > 0 with
6 M : g M
(e)=d(-ZL4I) _cup (-9 _ 5
0 (€5) ( M]‘+ 2) e ( i, 5 )
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where @ is the cumulative distribution function (CDF) of the standard normal distribution. Under the assump-
tion of linkage equilibrium and the construct of gp (y[b) = [];co g7 (y;|b), the Gaussian defense strategy gp

is M-GDP with M = ,/ Yol M2 (Dong et al.|[2021) due to the composition property.

F PROOF OF PROPOSITION[I]

For any 0 < v < 1, we can rewrite

La(s,b,y) = — Z (skbr — vsK) = — Z (b — ) sk

keU keU
== (=M= Lpe=1) = Ygap=1) L p=0}) -
keU

Then,

L)(gp,ha) = Z/EA(S,b,'y)hA(s|x)dera(b)

:—Z/Z (1= s=13 Lo =1) — Y1(sp=1) Lp,=0}) ha(s|x)pp (z]b)dzo(b).

T keU

Since o0 = 6 and

Z (1 =1 =13 =1} — Y{sp=13L{pe=0}) ha(sk, 5—k|z)0(br, b_r)

S_k bk
=(1=9)> Prlsi=1lbx =1,2]0(bx,b_k) — v Y _Prlsk = 1|by = 1, 2] 0(bx, b_s),
b_g b_g
taking expectation over z using pp yields £ (g9p, ha) = —Adv” (ha). O

G PROOF OF PROPOSITION 2]

We start by showing the if part. Suppose that Advy, (gp) > Advy (gp) forall k € U. Then, the inequality also
holds for all k¥ € U if we apply both sides by the prior probabilities of by, = 0 and b, = 1. Thus, summing
over all individuals yields Advy (gp) > Advy (gp)-

Next, we prove the only if part. Let Adv*(gp) = maxy, Adv®® (ha,gp), and let L%(gp) =
ming . £V a(gp,ha). By Proposmonl Adv*(gp) > Adv* (gD) is equivalent to L% (gp) < L% (gp). By
Theorem 1 of (de Oliveira,2018), gp is more informative than g 'p according to the Blackwell’s informativeness
ordering. Note that the informativeness ordering of gp and g}, is independent of the choice of priors. Thus,
when L% (9p) < L£%(gp) also holds when the prior 6 is uniform. Let Adv'(gp) = maxy , Adv®® (ha, gp)
when 6 is uniform. Thus, given any gp, the optimal Bayes-weighted membership advantage simplifies to
Advi(gp) = 130 wev Advi(gp). By definition of each Advy, (gp), the informativeness ordering of gp and
gp ensures that there exists no individual kg € U such that Adv, (gp) > Advk, (gp)- O

H PROOF OF THEOREM/I]
In the proof, we use gp and G interchangeably. For any function V'(s,b) € R, define

29paiV) = Y, | [ Vsibuo(slo)on albidza(b) (10)

where u, is the posterior belief induced by gp and o, which is independent of the o-Bayesian attacker’s
strategy h 4 and the test conclusions of a-LRT attacker. In addition, define

L(gp,ha; V) Ezbs/V(s,b)hA(s|:c)pD(x\b)d:v0(b). (11)
Hence, when V() = £a(s7v), L(gp,ha;V) = L4(gp,ha). Let L°(gp;V) =
maxy, , egregp] L(9D, ha; V). For simplicity, we write Z(gp,0) = Z(gp,o;V) and L°(gp) =

L?(gp; V), unless otherwise stated. In addition, define the set

BR?[gp] = {hix

hiy € argrgin/iz‘ (gD,hA)} :
A
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Proposition 7. For any gp and o, Z(gp, o) = L°(gp).

Propositionmshows thata h 4 that coincides with the posterior belief induced by gp and o leads to the minimum
expected loss given any V.

Proposition 8. Given any G and o, every H* € argminy LceL(G, H) coincides with the posterior distribu-
tion o induced by o and G.

Propositionimplies that every best response H* € arg min,; Lcer (G, H) leads to the probability distribution
coincides with the posterior belief given G and o.

Then, by Proposition every H* € BN[G; o] leads to £, (G, H*) < L, (G, H') (i.e., when V(-) = £4(-;7)).
Thus, we have Adv®® (H*, 0, G*) < Adv®® (H', G"). In addition, when V'(-) = v(-;v), H* € BN[G; o] leads
to the minimum expected TPR. Therefor, it holds that TPR(G™*, H*) < TPR(G’, H').

H.1 POOF OF PROPOSITION([]]

For simplicity, we omit v and denote £ 4 (s,b) = £a(s,b,7)

Given ji, (determined by gp and o) and any hoa, let Ua(ha,b,z) = > £a(s,b)ha(s|z)ps (b|z), which

depends on the membership vector b sampled by p, but is independent of the samples s drawn by h 4. Define
S*[b, 75 9p] = {hA(.\m)‘hA(.\m) € argmin,, Ua(h,b, m)} ,

forall b € W with ps(blz) > 0, any x € X, where S*[b, z; gp] depends on gp through p,. We first show
that there is a h)y (-|z) € S™[b, z; gp] that assigns probability 1 to b (with p,(b]z) > 0). Suppose in contrast

that 0 < hJy (blz) < 1. Then, it holds that 3., £a(s, b)ha(s|z)pe(blz) > 0, which gives

ﬁA(hZ,b,x) = Z £a(s,b)ha(s|T)pe(b|x)
= 3 Eals, B haCsle) o (Ol) + Lalb, bbbl
> EA(b, b)hA(b|x)pU(b\:c).

Thus, Ua(h%,b, T)|h5 bl 21 > UA(h:4,b, x)‘h/A(mx):l’ which contradicts to h%(-|z) € S*[b,z;gp].

Therefore, we have £4 (b, b) s (blx) < 3. La(s,b)ha(s|z)ps(blx), forall ha(|lx), b € W,z € X, where
the equality holds when h 4 (-|z) € S*[b, x; gp].

Let h'; : T+ A(W) mirror the posterior belief ;1.5 i.e., b’y (s|z) = po(blz)1{s = b}, for all s,b € W,
x € X. Itis clear that b’ (-|x) € S™[b,z; gp] for all b € W. Next, we show that if k' (s|z) is used by the
o-Bayesian attacker, it induces the WCPL for the vNM defender, which is captured by Proposition[9]

Let L(gp, ha) = 32, , [, v(s,0)ha(s|z)pp (x|b)dz6(b) denote the expected true positive rate.
Propeosition 9. Given any gp and o, L(gp, h'y) < L(gp, h}), forall hy € BR?[gp].
Proof. Define m = haopp : W — A(W) by n(s|b) = >, ha(s|r)pp(r|b), for all s,b € W. Define the
set
Migp] ={r =haopplha:T+— A(W)}.
That is, I1[gp] is the set of all feasible probabilistic mappings from a true membership vector b to an inference

s, perceived by the defender. We first establish the following lemma regarding the informativeness of gp in the
sense of Blackwell’s ordering of informatinveness (Blackwelll [1951};|de Oliveira, [2018]).

Lemma 2. Fix any o € A(W). Given any two gp, gp, ll[gp] C Il|gp], if and only if, for any function

C:-WXxWeR
Z C(s,b)m <Z C(s,0)(s]b)a(b),

where m € Il[gp] and ' € H[gD].
Proof. We start by showing the “only if” part. Let II*[gp] {m|m €

arg min g ) 2oy, C(5,0)7'(s[b)or(b)}. Since W[gp] C M[gp] and IT*[gp] C H[_gD], it must hold
that IT*[gp] C I[g}]. Hence,

Z C(s,b)m <Z C(s,b)m(s|b)a(b),

forall m € H[gp] and 7’ € T[gp].
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Next, we show the “if” part. Suppose in contrast that II[gp] & II[gp]. Then, there exists a w € Il[gp] such
that m ¢ Tl[g] ] Since the set I1[gp] for every gp : W +— A(D) is closed under convex combinations of
its elements, it is convex. In addition, it is a continuous image of a compact set in the space of probabilit
distributions. Hence, the set II[gp] is also compact. The set I1[gp] can be seen as a subset of R *
Therefore, we can also perceive 7 € R *"W\TI[g}].

Let 77 (s,b) = 7(s|b)o(b) for all s,b € W. With abuse of notation, let II[g}, o] = {n7|r € II[¢g/5]}. Then,
the set I1[g%, o] is a subset of R W, Thus, 77 € RY*W\II[¢), o]. Let { € RY*W represents the matrix

form of the function ¢. Since |W| = 2% with K > 1, there exists a separating hyperplane orthogonal to f ,
which separates the set T1[g},] from the point 7, such that

D, L0 (s0) > >0 (s, b)m(slb),

forall 7’ € II[gp]. Then, the attacker with a non-informative (i.e., uniform prior) o obtains an ex-ante expected
payoff using h 4 such that 7 = ha o gp that is strictly better than any h’y such that by o pp € [gp]. Thus,
we obtain a contradiction to 3=, _ ((s,b)7' (s|b)a(b) < 37, . ((s,b)m(s]b)o(b) forall o € A(W). O

Next, we want to show that IT[gp] C TI[g}] is equivalent to g, = 1 o gp for some garbling 1 : ' — A(T),
which is another format of Blackwell’s ordering of information structures (Blackwell,|1951}|de Oliveiral |2018).

Lemma 3. Foranytwo gp, gp, l[gp] C l[gp] if and only if gp = nogp for some garblingn : X — A(X).

Proof. If g = n o gp, then there is a garbling 7 : X — A(X) such that p}, = 7o pp. Hence, 7’ = fjom
for every 7’ € Il[g)p] and w € I1[gp]. Then, from (1) and (2) of Theorem 1 in (de Oliveiral [2018), we obtain
gp = 7o gp is equivalent to I[gp] C M[gp]. O

For simplicity, let 4y = po(-|x). Since ha € BR7[gp], there exists a randomized correspondence Y such that
ha(-|z) =Y (-|u5) forall z € X. Then, from Blackwell’s theorem (Blackwelll 19515 de Oliveira, [2018), there
exists a garbhng y: W= A(W)suchthatha = yo . Let pD = po o pp and let p, = yo pp. In addition,

let §p and g, respectively, be corresponding to pp and p5. Then, from Lemmal we have I1[§p] C H[gp].

In addition, Lemma|2|1rnphes that

S, bRt < 30, s, b (b))

for any 0 € A(W), any function ¢ : W x W +— R, where # € Il[gp] and #' € I[§p]. If we take
¢(-) =V(:)and o(-) = 6(-), then we have L (§p) > Lé p). Therefore, L(gp, h'y) < L(gp,h%) for all

~/
h’ € BR?[gp], which concludes the proof of Proposition O

Next, we show that there is a hly € BR7[gp] such that b’y (s|z) = h'y(s|x) forall s € W, z € X. Define
U(s,z) = 3, £a(s,b) o (b ), which depends on samples of s € W and = € X. Let

Wiz] = {s € W‘s € argmin, ﬁh(sl,w)} )

Let § € W such that ha(3|z) = 1 for ha € S*[b,x;gp]. We want to show § € W¥[z]. Suppose in
contrast that 3 ¢ W¥%z]. Then, U%(s,z) < U%(3,) for all s € W%xz]. That is, >oplals, b)pe(blz) <
S, La(8,b)uo(blz). Since ha € S*[b,7;gp), we have £4(5 = b,b) < 3 pa(s,b)h/s(s|z) for all
R4 (+|z), including 'y (s|x) = 1 for any s € W. Since every p,(-) > 0, we have £4(5 = b, b)ps(blz) <
,uA(s,bh)/L(,(b|x), for all s,b € W. Then, U%(3,2) < U%(s,z), contradicting to § ¢ W9[z]. Therefore,
§ € Wix].

Next, we show that for every s* € W9[z], there is a b € W with . (b|z) > 0 such that ha(s*|z) = 1
for ha € S*[b,7;gp]. Suppose in contrast that there exists a s* € W¥[x] such that ha(s*|z) = 0, for a
ha € S*[b,z; gp]. Then, there exists § with h 4 (8|z) = 1 such that, for all Ay : T — A(W),

D Lals,b)ha(s|z) o (ble)

= La(3,0)po (blz) < La(s”, b)la(s"|2) o (b]) +Z (s, b)a (s]) o (Bl ),
where the equality of the inequality holds when h'y = ha. For all Ky # ha, ha(s*|z) € [0,1],
which implies £4(8,b)uo(blx) < £a(8,b)us(blz) forall b € W and z € X with us(blz) > 0. Thus,
S La(8,b) e (blz) < 35, £a(s™,b) s (blz), which contradicts to s* € W¥[z]. Therefore, W¥[z] = Up{s €
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Wlha(slx) = 1,ha € S*[b,z; gp]}. It is not hard to see that every feasible mixed strategy h 4 (-|x) that as-
signs strictly positive probability only to elements of TW?[z] is a best response to gp. Since h%y € S*[b, x; gp],
we can conclude that )y € BR[gp] with b} (s|z) = h'y(s]z), forall s € W, z € X. In addition, we can
rewrite Z(gp, o) interms of b’y as Z(gp, o) = 3, | [, v(s,b)h'4 (s|z)pp (|b)dxq(b). Thus, by Proposition
[l we conclude that L (9p) = Z(gp, o). O

H.2 PROOF OF PROPOSITION[§]

For ease of exposition, we directly use the underlying density functions gp (and pp) and ha of G and H,
respectively, so that ha (s = 1) = gx and ha(sx = 0) = 1 — gx. Thus, we can rewrite

Lee (G, H) = LceL(gp, ha) = Z/ b)log(ha(blx))pp (x|b)dx

Let po denote the posterior distribution induced by ¢ and gp according to Bayes’ rule. Then,
Lee(gp, ha) — Lee (9D, pio)

= —Z/ b) log(ha(blz))pp(x|b) da:—l—Z/ b) log(ue (bx))pp (x]b)dx
= Z/U(b)PD(fE\b) (log(po (b)) — log(ha(blz))) dx
b x
_ 1o (b))
= ; /z o(b)pp(x|b) 10g(h,4(b|z) )dx.

By definition of e using Bayes’ rule, we have

o(b)pp(z[b) = po (b|2)P7 (),
where P? (z) = >, 0(b)pp (x|b). Then, we have

Cesn (g0 ) — L (g0, 1ir) = 3 [ )P (@) o (4G ) > 0

which is non-negative because it is the Kullback-Leibler (KL) divergence. In addition, Lcri(gp,ha) —
LceL(gp, o) = 0if and only if ha(b|z) = po(blz) forallb € W and x € X.

O

I PROOF OF PROPOSITION[3]

By by Theorem 2.10. of (Dong et al.| [2021)) (also see (Blackwell,|1951)), we have that for a fixed significance
level, the minimum false positive rates (of inferring each individual k’s membership status), denoted by T'(G)
and T'(Proc o G), can be achieved by G and Proc o G satisfy

T(Proco G) > T(G).

Thus, G is more informative than Proc o GG according to Blackwell’s ordering of informativeness (Blackwell,
1951). By Theorem 1 of (de Oliveiral 2018), we can conclude that Lcgr (Proc o G, H') > LceL(G, H). O

J  PROOF OF PROPOSITION [4]

For ease of exposition, we focus on the case when there are two mechanisms that are composed. That is,
G = (G1, G2). The proof can be easily extended to general n > 2.

We start by proving the scenario when the mechanisms are independent. Let p1(-|b) € A(X1) and p2(+|b) €
A(X2) be induced density functions by G1 and Go, respectively. In addition, we directly use the underlying
density function ha of H, so that ha(sy = 1) = ¢ and ha(sx = 0) = 1 — gi. We can easily generalize
Proposition [§] in Appendix [H] to the case when there are multiple data-sharing mechanisms randomized by
G. That is, every H € argming Lcen(G, H') coincides with the posterior distribution fug(by,b_j) =
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Eu”;fﬁmﬁ’fg&lz)lg,(fg Gy induced by G and the prior 6. Thus, we have

Lo (G -3 / b) log(ha(blz1,22))0(b)p1 (x1]b) p2(x2|b)dz: daa
bew Y *1,%2
-y / b) log (jua (bl 1, 2))0(b)pr (w1]5)pa (w210)
bew Y T1,%2
=— Z bO(b) log(6 / p1(z1|b)p2(z2]b)dz1drs
T1,T2

- Z/ 0(b) - p1(w1[b)p2(x2b) - log(pa(x1]b) p2(22|b))dw1dw2

+Z/

x1,T2

- p1(w1|b) p2(22[d) - log (Zpl z1|b") pa(z2|b")0 (b )) dzidzs

b

== 200 1ox(o(0) - 3 / 6(b) - p1 (w1 [b)pa(walb) - 1og(pi (21]6)pa(wlb))dor darz
b T1,T2

+/ (Z p1($1|b')ﬂ2(5€2b/)9(b')> -log (Z Pl(mllb')92(m2|b')9(b')> :

1 v’

We can following the same steps for each G for j € {1,2} with H; € arg minHj/_ LceL(Gy, Hj):

(G, Hy) = = 3000 og(0) = 3 [ 00 i) 1og (o3 (s ) di

/x_ (ij 25|60 >1og <Zp] (2516)0 )dxj.

Summing individual losses yields

ZLCEL G;, Hy) 429 ) log (0

_ZZ/ 6(b) - p;(x;|b) - log (p;(x;|b)) dz;
j=1 b Zj
+Z/ (ZP] (;]b")0 )10g (Zpa (;]0)0 >dxj~
Let H = 3,000)log(0(b), F; = 3, [, 00) - pi(xslb) - log(p;(w,]b)) dz;, and K =
32,000) [, ., pr(@1]b)p2(w2]b) -log (32, p1(z1|b)p2(22[b")0(b")) dzrdzs.
Since
)3 / - p1 (1 [B)pa(21b) - Tog(p1 (w1]0) pa (w2]b) 1 v
=5 [ 00 pr(aalo)palaalt) - (log(pr(a1[8)) + log(pa(2lt))) o
b x1,T9
:ZZ/ - p;(x;]b) - log(p;(z;1b)) dz; = E}—]:
we obtain

2
Leen (G, H) = (Z (Lcen(Gy, Hy) — Fj) + 2H> —H+K

—ZL:CEL G],H +7‘[ Z]:

Jj=1
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By combining A(G, 0) = — (H(b) - 23:1 Fi(Z;) + IC), we have

== 3000) [ sttt Tog (3, pa(arlb)palaslo)0F)) doss.

For general n > 2, we have A(G,0) = — 3=, 0(b) [ fp(&]b) - log (=, A (Z|b)0(b')) dz.

Next, we proceed with the proof when the mechanisms are correlated. Again, for simplicity, we first focus on
n = 2,ie., G = (G1,G2), and generalize to n > 2 afterward.

By Proposition the posterior distribution ue (b|x1, x2) is given by:

Pp(z1,x2|b)0(b)
blz1, = = .
(bl w2) = (e, walb)o®)

The BGP risk Lce (G, H*) for the composed mechanism becomes:

—

Lo (G B = —Z/ 0(b) log 116 (b1, 22))F (21, @|b)dw1 .
T1,T0

Substituting 119 (b|x1, z2) into the loss function:

I . 5 b)6(b)
Lo (G, H*) = — / 0(b)7p (21, z2|b) 1o ( Pp (@1, 2| dz1dzs,
ceL( ) zb: - (0)Pp (w1, 22|b) log S, 7o (a1, 22600 ) S0

which can be broken into three terms:

Lep(GLH™) == 0(b) 1og(9(b))/ Pp (1, T2|b)dr1das

b z1,T2

=S [ 000 (o walt) log i o, ) dr
xT1,T2

/ ZG VoD (x1, 22|b) log (pr (x1,22|6")0(b )) dxidzs.
T1,T2

b

Define the following terms:

Z@ )1log(6(b)), (entropy of the prior)

F= 72/ 0(b)pp (x1,x2|b) log(pp (21, x2|b))dx1dx2, (conditional entropy)
x1,%2

K= / Z@ oo (z1,x2|b) log <Z pD xl,:r2|b) (b )) dxi1dxo, (interaction term).
T1,T2

Thus, the loss can be expressed as:
£CEL(é, FI*) =H+F-K.

By combining A(G, 0) = — (H — F + K), we have

) ) S D (1, w2 b)0(H)
zb: 6(b) /11@2 pD(z1, z2|b) log ( Plor,22) dzidza,

where
P(z1,22) Hj—l Z/ D(z;,x—; |60 )dz_;.

For n > 2, this expression naturally generalizes:
) S0 o (E)00) -
oD( 1 =~ -
20 / FD(F|b) 0g< (@) dz,
where P(Z) = []_, >_, f)?ﬂ_ pp(x;, ;|60 )dT ;. O
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K PROOF OF PROPOSITION [3]

Let £ = (x1,...,x,) denote the outputs of the composition M(G*), and let p is the joint distribution

given G, {f1,-.-, fn}, and any intrinsic correlations among mechanisms. For simplicity, we consider each
individual k has probability 8, = 6x (b = 1) to have by, = 1 and probability 1 — 6}, to have by, = 0. Consider
the following binary hypothesis test:

HE: b = 0 with b_y, vs. HY: by, = 1 with b_y,

where b_y, is the same for both H§ and #¥. Since 5p (Z|b) is well-defined, this binary hypothesis test is a well-
defined simple binary hypothesis test. Then, the Neyman-Pearson lemma implies that the likelihood-ratio test
is the Uniformly Most Powerful (UMP) test. Then, for any given significance level o, there exists a rejection
rule ¢ such that

ok [¢‘H§,é*] and f(a) =1—-FE [cb‘%lf,é*] 5

where £(a*) = [{t €[0,1]: £(t) < a*} is the symmetric trade-off function introduced by Dong et al.
2022) , Wthh is convex, continuous, non-increasing, and satisfies f(ak) < 1-a" and f(ak) =
inf {¢ € [0,1] : £(t) < ozk} for o* € [0, 1]. Hence, the composition M (G*) is f—differentially private (£-DP)
(Definition 2.3 of (Dong et al.} 2022 )). Then, by Proposition 2.4 of Dong et al.[(2022), M (G™) is also f -DP,

where £*(z) = SUPp<ak<1 26" (&*). Then, by Proposition 2.12 of [Dong et al.| (2022), for any * > 0,
the composition M (G*) is (e, ¢* ) -DP, where £¥ = §(e"), for any given by,. Therefore, the composition M
is (€, £)-DP for some € > 0 and§ € [0,1]. O

L PROOF OF PROPOSITION

Proposition [8]in Appendix [H] can be easily extended to the case when there are multiple data-sharing mecha-
nisms randomized by G. Thus, if H* € arg ming Lcr (G, H) () DPH[G; €], the posterior distribution induced
by G and 0 satisfies the conditions specified by DPH[@ ; €]. By the necessary and sufficient condition given by
Claim 3 of (Dwork et al.,|2006), Gis e-DP. Again, by Claim 3 of (Dwork et al.,|2006), if Gis e-DP, the posterior
distribution must satisfy the conditions specified by DPH[@ ; €]. Then, based on the extension of Proposition
it must holds that H* € arg ming Leg (G, H) (\DPH[G; €. O

M PROOF OF THEOREM
For any function V' (s,b) € R, define

Z9p0iV) = Y, | [ V(ssDu(slo)on albidza(b) (12

where p, is the posterior belief induced by gp and o, which is independent of the o-Bayesian attacker’s
strategy h 4 and the test conclusions of a-LRT attacker. In addition, define

L(gp,ha; V) Est/V(s,b)hA(s|x)pD(z\b)dx0(b). (13)
Hence, when V() = £a(37v), L(gp,ha;V) = L}(g9p,ha). Let L7(gp;V) =
maxy, , esre[gp] L(9D, ha; V). For simplicity, we write Z(gp,0) = Z(gp,o;V) and L?(gp) =

L?(gp; V'), unless otherwise stated. Define the set

BR’[gp] = {hZ

hy € argn}}inﬁl (gD,hA)} :
A

We start by proving Lemma[d]

Lemma 4. Fix any gp. Suppose that o is aligned. Let h'y : X — A(W) be defined by h'y(s|z) =
to (b|z)1(s = b) forall s,b € W, z € X. Then, h'y € BR?[gp].

Proof. Let Vi(s,z) =3, £a(s,b)uo (blz) Define W#[z] = {s € W|s € argmin,, Vi(s,z)}. Hence, each
ha : X — A(W) that only assigns strictly positive probabilities to s € W#[x] satisfies ha € BR [gp]. In
addition, let W¥[z] = {s € W/|us(s|z) > 0}. By definition of c4 and v p, yca(s) — va(s,b) (weakly)
decreases as ), ., 1{sx = by} increases. Thus, Vi(st,z) < Vi(s,z) forall s* € W¥z]and s € W.
Hence, W¥[x] C W*[z] for all z. Hence, h € BR{[gp] holds. O
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With abuse of notation, we let ¢(b) and q(br) = >, = q(bx,b_s) denote the prior and the marginalized prior,
respectively. Next, we show that optimal o-LRT cannot strictly outperform o-Bayesian under the same gp.

Lemma 5. Fix gp and a. Suppose o = q. Then, Z(gp,q) > Loyirr(9D)-

Proof. Suppose in contrast that Z(gp, q) < Loy.rr(gp). Then,

Z Pf [yk(z,7") = 1|gp] q ) > Z / $,0) o (s|x) pp (x|b)dzq(b)
= Zk Po [Sk = 1|gD7 k= 1} q(bk = 1)7

where P [sk = 1lgp,bx = 1] = [ po(sk = 1|z)pp(z|b)dz. By letting V() = v(:), from Proposition
we have L?(gp) = Z(gp,q;v) < Loyarr(gp). Let Bl (si = 1|z) = 1{yr(z,7*) =1} forall z €
X. Since 0 = g, hL is the best response of the Bayesian attacker. Hence, Lg,.1rr(9p) = L(gp, hTA) <
Z(gp, q;v), which contradicts to Z(gp, q;v) < Loyirr(gp). Therefore, Z(gp, q;v) > Lyirr(9D)- O

If o is informative, we have L(gp, h%) < L(gp, h%). Hence, it also holds that Z(gp,o;v) > Z(gp,0;v).
Lemmaimples Z(gp,o;v) > Liyirr(9D)-

Next, we show that when o is non-informative. Let h% (s|z) = po(blz)1{s = b}, forall s,b € W,z € X.
By Lemma (4] it holds that h% € BR?[gp]. Suppose in contrast that L3, rr(9p) > Z(gp,o;v). Then,
h% € BRY|gp] implies

Zk Pf [yn(x,7") = l|gp] > Zk’s/v(sk = 1,bx = Do (se = 1lz).

Let hly : X = A(W) such that hl, (sx = 1|z) = 1 {yx(z,7*) = 1} forall z € X. Then, b, € BR"[gp]
when ¢ is uniform (i.e., non-informative). Proposition 7|implies Z(gp, o;v) > L(gp, h';, o), which leads to
a contradiction. The inequality L, 1rr(9p) > L4, (9p) follows the Neyman-Pearson lemma. In addition, by

Venkatesaramani et al.| (2021} 2023), L34,(9p) > Lfixa(9p). Thus, we can conclude the proof of Theorem
O

N PROOF OF LEMMA [T

First, we show that the test statistics £(§) = >~ log (pj (7| Ho)/p; (5;| H 1)) is normally distributed under

Hy and Hy, respectively, with /\[ (M, V) and (—/\M, V), WhereAM =33 oM and V =3, ;. For

each y;, §; ~ N(0,1) under Ho, and §; ~ N (M;, 1) under Hy. Thus, the log-likelihood ratio for each

yj is log (%)‘ Since p; (-|Ho) and p; (-|Hy) are the density functions of normal distribution, the log-
5 (5] H1

likelihood ratio becomes

2
42
1 T2 2 T2 2
o W mW) oy 2 g
1  (y;—Hj)2 2 2 Yt 2
Var©

Under Ho, the mean is E[y;|Ho] = 0 and the variance is Var[y;|Ho] = 1. Hence, the mean of £(y) under H

sieey) -2 [ (o + )] - 5 (o + ) -2 8.
JjEQ

i€Q JEQ

(089

JjeQ

and the variance is

Var[L(y)] = Var

Z\/ar[ yM; Zﬁ?

JjEQ JjeQ

Similarly, under H, the mean of £(y) is

E[L(y)] =E LZ (-yjﬁj + ﬁj)

0

oW L, M2
=2 <—E[%‘]Mj + 2) = Z (_Mj T =25

JjeQ
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In addition, the variance of £(y) under Hyis

A2
Z < y]M] )
JEQ

Since the test statistics £(y) is normally distributed under Hy and Hy, we have

Var[L(y)] = Var

Z Var[—y;M;] = Z M.

JEQ JEQ

y_M ~ N(0,1) and Z; = M a2 ,

C v N\

where 7 is the sample mean. For a given significance level @, the threshold for Zy is set so that Pr(Zy < z5) =

@, corresponding to the value M + 254/ % For a given Type-II error rate B\, the threshold for Z; is set so

that Pr(Z1 < zﬁ) = E where z3 aligns with -M — 25\ m Y To maintain the consistency of decision-making

between H o and H1, the threshold at which we switch decisions from failing to reject Ho to rejecting Ho under
Ho and H, are equated. Therefore, we have

VM + 25 VV = —/mM — z;
Thus, F (&, /73;) = m holds.

Next, we show the monotone relationship between E and m given F (a, E) = m while everything else is

fixed. Since, z5 = (1 - B) where @ is the cumulative distribution function (CDF) of the standard normal
distribution, z5 decreases as 3 increases as the quantile function ®~! decreases as the probability increases.

As aresult, (za, zg) decreases when B increases. Therefore, 7 (&, B) = m implies that m decreases when B\
increases. O

O PROOF OF THEOREM 3]

We first obtain the following lemma, which extends Theorem 2.7 of (Dong et al.|[2021)).

Lemma 6. Fix o € (0,1). Let gp be Gaussian defined above with each gi,(-|b) € A(Y;) as the density
function of N(M V7 given any b € W, where V' = (QSensj(f)/ﬁjf. Let Py(g},) denote the probability
distribution associated with g’ (-|b). Suppose maxy , M) — M/, | < sens’ (f). Then, it holds

T [Pu(gh), Po(gh)] (@) > T [N(0,1), N (;,1)]

Proof. For any two b,b' € W, y(b) = f;(b,d) + ; and y(b') = f;(b’,d’) + & are normally distributed with
means f7 (b, d) + My and f7(b',d') 4 My, respectively, and a common variance V?. Then, we have
T [Polgh), Po(gh)] (@) =T [V (£ (b,d) + 4, V) N (£, @) +4,V) | ()

oot [ bd) = V) My — My
,q><q> (1-a) .« )

where ® is the cumulative distribution function (CDF) of the standard normal distribution. Since V/ =

(2sens’ (f) //Mj)2 and max;, ; M) — M/,| < sens’(f), by definition of sensitivity, we obtain
TN (Fb.d)+,7) N () +40,7)] (@) > @ (@71 (1 - ) —Ty)

=T [N(0,1), N(M;,1)] (a).
O

Lemma E] shows that distinguishing between b and b’ is as hard as distinguishing between N'(0,1) and
N (MJ, 1) Thus, if the a-LRT attacker only observes y; for jth SNV, then the maximum power he can obtain
is 1 — T [N(0,1), N (Mj,1)] (a), which leads to the WCPL for the vNM defender among all possible powers
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when different membership vectors are realized. considered are independent, 1 — 7" [N/(0,1), N/ M;, 1] (@)
serves as the performance bound for every j € Q.

Given any two b, b’ € W, define the hypothesis testing problem: Hy : the membership vector is b versus H; :
the membership vector is b’. From the assumption of independent SNVs, we can obtain the log-likelihood

statistics
1rs(y; gp, b, b) = Z log 71)2’(%‘[{0)
i€Q pp (Y51 H1)

Let P;[-|gp] denote the probability distribution associated with H; for i € {0, 1}.

Lemma 7. Fix a € (0,1). Let gp be Gaussian defined above with each gi,(-|b) € A(Y;) as the density
function of N (M, V?) given any b € W, where V! = (2sens’ (f)/ﬁj)2 Suppose maxyy M, — M/,| <
sens? (f). Then, it holds for all pair bt/ € W,

mTaXPl [1rs(y;9p,b,b") > T’gp} <1-T {N(O, 1),N (1 /Zjle’I\?7 1)} (), (14)

with Py [1rs(g; gD, b,b") < Tlgp] = a.

Proof. Since the SNVs are independent, the joint probability density P(y|H;) over Y that is equal to the
product [ [, pp (y;]H:) for i € {0,1}. Itis a |Q|-fold composition of {p7, }jeq, where each p7, accesses
to the same dataset. In addition, max, Py [1rs(g; gp, b,b’) > T|gp] is the power of a-LRT given gp for any

b,b’ € W. Then, follows Corollary 3.3 of Dong et al.|(2021). O
Let I denote a |@Q| x |Q| identity matrix. Let M = (M, ... ,f’I\|Q‘). Consider two multivariate nor-

mal distribution AV(0,1,g|) and N(M, I,o)). Here, N'(0,Iq)) is rotation invariant, and N(M, I,g) can
be rotated to N (1/2 jco ﬁf, 1). In addition, the rotation here is an invertible transformation. There-

fore, T [N(O, 1),N (,/Z]EQ ﬁ?, 1)] () is the same as the T [N(O,I@Q,N(ﬁ,l‘@‘)] (c) for any «
because the trade-off function is invariant under invertible transformations |Dong et al.| (2021). Let E =
T [N(O, I|Q‘),N(ﬁ, I‘Q|)] (). Thus, the @-LRT with the LR statistics formulated by £(y) has the power

1 — B. Therefore, it holds that Flo, 3) =|Q)|.

Now, let us focus on when the attacker (either Bayesian or LRT) targets a specific individual k. Given any
subjective prior o and @, let uSo[|Q[] = [ po(sk = 1|r)pp(rlbx = 0). By Proposition a Bayesian
attacker’s strategy that mirrors the distribution of the posterior belief leads to the WCPL for the defender.
Hence, 117,[|Q|] captures the highest Type-II errors of the Bayesian attacker. Then, F (a, g}, [|Q|]) captures
the number of SNVs (i.e., |Q]) so that o-LRT can attain the power pg), [|Q[] when the set @ of SNV of each
individual are used in the dataset, leading to L(gp, 7", ) = L7 (gp). If F (a, uf, [1Q[]) > |QI, then more

SNVs needs to be used to make a-LRT have the power 1g, [|Q|]. This is equivalent to B < 1011 [1Ql], which
implies L(gp, 7", ) < L7 (gp). O

P EXPERIMENT DETAILS

P.1 DATASET

Our experiments use three datasets: Adult dataset (UCI Machine Learning Repository), MNIST dataset, and
genomic dataset. The genomic dataset was provided by the 2016 iDASH Workshop on Privacy and Security
Tang et al.|(2016)), derived from the 1000 Genomes Project/ 1000 Genomes Project Consortium et al.|(2015). The
genomic dataset used in our experiments was initially provided by the organizers of the 2016 iDash Privacy and
Security Workshop|Tang et al.|(2016)) as part of their challenge on Practical Protection of Genomic Data Sharing
Through Beacon Services. In this research, we follow |Venkatesaramani et al.| (2021} [2023) and employ SNVs
from chromosome 10 for a subset of 400 individuals to construct the Beacon, with another 400 individuals
excluded from the Beacon. We use 800 individuals with different numbers of SNVs of each individual on
Chromosome 10. In the experiments, we randomly select 400 individuals from the 800 to constitute a dataset
according to the uniform distribution. The experiments were conducted using an NVIDIA A40 48G GPU.
PyTorch was used as the deep learning framework.
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Figure 2: (a)-(c): Bayesian Defender with x = 0, 1.5, 50, respectively. (d): Different attackers under
non-strategic DP with e = 600.

P.2 NOTES: EXPERIMENT DETAILS FOR LRTS

The output of the defender’s neural network G'» , is a noise term within the range [—0.5, 0.5]. We assess the
strength of privacy protection using the attacker’s ROC curve, converting  , ’s output to binary values s, €
{0,1} by varying thresholds. A lower AUC indicates stronger privacy protection by G . In addition to the
proxies from Section[3.1] we use the sigmoid function to approximate the threshold-based rejection rule of the
LRT. Specifically, 1{1rs(dk, z) < 7} is approximated by 1/(1+exp(—(7—1rs(di, z)))), where 1rs(dy, x)
is the log-likelihood statistic. Similarly, the sigmoid function approximates 1{1rs(dx,r) < 7™ (r)}. The
fixed- and adaptive-threshold LRT defenders optimally select gp by solving (FixedLRT) and (Adapt LRT),
as detailed in Appendix [C]

P.3 NOTES: BAYESIAN DEFENDER VS. DIFFERENTIAL PRIVACY

In this experiment (Figure [Ic), we illustrate the advantages of the Bayesian defender (i.e., using the BNGP
strategy) over standard DP in addressing defender-customized objectives for the privacy-utility trade-off, when
the same utility loss is maintained in the trade-off of privacy and utility.

In this experiment, we consider a specific loss function for the defender:
lp(6,b,s) =v(s,b)+ K051,
D(8,b,5) = v(s,b)+ > wlo)|

where k; > 0 represents the defender’s preference for balancing the privacy-utility trade-off for the summary
statistics of the j-th attribute (e.g., SNV in genomic data). In genomic datasets, each SNP position corresponds
to a specific allele at a particular genomic location, and the importance of these positions can vary significantly
depending on their association with diseases or traits in medical studies. Consequently, different SNPs may
require varying levels of data quality and utility, necessitating less noise for some positions. For SNPs where
higher data utility is crucial, we assign larger x; values to increase the weight of noise costs in the defender’s
decision-making process. This position-dependent weighting enables a more customized and refined privacy-
utility trade-off.

In the experiment, we define # = (k;);jeq for SNV positions, where x; = 0 for 90% of the 5000 SN'Vs and
k;j = 50 for the remaining 10%. The BNGP strategy in this setting results in an average utility loss of 0.0001.

The sensitivity of the summary statistics function f(-) is given by sensitivity = % (see Appendix , where

m=|Q|land 1 < K t < K is the number of individuals in U included in the dataset. For the experiment, the
dataset comprises 400 individuals, each with 5000 SNVs, resulting in a sensitivity of 7% = 12.5.
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The scale parameter of the Laplace distribution in the DP framework is:

sensitivity
c .

To match the utility loss of 0.0001 (measured as the expected absolute value of the noise), the scale parameter
must equal 0.0001. This implies:

sensitivity 0.0001

which gives € = 1.25 x 105.

In general, the number of SNVs (m) is often much larger than the number of individuals (K), i.e.,
m > K. Consequently, small € values (e.g., between 1 and 10) result in very large scale parame-
ters for the Laplace distribution. Therefore, relatively large € values are chosen to preserve the utility
of genomic datasets. For example, in (Venkatesaramani et al., [2023), the values of € are selected from
{10, 000, 50, 000, 100, 000, 500, 000, 1 million, 5 million, 10 million}.

P.4 NOTES: SCORE-BASED ATTACKER:

Figure[Tglcompares attackers under the defense trained against the score-based attacker. The Bayesian attacker
significantly outperforms the others, achieving near-perfect classification, while LRT and adaptive LRT per-
form similarly but lag behind. As explained in (Dwork et al.| [2015), the score-based attacker is assumed to
have less external information and knowledge than the Bayesian, the fixed-threshold LRT, and the adaptive
LRT attackers. Theoretically, the score-based attacker uses O(n? log(n)) SNVs, where n is the number of
individuals in the dataset. In the experiments for Figure [Tg] to guarantee certain accuracy for the score-based
attacker, we consider 20 individuals and each time a dataset of 5 individuals with 4000 SNVs being randomly
sampled. In this setting, the Bayesian attacker performs very well (with AUC close to 1).

P.5 NOTES: ADULT AND MNIST DATASET

Adult Dataset In the experiments using the Adult dataset, the original mechanism f (i.e., without privacy
protection) releases the summary statistics of the Adult dataset. Specifically, we turn the attributes of the Adult
dataset into binary values to simplify the representation of categorical and continuous attributes. For example,
categorical attributes like “occupation” or “education level” are one-hot encoded, while continuous attributes
like “age” are discretized into binary intervals. This binary transformation allows us to construct a dataset that
represents the presence or absence of specific attribute values, making it compatible with our framework for
privacy protection and utility optimization. The summary statistics released include the counts or proportions of
individuals possessing specific binary attributes. These statistics form the basis for evaluating the membership
inference risks and utility trade-offs in our experiments. By using this transformed representation, we ensure
the methodology aligns with the assumptions of our privacy-utility trade-off framework.

MNIST Dataset For the MNIST dataset, the original mechanism is a trained classifier that outputs predicted
class probabilities for given input images. Specifically, this classifier is trained on the MNIST training set to
perform digit recognition, mapping each image to a probability distribution over the 10-digit classes (0 through
9). In our experiments, we consider the privacy of the test data (or inference dataset) used to query the classifier.
The attacker aims to infer whether a specific test image belongs to the inference dataset based on the output
probabilities provided by the classifier.

P.6 NOTES: BGBP RESPONSE

The BGBP response acts as a constraint for the defender since the defender’s choice of GG induces H, which

(1) represents the attacker’s best response, and (2) satisfies the conditions defined by PH[@ ; €]. The attacker,
however, simply responds optimally to the defender’s choice of GG. To incorporate the conditions for H set
by PH[@ ; €], we apply the penalty method to the defender’s loss function. In our experiments, we relax the
strict pure differential privacy framework and focus on a class of neural networks G that select € for a Gaussian
distribution (0, Var(e)), where Var(e) = C/¢? and C is a fixed constant. For the composition of five mech-

anisms, four are pre-designed with noise perturbation using N'(0, Var(e)). The defender’s neural network G5
selects € for the fifth mechanism, constrained by the BGBP response with BDP[@; 5e]. We evaluate whether
the target 5e can be approximately achieved if the attacker’s performance aligns closely with that of a single
5e-DP mechanism (One Mechanism), where the single 5e-DP mechanism is also perturbed by Gaussian noise
N (0,Var(5¢)). Our experimental results demonstrate that the BNGP strategy, constrained by BGBP response,
successfully implements parameterized privacy in a generative manner.
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P.7 ADDITIONAL EXPERIMENT:

As shown in Figure[2} the privacy strength of the defense decreases (resp. increases) as  increases (resp. de-
creases), as we would expect, since  captures the tradeoff between privacy and utility. Figure[2d|demonstrates
the performances of the Bayesian, fixed-threshold, and adaptive-threshold attackers under e-DP defense where
€ = 600. The choice of such a large value of € is explained in Appendix[E). Similar to the scenarios under the
Bayesian defense, the Bayesian attacker outperforms the LRT attackers under the e-DP.

P.8 NETWORK CONFIGURATIONS AND HYPERPARAMETERS

The Defender neural network is a generative model designed to process membership vectors and produce
beacon modification decisions. The input layer feeds into two fully connected layers with batch normalization
and activation functions applied after each layer. The first hidden layer uses ReLU activation, while the second
hidden layer uses LeakyReL.U activation. The output layer applies a scaled sigmoid activation function. The
output of the Defender neural network is a real value between -0.5 and 0.5, which is guaranteed by the scaled
sigmoid activation function. All Defender neural networks were trained using the Adam optimizer with a
learning rate of 0.001, weight decay of 0.00001, and an ExponentialLR scheduler with a decay rate of 0.988.

The Attacker neural network is a generative model designed to process beacons and noise to produce mem-
bership vectors. The input layer feeds into two fully connected layers with batch normalization and activation
functions. The first hidden layer uses ReLU activation. The output layer applies a sigmoid activation func-
tion. All Attacker models were trained using the Adam optimizer, a learning rate of 0.0001, weight decay of
0.00001, and an ExponentialLR scheduler with a decay rate of 0.988.

The specific configurations for each model are provided in the tables below. Table[Ta]shows the configurations
of the neural network Defender under the Bayesian, the fixed-threshold, and the adaptive-threshold attackers
when the trade-off parameter « is a vector (i.e., each £; = & for all j € Q). Table[Tb|shows the configurations
of Defender when the trade-off parameter is a vector; i.e., R = (k;)jeq where k; = 0 for the 90% of 5000
SNVs and x; = 50 for the remaining 10%. Table [2a) lists the configurations of the neural network Attacker
under the Bayesian, the fixed-threshold LRT, and the adaptive-threshold LRT defenders. Table [2b| lists the
configurations of Attacker under the standard e-DP which induces the same <-weighted expected utility loss
for the defender.

Table 1: Bayesian Defender Configurations

(a) Defender with scalar s (b) Defender with vector &
Layer Input Units | Output Units Layer Input Units | Output Units
Input Layer 830 1500 Input Layer 830 1000
Hidden Layer 1 1500 1100 Hidden Layer 1 1000 3000
Hidden Layer 2 1100 500 Hidden Layer 2 3000 4600
Output Layer 500 5000 Output Layer 4600 5000

Table 2: Attacker Configurations

(a) Attacker vs. Defender (b) Bayesian Attacker vs. e-DP
Layer Input Units | Output Units Layer Input Units | Output Units
Input Layer 5000 3400 Input Layer 5000 3000
Hidden Layer 1 3400 2000 Hidden Layer 1 3000 1000
Output Layer 2000 800 Output Layer 1000 800

P.9 COMPLEXITY ANALYSIS OF THE NEURAL NETWORKS

Here, we use snp_dim to denote the number of single-nucleotide variants (SNVs) per data point and ind_dim
to represent the total number of individuals.

We provide a complexity analysis of the Attacker (D) and Defender (G) neural networks used in our general-
sum GAN. This analysis covers the trainable parameters and computational complexity for both networks.
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The Attacker takes input of dimension snp_dim and produces a membership vector of dimension ind_dim. Its
architecture consists of fully connected layers, batch normalization, and activation functions. Specifically, the
first linear layer maps the concatenated input to a hidden layer of dimension Hidden Layer_1_dim, followed
by another linear layer reducing the dimensionality to Hidden Layer_2_dim, a batch normalization layer, a
ReLU activation function, and a final linear layer mapping to ind_dim with a Sigmoid activation function for
output.

The total number of trainable parameters in the Attacker is derived as follows. The first linear layer has
(snp-dim) - Hidden Layer_1_dim weights and Hidden Layer_1_dim biases. The second linear layer includes
Hidden Layer_1_dim - Hidden Layer_2_dim weights and Hidden_Layer_2_dim biases, while the batch nor-
malization layer adds Hidden_Layer_2_dim - 2 scale and shift parameters. The final linear layer contributes
Hidden Layer_2_dim- ind_-dim weights and ind_dim biases. Therefore, the total number of trainable param-
eters in the Attacker is:

snp-dim - Hidden_Layer_1_dim + Hidden_Layer_1_dim - Hidden Layer_2_dim
+ Hidden_Layer_2._dim - 2 + Hidden_Layer_2_dim- ind_dim + ind_dim.

For computational complexity during a forward pass, the dominant operations occur in the linear layers, leading
to a total complexity of:

(’)(B - [snp-dim - Hidden Layer_1_dim + Hidden Layer_1.dim - Hidden Layer_2_dim
+ Hidden Layer_2_dim - ind_dim]),

where B is the batch size.

The Defender network takes input of dimension ind dim + noise_dim and produces an output of dimension
snp-dim. Its architecture comprises multiple fully connected layers, batch normalization layers, and activa-
tion functions. The first linear layer maps the input to a hidden layer of dimension Hidden Layer_1_dim,
followed by a second linear layer reducing the dimensionality to Hidden_Layer_2_dim. Batch normaliza-
tion and ReLLU activation are applied at this stage. A third linear layer further reduces the dimensionality to
Hidden Layer_3_dim, followed by another batch normalization layer and a LeakyReLU activation. Finally,
the output layer maps the representation to snp_dim with a ScaledSigmoid activation function for output.

The total number of trainable parameters in the Defender is as follows. The first linear layer contributes
(ind.dim+ noise_dim) - Hidden Layer_1_dim weights and Hidden Layer_1_dim biases. The second linear
layer includes Hidden Layer_1_dim - Hidden Layer_2_dim weights and Hidden Layer_2_dim biases, and
the batch normalization layer adds Hidden Layer_2_dim - 2 scale and shift parameters. The third linear layer
has Hidden_Layer_2_dim-Hidden Layer_3_dim weights and Hidden_Layer_3_dim biases, while the second
batch normalization layer adds Hidden _Layer_3_dim - 2 scale and shift parameters. The output layer includes
Hidden Layer_3_dim - snp_dim weights and snp_dim biases. Thus, the total number of trainable parameters
is:

(ind_dim + noise_dim) - Hidden Layer_1 dim + Hidden Layer_1 dim - Hidden Layer 2 dim
+ Hidden Layer 2 dim- 2 + Hidden Layer_2 dim - Hidden Layer_3_dim

+ Hidden Layer_3_dim- 2 + Hidden Layer_3_dim - snp_dim

+ snp-dim.

The forward-pass computational complexity is dominated by the linear layers, resulting in:

O(B - [(inddim + noise_dim) - Hidden Layer_1_dim
+ Hidden_Layer_1._dim - Hidden_ Layer_2_dim + Hidden_Layer_2_dim - Hidden Layer_3_dim
+ Hidden Layer_3_dim - snp_dim]).

In summary, the Attacker and Defender networks are both computationally efficient and scalable. Their
forward-pass complexities scale linearly with the batch size and input dimensions, while the number of train-
able parameters remains manageable for modern deep-learning hardware. This ensures that the networks are
expressive enough for the task while being feasible for practical implementation.

P.10 AUC VALUES OF ROC CURVES WITH STANDARD DEVIATIONS

Tables 3] ] and [5]show the AUC values of the ROC curves shown in the plots of the experiments.
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Table 3: AUC Values For Different Attackers Under Varying «

Attacker Figure 2a (x = 0) Figure laand 2b (k = 1.5) Figure 2c (x = 50)

Bayesian attacker

Fixed-Threshold LRT attacker
Adaptive-Threshold LRT attacker

0.5205 £ 0.0055
0.5026 £ 0.0062
0.1552 £ 0.0100

0.7253 £ 0.0069
0.6214 £ 0.0322
0.1716 £ 0.0144

0.8076 £ 0.0040
0.7284 4 0.0089
0.1719 £0.0174

Table 4: AUC Values of Attackers For Figures 1b to 1h

Figure Scenarios AUC =+ std Condition
Under Bayesian Defender 0.7237£0.0066 ~=1.5
1b Under Fixed-threshold LRT Defender 0.9124 £0.0026 k=15
Under Adaptive-threshold LRT Defender 0.7487 +0.0027 x=1.5
le Under Bayesian Defender 0.5318 £ 0.0222 K
Under ¢-DP Defender 0.9153 £ 0.0025 I
Bayesian Attacker 0.5600 £0.0040 k=15
1d Fix-LRT Attacker 0.5287 £0.0052 k=15
Adp-LRT Attacker 0.1431 £0.0120 k=15
Score-Based Attacker 0.1267 £0.0207 k=15
Bayesian Attacker 0.6317 £ 0.0050
le Fix-LRT Attacker 0.5865 £ 0.0060
Adp-LRT Attacker 0.1722 £ 0.0752
Score-Based Attacker 0.1223 £ 0.0170
Bayesian Attacker 0.5868 £ 0.0035
1f Fix-LRT Attacker 0.5615 £ 0.0065
Adp-LRT Attacker 0.2076 £ 0.0160
Score-Based Attacker 0.1229 £ 0.0028
Bayesian Attacker 1+0
1g Fix-LRT Attacker 0.8618 + 0.0019
Adp-LRT Attacker 0.2221 £ 0.0106
Score-Based Attacker 0.1542 £ 0.0227
Bayesian Attacker 0.7422 £0.0085 k=15
1h Decision-Tree Attacker 0.6609 £0.0110 k=15
SVM Attacker 0.5226 £0.0108 k=15
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Table 5: AUC Values of Figure 1i

Scenarios

AUC = std

Composition (¢ = 0.05)
One Mechanism (e = 0.05)

0.7387 £ 0.0050
0.7427 £+ 0.0063

Composition (e = 0.1)
One Mechanism (e = 0.1)

0.8033 4 0.0057
0.8241 £+ 0.0035

Composition (¢ = 0.3)
One Mechanism (e = 0.3)

0.8921 £+ 0.0037
0.9018 £ 0.0033

Composition (e = 0.6)
One Mechanism (¢ = 0.6)

0.9108 £ 0.0032
0.9201 £+ 0.0032

Composition (¢ = 1)
One Mechanism (e = 1)

0.9318 £+ 0.0031
0.9373 £ 0.0030
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