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Abstract

Generalized eigenvalues serve as a foundational tool for extracting insights from data and
constructing robust statistical learning models, while differential privacy ensures the pro-
tection of individual information within these models by minimizing the impact of any
single data point. In this work, we propose an (e, d)-differential privacy algorithm to solve
the generalized eigenvalue problem (GEP). Our algorithm gives better classification accu-
racy over existing methods and has the nearly optimal /3-norm error bounds in both low
and high dimensions. Furthermore, our algorithm guarantees convergence to the solution
regardless of the initial vector and this improves a previous method that requires a specific
procedure to find a proper starting vector. Our experiments confirm the effectiveness of our
algorithm in safeguarding privacy while simultaneously boosting classification accuracy.

Keywords: Differential Privacy, Generalized eigenvalue, Computational Learning Theory

1. Introduction

Generalized eigenvalue problem (GEP) plays significant roles in various scientific disciplines,
covering machine learning, statistics, and mathematics. For statistical learning models,
sparse GEP is applied in multiple contexts, including principal component analysis (PCA),
Fisher’s discriminant analysis (FDA), sliced inverse regression (SIR), etc. The formal defi-
nition of GEP is given as follows.

Definition 1 (GEP Golub and Van Loan (1996)) Let A,B € R¥*?. The generalized
eigenvalues of the symmetric-definite pair {A,B} are denoted by \(A,B) := {\|det(A —
AB) = 0}. If A € M(A,B) and v is a nonzero vector that satisfies Av = ABv, then v is a
generalized eigenvector.

A fundamental approach to solving the GEP is to employ the generalized Rayleigh quotient
Pattabhiraman (1974). Specifically, the GEP can be formulated to solve the following
optimization problem:
-
v Av

max J(v) = ———. 1

max. J(v) = J+g (1)
Furthermore, when dealing with high-dimensional datasets, it is essential to identify a spe-
cific subset of significant features, namely sparse generalized eigenvectors. For instance,
certain diseases may be associated with only a tiny fraction of genes in genetic data. How-
ever, a significant concern in a data-driven world is using personal information in machine
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learning. This information can be inadvertently exposed through training, potentially re-
vealing sensitive details about individuals. Therefore, protecting the privacy of personal
data is crucial. Differential privacy (DP) Dwork et al. (2006) is a widely adopted paradigm
in related research. Researchers are currently investigating how machine learning models
change when differential privacy is incorporated, compared to standard approaches. This
work covers theoretical underpinnings, model structures, and practical implementations.
Our goal is to solve the (sparse) GEP under the constraint of differential privacy. Despite
the availability of established solutions for the (sparse) generalized eigenvalue problem, re-
search on incorporating differential privacy into GEP is largely unexplored, except for the
works Hu et al. (2023); Xia et al. (2024). In contrast, the eigenvalue problem with differen-
tial privacy, such as DP-PCA, has been extensively studied, producing a wealth of research
Chaudhuri et al. (2013); Hardt and Price (2014); Dwork et al. (2014b); Balcan et al. (2016);
Jiang et al. (2016); Ge et al. (2018); Wang and Xu (2020); Liu et al. (2022). This disparity
suggests a potential gap between these two problems in the context of DP, motivating us
to investigate this problem.

We propose a new DP-GEP algorithm by subtly incorporating DP-SGD (differential-
private stochastic gradient descent) Bassily et al. (2014); Abadi et al. (2016); Wang et al.
(2017) with the Simultaneous Reduction method, which is a classical solver for GEP Martin
and Wilkinson (1968); Golub and Van Loan (1996). The reason for using this approach is
that the original GEP optimization function in (1) is non-convex. While, this method
transforms it into solving two convex optimization functions and eliminates the need for
an initial vector sufficiently close to the optimal vector. Moreover, when B is only positive
semidefinite matrix, we incorporate a regularization term into the GEP framework Friedman
(1989). The regularization term ensures that the matrices involved in GEP meet the positive
definite requirement.

Hu et al. (2023) drew inspiration from the non-private method, Truncated Rayleigh
Flow proposed by Tan et al. (2018). Their methods (i.e., DP-Rayleigh Flow and DP-
Truncated Rayleigh Flow) involve adding Gaussian noise matrix to the input matrices and
utilizing stochastic gradient descent for the optimization problem (1). Hu et al. considered
various settings, including low and high dimensions, as well as deterministic and stochastic
scenarios. A limitation of their proposed methodology is its susceptibility to local optima,
necessitating the provision of an initial vector close to the global optimum. This arises
from the non-convex nature of the objective function, which can hinder convergence to the
global solution from arbitrary starting points (1). By Theorem 5 of Hu et al. (2023), it
can only happen when n is sufficiently large. But this may contradict the high-dimensional
assumption d > n. Our method offers a significant improvement over Hu et al.’s algorithms,
as it not only preserves differential privacy but also maintains better error bounds in both
low and high dimensions, even in the context of classification tasks. Similar results can be
extended to stochastic settings. We summarize our contributions as follows:

e We propose a new (¢, ¢)-differential privacy algorithm without the assumption on the
specific initial vectors and achieve better classification accuracy. This addresses the
issue mentioned in Hu et al. (2023) on requiring a near optimal initial vector in high
dimensional case.
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. . . . ~ dlog% ~ slogdlog%
e Our algorithm achieves error estimation bounds of O(=3%*) and O(— 5z*) for low

and high dimensions, which match the best known bounds.

e Our theoretical framework is established upon the regularized GEP approach, ensuring
that the matrices involved in GEP satisfy the required positive definiteness.

2. Related Works

A common approach to achieving differential privacy is to add Laplace or Gaussian noise
Chaudhuri et al. (2013); Hardt and Price (2014); Balcan et al. (2016). Some methods
introduce noise from various distributions into the covariance matrix Dwork et al. (2014b);
Jiang et al. (2016). Furthermore, one can employ Gaussian noise in distributed systems Ge
et al. (2018), or add Gaussian noise directly to each sample Wang and Xu (2020). Liu et al.
(2022) leveraged DP-SGD to address the PCA problem. The additional constraints inherent
in DP-GEP prevent the straightforward adaptation of existing DP-PCA approaches. While,
there had been some attempts to train deep neural networks by contaminating the gradients
during backpropagation. Ghosh and Das Ghosh and Das (2024) applied this technique to
make neural networks differentially private.

Hu et al. (2023) proposed two methods for DP-GEP that involve adding Gaussian noise
to the input matrices and utilizing stochastic gradient descent for optimizing the objective
function of problem (1). But, it requires for a suitable initial vector somehow hinders the
applicability of their approach to higher dimensions. Similarly, Xia et al. (2024) proposed
a method for DP-SIR. But their method also requires an initial vector sufficiently close to
the optimal solution.

3. Preliminaries and Notations

For a vector v € R, ||v||2 denotes as the f3-norm of the vector v, and ||v||o counts the
number of non-zero elements of v. Given a matrix A, let \j(A), Amax(A) and Apin(A)
denote the i-th, maximum and minimum eigenvalue of A, respectively. The fo-norm of
the matrix A is defined as [|A[l2 = maxyega |v|,=1 [[AV[]2. The Frobenius norm is defined

as [|[Allp = (/22 a?j. Let 0i(A), omax(A) and opin(A) denote the i-th, maximum and

minimum singular value of A, respectively. O notation is used to represent the omission of
logarithmic terms and parameters.

Herein, we provide a brief overview of the properties of the fundamental matrix Golub
and Van Loan (1996). For a matrix A € R4 it is well known that || A2 = omax(A) and
|All2 < Vd-||A|lF. For a symmetric matrix A € R¥™? ||Allz = omax(A) = Amax(A).

Differential privacy (DP) (Dwork et al. (2006)) is a rigorous privacy-preserving technique
with well-defined conditions. In essence, DP ensures that the output of an algorithm remains
approximately the same, even if a single record in the input dataset is different. We adopt
the following definitions and results of DP mostly from Dwork et al. (2014a).

Definition 2 (Differential Privacy) For any two neighboring datasets D, D" C X, which
differ only one sample. A randomized algorithm M : X — R is (e, )-differential privacy if
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for all output distribution O C R,
Pr[M(D) € O] < exp (¢) - Pr[M(D") € O] + 6.

Lemma 3 (Post-Processing) Let M : X — R be a randomized algorithm with (e,d)-
differential privacy. Let f : R — R’ be an arbitrary randomized function. Then f o M is
(€, 0)-differentially private.

Since we apply the Gaussian mechanism Dwork et al. (2014a) iteratively, the composition
theorem and advanced composition theorem are essential for the overall privacy protection.

Lemma 4 (Composition) Let M; : X — R; be an (e;, §;)-differential privacy algorithm
fori € [k]. Then if M : X — (Rq, ..., Ry) is defined to be M = (M1(X), ..., My(X)), then
M is (Zle €, Zle 0;)-differential privacy.

Lemma 5 (Advanced Composition) Forall0 < €,§,0" < 1, the class of (¢, 8)-differential
privacy mechanisms satisfies (€, kd + §8')-differential privacy under k-fold adaptive compo-

sition for € = \/2k1n (1/6")e + ke(e® — 1).

Definition 6 (Sensitivity) The (a-sensitivity of a function f : X — RF is Ag(f) =
maxp pcy ||f(D) — f(D')||2, where D and D' are neighboring datasets.

Lemma 7 (Gaussian Mechanism) Given any function f : X — R¥, the Gaussian
mechanism is defined as f(D) + ¢ where ¢ ~ N(0,021}). If 0 = cAs(f)/e where ¢ >
/2log1.25/8 and As(f) is the ly-sensitivity of f, then the Gaussian mechanism is (€, 9)-

differential privacy.

Definition 8 (Zero-Concentrated DP Bun and Steinke (2016)) For any two neigh-
boring datasets D and D', which differ only in one sample. A randomized algorithm M is
p-zero-concentrated DP (2CDP) if for all a > 1, we have Do(M(D)||IM(D")) < ap, where
Do (M(D)||IM(D')) is a-Renyi divergence.

Lemma 9 (Bun and Steinke (2016) ) For every e > 0, if algorithm M is e-DP then it will
62

be S-2CDP. If M is p-2CDP, then it will be (¢,0)-DP with € = p+ 2,/ plog %.

By Lemma 9, if algorithm M is p-zCDP, then it is (e,)-DP, where p = (/€ —|—log% —

+/log %)2 R 41[5; T Hence, we can transform all results of p-zCDP by replacing p with 4122%_ T
when log 3 > €. Problem (1) can be reformulated as follows:
v =argmaxv' Av subject to v' Bv=1 (2)

veRd

We apply our DP-GEP algorithm for dimension reduction, specifically for principal
component analysis (PCA) and Fisher’s discriminant analysis (FDA). PCA is a subproblem
of GEP, while the solution to FDA is the GEP.
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Principal Component Analysis (PCA). Given n samples dataset X € R%*™ and each
sample x; € R%, PCA aims to identify a projection space that maximizes the covariance
matrix of projection data. PCA can be formulated as Problem (2) with

n

1 n
T
AZ;Z(XZ_H’QU)(XZ_“:B) ) u:v:gle
i=1 i=1

and B as the identity matrix.

Fisher’s Discriminant Analysis (FDA). Given n samples dataset X € R¥" with K
different classes, FDA aims to identify a projection space that maximizes the between-class
covariance matrix and minimizes the within-class covariance matrix of projection data. We
denote p, = %2?21 x; and py = é > icc, Xi» where Cj, is the index set of the k-th class
with ny samples. Then, FDA can be formulated as Problem (2) with

K
A== iy — ) (g — 1)

n
k=1

1K
B = EZ Z(Xi — ) (i — )

k=11ieCy,

We aim to extract the top k generalized eigenvectors to project sample data onto a lower-
dimensional space, enabling efficient classification. On the other hand, we explore four cases
of GEP from Problem (2). The first is the low-dimensional case n > d, representing the
basic scenario. The second case is the high-dimensional sparse case d > n and we assume
that the generalized eigenvector v will be s-sparse vector for some s < d, that is, ||v]jo < s.
We can formulate it with the following form:

v’ = argmaxv' Av subject to v Bv =1 and |[v|o < s.
veRd

We can extend our analysis to the stochastic setting, where the sample data is assumed to
be drawn from an unknown distribution A/. In this case, the problem can be formulated
with the following forms:

v¥ = argmaxv' Av subject to v Bv =1, and
veRd

v} = argmaxv' Av subject to v Bv =1 and ||v|o < s,
veRd

where A = E[A] and B = E[B]. But, as shown in Hu et al. (2023), in stochastic settings,

the f9-norm of error caused by A — A or B — B is O(w%), which is asymptotically

slogd
n2p
are similar when Gaussian noise is added in both settings. Given this, we focus our analysis
on deterministic settings to investigate the impact of Gaussian noise. We formally state

DP-GEP as follows:

larger than those caused by Gaussian noise O( ). The final error estimation bounds
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Algorithm 1 Simultaneous Reduction Method Martin and Wilkinson (1968); Golub and
Van Loan (1996)

Input: Symmetric-definite pair {A, B}

Output: Generalized eigenvectors and eigenvalues.

1: Let g and A be the eigenvectors and eigenvalues of the matrix B.
- 1

Denote &g = PgAg*.

Denote A = @gAfi)B. .

Let @4 and Aa be the eigenvectors and eigenvalues of the matrix A.

return PP, and Ax.

Definition 10 (DP-GEP) Given n samples X € R™ and each sample x; € R with
Ixill2 < 1, the goal of DP-GEP is to privately find generalized eigenvectors based on an
(e,0)-DP algorithm, where matrices A and B correspond to the sample data.

With DP, we aim to achieve two goals: (i) to maximize the cosine similarity between output
vectors and optimal vectors, and (ii) to achieve high classification accuracy when applying
GEP to dimension reduction methods.

4. Method

We first revisit the well-established gradient descent method for solving Problem (1), which
can be solved by minimizing the objective function —J(v). Specifically, in the ¢-th iteration,
vector vy is updated with

vi = vi1 — NV (=J(vi_1)). (3)

Intuitively, we can use DP-SGD by adding Gaussian noise to the gradient, as follows:

vi=vi1 —N(Vv(=J(vi-1)) + (), (4)

where each entry of ¢, is i.i.d. randomly sampled from A(0,c?). But we need to ensure
that the sensitivity of the gradient function of Problem (1) is bounded by O(%). However,
as shown in Hu et al. (2023), the sensitivity is not bounded by O(%). Hence, we explore
the Simultaneous Reduction method Martin and Wilkinson (1968); Golub and Van Loan
(1996) for addressing DP-GEP. Algorithm 1 outlines the method, which has been shown to
outperform direct derivations of generalized eigenvectors Swets and Weng (1996). On the
other hand, Step 2 of Algorithm 1 requires the existence of the inverse of Ag. To address
this, we introduce a regularization term to matrix Ap to ensure that its inverse always exists
Friedman (1989). We consider this a reasonable adjustment, as such situations can arise in
practical applications. For instance, in Fisher’s discriminant analysis (FDA), matrix B is a
within-class covariance matrix, which can only be guaranteed to be positive semidefinite.
Our approach introduces Gaussian noise in Steps 1 and 4 of Algorithm 1 to achieve
the effect of DP. In our first attempt, we also tried adding noise directly to matrices A
and B. But, the resulting classification accuracy is poor. Therefore, we considered using
DP-SGD in these two steps. The objective functions of these two steps can be characterized
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Algorithm 2 DPSR

Input: Symmetric-definite pair {A, B}, privacy parameters €, d, step size 14, np, iteration
number m, initial vectors Vo, V{, with column unit vectors.

Output: Generalized eigenvectors.

1: fort=1,....m do
2V, = Vi — np(VI(Vie1) + Zi), where Z, "% N(0,02) with oy =
2C14/mlog (1.25m/§)

V= Ol:fcehonormalize(Vt).
end for
Denote &g = V,, and A = diag(V,/BV,,).
Denote (i)B = (I’B(AB + 51)—1/2.
Denote A = igA@B.
fort=1,..,mdo

V)= Vi —0a(Va(Vi_)) +Zy), where Z; " N(0,03) with gy = 22V 80200,

10: 'V} = Orthonormalize(V}).
11: end for
12: return @V,

as follows:

min Ji(v) = —v'Bv subject to v'v =1, (5)

min.Jo(v) = —v' Av subject to v'v =1. (6)

Algorithm 2, denoted as DPSR, shows our method. Steps 1-4 use the DP-SGD method
to solve for the eigenvectors and eigenvalues of matrix B. Step 3 ensures that each column
vector is orthonormal in each iteration, which can be done with the well known Gram-
Schmidt method or Householder reflection Householder (1958). Similarly, Steps 8-11 employ
the DP-SGD method to solve for the eigenvectors of the matrix A. In Step 5, the eigenvalues
of matrix B are calculated with the eigenvectors of B. In Step 6, a regularization term is
added to matrix Ag before performing sign replacement. The remaining steps proceed as
outlined in Algorithm 1.

Theorems 11 and 12 establish the (¢, d)-differential privacy of Algorithm 2. Detailed
proofs are provided in the Supplementary Material.

Theorem 11 The sensitivities of VJi and VJo are bounded by % and %, respectively,
where C1,Cy are constants, n is the sample size, and § > 0 is the regularization ratio.
Moreover, VJy = 2Bv, VJo = 2Av and v is a unit vector.

Bounded sensitivities of matrices A and B imply bounded gradient sensitivities. The proof
for A yields a stronger result due to including a regularization ratio &; otherwise, it would
be unbounded when B is not positive definite. Based on Theorem 11 and Lemma 7, the
Gaussian mechanism can be employed iteratively within the gradient descent process.
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Algorithm 3 DPSRS

Input: Symmetric-definite pair {A, B}, privacy parameters €, d, step size 14, np, iteration
number m, initial vectors Vy, V{, with column unit s-sparse vectors, and sparsity s.
Output: Generalized eigenvectors.

1: fort=1,....,m do
20V, = Vg — np(Vh(Vie1) + Zy), where Z, "% N(0,0%) with o =
2C14/mlog (1.25m/§)

V= Olﬁcehonormalize(Vt).
V; = Truncated(Vy, s)
V; = Orthonormalize( V).
end for
Denote &g = V,, and A = diag(V,.BV,,).
Denote ®g = ®p(Ap + £I)~1/2.
Denote A = @EA@B.
10: fort=1,...,m do
1. V=V, —na(Va(V,_y)+2Z), where Z, g~ N(0,03) with oy = 202y/mlog (1.25/9)

ne€

122 'V} = Orthonormalize(V7}).
13: V] = Truncated(V}, s)

14: 'V} = Orthonormalize(V7}).
15: end for

16: return ®gV’

Theorem 12 Let oy = 299 gpd gy = 2029Y™ yhere ¢ = /2log (1.25m/d) and m is

ne neg

the iteration number. Then, with Theorem 1, Algorithm 2 satisfies (e, d)-differential privacy.

By the Gaussian mechanism, if we set o1 = W and oy = 20?;%/%, then after each

iteration in gradient descent method it preserves (2\;%, ﬁ)—DP. According to the advanced

composition theorem, the final result of the gradient method is (%.%)—DP. Since we use
gradient descent methods to train the eigenvectors and eigenvalues of B and A, respectively,
the composition theorem ensures that the final result of Algorithm 2 is (¢, 0)-DP.

We extend Algorithm 2 to high-dimensional scenarios. The primary strategy involves
applying a truncation operation after each iteration in gradient descent methods to ensure
that the resulting vector in each iteration is an s-sparse vector. Specifically, we keep the
indices of the top s absolute values for each vector and set the values in other indices to
0. This method is based on the work by Tan et al. (2018), which is invoked in Algorithm
3 in the form Truncated(V,s). We ensure that the vectors remain orthonormal after each
truncated operation by calling Orthonormalize(V). Algorithm 3 shows the detailed steps.
Theorems 13 establishes its (e, d)-differential privacy.

Theorem 13 With Theorem 11 and Theorem 12, Algorithm 3 satisfies (e, d)-differential
privacy.
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Although we performed additional truncated operations and orthonormalization in Algo-
rithm 3, the post-processing property of differential privacy ensures that these operations do
not compromise the DP guarantee. Therefore, the result of Algorithm 3 remains (¢, §)-DP.

5. Error Estimation

We analyze the error bound between the optimal generalized eigenvectors and the output of
our algorithms. First, we estimate the error caused by the output eigenvectors of matrices
B = B +¢I and A trained by our algorithm, respectively. Finally, we combine both
estimates to demonstrate the overall error of the generalized eigenvectors. Since eigenvalue
information is not directly accessible in our implementation, we rely on grid search to
determine the optimal step size. The step size settings in the following theorems are for
theoretical analysis, inspired by the approach in Hu et al. (2023).

Theorem 14 With Algorithm 2, if we set the step size ng = m, then with

probability at least 1 — 3,

dlog (4)log (3)
—VmHzﬁo(\/ Cnaliag (7)

||v* n€§

where v, 1s the optimal eigenvector of B and v, is the vector after Step 4.

Theorem 15 With Algorithm 2 and if we set the step size ng = m, then with

probability at least 1 — 3,

O 4 O 1
oo Ds ()

/
IV, = i, -

); (8)

where Vv, is the optimal eigenvector of A and v, is the vector after Step 11.
Theorem 16 With Algorithm 2, Theorem 14 and 15, we have,

dlog (4)log (4
1 (¢",9) < O grffelgf(‘s)x )

where @* is the optimal generalized eigenvector of symmetric-definite pair {A, B} and ¢ is
the output vector.

To compare with the results ON(n%p) of Hu et al. (2023) by p-zCDP Bun and Steinke (2016),
we can set the privacy parameter p = m and then transform the result O(n%p) into

O(disz ), which matches the result of Theorem 16.

For the error estimation bound of Algorithm 3, since we perform truncated operations,
we need to separately analyze their impact on Gaussian noise and the gradient vector.
Intuitively, we can assume that among the truncated gradient vectors, only s dimensions
are significantly affected by Gaussian noise. Additionally, we have derived that the error
caused by the truncated gradient vector is bounded by the error caused by Gaussian noise.
Therefore, similar to Theorems 14, 15, and 16, we can derive the error bound of Algorithm 3,

as stated in Theorem 17. For detailed derivations, we refer to the Supplementary Material.
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Theorem 17 With Algorithm 3, with probability at least 1 — 3, the output generalized
eigenvector ¢, satisfies

1 (¢, ¢,) < O(3leedle (1/0))

where ¢y is the optimal s-sparse generalized eigenvector of symmetric-definite pair {A,B}
and s is the sparsity of eigenvectors.

(10)

n2e2

To compare with the result O(219%82) of Hu et al. (2023) by p-zCDP, we can set the privacy
€2 slogd ~(slogdlog%

n2p
parameter p = {775 and then transform the result O( 2 ) into —3r—>), which
matches the result of Theorem 17. Furthermore, Theorem 17 is more applicable to the
high-dimensional case since Hu et al. (2023) needs n to be sufficiently large, which may
contradict the assumption of high-dimensional settings d > n. Without this restriction,
our method can be applied to a broader range of cases.

Table 1: datasets used in experiments
Dataset || MNIST | a9a | Fashion | CIFAR10 | Dota2 | IoT22
Samples 60000 | 32561 | 60000 50000 102944 | 123117
Features 784 123 784 3072 116 83
Classes 10 2 10 10 2 12

Table 2: Comparison table between DPSR (ours) and DPRF with € = 1.

Method Motrics MNIST ada Fashion
SVM / RBF / RF|SVM / RBF / RF|SVM / RBF / RF
DPRF |, | 50/ 65/ 63 62 /78 / 78 60 /70 / 70
DPSR (ours) 85,/90/90 | 81/82/82 | 75/77/81
DPRF | o | 52/65/63 77 / 80 / 80 60 /70 / 70
DPSR (ours) 85/80/90 | 82/83/83 | 75/78/81
DPRF | .1~ 50/65/6d 67 /75 / 78 59 /69 / 70
DPSR (ours) 84/90/90 | 81/82/82 | 74/77/81
. CIFARI10 Dota2 ToT22
Method | Metrics e RBF / RF[SVM / RBF / RF|SVM / RBF / RF
DPRF |, 1~ 5/26 /2 29 /53 / 52 89 /94 / 08
DPSR (ours) 15/27/26 | 39/54/53 | 93/95/99
DPRF | o [ 12/27/2 53 /53 / 52 91 /94 / 98
DPSR (ours) 19/28/27 | 53/54/53 | 93/95/99
DPRF | 4/25 /2 37 /45 / 51 89 /94 / 08
DPSR (ours) 13/26/26 | 38/46/52 | 92/95/99

6. Experiments

6.1. Setups

With Algorithm 1, we denote SR+DP as the method by adding Gaussian noise to matrices
A and B, respectively. We evaluate the performance of the following three approaches:
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Figure 1: Compare performance between DPSR (ours) and DPRF with n = 1.
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Figure 2: Compare performance between DPSR (ours) and DPRF with n = 1.

SR+DP, DPSR (Algorithm 2) and DPRF (DP-Rayleigh Flow Hu et al. (2023)) with six
datasets. We conduct experiments specifically with FDA, and reduce the dimension to 10.

We normalize each row of data to 1 (i.e. [|x;]l2 < 1) to ensure the sensitivities of the
gradients are bounded by O(%) For DPRF, we use optimal generalized eigenvectors as
initial vectors and then run DPRF to train the generalized eigenvectors. After training the
generalized eigenvectors, we project the original data to the low-dimensional space using the
obtained generalized eigenvectors of the above three approaches, respectively. Then, we use
the Support Vector Machine Cortes and Vapnik (1995), including linear SVM, RBF SVM,
and Random Forest Ho (1995) (with 100 trees) as discriminant classifiers. The evaluation

metrics are classification accuracy, Fl-score, precision, and recall. In addition, all training
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processes use the same parameters, including privacy parameters, step size, sample ratio,
iteration number, etc. We set the step size as {272,271, 1}, e = {1,27,... 2710} § ~ n%,
regularization ratio £ = 0.01, iteration number as 15. We do not use a larger iteration
number because increasing the iteration number would result in a larger Gaussian noise.
Additionally, we conducted a grid search for a suitable regularization ratio. We used six
widely adopted datasets in the literature: (1) MNIST LeCun et al. (1998); (2) a9a Chang
and Lin (2011); (3) Fashion MNIST Xiao et al. (2017); (4) CIFAR-10 Krizhevsky et al.
(2009); and two datasets from the UCI Machine Learning Repository Asuncion and Newman
(2007): (5) Dota2; (6) RT-IoT2022. The RT-10T2022 dataset includes categorical features.
We convert categories to numerical values. Table 1 summarizes the dataset information.

6.2. Comparisons

To evaluate DPRF Hu et al. (2023), the optimal generalized eigenvectors were applied di-
rectly as the initial vectors. For DPSR, random vectors were used as the initial vectors.
The comparisons are shown in Figure 1, 2 and Table 2, 3. The results demonstrate that
DPSR consistently outperforms DPRF Hu et al. (2023), even when initialized with random
vectors. The better performance of our algorithm demonstrates its effectiveness in address-
ing this classification task. For convenience, we denote the application of DPSR with SVM,
RBF SVM, and random forest as DPSR-SVM, DPSR-RBF, and DPSR-RF, respectively.
Similarly, the application of DPRF is denoted as DPRF-SVM, DPRF-RBF, and DPRF-RF,
respectively.

We compare the performance of the two algorithms using three metrics, as shown in
Table 2. It shows that our algorithm performs better than DPRF. The experiments show
that DPSR (ours) outperforms DPRF across all three datasets (MNIST, a9a, and Fashion
MNIST), regardless of whether linear SVM, RBF SVM, or random forest is employed as
the classifier in Figure 1. For the datasets CIFAR-10 and Dota2, the inherent accuracy
is already low without differential privacy, leading to similar performance between DPSR
and DPRF after incorporating DP. Interestingly, for the dataset RT-10T2022, we observed
that DPSR surpasses the performance of the Simultaneous Reduction Method (SR), as can
be observed in the Supplementary Materials. Additionally, the comparable performance of
DPRF and DPSR (ours) across the RT-I0T2022 dataset is less significant, which may be
attributed to the inherent classification effectiveness of the classifiers themselves.

To ensure the reliability of our algorithm (DPSR), we conducted Wilcoxon signed-rank
tests on the experimental results of DPRF and DPSR, as shown in Table 3. The results
clearly demonstrate that DPSR (ours) outperforms DPRF, except for the Dota2 dataset.
However, as mentioned above, this can be attributed to the inherent difficulty of predicting
on the Dota2 dataset. Additionally, when using random forest as the classifier, the superior
performance of random forest itself diminishes the observable differences between DPSR
and DPRF, particularly in the RT-10T2022 dataset. The significance of the results in Table
3 is discussed in the supplementary material.

6.3. Ablation Study

We present a comparison of the effectiveness between directly adding Gaussian noise to
Algorithm 1 (SR+DP) and using our DP-SGD method (DPSR). This experiment aims to
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Figure 3: Ablation study: comparison between DPSR and SR+DP.
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Figure 4: Ablation study: comparison between DPSR and SR+DP.

demonstrate the impact of the different locations where Gaussian noise is added. As shown
in Figure 3, 4, adding noise directly to SR results in poor classification performance. This
highlights why we chose to use DP-SGD. Similarly to DPSR, we denote the application of
SR+DP with SVM, RBF SVM, and random forest as SR+DP-SVM, SR+DP-RBF, and
SR+DP-RF, respectively.

Additionally, we conducted a grid search for the regularization ratio, varying from 0.001
to 0.1 in increments of 0.001. The results indicate that the closer the regularization ratio
to 0, the better the performance. However, setting it too close to 0 could lead to larger
Gaussian noise. This observation can be seen in the experimental results for the a9a and
CIFAR-10 datasets. Therefore, we selected 0.01 as the regularization ratio.



CHEN HuaNG LEE CHEN TSAI

Table 3: Wilcoxon signed-rank test for DPSR (ours) and DPRF with € = 1.
Classifier MNIST  a%9a  Fashion CIFAR10 Dota2 IoT22
linear SVM 0.0000  0.0000  0.0000 0.0000 0.6462  0.0000
RBF SVM 0.0000  0.0000  0.0000 0.0000 0.2069 0.0000
Random Forest | 0.0000 0.0000 0.0000 0.0000 0.0539 0.6583

7. Conclusions

In this work, we obtain a similar error bound of Hu et al. (2023) without requiring the
initial vector to be sufficiently close to the optimal vector, which poses problems in high-
dimensional cases. Our approach allows the initial vector to be any random unit vector.
Based on Algorithm 1, we transform the problem into two convex optimization functions,
thus eliminating the assumption about the initial vector. Moreover, our algorithm demon-
strates better classification accuracy on multiple datasets, especially in the low-dimensional
cases.

Both our method and existing approaches suffered performance degradation in high-
dimensional settings after applying differential privacy through Gaussian noise and trunca-
tion to gradients. There are alternatives for the truncated operations, such as the use of £y
and /1 penalties in optimization functions by Journée et al. (2010); Clemmensen et al. (2011)
and the greedy algorithm by d’Aspremont et al. (2008). The work by Tan et al. (2018) in-
dicates that the best current approach is to use the truncated operations. However, Cai
et al. (2021) pointed out a drawback of the truncation operation: it requires determin-
ing the sparsity s of the eigenvectors, which can significantly increase computation time.
Consequently, preserving generalized eigenvector sparsity while maintaining classification
accuracy in high-dimensional differential privacy remains an open challenge.
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