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Abstract

Whistleblowers are a key safeguard against or-
ganizational wrongdoing, but the threat of retali-
ation deters reporting. Existing whistleblower-
protection proposals lack formal privacy guar-
antees, and existing differential privacy mech-
anisms do not directly target the natural threat
model — one in which the audited organization it-
self observes auditor selection decisions and uses
them to identify reporters. We formalize this set-
ting as per-report (0, δ)-differential privacy on
the transcript of audit selections under a strong-
adversary threat model. Within this framework
we prove that the standard approach — random-
ized response applied at the selection step — must
approach uniform random auditing at any fixed
(0, δ) level as the horizon grows. We then give
a generic mechanism that reduces private audit-
ing to private continual counting: any (0, δ)-DP
continual counter plugs in by post-processing,
and the audit transcript inherits the same per-
report guarantee. Instantiating the reduction with
a recent work in continual counting yields per-
report (0, δ)-DP with noise scaling as O(

√
log T )

across a horizon of T audit decisions. A utility
theorem shows that the selection error vanishes
whenever the noisy report gap between the most-
reported organization and the runner-up grows
faster than

√
log T . Simulations show a sub-

stantial improvement over randomized response.
Code to reproduce all experiments is available in
the anonymized supplement.

1. Introduction
Whistleblowers are a crucial safeguard against organiza-
tional wrongdoing, from small businesses (Clarke, 2020)
to national governments (Scheuerman, 2014), but they fre-
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<anon.email@domain.com>.
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quently face retaliation from the organizations they expose
(Mesmer-Magnus and Viswesvaran, 2005). In a 2020 sur-
vey, 61% of employees across government, for-profit, and
not-for-profit sectors experienced retaliation after reporting
misconduct (Initiative, 2020). This threat deters potential
whistleblowers (Cassematis and Wortley, 2013) and reduces
the effectiveness of those who do, as withholding informa-
tion can reduce the risk of detection (Powar and Beresford,
2023). Accordingly, anonymity is widely treated as cen-
tral to effective whistleblower protection (Sharma et al.,
2018; Baljija and Min, 2023). However, there is still no
widely accepted formal model for protecting whistleblower
anonymity (Kutyłowski and Wechta, 2025).

To see why whistleblower anonymity is difficult, consider a
setup where whistleblowers can submit anonymous reports
to an independent auditor about an organization they work
for. A whistleblower can still be identified by an organi-
zation if an audit happens shortly after an internal scandal,
even if the audit is generic (Wallmeier and Promann, 2025).
This is because a whistleblower may be one of the few peo-
ple who have access to internal information that motivates
the audit in the first place.

The need for such protection is acute in AI governance. Re-
cent calls for responsible reporting frameworks for frontier
AI development (Kolt et al., 2024) and end-to-end internal
algorithmic auditing (Raji et al., 2020; Anderljung et al.,
2023) all envision insider information — and hence whistle-
blowers — as a central signal. For these mechanisms to
be credible, employees willing to file reports must be able
to do so without their identity leaking through the very au-
dits their reports trigger. Our work supplies the missing
technical primitive.

The key insight to preserve anonymity is this: if the auditor
introduces randomness into the organizations selected for
audit, the organization cannot be sure whether the audit
was due to a whistleblower report, or to randomness. This
gives whistleblowers plausible deniability: the ability to
deny responsibility due to other alternative possibilities.
One classic approach to achieve plausible deniability is
using randomized response (Warner, 1965): the mechanism
sometimes follows the true signal and sometimes outputs a
random response.

Prior work (Chassang and Miquel, 2019) adapts this idea to
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whistleblowing.

In a practical setup, we would like to maintain a report
stream of all whistleblower reports that can be used to se-
lect which organization to audit, compiled into an audit
transcript. Ideally, the mechanism should protect any sin-
gle report while still allowing the auditor to make useful
audit decisions. Between organizations selected for audit,
we would like to impose no restrictions on the number of
whistleblower reports. Unfortunately, for this setup, random-
ized response cannot guarantee a fixed privacy level over a
long horizon without making the audit decision increasingly
random. In particular, maintaining a fixed privacy guarantee
over horizon T requires the probability of random selection
to approach one as T grows.

Our contributions are:

1. Formalization (Sections 2–3). We formalize whistle-
blower auditing as per-report (0, δ)-differential privacy
on the transcript of audit selection decisions, under a
strong-adversary threat model in which the audited or-
ganization itself is the adversary. To our knowledge, no
prior work targets this exact granularity — per-report ad-
jacency, per-decision observable, fixed horizon — under
this threat model.

2. Negative result for the standard approach (Section 4,
Theorem 2). We prove that randomized response ap-
plied at the selection step — the canonical adapta-
tion of Warner’s (Warner, 1965) primitive used in the
economics literature on whistleblowing (Chassang and
Miquel, 2019) — cannot maintain a fixed (0, δ)-DP guar-
antee over a horizon T without degenerating to uniform
random auditing as T grows.

3. Generic reduction (Section 5, Proposition 3). We give
a mechanism that reduces private auditing to private con-
tinual counting: any (0, δ)-DP continual counter plugs
in by post-processing, and the audit transcript inherits
the same per-report guarantee. Future improvements in
continual counting can be swapped in easily.

4. Concrete instantiation and utility analysis (Sections
5.4 and 6). We instantiate the reduction with the Toeplitz-
factorization counter of Fichtenberger et al. (2023),
which was recently shown to be near-optimal for contin-
ual counting by Dvijotham et al. (2024). This obtains
per-report (0, δ)-DP with noise scaling as O(

√
log T ). A

utility theorem (Theorem 6) shows the error decays when-
ever the noisy report-count gap between the organization
with the most reports and the runner-up organization
grows faster than

√
log T — an asymptotic improvement

over randomized response.

5. Empirical validation (Section 7). Simulations show
that the resulting mechanism substantially outperforms

randomized response in both a static gap sweep and a
dynamic online auditing setting.

2. An Auditing Framework
We propose the following auditing setup. At each timestep,
the auditor collects any new whistleblower reports and se-
lects an organization for audit. The collected reports form
a report stream Rt = (r1, r2, . . . , rt) ∈ NC×t. This is a
sequence of vectors where the c-th element of rt, denoted
rt,c, counts the number of new reports about organization c
at time t. Together, the sequence of audit decisions forms an
audit transcript at = (a1, a2, . . . , at) ∈ [C]t. The auditing
setup must satisfy the following conditions.
Condition 1 (Privacy). The auditor must guarantee any
whistleblower a fixed level of privacy, regardless of report
time and report organization.

We formalize Condition 1 using the following definitions of
adjacency and privacy:
Definition 1 (Adjacent Report Streams). Two report streams
RT ,R

′
T are adjacent, written RT ∼ R′

T , if there exists a
unique (t′, c′) ∈ [T ]× [C] such that rt′,c′ = r′t′,c′ + 1 and
rs,c = r′s,c for all (s, c) ̸= (t′, c′).
Definition 2 ((ϵ, δ)-Differential Privacy). LetM : R → A
be a randomized mechanism, mapping the space of report
streamsR to the space of audit decisionsA. The mechanism
M satisfies (ϵ, δ)-differential privacy with respect to the
adjacency notion of Definition 1 if for all adjacent RT ∼
R′

T ∈ R and all measurable A ⊆ A,

Pr[M(RT ) ∈ A] ≤ exp(ϵ) · Pr[M(R′
T ) ∈ A] + δ.

Equivalently, (0, δ)-DP holds iff
dTV(M(RT ),M(R′

T )) ≤ δ for every adjacent pair
(a standard fact; proof in Appendix B).

Let there be C possible organizations to audit. Audits based
on whistleblower reports are often costly (Kuang et al.,
2021) so it is reasonable for an auditor to audit less fre-
quently than whistleblowers can issue reports, motivating
the following practical condition:
Condition 2 (Multiple Reporting). The auditor should be
able to receive multiple reports about a single organization
between any two timesteps. Within this time-period, an
individual whistleblower can only make one report (but can
report at other timesteps).

Under Condition 2), the above notion of adjacency in Defi-
nition 1 corresponds to the inclusion or exclusion of a single
whistleblower’s contribution.
Condition 3 (Report Reset). After an organization is au-
dited, previous reports about that organization are no longer
counted toward future audit decisions.
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World 2 (R′
T ): target stays silent
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@@

target

hidden from adversary

Û Auditor M

aT = (a1, a2, . . . , aT ) ∈ [C]T

r Ô � · · ·
t=1 t=2 t=3

time

observed by adversary
r

Organization (adversary)

decision rule:
φ(aT ) ∈ {RT , R

′
T }

advantage:
adv(M) ≤ δ

Figure 1. Threat model — two possible worlds. In World 1 the target whistleblower files a report (filled red star), yielding stream RT ;
in World 2 they remain silent (hollow), yielding R′

T , with all other reporters identical. The auditor M processes the stream confidentially
and releases the audit transcript aT ∈ [C]T . The adversary — the organization itself — observes only aT and applies a decision rule
φ : [C]T → {RT ,R

′
T } to identify whistleblowers. The auditor’s design bounds the adversary’s advantage adv(M) ≤ δ.

This condition reflects the interpretation of an audit as re-
solving the currently pending concerns about that organi-
zation. Thus, at time t, the relevant count for organization
c is not the cumulative number of reports over the entire
horizon, but the number of active reports: reports received
since the most recent audit of c.

Because of Condition 3, reports about an organization are
counted only until that organization is audited. We therefore
define the active count of organization c at time t as the
number of reports about c received since the most recent
previous audit of c, or since time 1 if c has not yet been
audited.

3. A Threat Model
The adversary. Following the strong-adversary threat
model of Kulynych et al. (2025), we take the natural ad-
versary in our setting to be the audited organization it-
self: an entity with near-complete knowledge of its in-
ternal state and reporting history, who wishes to identify
whistleblowers in order to retaliate. The adversary knows
(i) the auditing mechanism M with all parameters; (ii)
two adjacent report streams RT ∼ R′

T differing only at
one (t∗, c∗); and (iii) the realized audit transcript aT . For-
mally, an adversary is any (possibly randomized) decision
rule ϕ : [C]T → {RT ,R

′
T }, and may attack via: (1)

randomly selecting one of the streams; (2) generating âT
fromM on it; (3) running a singling-out/re-identification
attack (Cohen and Nissim, 2020; Kulynych et al., 2025) on
{âT ,RT ,R

′
T ,M}.

This is the right primitive because retaliation typically fol-
lows a binary did-they-report determination, the organiza-
tion plausibly possesses near-complete internal knowledge,
and bounding the strongest adversary automatically bounds
all weaker ones.

The advantage of the adversary. The adversary’s base-
line success — guessing RT without observing aT —

is Pr[ϕ(∅) = RT ]. Their post-observation success is
Pr[ϕ(aT ) = RT | aT ∼ M(RT )]. The additive advan-
tage of the adversary is the difference between their success
rate after observing the output of the mechanismM and
their baseline success rate,

adv(M) :=

Pr
[
ϕ(aT ) = RT

∣∣aT ∼M(RT )
]
− Pr[ϕ(∅) = RT ].

Kulynych et al. (2025) show that if M satisfies (0, δ)-
differential privacy, then the maximum value of the advan-
tage, over all possible baseline values, is upper bounded by
δ.

Theorem 1 (adapted from Kulynych et al. (2025)). IfM
satisfies (0, δ)-differential privacy, then adv(M) ≤ δ.

The bound is baseline-independent: it applies regardless
of any prior the adversary may hold over RT vs. R′

T . This
is the appropriate guarantee for high-stakes scenarios such
as whistleblowing, where assumptions about what the ad-
versary already knows are dangerous to make. We adopt
(0, δ)-DP as the operational privacy definition for the rest of
the paper, and the auditor offers each whistleblower a fixed δ
such that no strong adversary — including the organization
itself — can identify their report from the audit transcript
with advantage exceeding δ.

Why this setting is novel and technically subtle. Our
setting differs from prior work along three axes. First, the
privacy unit is a single report but the observable is a se-
quence of discrete audit decisions in [C] — much sparser
than the noisy histograms or aggregate counts of classical
continual-observation DP (Dwork et al., 2010; Chan et al.,
2011; Fichtenberger et al., 2023; Dvijotham et al., 2024),
so off-the-shelf utility analyses do not apply. Second, prior
whistleblower mechanisms (Warner, 1965; Chassang and
Miquel, 2019) garble each report at submission time under
an untrusted-auditor model; we instead trust the auditor with
reports but treat the audit transcript as public and observed

3
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by a powerful insider adversary, shifting randomization
from the worker to the auditor’s selection policy and from
per-message to per-report-on-the-transcript over horizon T .
Third, matrix-factorization counters (Fichtenberger et al.,
2023; Dvijotham et al., 2024) require the horizon to be fixed
in advance to certify a privacy level — recent streaming
variants (Andersson and Pagh, 2025) partially relax this —
and the mechanism’s own past audit decisions, themselves
driven by noisy counts, determine future counter resets, so
the privacy proof must track which counter instance car-
ries the extra report through mechanism-dependent restart
histories. Standard composition tools (Dwork et al., 2014;
Rogers et al., 2016) do not directly suffice; we handle this
via an explicit coupling argument (Appendix B).

Utility. If privacy were not a concern, we assume the
auditor would like to select the organization with the largest
number of whistleblower reports to audit next. To quantify
this, we define the error of an auditing mechanismM at any
time t as the probability it does not select the organization
with the largest number of reports at that time.

Definition 3 (Error). For any time t, let c∗t be the organiza-
tion with the largest number of active reports. The error of a
mechanismM given report stream Rt is the mis-selection
probability Pr[M(Rt) ̸= c∗t ].

We now have a concrete way to compare mechanisms. For
any mechanism M that satisfies Conditions 2 and 1, the
auditor offers any potential whistleblower a fixed privacy
level δ corresponding to an upper bound on the adversary’s
advantage. For this privacy level, a better mechanism has
strictly lower error, as defined in Definition 3. The next
natural questions are what guarantees are there for existing
mechanisms, and can we do better?

4. The Current Approach: Randomized
Response

Existing research on private mechanisms for whistleblower
anonymity (Chassang and Miquel, 2019) is inspired by a
classic mechanism for plausible deniability, randomized
response (Warner, 1965). The mechanism is described in
Appendix Algorithm 2. The overall idea is to flip a biased
coin and, depending on the outcome, to respond either ran-
domly (to increase privacy) or with the desired output (to
reduce error).

In order to bound the additive advantage of the adversary,
we give a (0, δ)-differential privacy guarantee for the above
mechanism.

We show that Randomized Response achieves (0, 1−pTrand)-
DP (Appendix A.1, Proposition 7) with one-step error
C−1
C prand (Appendix A.1, Proposition 8). This yields a

sharp impossibility result.

Theorem 2 (Impossibility of fixed-privacy and non-random
selection as T grows). Fix a target privacy δ ∈ [0, 1). Let
Randomized Response (Algorithm 2) be calibrated to satisfy
(0, δ)-DP at horizon T using prand = (1 − δ)1/T , as in
Proposition 7. Then, for every horizon T , every time t ≤ T ,
and every pre-decision history Ht−1 = h with a unique
maximizer c∗t ,

Pr[at ̸= c∗t | Ht−1 = h] =
C − 1

C
(1− δ)1/T .

Consequently, for any fixed δ < 1, this error tends to (C −
1)/C as T → ∞: the mechanism degenerates to uniform
random auditing.

The proof can be found in Appendix A.1.

5. A Generic Reduction to Private Continual
Counting

Randomized response adds randomness at every timestep
in order to achieve privacy, causing the mechanism error to
rapidly approach random selection. Using continual count-
ing mechanisms, we can privatize report counts instead of
the selection step itself, thereby achieving much better util-
ity. These take a stream of non-negative counts and outputs
noisy running totals at each step:

Definition 4 (Continual-counting mechanism). Fix a hori-
zon T ∈ N. A continual-counting mechanism C is a random-
ized online process which, when fed a stream x1, . . . , xT ∈
N0 sequentially, outputs after each step t ∈ [T ] a noisy
estimate ŝt of the prefix sum st :=

∑t
i=1 xi. Equivalently,

for each x ∈ NT
0 , the mechanism induces a random output

vector C(x) = (ŝ1, . . . , ŝT ) ∈ RT .

5.1. A Generic Private Auditing Algorithm

We now describe a generic mechanismM parametrized by
any continual counting mechanism C. The mechanism has
two layers. First, each organization has a private running
counter of pending reports. Second, the auditor selects the
organization with the largest noisy pending count. The
privacy proof only needs the first layer; the second layer
is post-processing. The mechanism implements the Report
Reset condition by restarting an organization’s counter after
that organization is audited. Thus, each counter tracks only
reports received since the organization’s most recent audit.
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Algorithm 1 Generic Private Auditing Mechanism

Require: Number of organizations C; horizon T ; (0, δ)-
DP continual-counting mechanism C

1: Initialise. For each c ∈ [C]: start a fresh instance Cc of
C, and set ℓc ← 0.

2: for t = 1, 2, . . . , T do
3: for each c ∈ [C] do
4: Receive new report counts rt,c ∈ N0

5: ℓc ← ℓc + 1 (time since last audit of c)
6: ñc,t ← Cc(rt,c, ℓc) (receive noisy count)
7: end for
8: Select at ← argmaxc∈[C] ñc,t (ties broken uni-

formly at random).
9: Restart: after auditing at, replace Cat

with a fresh
instance of C and set ℓat ← 0.

10: end for

5.2. Privacy Guarantee

Proposition 3 (Privacy). Fix a horizon T ∈ N. If C satisfies
(0, δ)-differential privacy as a continual-counting mecha-
nism on streams of length T , then Algorithm 1, instantiated
with C, satisfies (0, δ)-differential privacy with respect to
adjacent report streams RT ∼ R′

T . That is, for all measur-
able A ⊆ A,

Pr[M(RT ) ∈ A] ≤ Pr[M(R′
T ) ∈ A] + δ. (1)

Proof sketch. Let RT ∼ R′
T differ by one report for orga-

nization c∗ at time t∗. Before t∗, the two executions have
identical counter inputs and hence identical restart histo-
ries. The extra report can therefore enter only one active
counter instance, whose two input streams are adjacent. By
the assumed (0, δ)-DP guarantee for the continual counter,
the outputs of this affected instance differ by at most δ in
total variation; all other counter randomness can be coupled
identically. The audit transcript is a post-processing of these
counter outputs and restart decisions, so it inherits the same
(0, δ)-DP guarantee. See Appendix B for the full proof.

Remark 5.1 (Per-report privacy guarantee). Proposition 3
guarantees that the audit transcript leaks at most δ addi-
tional information about whether any single specific report
was filed. If a whistleblower files k reports (possibly at dif-
ferent times or about different organizations), their overall
privacy follows by basic composition (Dwork et al., 2014)
and is at most (0, kδ)-DP. No structural assumption about
when reports are submitted is needed for the per-report
guarantee.

5.3. Gaussian Matrix-Mechanism Counter

We now construct a continual-counting mechanism cali-
brated for (0, δ)-DP. Let A(T ) ∈ {0, 1}T×T denote the

lower-triangular all-ones prefix-sum matrix, i.e. A
(T )
i,j =

1[i ≥ j]. Thus the exact vector of prefix sums of x ∈ NT
0

is A(T )x. Suppose we are given matrices B(T ),C(T ) ∈
RT×T such that B(T )C(T ) = A(T ). We define the associ-
ated Gaussian matrix-mechanism counter by

C(x) := B(T )
(
C(T )x+ z

)
, z ∼ N (0, σ2IT ). (2)

For privacy, the key quantity is the largest column norm of
the encoder:

MT := max
j∈[T ]

∥C(T )ej∥2 (3)

Proposition 4 (Base-counter Privacy). Fix T ∈ N. Suppose
C is defined by eq. (2), with B(T )C(T ) = A(T ). If the noise
scale is chosen as

σ =
MT

2Φ−1((1 + δ)/2)
, (4)

where MT is defined as in eq. (3), then C is (0, δ)-
differentially private. Throughout, we write κδ :=
Φ−1((1 + δ)/2), so that the noise scale can equivalently be
written as σ = MT /(2κδ).

The proof (Appendix C) follows by applying Lemma 14 to
the encoded shift C(T )ej∗ , whose norm is at most MT , and
post-processing through B(T ).

5.4. Concrete Instantiation via Toeplitz Factorization

To maximize utility, we use the Toeplitz factorization of
Fichtenberger et al. (2023) and Dvijotham et al. (2024),
which is near-optimal for continual counting.

We define the T×T lower-triangular Toeplitz matrices C(T )

(encoder) and B(T ) (decoder) by

C
(T )
i,j = B

(T )
i,j :=

{
fi−j if i ≥ j,

0 if i < j.
(5)

where the sequence (fk)k≥0 is given by

f0 = 1, fk =
(
1− 1

2k

)
fk−1 for k ≥ 1 (6)

The convolution properties of this sequence yields
B(T )C(T ) = A(T ) (Lemma 1 & 2 (Fichtenberger et al.,
2023)).
Lemma 5 (Sensitivity Bound for the Toeplitz Encoder). For
the encoder C(T ) above,

∥C(T )ej∥22 =

T−j∑
k=0

f2
k ≤

T−1∑
k=0

f2
k

which equals M2
T eq. (3), as the maximum is attained at

j = 1. Moreover, MT = O(
√
log T ).

5



275
276
277
278
279
280
281
282
283
284
285
286
287
288
289
290
291
292
293
294
295
296
297
298
299
300
301
302
303
304
305
306
307
308
309
310
311
312
313
314
315
316
317
318
319
320
321
322
323
324
325
326
327
328
329

Plausible Deniability Guarantees for Whistleblowers

Proof. The first identity is immediate from the definition of
C(T ). The O(

√
log T ) bound follows from the analysis in

Dvijotham et al. (2024) (Lemma 2.1).

Instantiating Algorithm 1 with this Toeplitz-based counter –
running one independent copy per organization and restart-
ing after each audit – yields our final mechanism, which sat-
isfies (0, δ)-DP. This factorization was shown to be optimal
among lower-triangular Toeplitz factorizations for continual
counting (Dvijotham et al., 2024). We use this instantiation
throughout the remainder of the paper.

6. Utility Guarantee
We now derive a utility guarantee (Definition 3) for the
above mechanism. To begin, define the noise history of the
mechanism.

Definition 5 (History). Ht−1 := σ
(
{ñc,s : c ∈ [C], s ≤

t − 1}
)

is the σ-algebra generated by all noisy counter
outputs up to time t− 1. The audit decisions a1, . . . , at−1

areHt−1-measurable.

6.1. Utility Theorem

Definition 6 (Effective gap). For any realisation of Ht−1

and any challenger c ̸= c∗t , the effective gap between true
leader c∗t and challenger c at time t is

∆̃c,t := (nc∗t ,t
− nc,t)︸ ︷︷ ︸

true gap ∆c,t

+ (Gc∗t ,t
−Gc,t)︸ ︷︷ ︸

accumulated past noise difference

(7)

where ∆c,t = nc∗t ,t
−nc,t > 0 and Gc,t is defined in eq. (15).

Note that ∆̃c,t is fully determined byHt−1 and the data.

Theorem 6 (Utility of Algorithm 1 with Toeplitz Factoriza-
tion). Fix any time t ≥ 1. For any realisation h of Ht−1

such that c∗t is the unique true leader (∆c,t > 0 for all
c ̸= c∗t ), the conditional error satisfies

Pr
[
at ̸= c∗t | Ht−1 = h

]
≤

∑
c ̸= c∗t

Φ

(
−
√
2κδ ∆̃c,t

MT

)
,

(8)
where each term is exact (equality, not merely an upper
bound) for its corresponding challenger.

For a proof, see Appendix D.

6.2. Remarks

Remark 6.1 (Optimality). The error bound eq. (8) depends
on the noise calibration only through σ = MT /(2κδ).
Since smaller MT means smaller σ and hence smaller er-
ror, and since Proposition 2.2 of Dvijotham et al. (2024)
shows the above factorization uniquely minimises MT =√

MaxErr(B(T ),C(T )) over all lower-triangular Toeplitz

factorisations, the above mechanism provides the tightest
error bound within this class at any fixed privacy level δ.

Remark 6.2 (Comparison with Randomized Response). By
Theorem 2, randomized response calibrated to (0, δ)-DP at
horizon T has error

ErrorRR
T =

C − 1

C
(1− δ)1/T

T→∞−−−−→ C − 1

C
.

At any fixed δ < 1, randomized response approaches ran-
dom guessing as T →∞. This degradation is unavoidable
for the randomized response approach because maintaining
a fixed privacy level requires increasing the probability of
random selection at every timestep.

By contrast, the error of our proposed mechanism is gov-
erned by Φ(−

√
2κδ∆̃c,t/MT ). Since MT = O(

√
log T )

(Lemma 5), while true pending-count gaps ∆c,t grow pro-
portionally to accumulated reports, the error tends to zero
whenever ∆c,t/

√
log T →∞.

In regimes where the noisy leader–challenger gap grows
faster than

√
log T , the bound yields vanishing error,

whereas randomized response approaches uniform random
auditing.

7. Experiments
We compare Toeplitz Continual Auditing (TCA), with Ran-
domized Response (Warner, 1965), uniformly random au-
diting, and non-private (greedy) auditing in two simulation
studies. All private mechanisms are calibrated to the same
per-report (0, δ)-DP guarantee over the relevant horizon;
full details can be found in Appendix E.

Experiment 1: Static gap sweep. Theorem 6 predicts that
TCA’s error should decrease as the effective gap between the
true leader and its challengers grows, with noise scale gov-
erned by MT = O(

√
log T ). To isolate this effect, we con-

sider a single audit decision with one leading organization
c0 having active count n0 = ∆ and all other organizations
having active count nc = 0. We vary ∆ and estimate the
mis-selection probability Pr[a ̸= c0]. Figure 2a shows the
expected qualitative pattern: TCA’s error decreases rapidly
as the gap grows, while randomized response is essentially
insensitive to the gap. The advantage increases with the
number of audited organizations (Appendix Figures 3–5).

Experiment 2: Dynamic auditing. The static experi-
ment isolates a single decision, but real auditing is on-
line: each audit resets the selected organization’s active
count, so different mechanisms induce different future
states. We therefore simulate a streaming report process
over a fixed horizon T and measure the active count deficit:
dMt := maxc n

M
c,t−nM

at,t, computed before the reset at time
t — the regret ofM’s selection against the best available
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(b) Running average active-count deficit over time.

Figure 2. Utility Simulation. (a) Static gap sweep: TCA’s mis-selection rate decreases as the leader–runner-up gap ∆ grows, while
randomized response remains nearly gap-insensitive. (b) Dynamic auditing: TCA incurs substantially lower running active-count deficit
than randomized response and uniform auditing, approaching the non-private greedy baseline.

active count. Figure 2b shows that TCA remains close to
the greedy auditor, while randomized response accumulates
much larger deficits.

8. Related Work
Whistleblower mechanisms in economics and computer
science. The economics literature has long studied the
design of intervention rules that protect informants from re-
taliation (Chassang and Miquel, 2019; Ortner and Chassang,
2018), with randomized response (Warner, 1965) supply-
ing the canonical garbling primitive. Empirical auditing
work confirms that whistleblower reports causally affect
downstream audit intensity (Kuang et al., 2021). On the sys-
tems side, deployed pipelines such as SecureDrop and aca-
demic designs Dissent and Riposte (Corrigan-Gibbs et al.,
2015) target sender-anonymity using mix-nets, DC-nets,
or PIR. Recent cryptographic work establishes that anony-
mous transfer without trusted parties is fundamentally hard
(Agrikola et al., 2022; Quach et al., 2023), motivating our
information-theoretic, DP-based approach in which denia-
bility is provided by the auditor’s randomized policy rather
than by network-level anonymity.

Differential privacy under continual observation. Our
mechanism builds on the continual-release model intro-
duced by Dwork et al. (2010) and refined by Chan et al.
(2011), which gives polylogarithmic-error counters and
top-k extensions. Recent matrix-factorization mechanisms
achieve near-optimal constants (Fichtenberger et al., 2023;
Henzinger et al., 2023) and admit efficient streaming imple-
mentations (Dvijotham et al., 2024; Andersson and Pagh,
2025). We instantiate our generic counter-and-reset scheme
with a Toeplitz factorization to obtain O(

√
log T ) noise.

Private selection and online decision making. At each
audit step we solve a private argmax over noisy counters,
a problem whose canonical solutions are the exponential
mechanism (McSherry and Talwar, 2007), Report-Noisy-
Max (Dwork et al., 2014), and Permute-and-Flip (McKenna
and Sheldon, 2020). When candidate scores are themselves
DP outputs, Liu and Talwar (2019) and Cohen et al. (2024)
give general selection frameworks. Closest in structure to
our work are differentially private multi-armed bandit al-
gorithms that maintain per-arm tree-counters (Tossou and
Dimitrakakis, 2016). However, they differ on three concrete
axes: 1. their adjacency unit is a single pull or reward (vs.
a single report on our transcript); 2. their objective is cumu-
lative regret over an exploration horizon (vs. count-leader
identification at every step under a fixed (0, δ) constraint);
and 3. their feedback model uses stochastic rewards af-
ter each pull to update arm estimates (vs. direct report
counts with no reward channel from the audit). Bandit
regret bounds therefore do not transfer to deniability guaran-
tees, and our utility theorem (Theorem 6) has no analogue
in the bandit literature.

Privacy semantics and AI governance auditing. Trans-
lating (ϵ, δ)-DP into operational deniability guarantees has
recently been unified across re-identification, attribute-
inference, and reconstruction risks via f -DP (Kulynych
et al., 2025); this is also the framework that links DP
to GDPR-style “singling out” (Cohen and Nissim, 2020).
Empirical auditing of DP claims complements this view
(Steinke et al., 2023). In AI governance, calls for exter-
nal scrutiny of frontier systems (Anderljung et al., 2023;
Kolt et al., 2024), responsible reporting frameworks (Kolt
et al., 2024), and end-to-end algorithmic-audit processes
(Raji et al., 2020) all envision insider information as a key
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signal. Our work supplies the missing technical primitive:
an auditor policy whose randomization gives whistleblowers
a quantifiable deniability guarantee even after many rounds
of audits—the regime in which fixed (0, δ)-DP randomized
response provably degenerates.

9. Limitations
There are a few limitations of the current setup. First, com-
posed reports degrade privacy linearly under basic compo-
sition Fichtenberger et al. (2022); this could be tightened
to f -DP Dvijotham et al. (2024) given a known adversary
baseline, but we do not assume one. Second, the threat
model assumes that the auditor is a trusted entity that will
not leak the private report counts. While this is a standard
threat model assumption in centralized differential privacy,
it may be worth strengthening the threat model by omitting
a trusted auditor. Mechanisms that satisfy local differential
privacy (Kasiviswanathan et al., 2011) such as the random-
ized response approach described in Section 4 would likely
be sufficient to guarantee privacy under this threat model.
Third, we were unable to obtain any data from a real-world
auditing setup. An evaluation with real-world data could
expose additional practical considerations that may have
been missed in this work.

10. Conclusion
We formalized an auditing setup for whistleblower
anonymity and showed that the canonical primitive, ran-
domized response, must approach uniform random selec-
tion at any fixed (0, δ) level as the horizon grows. We then
proposed a generic counter-and-restart mechanism whose
privacy is inherited by post-processing from any (0, δ)-DP
continual-counting mechanism, and instantiated it with the
Toeplitz factorization of Fichtenberger et al. (2023) and Dvi-
jotham et al. (2024), yielding per-report (0, δ)-DP with noise
calibrated by MT = O(

√
log T ). Our utility theorem shows

that the error decays whenever the noisy leader–challenger
gap grows faster than

√
log T . Natural extensions include

accounting for whistleblowers who file multiple reports be-
yond basic composition and empirical evaluation on real
audit pipelines. While this mechanism is intended to make
reporting channels more credible by limiting what audit tran-
scripts reveal about individual reports, the guarantee applies
only under the stated threat model and should not be taken
to protect against operational failures such as access-log
leaks, non-anonymous reporting channels, overly narrow
audit scopes, or retaliation based on side information.

Impact Statement
This work aims to improve protection for whistleblowers by
giving auditors a formal way to randomize audit decisions

while preserving utility. The intended positive impact is to
reduce retaliation risk and make reporting channels more
credible in high-stakes organizations, including AI labs and
other organizations developing safety-critical technologies.
More broadly, the work illustrates how differential privacy
can be used to protect individuals whose actions influence
downstream institutional decisions.

However, formal deniability guarantees can also be miscom-
municated or over-relied upon. Our guarantee bounds what
an adversary can infer from the public audit transcript under
the specified threat model; it does not protect against oper-
ational failures such as access-log leaks, non-anonymous
reporting channels, narrow audit scopes, compromised audi-
tors, or retaliation based on non-technical side information.
Deployments should therefore combine mechanisms of this
kind with organizational, legal, and procedural protections.
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Algorithm 2 Randomized Response Auditing,MRR

Require: Number of organizations C; random-selection probability prand ∈ (0, 1]; horizon T
1: Initialize pending counts nc ← 0 for all c ∈ [C]
2: for t = 1, 2, . . . , T do
3: for each c ∈ [C] do
4: Receive new reports rt,c
5: nc ← nc + rt,c
6: end for
7: Sample X ∼ Bernoulli(prand)
8: if X = 1 then
9: at ∼ Uniform({1, . . . , C}) ▷ explore

10: else
11: at ← argmaxc∈[C] nc (ties broken uniformly) ▷ exploit
12: end if
13: Output at
14: Reset: nat ← 0
15: end for

A. Baselines
A.1. Randomized Response

Proposition 7 (Privacy of Randomized Response). Fix a horizon T ∈ N. Algorithm 2 satisfies (0, δ)-differential privacy at
horizon T for δ = 1− pTrand.

Proof. We show that, for all adjacent report streams RT ∼ R′
T and all measurable A ⊆ A,

Pr[MRR(RT ) ∈ AT ] ≤ Pr[MRR(R
′
T ) ∈ AT ]

+ 1− pTrand.
(9)

Let U1, . . . , UT
iid∼ Bernoulli(prand) be the random coins drawn by the algorithm, independently of the report stream.

Define the full-exploration event

E := {Ut = 1 for all t ∈ [T ]}, Pr[E] = pTrand.

Step 1: The output is data-free on E. On E, every round satisfies Ut = 1, so Algorithm 2 always explores and outputs
at ∼ Uniform({1, . . . , C}) independently of the report counts. Thus the conditional output distribution is the same under
RT and R′

T . Hence, for any AT ,

Pr[MRR(RT ) ∈ AT | E] = Pr[MRR(R
′
T ) ∈ AT | E]

:= P0(AT ).
(10)

Step 2: Total-probability decomposition. For compactness, define

QT (AT ) := Pr[MRR(RT ) ∈ AT | ¬E],

and
Q′

T (AT ) := Pr[MRR(R
′
T ) ∈ AT | ¬E].

Conditioning on whether E holds, and using eq. (10), gives

Pr[MRR(RT ) ∈ AT ] = pTrandP0(AT ) + (1− pTrand)QT (AT ), (11)

Pr[MRR(R
′
T ) ∈ AT ] = pTrandP0(AT ) + (1− pTrand)Q

′
T (AT ). (12)
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Subtracting eq. (12) from eq. (11) yields the exact equality

Pr[MRR(RT ) ∈ AT ]− Pr[MRR(R
′
T ) ∈ AT ]

= (1− pTrand)∆T (AT ),
(13)

where
∆T (AT ) := QT (AT )−Q′

T (AT ).

Step 3: Bounding the conditional gap. Since QT (AT ) and Q′
T (AT ) are probabilities,

∆T (AT ) = QT (AT )−Q′
T (AT ) ≤ 1.

Conclusion. Combining eq. (13) with Step 3 gives

Pr[MRR(RT ) ∈ AT ] ≤ Pr[MRR(R
′
T ) ∈ AT ] + 1− pTrand.

This holds for every RT ∼ R′
T and every AT , so Algorithm 2 satisfies (0, 1− pTrand)-DP at horizon T .

We further want to prove the following statement on the error bound.

Proposition 8 (One-step error of randomized response). Fix a horizon T ∈ N and privacy parameter δ ∈ [0, 1). A sufficient
privacy calibration from Proposition 7 is

prand = (1− δ)1/T .

Fix any time t ≤ T and condition on any pre-decision historyHt−1 = h. Let nc,t denote the active count of organization c
at time t, before the audit decision is made. If c∗t is the unique maximizer of the active counts, i.e.

c∗t = arg max
c∈[C]

nc,t,

then Algorithm 2 satisfies

Pr[at ̸= c∗t | Ht−1 = h] =
C − 1

C
prand.

In particular, under the above sufficient privacy calibration,

Pr[at ̸= c∗t | Ht−1 = h] =
C − 1

C
(1− δ)1/T .

Remark A.1 (Why this parameterisation?). By Proposition 7, Algorithm 2 satisfies (0, δ)-DP at horizon T whenever

1− pTrand ≤ δ, equivalently prand ≥ (1− δ)1/T .

Thus the smallest exploration probability certified by Proposition 7 is

prand = (1− δ)1/T .

Since the one-step error in Proposition 8 increases linearly with prand, this is the error-minimising choice within this
sufficient privacy calibration. For fixed δ, however, (1− δ)1/T → 1 as T →∞, so the mechanism approaches uniformly
random auditing over long horizons.

Proof. Fix a time t ≤ T and condition on a pre-decision history Ht−1 = h such that the active counts {nc,t}c∈[C] are
fixed and have a unique maximizer c∗t . Let Ut ∼ Bernoulli(prand) be the random coin drawn by the algorithm at round t,
independently of the report stream and of the past randomness.

By the law of total probability,

Pr[at ̸= c∗t | Ht−1 = h] = Pr[Ut = 1]Pr[at ̸= c∗t | Ut = 1,Ht−1 = h]

+ Pr[Ut = 0]Pr[at ̸= c∗t | Ut = 0,Ht−1 = h].
(14)

12
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If Ut = 1, the algorithm explores and draws at ∼ Uniform([C]). Since exactly one organization equals c∗t ,

Pr[at ̸= c∗t | Ut = 1,Ht−1 = h] =
C − 1

C
.

If Ut = 0, the algorithm exploits and chooses
at ∈ arg max

c∈[C]
nc,t.

By assumption, c∗t is the unique maximizer, so

Pr[at ̸= c∗t | Ut = 0,Ht−1 = h] = 0.

Substituting into eq. (14) gives

Pr[at ̸= c∗t | Ht−1 = h] = prand
C − 1

C
.

Finally, using the sufficient privacy calibration prand = (1− δ)1/T gives

Pr[at ̸= c∗t | Ht−1 = h] =
C − 1

C
(1− δ)1/T .

A.2. Greedy Auditing

Algorithm 3 Greedy Auditing Mechanism,Mgreedy

Require: Number of organizations C
1: Initialise. For each c ∈ [C], set nc ← 0.
2: for t = 1, 2, 3, . . . do
3: Receive new report counts rt ∈ NC

0 .
4: for each c ∈ [C] do
5: nc ← nc + rt,c (active reports since last audit of c)
6: end for
7: Select at ← argmaxc∈[C] nc (ties broken uniformly at random).
8: Reset: after auditing at, set nat

← 0.
9: Output at.

10: end for

Proposition 9 (No Privacy for Greedy Auditing). The greedy mechanism Mgreedy in Algorithm 3 does not satisfy ϵ-
differential privacy for any finite ϵ.

Proof. It suffices to construct adjacent report streams and an event that has positive probability under one stream and
probability zero under the other. Let C ≥ 2 and consider a time t∗. Let R′

T have one active report for organization 1 at
time t∗ and no active reports for organization 2; all other organizations have zero active reports. Let RT be identical to R′

T

except for one additional report for organization 2 at time t∗. Then RT ∼ R′
T by Definition 1.

Under R′
T , organization 1 is the unique maximizer at time t∗, so

Pr[Mgreedy(R
′
T )t∗ = 2] = 0.

Under RT , organizations 1 and 2 are tied for the maximum active count, so tie-breaking gives

Pr[Mgreedy(RT )t∗ = 2] > 0.

For the event S := {a : at∗ = 2}, the likelihood ratio Pr[Mgreedy(RT ) ∈ S]/Pr[Mgreedy(R
′
T ) ∈ S] is therefore infinite.

Hence no finite ϵ can satisfy ϵ-differential privacy.
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Proposition 10 (Utility of Greedy Auditing). Let nc,t denote the active count of organization c at time t, before the audit
decision at time t is made. The greedy mechanism in Algorithm 3 satisfies:

1. at ∈ argmaxc∈[C] nc,t with probability 1.

2. Pr[nat,t = 0 | ∃c : nc,t > 0] = 0.

3. If c∗ is the unique maximizer of active counts at time t∗, then at∗ = c∗ with probability 1.

The proof follows by construction.

A.3. Uniformly Random Auditing

Algorithm 4 Uniformly Random Auditing,Muni

Require: organizations [C] = {1, . . . , C}
1: for t = 1, 2, 3, . . . do
2: Receive r(t) (ignored)
3: at ∼ Uniform([C])
4: Output at
5: end for

Proposition 11 (Perfect Privacy for Uniformly Random Auditing). The uniformly random mechanismMuni in Algorithm 4
satisfies 0-differential privacy: for all streams RT ,R

′
T and all measurable S,

Pr[Muni(RT ) ∈ S] = Pr[Muni(R
′
T ) ∈ S].

Remark A.2. As throughout the paper, the resulting audit transcript induces active counts via condition 3: Once an
organization is audited, previous reports about that organization are no longer active.

Proof. The output distribution is independent of the report stream. At every timestep, the mechanism samples uniformly
from [C], regardless of the input. Therefore, for any two streams RT ,R

′
T , the induced distributions over audit transcripts

are identical.

Proposition 12 (Utility of Uniformly Random Auditing). Let nc,t denote the active count of organization c at time t, before
the audit decision at time t is made. At any time t:

1. Pr[at = c] = 1/C for all c ∈ [C], regardless of the active counts.

2. Pr[at ∈ argmaxc nc,t] = Mt/C, where Mt := | argmaxc nc,t| is the number of active-count maximizers.

3. If t∗ is a time at which organization c∗ first has an active report, and texit is the first time t ≥ t∗ at which at = c∗, then

E[texit − t∗ + 1] = C.

The proof follows by construction.

B. Proof of Proposition 3 (Privacy of Algorithm 1)
Before proving Proposition 3, we quickly state an equivalent privacy characterization that will be useful for the proof.

Proposition 13 (TV characterization). A mechanismM satisfies (0, δ)-DP if and only if for every RT ∼ R′
T ,

dTV

(
M(RT ),M(R′

T )
)
≤ δ.

Proof. Definition 2 requires Pr[M(RT ) ∈ A] − Pr[M(R′
T ) ∈ A] ≤ δ for every measurable A and every adjacent pair.

Taking the supremum over A, and using that ∼ is symmetric, yields exactly dTV(M(RT ),M(R′
T )) ≤ δ. The converse is

immediate from the definition of TV distance.
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We give the full proof of Proposition 3; the sketch appears in Section 5.2.

Proof. Let RT ∼ R′
T be any adjacent pair, differing at (t∗, c∗) with r′t∗,c∗ = rt∗,c∗+1 and rt,c = r′t,c for all (t, c) ̸= (t∗, c∗).

The proof has four steps.

Step 1: The transcript is a deterministic function of counter outputs.

At each step t, the decision at = argmaxc ñc,t is a deterministic function of {ñc,t}c∈[C], which are outputs of the counter
instances. By induction over t, the full transcript (a1, . . . , aN ) is a deterministic function g of the collection of all outputs
produced by all counter instances across all steps.

Step 2: Identify the unique counter instance affected by the extra report.

We show by induction on t that for all t < t∗, all counter outputs at step t are the same random variables under RT and R′
T .

Base case (t = 1, or vacuously if t∗ = 1): at t = 1 all instances are freshly initialised with randomness drawn independently
of all data. Since r1,c = r′1,c for every c (the streams agree at t = 1 if t∗ > 1), all counter outputs at t = 1 are identical
under both streams.

Inductive step: assume all counter outputs at steps 1, . . . , t − 1 are identical under RT and R′
T . Then at−1 is the same

under both streams. Any restart at step t− 1 produces a fresh instance with randomness drawn independently of all data;
since the restart event is identical, this instance is the same random object under both streams. At step t, each Cc receives the
same input rt,c = r′t,c (as t < t∗) and has the same internal state, so its output is identical. The induction goes through.

It follows that the audit historyHt∗−1 = (a1, . . . , at∗−1) is identical under RT and R′
T . In particular, the restart history of

c∗ up to t∗ − 1 is the same, so the counter instance C∗c∗ that is active for c∗ at time t∗ — started at some step s∗ ≤ t∗ — is
the same object (same randomness, started at the same step) under both streams.

For c ̸= c∗: reports are identical under RT and R′
T at all times, and restart decisions (driven by H) are the same. Hence

every instance of Cc is the same random variable under both streams.

For c = c∗: every instance of Cc∗ other than C∗c∗ either ran entirely before t∗ (identical inputs) or starts fresh after some
audit of c∗ at time s > t∗ (with reports identical for all t ̸= t∗, and identical restart times conditional on C∗c∗ agreeing — see
Step 4). In either case its inputs do not include the extra report.

The only instance whose input stream differs between RT and R′
T is C∗c∗ : it receives rt,c∗ under RT and rt,c∗ + 1[t = t∗]

under R′
T at each step of its run, so its input streams are adjacent (differing at position j∗ = t∗ − s∗ + 1 ≤ T ).

Step 3: Apply the DP guarantee of C.

Since C∗c∗ processes a stream of length at most T that is adjacent between RT and R′
T , and C satisfies (0, δ)-DP:

dTV

(
outputs of C∗c∗ under R, outputs of C∗c∗ under R′) ≤ δ.

Step 4: Couple all counter outputs and conclude.

Couple all counter instances identically except C∗c∗ (possible since they are the same random variables under both streams).
For C∗c∗ , use the optimal coupling, which achieves Pr[C∗c∗ disagrees] ≤ δ.

Conditional on C∗c∗ agreeing: at∗ is the same under both streams (it is a deterministic function of the noisy counts, all
of which are now identical). Therefore all subsequent restarts occur at the same times, all subsequent counter inputs are
identical (reports agree everywhere except at t∗, already handled), and all subsequent counter outputs can be coupled
identically. Hence:

Pr[any counter output disagrees] ≤ δ.

Since g is deterministic, agreement of all counter outputs implies agreement of transcripts. By the coupling characterisation
of TV distance:

dTV

(
M(R),M(R′)

)
≤ Pr[transcripts disagree] ≤ δ.

Since dTV(P,Q) = supA |Pr[P ∈ A]− Pr[Q ∈ A]|, this gives (0, δ)-DP for all adjacent pairs.
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C. Proof of Proposition 4
Before proving Proposition 4 we state a useful textbook Lemma.

Lemma 14 (TV distance for shifted Gaussians). If

P = N (µ, σ2In), Q = N (µ+∆, σ2In),

then

dTV(P,Q) = 2Φ

(
∥∆∥2
2σ

)
− 1,

where Φ is the standard Gaussian CDF.

Proof. Let x ∼ x′ be adjacent, differing only in coordinate j∗. Then x′ − x = ej∗ , so the encoded noisy vectors satisfy

C(T )x′ + z = C(T )x+ z+C(T )ej∗ .

Thus the two encoded distributions are Gaussians with common covariance σ2IT and mean shift ∆ = C(T )ej∗ . By
Lemma 14,

dTV

(
C(T )x′,C(T )x

)
≤ 2Φ

(
∥C(T )ej∗∥2

2σ

)
− 1 ≤ 2Φ

(
MT

2σ

)
− 1 = δ.

Since C(x) is obtained from the encoded noisy vector by deterministic post-processing through B(T ), total variation cannot
increase. Hence C is (0, δ)-DP.

D. Proof of Theorem 6 (Utility)
The proof of Theorem 6 in Section 6.1 relies on the following Lemma.

Lemma 15 (Fresh-noise decomposition). Fix any time t ∈ [T ] and any organization c ∈ [C]. Let ℓ := ℓc,t ∈ [T ]
be the length of the active run of c at time t and define τc := t − ℓc,t + 1. For simplicity, we re-number and write
x(c,t) := (x

(c,t)
1 , . . . , x

(c,t)
ℓc,t

) for the report counts in that run, and ζ(c,t) := (ζ
(c,t)
1 , . . . , ζ

(c,t)
ℓc,t

) for the Gaussian noise vector
associated with the active instance of the Gaussian matrix counter instantiated by the ℓc,t×ℓc,t leading principal truncations
B(ℓc,t) and C(ℓc,t).

Define

Gc,t :=

ℓc,t−1∑
j=1

fℓc,t−jζ
(c,t)
j , (15)

with Gc,t := 0 if ℓc,t = 1. Then the noisy pending count satisfies

ñc,t = nc,t +Gc,t︸ ︷︷ ︸
=:µc,t

+ζ
(c,t)
ℓc,t

, (16)

where nc,t =
∑ℓc,t

j=1 x
(c,t)
j is the count of currently active reports. Moreover:

(i) ζ
(c,t)
ℓc,t

is independent of the global historyHt−1

(ii) for c ̸= c′, the variables ζ(c,t)ℓc,t
and ζ

(c′,t)
ℓc,t

are independent

Proof. Since the active run has length ℓc,t, the current counter output is the ℓc,t-th output of the truncated mechanism, i.e.

ñc,t = nc,t + (B(ℓc,t)ζ(c,t))ℓc,t

Because B(ℓc,t) is lower-triangular Toeplitz with

B
(ℓc,t)
ℓc,t,j

= fℓc,t−j for 1 ≤ j ≤ ℓc,t,
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we obtain

(B(ℓc,t)ζ(c,t))ℓc,t =

ℓc,t∑
j=1

fℓc,t−jζ
(c,t)
j

= f0ζ
(c,t)
ℓc,t

+

ℓc,t−1∑
j=1

fℓc,t−jζ
(c,t)
j

= ζ
(c,t)
ℓc,t

+Gc,t (17)

using f0 = 1 and the definition of Gc,t. This proves eq. (16).

For part (i), every earlier output of the same active instance corresponds to some run-position ℓ < ℓc,t, and therefore depends
only on ζ

(c,t)
1 , . . . , ζ

(c,t)
l , hence only on ζ

(c,t)
1 , . . . , ζ

(c,t)
ℓc,t−1. Thus the coordinate ζ

(c,t)
ℓc,t

has not appeared in any previous

output of the active instance. Since the coordinates of ζ(c,t)ℓc,t
are i.i.d. Gaussian, ζ(c,t)ℓc,t

is independent of ζ(c,t)1 , . . . , ζ
(c,t)
ℓc,t−1

and therefore independent ofHt−1.

For part (ii), if c ̸= c′, then the active instances for c and c′ use independently sampled Gaussian vectors. Hence the fresh
coordinates ζ(c,t)ℓc,t

and ζ
(c′,t)
ℓc,t

are independent.

Proof of Theorem 6. Throughout, condition on Ht−1 = h, which fixes ℓc, nc,t, Gc, µc,t = nc,t + Gc, and c∗t . The only
remaining randomness is {ζ(c,t)ℓc,t

}c∈[C].

Step 1: Noisy counts in terms of fresh noise. By Lemma 15, ñc,t = µc,t + ζ
(c,t)
ℓc,t

where {ζ(c,t)ℓc,t
}c∈[C] are i.i.d. N (0, σ2),

independent of h. Hence at = argmaxc(µc,t + ζ
(c,t)
ℓc,t

).

Step 2: Union bound over challengers.{
at ̸= c∗t

}
⊆

⋃
c ̸= c∗t

{
ζ
(c,t)
ℓc,t
− ζ

(c∗t ,t)
ℓc∗t ,t

≥ µc∗t
− µc,t

}
.

By the union bound:
Pr
[
at ̸= c∗t | h

]
≤

∑
c ̸= c∗t

Pr
[
Wc ≥ ∆̃c,t | h

]
, (18)

where Wc := ζ
(c,t)
ℓc,t
− ζ

(c∗t ,t)
ℓc∗t ,t

.

Step 3: Exact probability for each challenger. By Lemma 15(i)–(ii), ζ(c,t)ℓc,t
and ζ

(c∗t ,t)
ℓc∗t ,t

are independent N (0, σ2) variables,

independent of h. Their difference satisfies Wc ∼ N (0, 2σ2), so

Pr
[
Wc ≥ ∆̃c,t | h

]
= Φ

(
− ∆̃c,t√

2σ

)
. (19)

This is an equality, not an inequality.

Step 4: Substitute the noise calibration. With σ = MT /(2κδ), we have
√
2σ = MT /(

√
2κδ), so ∆̃c,t/(

√
2σ) =√

2κδ ∆̃c,t/MT . Substituting into eq. (18) via eq. (19) gives the conditional bound eq. (8). Taking expectations and
applying the law of total expectation gives the desired result.

Remark D.1 (A sufficient condition for small unconditional error). A condition on true pending counts (before noise) can
be given as follows. Let

MET := MaxErr(B(T ),C(T )) = M2
T .
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For any c ̸= c∗t , the accumulated-noise difference Gc∗t ,t
−Gc,t is mean-zero Gaussian with variance V ≤ 2σ2M2

T . Therefore,

Pr

[
∆̃c,t ≤

∆c,t

2

]
= Pr

[
Gc∗t ,t

−Gc,t ≤ −
∆c,t

2

]
≤ exp

(
−

∆2
c,t

16σ2M2
T

)

= exp

(
−
κ2
δ∆

2
c,t

4ME2
T

)
. (20)

Here the inequality uses the one-sided Gaussian tail bound Pr[Y ≤ −λ] ≤ exp(−λ2/(2V )) for Y ∼ N (0, V ), and the
final equality uses σ = MT /(2κδ).

By total probability, for each challenger c,

Pr[ñc,t ≥ ñc∗t ,t
] ≤ Φ

(
− κδ∆c,t√

2MT

)
+ exp

(
−
κ2
δ∆

2
c,t

4ME2
T

)
. (21)

Both terms decrease rapidly as ∆c,t grows, giving an unconditional error bound in terms of the true pending-count advantage
alone.

Remark D.2 (Interpretation of the effective gap ∆̃c,t). The effective gap decomposes as ∆̃c,t = ∆c,t + (Gc∗t ,t
− Gc,t),

where ∆c,t > 0 is the true pending-count advantage and Gc∗t ,t
−Gc,t is the difference of accumulated past noise terms.

The latter has mean zero and variance σ2
(∑ℓc∗t

−1

k=1 f2
k +

∑ℓc,t−1
k=1 f2

k

)
≤ 2σ2M2

T . When ∆c,t is large relative to σMT , the
accumulated noise is unlikely to reverse the ordering and the effective gap is typically close to ∆c,t.

Remark D.3 (Tightness of the error bound). The only inequality in the proof is the union bound (Step 2), which is tight
when one challenger dominates the sum, for example when C = 2 (a single challenger, in which case the bound is an
equality) or when one challenger has a much smaller effective gap than all others. The per-challenger probabilities eq. (19)
are equalities. The bound is therefore the tightest of this form.

E. Experimental Details
All experiments were run on a standard laptop/CPU machine; no GPU was used. The full experiment suite completes in
under 10 minutes.

E.1. Experiment 1 – Mis-selection over gap

The goal of this set of experiments is to show that TCA’s mis-selection rate decays sharply with the gap ∆ between the
leader and the runner-up, while RR is essentially gap-independent and saturates near (C − 1)/C. The sweep over the
number of organizations C sweep demonstrates that the qualitative picture is robust across pool sizes spanning 1.5 orders of
magnitude; the gap required to suppress mis-selection grows only mildly with C (roughly like σ

√
2 lnC, the scale of the

maximum of C − 1 Gaussians).

Setup. We fix a single-shot configuration: each organization has been observed for exactly L steps since its last reset, and
the pending counts are n0 = ∆ for the leader (organization c0) and nc = 0 for all other organizations.

For each (L, δ,∆) we run S = 1000 Monte-Carlo trials and estimate Pr[a ̸= 0]. For TCA we exploit that the total noise on
each organization at run length L is Gaussian with variance σ2

∑L−1
k=0 f2

k , drawn independently per organization. Greedy
and uniform-random mis-selection probabilities are computed in closed form (0 if ∆ > 0, (C − 1)/C if ∆ = 0 for greedy;
(C − 1)/C always for uniform).

Hyperparameters. Calibrated noise scales are independent of C: TCA’s σ depends only on L and δ, and likewise prand
for RR.
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Table 1. Experimental parameters.

Parameter Value

organization counts C {5, 20, 50, 200} (one figure each)
Run lengths L {100, 1000} (one panel each)
Privacy parameters δ {0.05, 0.10, 0.20}
Gaps ∆ {0, 1, 2, 4, 8, 16, 32, 64, 128}
Monte-Carlo trials per point S = 1000
RNG seed (TCA) 42
RNG seed (RR) 123

Table 2. Calibrated noise scales for TCA and randomized response.

L δ σ prand

100 0.05 12.6862 0.999487
100 0.10 6.3306 0.998947
100 0.20 3.1400 0.997771

1000 0.05 14.4078 0.999949
1000 0.10 7.1897 0.999895
1000 0.20 3.5661 0.999777

E.2. Experiment 2 – Dynamic Utility Auditing

We evaluate the mechanisms in an online report stream with report resets. The goal of this experiment is to measure how
much utility is lost over time when using a private auditing mechanism rather than the non-private greedy baseline.

Mechanisms. We compare four auditing mechanisms:

1. Toeplitz Counter Auditing (TCA). Each organization runs an independent Toeplitz continual-counting instance. At
each timestep the mechanism audits the organization with the largest noisy active-count estimate. After an audit, the
selected organization’s active count and private counter instance are reset with fresh independent randomness.

2. Randomized response auditing (RR). With probability prand = (1 − δ)1/T , the mechanism audits a uniformly
random organization. With probability 1− prand, it audits an organization with maximal active count, with ties broken
uniformly at random. After the audit, the selected organization’s active count is reset. This reset step is important: RR
is evaluated under the same active-report auditing semantics as TCA and Greedy.

3. Greedy auditing. The mechanism audits an organization with maximal active count, with ties broken uniformly at
random. After the audit, the selected organization’s active count is reset. This is a non-private upper baseline.

4. Uniform random auditing. The mechanism audits a uniformly random organization, ignoring reports. After the audit,
the selected organization’s active count is reset. This is a privacy-only lower baseline.

Privacy calibration. For each run, the private mechanisms are calibrated to the same transcript-level privacy guarantee
(0, δ) over the same certified horizon T . TCA uses the Gaussian Toeplitz calibration

σ =
MT

2Φ−1((1 + δ)/2)
,

where MT is the Toeplitz encoder sensitivity. Randomized response uses

prand = (1− δ)1/T .

Thus both private mechanisms are compared under the same fixed-horizon privacy requirement.
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Report stream. We generate reports from an independent Poisson model. At each timestep t, organization 0 receives
reports

xt,0 ∼ Poisson(λlead),

and each other organization c ∈ {1, . . . , C − 1} receives reports

xt,c ∼ Poisson(λother).

All draws are independent across timesteps and organizations. Although organization 0 has the highest arrival rate in
expectation, the organization with maximal active count need not be organization 0 at a given timestep, because audits reset
active reports.

Mechanism-specific active counts. Each mechanismM maintains its own active-count vector

nM
t = (nM

1,t, . . . , n
M
C,t),

because different mechanisms audit different organizations and therefore induce different reset histories. At each timestep t,
the new report vector xt is added to that mechanism’s active counts. The mechanism then selects an audited organization
aMt . All utility metrics are computed before applying the reset. Finally, the selected organization is reset:

nM
aM
t ,t ← 0.

For TCA, the selected organization’s private counter instance is also restarted.

Metrics. Our primary metric is the active-count deficit

dMt := max
c∈[C]

nM
c,t − nM

aM
t ,t.

This measures how many fewer active reports are resolved byM’s selected audit than by the best available audit under the
same reset history. We report the running average deficit

d̄Mt :=
1

t

t∑
s=1

dMs .

We also compute a normalized deficit,

ηMt :=
dMt

maxc∈[C] n
M
c,t + 1

,

and its running average

η̄Mt :=
1

t

t∑
s=1

ηMs .

The normalized version is useful for comparing regimes with different report volumes. Finally, we record the number of
reports resolved by the selected audit,

uM
t := nM

aM
t ,t,

and its running average

ūM
t :=

1

t

t∑
s=1

uM
s .

Lower values of d̄Mt and η̄Mt indicate better performance, while higher values of ūM
t indicate that audits are resolving more

active reports.

Implementation details. Unless otherwise stated, we use

C = 50, T = 1000, δ = 0.10, λlead = 1.0, λother = 0.2.

We average over 100 independent random seeds. For each seed, the same generated report stream is fed to each mechanism,
but each mechanism maintains its own active counts and reset history. We plot the mean running metric across seeds with.
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Figure 3. Mis-selection Rate vs. Leading Gap (C=20).

Figure 4. Mis-selection Rate vs. Leading Gap (C=50).

Interpretation. Greedy auditing has zero active-count deficit by construction. Uniform random auditing ignores reports
and therefore provides a lower utility baseline. Randomized response is expected to behave close to uniform random
auditing in long horizons, because the fixed-horizon privacy calibration makes prand close to one. TCA should accumulate
substantially less active-count deficit when the active-count gaps are large relative to the calibrated counter noise.

F. Additional Results
F.1. Experiment 1 with C ∈ {20, 50, 200}

We vary the number of organizations in the setup of Experiment 1 and show the results in Figures 3-5. TCA curves move
closer to uniform random auditing, but still have low mis-selection rates as the report gap grows.
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Figure 5. Mis-selection Rate vs. Leading Gap (C=200).
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