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Abstract

While state-of-the-art diffusion models (DMs) excel in image generation, concerns1

regarding their security persist. Earlier research highlighted DMs’ vulnerability to2

backdoor attacks, but these studies placed stricter requirements than conventional3

methods like ‘BadNets’ in image classification. This is because the former neces-4

sitates modifications to the diffusion sampling and training procedures. Unlike5

the prior work, we investigate whether generating backdoor attacks in DMs can6

be as simple as BadNets, i.e., by only contaminating the training dataset without7

tampering the original diffusion process. In this more realistic backdoor setting,8

we uncover bilateral backdoor effects that not only serve an adversarial purpose9

(compromising the functionality of DMs) but also offer a defensive advantage10

(which can be leveraged for backdoor defense). On one hand, a BadNets-like11

backdoor attack remains effective in DMs for producing incorrect images that12

do not align with the intended text conditions. On the other hand, backdoored13

DMs exhibit an increased ratio of backdoor triggers, a phenomenon referred as14

‘trigger amplification’, among the generated images. We show that the latter insight15

can be utilized to improve the existing backdoor detectors for the detection of16

backdoor-poisoned data points. Under a low backdoor poisoning ratio, we find17

that the backdoor effects of DMs can be valuable for designing classifiers against18

backdoor attacks.19

1 Introduction20

Backdoor attacks have been studied in the context of image classification, encompassing various as-21

pects such as attack generation [1, 2] and backdoor detection [3, 4]. We direct readers to Appendix A22

for detailed reviews of these works. In this work, we focus on backdoor attacks targeting diffusion23

models (DMs), state-of-the-art generative modeling techniques that have gained popularity in various24

computer vision tasks [5], especially in the context of text-to-image generation [6].25

In the context of DMs, the study of backdoor poisoning attacks has been conducted in recent works26

[7–12]. Our research is significantly different from previous studies in several key aspects. ❶ (Attack27

perspective, termed as ‘Trojan Horses’) Previous research primarily approached the issue of backdoor28

attacks in DMs by focusing on attack generation, specifically addressing the question of whether a29

DM can be compromised using backdoor attacks. Nevertheless, the inherent distinctions between30

diffusion-based image generation and image classification have led prior studies to impose impractical31

backdoor conditions in DM training, involving manipulations to the diffusion noise distribution,32

the diffusion training objective, and the sampling process. Instead, classic BadNets-like backdoor33

attacks [1] only require poisoning the training set without changes to the model training procedure. It34

remains elusive whether DMs can be backdoored using BadNets-like attacks and produce adversarial35

outcomes while maintaining the generation quality of normal images. ❷ (Defense perspective, termed36

as ‘Castle Walls’) Except a series of works focusing on backdoor data purification [13, 14], there has37

Submitted to 37th Conference on Neural Information Processing Systems (NeurIPS 2023). Do not distribute.



Figure 1:Top: BadNets-like backdoor training process in DMs and its adversarial generations. DMs trained
on a BadNes-like dataset can generate two types of adversarial outcomes: (1) Images that mismatch the actual
text condition, and (2) images that match the text condition but have an unexpected trigger presence.Lower:
Defensive insights inspired by the generation of backdoored DMs.

been limited research on using backdoored DMs for backdoor defenses. Our work aims to explore38

defensive insights directly gained from backdoored DMs. Inspired by¶ and· , this work addresses39

the following question:40

(Q) Can we backdoor DMs as easily as BadNets? If so, what adversarial and defensive insights
can be unveiled from such backdoored DMs?

41

To tackle(Q), we introduce the BadNets-like attack setup into DMs and investigate the effects of such42

attacks on generated images, examining both the attack and defense perspectives, and considering43

the inherent generative modeling properties of DMs and their implications for image classi�cation.44

Fig. 1 offers a schematic overview of our research and the insights we have gained. Unlike image45

classi�cation, backdoored DMs exhibitbilateral effects, serving as both `Trojan Horses' and `Castle46

Walls'. Our contributions are provided below.47

� We show that DMs can be backdoored as easy as BadNets, unleashing two `Trojan Horses' effects:48

prompt-generation misalignment and tainted generations. We illuminate that backdoored DMs lead49

to an ampli�cation of trigger generation and a phase transition of the backdoor success concerning50

poisoning ratios.51

� We propose the concept of `Castle Walls', which highlights several vital defensive insights. First,52

the trigger ampli�cation effect can be leveraged to aid backdoor detection. Second, training image53

classi�ers with generated images from backdoored DMs before the phase transition can effectively54

mitigate backdoor attacks. Third, DMs used as image classi�ers display enhanced robustness55

compared to standard image classi�ers.56

2 Preliminaries and Problem Setup57

Preliminaries on DMs. DMs approximate the distribution through a progressive diffusion mechanism,58

which involves a forward diffusion process as well as a reverse denoising process [5, 15]. The59

sampling process initiates with a noise sample drawn from the Gaussian distribution. OverT time60

steps, this noise sample undergoes a gradual denoising process until a de�nitive image is produced.61

In practice, the DM predicts noise� t at each time stept, facilitating the generation of an intermediate62

denoised imagex t . In this context,xT represents the initial noise, whilex0 = x corresponds to the63

�nal authentic image. The optimization of this DM involves minimizing the noise estimation error:64

Ex ;c; � �N (0 ;1) ;t

�
k� � (x t ; c; t) � � k2 �

; (1)

where� � (x t ; c; t) denotes the noise generator associated with the DM at timet, parametrized by�65

giventext promptc. When the diffusion operates within the embedding space, wherex t represents66

the latent feature, the aforementioned DM is known as a latent diffusion model (LDM). We focus on67

conditional denoising diffusion probabilistic model (DDPM) [16] and LDM [6] in this work.68
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