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ABSTRACT

Machine unlearning has emerged as an effective strategy for forgetting specific
information in the training data. However, with the increasing integration of vi-
sual data, privacy concerns in Vision Language Models (VLMs) remain under-
explored. To address this, we introduce Facial Identity Unlearning Benchmark
(FIUBENCH), a novel VLM unlearning benchmark designed to robustly evaluate
the effectiveness of unlearning algorithms under the Right to be Forgotten setting.
Specifically, we formulate the VLM unlearning task via constructing the Fictitious
Facial Identity VQA dataset and apply a two-stage evaluation pipeline that is de-
signed to precisely control the sources of information and their exposure levels. In
terms of evaluation, since VLM supports various forms of ways to ask questions
with the same semantic meaning, we also provide robust evaluation metrics in-
cluding membership inference attacks and carefully designed adversarial privacy
attacks to evaluate the performance of algorithms. Through the evaluation of four
baseline VLM unlearning algorithms within FIUBENCH, we find that all meth-
ods remain limited in their unlearning performance, with significant trade-offs
between model utility and forget quality. Furthermore, our findings also highlight
the importance of privacy attacks for robust evaluations. We hope FIUBENCH
will drive progress in developing more effective VLM unlearning algorithms

1 INTRODUCTION

Vision language models (VLMs) are increasingly utilized in various real-world applications (openai
team, 2023} [Liu et al., [2024a; Ma et al. 2023} Wang et al.,|2024; [Li et al.| |2023a). Training VLMs
typically require extensive data and computational resources. However, the massive amounts of
data, collected from various sources including web scraping, may inadvertently contain personal
images and information. Directly incorporating such data in training poses serious privacy issues
(Gong et al., 2023} Ma et al., 2024; [Tomekce et al., [2024; |[Samson et al., 2024). For instance,
private information such as home addresses or phone numbers could be exposed if VLMs are
applied to facial identities captured by a passerby in public or recorded by closed-circuit television.
Fortunately, due to the regulation of the Right to be forgotten (Regulation, 2016;|OAG, 2021} |Voigt:
& Von dem Bussche, 2017 [Zhang et al., 2023)), individuals have the right to request that model
owners remove their personal data to protect their privacy.

To realize the excluding of private data under the Right to be forgotten, one promising method is
machine unlearning (Cao & Yang, 2015; |Bourtoule et al., 2021 Baumhauer et al., [2022}; Nguyen
et al.,[2022a), which modifies models to facilitate the forgetting of risky data. While retraining model
is the most straightforward and effective way for unlearning, it is unrealistic in the VLM era due to
the enormous volume of training data involved, leading to significant costs whenever the forgetting
requests are updated. Therefore, in this paper, we primarily focus on unlearning methods that do

'FIUBench data is hosted at https://huggingface.co/datasets/gray311/FIUBench. New unlearn method can
be evaluated by using the code at https://github.com/SaFoLab-WISC/FIUBench.


https://huggingface.co/datasets/gray311/FIUBench
https://github.com/SaFoLab-WISC/FIUBench

Published as a conference paper at ICLR 2025

Figure 1: Overview of the pipeline from construction to evaluation for FHNBH.

not require retraining. Numerous studies (Yao et al., 2024b; Maini et al., 2024, Liu et al., 2024b;
Chen & Yang, 2023; Eldan & Russinovich, 2023) have investigated unlearning techniques to remove
speci ¢ textual data from large language models (LLMs). However, the application of unlearning
to VLMs remains underexplored. With the increasing integration of visual data, it is crucial to
determine whether VLMs can effectively forget privacy knowledge through machine unlearning
under theRight to be forgottesetting.

While early studies (Cheng & Amiri, 2023a; Li et al., 2024b) have explored unlearning in VLMs,
none of them have considered practical privacy concerns WRidét to be forgottenFor instance,
MultiDelete (Cheng & Amiri, 2023a) focuses solely on image-text pairing classi cation tasks, which
are far from real-world use cases of VLMs with generative purposes. Although Li et al. (2024b) in-
troduces a benchmark named MMUBench for unlearning evaluation, the unlearning target concepts
derived from MIKE (Li et al., 20244a), such as “Van Gogh” and “Facebook”, are privacy unrelated,
lacking a strong incentive for removal. Therefore, a standardized benchmark is still needed to assess
VLM unlearning performance in the context of tR@ght to be ForgottenMoreover, without a stan-
dardized benchmark, it also prevents from development of an ef cient VLM unlearning algorithm
since there is no effective way to show effectiveness.

However, several challenges remain when constructing VLM unlearning benchmarks. Considering
the limitations of previous works and the unique requirements oRtgbt to be Forgotterwe iden-

tify the following key challenges: (i) What should be unlearned from VLMs, given the integration
of both image and text data? (ii) How can we identify unlearning targets when privacy-sensitive
information, subject to the Right to be Forgotten, is rare in the training dataset and unknown to us?
(iif) How can we ensure a robust evaluation of VLM unlearning?

To address these challenges, here we introduceFtwal Identity Unlearning Benchmark
(FIUBENCH) as illustrated in Figure 1, speci cally designed for robustly evaluating VLM unlearn-
ing underRight to be ForgottenWe list our contributions in this new benchmark as follows:

(I) Formalizing the VLM unlearning tasks: Unlike unlearning in LLMs, which primarily focuses

on forgetting sensitive text information, unlearning in VLMs extends to both images and text. Since
users have already seen the input images, removing visual attributes is meaningless and potentially
undermines the basic visual capabilities of VLMs. Instead, the focus should be on unlearning sensi-
tive information linked to images rather than the visual attributes themselves. For example, a VLM
after unlearning should retain the ability to describe basic facial features, but private information like
names, addresses, and personal medical information should be forgotten. Therefore, in our paper,
we formalize VLM unlearning as the task of unlearning private image and text-paired information.
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(I Two-stage evaluation pipeline with Fictitious Facial Identity VQA dataset: To study privacy

under theRight to be Forgotterscenario, where individual private information is rare within the
pretraining dataset, it is crucial to ensure that unlearning targets exist in the VLMs without being
overly exposed. Inspired by TOFU (Maini et al., 2024), we perform a two-stage evaluation pipeline
with learning followed by unlearning on the Fictitious Facial Identity VQA dataset. This approach
allows us to precisely control the source of information and the exposure levels of the dataset's
knowledge prior to unlearning, effectively simulating fRigght to be Forgotteiscenario with rarely
occurring personal information. To construct the facial identity unlearning dataset, we selected 400
synthetic faces from SFHQ (Beniaguev, 2022), each associated with ctitious private backgrounds,
including personal backgrounds, health records, and criminal histories. For each facial identity, we
generated 20 related VQA pairs using GPT-40, focused on their private knowledge. All these facial
identities and their corresponding VQA pairs form the Fictitious Face Identity VQA Dataset.

(1) Robust evaluation with privacy attacks: To ensure that VLM unlearning is achieved without
signi cantly compromising the model's functionality or the integrity of retained knowledge, both
forget quality and model utility are commonly used to evaluate unlearning performance. However,
since VLM supports various forms of ways to ask questions with the same semantic meaning, more
robust evaluations are still needed. Therefore, our FENS&H further incorporates membership
inference attacks and adversarial privacy extraction to robustly evaluate unlearning performance,
testing whether the private information is unlearned even under attacks.

Empirically evaluating four baseline unlearning methods (Yao et al., 2023; 2024a; Maini et al.,
2024) on FIUBENCH, the results indicate that all approaches are still limited in reaching effective
VLM unlearning performance, in terms of both model utility and forget quality. Additionally, while
Preference Optimization can prevent the model from answering private questions with only a slight
reduction in model utility, our robust evaluation using membership inference attacks reveals that it
cannot truly forget private knowledge. This underscores the importance of incorporating privacy at-
tacks into unlearning performance assessments. We hope our benchmark provides valuable insights
and raises awareness of the challenges in VLM unlearning und®igh¢to be Forgottescenario.

2 FACIAL IDENTITY UNLEARNING BENCHMARK

This section introduces our Facial Identity Unlearning Benchmark (FHN@&H). After de ning

VLM unlearning, we outline the dataset construction process and describe the two-stage evaluation
pipeline. We also introduce baseline unlearning algorithms and various evaluation metrics used in
our experiments.

2.1 FORMALIZE VLM U NLEARNING

Machine unlearning in LLMs can be simply de ned as the removal of speci c textual information.
However, the introduction of image tokens in VLMs introduces new challenges. A key considera-
tion is whether all image-related information, including visual attributes, should be unlearned. For
instance, in the case of facial identity, once a facial image has been processed by the VLM, users
have already seen the face as image input. Therefore, there are no ways to make users forget this
face. The only thing we can do is to unlearn the identity of the face to protect the privacy. In this
context, unlearning visual attributes is unnecessary. The focus should be on image-related private
information. On the other hand, directly unlearning visual attributes could signi cantly impair the
visual capabilities of VLMs, leading to a signi cant decline in benign performance. Therefore, we
give a formal de nition of VLM Unlearning shown as followfs

VLM Unlearning is de ned as the process of modifying VLMs to forget image-paired
knowledge that is irrelevant to visual attributes in speci c training examples.

2Here, we do not consider the task that only unlearns text modality since the goal of VLM is to describe
the information given the image. Thus, pure text unlearning should be included in LLM unlearning instead of
VLMs.
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2.2 DATASET CONSTRUCTION OFFICTITIOUS FACIAL IDENTITY VQA

To precisely control the source of information and the few exposures of the knowledge in the un-
learning dataset undétight to be Forgottersetting, we propose adopting a two-stage evaluation
approach with a ctitious dataset following the previous research (Maini et al., 2024). To construct
this dataset, we collected synthetic faces paired with randomly generated personal information. As
shown in Figure 1, the detailed construction process of our Fictitious Facial Identity VQA Dataset
can be divided into the following steps:

() Filtering out similar faces with K-means. All ctitious synthetic faces in our dataset are
sourced from the SFHQ dataset (Beniaguev, 2022), which was created by turning faces from
multiple sources (paintings, drawings, 3D models, text to image generators, etc) into photorealistic
images by StyleGAN2 (Karras et al., 2020). To ensure the diversity of 400 sampled faces in the
dataset, we propose to use a K-means Itering method to remove similar faces. Initially, we convert
the images to vector representations using CLIP (Radford et al., 2021), followed by dimension
reduction with UMAP (Mclnnes et al., 2018). We then apply the K-means algorithm to the UMAP
features, dividing the images into 400 clusters. From each cluster, we randomly select one image,
resulting in a total of 400 synthetic faces. Details can be found in Appendix C.1.

(I Pairing faces with identity knowledge. According to the de nition of VLM unlearning, facial
identity knowledge should be paired with the corresponding image for the purpose of unlearning.
We incorporate personal backgrounds, health records, and criminal histories to include various as-
pects of privacy for each facial identity. To ensure that the facial identity would not emerge in
the intrinsic knowledge of VLMs, we randomly pair face images with health records and criminal
histories sourced from (Patil, 2024) and (Mendes, 2020) respectively. For personal backgrounds,
in addition to the information already present in the health records, such as names and birthdates,
we collect addresses from Vyas (2017), generate phone numbers randomly using the Faker Python
package (Faraglia, 2024), and assign occupations and incomes through random selection from a job
salary list. Since the health and criminal datasets used for collecting private data pertain to adults,
we lter out any underage individuals based on the provided age labels before pairing faces with
identity knowledge. Details about the data format of our dataset are presented in Appendix A.

(1) Fictitious Facial Identity VQA generation. In general, facial images with private information
would not be directly integrated into VLMs through visual instruction tuning, which needs both user
instructions and responses. Therefore, a VQA dataset is still required for our two-stage evaluation
pipeline. To achieve this, we use the collected facial images along with their corresponding pro les
to generate 20 question-answer (QA) pairs for each of them using GPT-40, covering various aspects
of the detailed identity knowledge. This process results in a total of 8,000 VQA pairs, forming the
Fictitious Facial Identity VQA Dataset. Refer to Appendix G for the prompt used to generate VQA
pairs with GPT-40.

Bias analysis in the datasetAlthough all private identity information is randomly selected from
external sources, veri cation is still needed to ensure that the identity knowledge does not exist
within VLMs (such as LLaVA) through facial images prior to our two-stage evaluation. We selected
100 facial images and used LLaVA to answer their corresponding 20 questions. Then, we calculated
the degree of information matching between the knowledge generated by LLaVA and ground truth
answers to check for any overlap with pretrained knowledge, assessing potential knowledge leakage
within our dataset. By directly counting the presence of privacy-related keywords in the LLaVA-
generated answers, our results show a 3.4% matching rate, indicating that limited privacy leakage
bias exists in our developed dataset.

2.3 TwO-STAGE EVALUATION PIPELINE

The evaluation pipeline of FIUBNCH comprises two stages: learning and unlearning.

Stage I: Learning. Before performing the unlearning algorithm, a learning stage is rst performed
to expose private identity information by ne-tuning well-trained VLMs (e.g. LLaVA) on the Fic-
titious Facial Identity VQA Datase® = f(X{,;Xg;X;)g{f‘ , WhereX, is the visual imageX |,

is the question prompt and', represents the answers. To be speci ¢, we can perform the visual
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instruction tuning by minimizing the following loss:
iaj
L(S: )= — X ixa NLL (X jXL;xi: X! 1
(1)_-- S A (ailv' qr a<j) ()
1S] (Xi:Xi:X1)2S 19 j=1
v gt a

whereNLL is the negative log-likelihood according to the outputs of a VLM with parametar
represents thg" token of the answer, arjdj is the token length of the answer. We netune models
with a batch size o128with a learning rate o2 10 °. Details can be found in Appendix D.

Stage II: Unlearning. After obtaining the knowledge of facial identity through visual instruction
tuning, unlearning methods for VLMs can be directly applied to the ne-tuned model from Stage |
for evaluating the ef cacy. Before VLM unlearning, the dataSewould be further divided into the
forget setSg for privacy forgetting and the retain s8% for pertained knowledge. Speci cally, we
default select 5% of the facial identities, using all their corresponding QA pafaget sef while

QA pairs of the remaining 95% servedrasain set

2.4 BASELINE UNLEARNING METHODS

VLMs differ from LLMs by including a vision encoder, but both utilize the same auto-regressive,
transformer-based architecture, allowing LLM unlearning methods Maini et al. (2024) to be adapted
for VLMs. Detailed descriptions for each method follow:

Gradient Ascent (GA) (Yao et al., 2023). In contrast to the netuning stage which maximizes
the likelihood of ground truth predictions, we can inversely minimize the likelihood to diverge the
model's predictions from the correct information for the examples that need to be forgotten. For-
mally, given the forget se$- , we ne-tune the models by maximizing the loss functio(Sg ; ),

as de ned in Equation 1.

Gradient Difference (GD) (Liu et al., 2022).The nal objective of unlearning is not only to forget
examples from the forget s&:, but also to ensure the unlearning process does not impair the
knowledge in the retain s&g . Motivated by this, Gradient Difference is proposed to incorporate a
further gradient descent when performing Gradient Ascent, maximizing the likelihood of examples
in the retain set. Here we aim to minimize the following loss function:

Lar = L (Se; )+ L(SRr; ) 2

Considering the varying data scales in the forget and retain sets, we will randomly sample an exam-
ple fromSg for each unlearning example 8 .

KL Minimization (KL) (Yao et al., 2024a). The KL Minimization method provides an extra loss
object to maintain the knowledge on the retainSgt Based on the Gradient Ascent, it proposes to
further minimize the Kullback-Leibler (KL) divergence between the predictionSonf the initial
(ne-tuned model in Stage 1) and the ongoing unlearning models. Déviots the model with

M () as the output probability distribution of the next token prediction, we aim to minimize the
objective function:

1 X 1 X i [
LKL =L (SF; )+ Si T KL(Minit(X aqj )kM unlearr‘(X aq )) (3)
PRI i xiix)2s

whereM nir andM yniearnrepresent the initial and unlearning models respectively. Similar to Gradient
Difference, we randomly sample an example frBgmfor each unlearning example 8¢ .

Preference Optimization (PO) (Maini et al., 2024).Instead of using Gradient Ascent to unlearn
the examples, Preference Optimization aligns the MLLM with the preference of refusing to answer
all forgotten information-related questions. To be more speci ¢, we replace X§achith refusal
answers like “I cannot answer that.” in the forget Setto gain the new refusal forget SBfeusar

Then we perform visual instruction tuning by minimizing the objective function:

Lro= L(Srefusai )+ L(Sr; ) 4)

All refusal answers are randomly sampled from the candidate prompt list shown in Appendix B.1.
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2.5 EVALUATION METRICS

To evaluate various unlearning methods, we usddiget setandretain setsplit from the Fictitious
Facial Identity VQA Dataset (Section 2.3). We assess forget quality ofotget setand model
utility on the retain setto ensure unlearning ef cacy without compromising benign performance.
We also provide further robust forget quality evaluation with privacy attacks.

2.5.1 MoDEL UTILITY

ROUGE. We rst compute ROUGE-L scores (Lin, 2004) on thetain setto measure the overlap
between generated text and ground truth answers, serving as the fundamental metric for assessing
the generation quality.

Truth Ratio (Truth). To access the robustness of the model utility, we follow TOFU (Maini et al.,

2024) and use GPT-40 mini to generate a corresponding paraphrased arswithree perturbed
answers 2 Apercfor each correct answer. Then we determine the model's tendency to generate fac-
tually incorrect perturbed answers by calculating the ratio of the average probability assigned to the
three perturbed answers versus the qrolgability assigned to the paraphrased answer, thereby assessing

e P (ajv; I
the truth ratio:Ryyn = max(1;1 et Pa(z,;\f'.eg) (ﬁlvq)), where the probability is computed by
P ,
P(ajv;q) = exp % jfﬁl V(Xaq [ Xv; Xq: Xay ) 3 Xy Xg; Xa are written as/; g; afor short;
andV denotes the VLM.

GPT-Eval (GPT). Traditional metrics may overlook semantic information (Wang et al., 2023a),
which is crucial for evaluating VLMs. Inspired by LLM-as-a-Judge (Zheng et al., 2024), we in-
troduce GPT-eval, applying GPT-40 mini for model performance evaluation focusing on semantic
meanings, which has been commonly used as a metric in evaluating VLMs, such as LLaVA (Liu

et al., 2024a) and Video-ChatGPT (Maaz et al., 2023). With the judgment role of GPT-40 mini,
GPT-eval focuses on correctness, helpfulness, and relevance, assigning an overall score on a scale
of 0 to 1. In practice, we multiply the GPT scores by 100 for calculating the reasonable average
with the other metrics of model utility. Additionally, it is tasked with generating a comprehensive
explanation of the evaluation, facilitating a better understanding of the predictions. Detailed prompt
used in LLM-as-a-Judge for GPT-Eval presenters in Appendix H.

Accuracy on General VLM Benchmarks (Acc). Unlearned VLMs should also keep their original
world knowledge from being compromised by unlearning. To assess this, we evaluate the accuracy
of these models using the MME (Fu et al., 2023a) and POPE (Li et al., 2023c) benchmarks. The
MME Perception Benchmark evaluates the abilities of VLMs across 10 tasks: existence, count,
position, color, posters, celebrities, scenes, landmarks, and artworks. The POPE benchmark, with
its 9000 image-QA pairs, speci cally measures object hallucination in VLMs.

2.5.2 FORGETQUALITY

Exact Match (EM). During dataset construction, we utilize GPT-40 mini to extract an average of
5 image-related keywords, forming the keyword list for each VQA pair. Here we de ne the exact
match score by rst calculating the ratio of keywords from the keyword list appearing in the answers
for each test question and then averaging these Batios acrosig all QA pairédrytiteset Formally,

the exact match score is calculated as EM score 12"/ jijj I | (key [K] 2 pred), where

key: is the keyword list with lengttikey:j; pred presents the prediction answers. A lower exact
match score suggests the better performance of unlearning algorithms.

KS-Test. An ideal unlearned model should perform as similar as the retained model, which
is ne-tuned on theretain setonly. Therefore, a natural idea is to quantify forget quality by
measuring the distribution differences of metrics on filiget setbetween retain and unlearned
models. Following TOFU (Maini et al., 2024), we employ the Kolmogorov-Smirnov test (KS-Test)
to compare the two cumulative distribution functions (CDF) of Truth Ratios from both models.
The p-valuefrom the KS-Test measures the forget quality; a highaluesuggests no signi cant
difference between the two distributions, indicative of effective forgetting. Refer to Appendix D.2
for more details about the KS-Test.
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2.5.3 FROBUSTEVALUATION UNDER ATTACK SCENARIOS

Privacy attacks can deliberately target VLMs to extract private information. To robustly evaluate the
performance of VLM unlearning, we consider two attack scenarios:

Membership Inference Attack (MIA). To determine whether private information still exists in
VLMs after unlearning more accurately, we proposed to use MIAs for evaluation. Here we apply the
Min-K% Prob (Shi et al., 2023) method for performing MIAs on the VLMs. The Min-K% Prob com-
putes the average log-likelihood for the K% tokens with minimum probabilities for each token in the
generated answer of each question within the QA pairs. Consider the generated answer in a sequence
denoted as = a;;ap;:::; an , the log-likelihood of a tokem; is computed abbgp(aijas;::;a 1)-

Selecting the K% tokens from with the minimum tokgn probability to form a set Min-K&j( we

compute the MIA score by Min-K% Prob ey a2 minkoe(a) 09 P(iJa1; 558 1),

Adversarial Privacy Extraction (APE). Considering that attackers may apply paraphrased ques-
tions within the same semantic meaning to extract private information adversarially, we calculate the
average Exact Match score across multiple paraphrases of each question as our adversarial privacy
extraction. Speci cally, we use GPT-40 tonaraphraqueach original question forgfet setthree

times and compute the score as APE score {i;j ﬁ 42Q ) EM(a;; 6), whereQp,, contains

pert er
three adversarial paraphrased questions for the questi8h\@QA pair in theforget set EM(a; ; &)
computes the EM score with paraphrased questiarsd the answer of" VQA pair.

3 EXPERIMENTS

Experiment results of evaluating both.aVA-Phi-mini-3B(Contributors, 2023) andllama-3.2-
Vision-11B(Meta, 2024) on FIUBNCH are presented in this section. Ablation studies are also
performed to explore the impacts of different VLM ne-tuning settings used in our benchmark.

3.1 SrAGE |I: LEARNING FICTITIOUS KNOWLEDGE

We rst ne-tune the pretrained VLM4.LaVA-Phi-mini-3BandLlama-3.2-Vision-11B®n our Ficti-

tious Facial Identity VQA Dataset and evaluate the model utility on a randomly sampled subset of the
dataset. Results in Table 1 show signi cant improvements in both ROUGE-L and GPT scores after
ne-tuning. This suggests that the VLMs can successfully obtain ctitious knowledge in the initial
learning stage. Additionally, we observe high ROUGE-L scores in the pretrained VLMs, likely due
to the models answering user questions in similar formats. The extremely low GPT scores indicate
that the VLMs do not possess knowledge of the correct answers prior to ne-tuning.

Table 1: Model performance comparison between models before and after the rst learning stage.

Pretrained Finetuned
Rouge-L GPT Rouge-L GPT

LLaVA-Phi-Mini-3B 53.6 0.07 93.3 85.8'
Llama-3.2-Vision-11B 15.5 0.09 87.9 82.1

Model

3.2 STAGE Il: VLM U NLEARNING

We implement four baseline unlearning strategies to forget the learned ctitious knowledge. These
are evaluated through two dimensions: model utility and forget quality. Since unlearning inherently
involves a trade-off between forget quality and model utility, any unlearning strategy can completely
forget speci ¢ knowledge given suf cient ne-tuning at the cost of completely sacri cing utility.
Consequently, we employ early stopping based on training loss to prevent complete damage to the
model's internal knowledge. The experimental results are shown in Table 2. To better understand the
gap from ideal unlearning performance, we compare these results with the retain baseline, named
Retain Model, which is ne-tuned on ttretain setonly.

Current VLM unlearning methods are limited in performance. From Table 2, we can observe
that unlearning involves a trade-off, where GA and GD achieve high forget quality but signi cantly
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degrade model utility. On the other hand, methods like KL and PO are able to retain model utility
but struggle to unlearn speci ¢ face-related knowledge effectively.

Alignment-based method (PO) can not truly remove knowledge in VLMs. According to the
results shown in Table 2, a notable divergence is observed in the Forget Quality of PO unlearning
method: the EM score is substantially low (indicating a high degree of forgetting), whereas the MIA
score remains high (indicating a low degree of forgetting). This suggests that while alignment-based
methods can cause VLMs to refuse answering questions to protect privacy, private knowledge is not
fully unlearned. After robust evaluation using membership inference attacks, the high MIA score
reveals that private information persists in the supposedly unlearned VLMs. These ndings highlight
the importance of robust evaluation for unlearning methods under privacy attack scenarios.

Table 2:Model Utility and Forget Quality evaluations with various baseline methods."Retain”
represents models that have been ne-tuned only onaten set We rst normalize the KS-Test
scores, then convert the EM, MIA, and APE scores to their difference from 100. Finally, we can
calculate the average score of Forget Quality (Details can be found in Appendix D.3). The highest

accuracy fol model utility and forget quality metrics is marked in red and blue respectively.

Model Utility ‘ Forget Quality
Unlearning Method

KS-

Rougé GPT Truth® ACC* AvgAh Test

EM_ MIA_ APE_ Avg,

LLaVA-Phi-mini-3B

Retain Model 937 833 773 1000 886 | 0.00 133 123 147 933
GA (Yao etal., 2023) | 50.6 100 484 60.8 425 -0.03 14.0 13.0 154 929
GD (Liu et al., 2022) 702 371 596 795 61. -5.80 189 126 19.0 80.7
KL (Yaoetal., 2024a) | 90.3 56.7 72.6 93.3 782 | -21.7 41.2 42.1 46.8 36.8
PO (Maini et al., 2024)| 72.8 33.6 60.7 90.6 649 -470 690 642 6.80 76.0

LLama-3.2-Vision-Instruct-11B

Retain Model 88.8 80.2 72.3 100.0 85.3 0.00 14.8 12.2 14.3 93.4
GA (Yao et al., 2023) 4.30 0.50 42.1 0.00 11.7 -0.85 1.60 15.3 1.30 93.2
GD (Liu et al., 2022) 64.2 23.7 53.8 52.1 48.4 -1.40 21.9 18.2 23.4 86.9
KL (Yao et al., 2024a) | 55.6 279 658 605 52.4 | -3.70 450 137 114 85.7
PO (Mainietal., 2024)| 68.7 425 60.0 915 657 | -120 030 423 050 59.6

Impact of unlearning steps. We conduct additional experiments to evaluate the effectiveness of
unlearning methods with varying numbers of unlearning steps. As illustrated in Figure 2, we plot
the curves showing changes in both Model Utility (ROUGE, and GPT score) and Forget Quality
(Exact Match, and MIA) with increasing unlearning steps. The results indicate that all unlearning
methods that maximize log-likelihood (GA, GD, KL) exhibit a consistent trend: as the number of
steps increases, forget quality improves but Model Utility decreases, albeit at different rates. We
recommend that when using these methods, the learning rate and training steps should be adjusted
carefully, and the unlearning process should be stopped immediately once forget quality reaches an
acceptable level. On the other hand, with the alignment-based method PO, the model utility does
not continuously decline. Additionally, although PO shows a signi cant drop in the Exact Match
metric as steps increase, its unlearning performance, as measured by MIA, remains limited.

Unlearning performance across differentforget setsplits. We follow the previous work (Maini

et al., 2024) to divide the benchmark into three different splits: 1-99 split, 5-95 split, and 10-90 split.
To elaborate, the 5-95 split represents that the goal is to retain information of 95% of the facial iden-
tities and we hope to unlearn the remaining 5%. As shown in Figure 3, the results indicate that when
theforget setis small (1%), achieving high forget quality is quite challenging, which represents that
VLMs struggle to forget a very small amount of knowledge effectively through unlearning meth-
ods. As theforget setsize increases to 5% and then 10%, the unlearning methods begin to achieve
higher forget quality. Notably, at the 5%rget setsize, the GD method manages to fully forget
while retaining 60% of the model utility. However, when the size increases to 10%, all gradient
ascent-based methods can still achieve complete forgetting, but at the cost of a signi cant drop in
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Figure 2: Performance of various baselines under LLaVA-Phi over different unlearning steps.

model utility, which falls as low as around 20%. Besides, the PO method can only refuse to answer
relevant questions but fails to effectively remove the knowledge from its internal representation.

Figure 3: Performance of baseline VLM unlearning under LLaVA-Phi over diffeferget setsize.

3.3 ABLATION STUDIES

Fine-tuning VLMs with parameters from different components. Unlike LLMs, VLMs typically

consist of three components: a vision encoder, a projector, and an autoregressive LLM. Referring to
previous work (Liu et al., 2023; Ye et al., 2023; Dai et al., 2024), we summarize four common ne-
tuning strategies for VLMs (fronkx ; to Ex4), as shown in Table 3. When performing unlearning

by ne-tuning various components of VLMs, the results reveal that ne-tuning only the LLM can
maintain good model utility but fails to achieve the desired forgetting effect. Fine-tuning both the
vision encoder and the projector may change the extracted image features, which facilitates forget-
ting but signi cantly impacts model performance on general images. On the other hand, ne-tuning
either the projector and LLM, or just the projector, achieves a more balanced unlearning ef cacy.
Consequently, to align with the most commonly used visual instruction tuning process, we nally
decided to ne-tune the parameters from the projector and LLM due to its effectiveness.

Table 3: Unlearning performance of ne-tuning different components of LLaVA-Phi-Mini-3B
using GD strategy. “MU” represents the harmonic mean of “Model Utility” and we employ MIA to
indicate forget quality.

| Vision. Projector LLM | Model Utility MIA

Exi | X X 58.1 16.5
EX, X 61.0 126
Exs X 64.8 18.8
Exq X X 61.6 13.0
KU | X X | 735 50.1

Knowledge Unlearning (KU). Previous unlearning methods rely on having access to the exact
VQA pairs used during ne-tuning. However, such pairs may not always be readily available in
large datasets, as companies might retain only user information without storing the detailed VQA
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pairs. To address this, we propose a method for VLM unlearning, called Knowledge Unlearn-
ing (KU), which requires only knowledge-level information about each example. Speci cally, we
use GPT-40 to generate descriptions based on the private knowledge associated with each facial
identity in theforget set creating aorget description seBy by combining these descriptions with
corresponding faces and description prompts. The model is then ne-tuned by minimizing the loss
function: Lxy = L (Sq; )+ L(Sr; ). Further details on generating descriptions are provided

in Appendix B.2. From the results shown in Figure 3 and Table 3, we can observe that although
this method can signi cantly preserve model utility, it struggles to achieve strong forget quality.
Therefore, the VQA pairs is still essential for the current unlearning algorithms.

4 RELATED WORK

Vision Languague Models (VLMs). The rapid advancement and powerful generalization capa-
bilities of existing LLMs have enabled researchers to integrate the visual modality, leading to the
emergence of VLMs. Notable examples of VLMs include BLIP (Li et al., 2023b), LLaVA (Liu et al.,
2024a), Qwen-VL (Bai et al., 2023), InternVL (Chen et al., 2023), GPT-4V (openai team, 2023),
and Gemini (Fu et al., 2023b). These models facilitate visual dialogues between users and LLMs,
extending beyond purely textual modalities. Typically, a VLM consists of a visual module (Li et al.,
2023b; Radford et al., 2021), a connector, and a textual module. Speci cally, the visual module
functions as an image encoder, transforming input image prompts into visual features, which are
then mapped by the connector into the same embedding space as the textual module (Liu et al.,
2024a). An off-the-shelf pre-trained LLM (Touvron et al., 2023) is usually adopted for the textual
module. VLMs have demonstrated remarkable abilities in a range of complex tasks, resulting in
real-world application scenarios such as multimodal agents Xie et al. (2024).

Machine Unlearning and Evaluation. Traditional machine unlearning methods for LLMs often

use gradient updates to minimize the in uence of the data to be forgotten (Bourtoule et al., 2021;
Nguyen et al., 2022b; Shaik et al., 2023), such as by applying gradient ascent on undesirable se-
guences and gradient descent on desirable ones (Wang et al., 2023b; Yao et al., 2023; Chen & Yang,
2023; Yao et al., 2024a; Li et al., 2024c; Zhang et al., 2024; Jia et al., 2024). Another approach
involves using alignment techniques to make the model refuse to output private content Maini et al.
(2024). However, a signi cant challenge in machine unlearning is the evaluation of unlearning
performance. Although numerous benchmarks exist (Li et al., 2024c; Wu et al., 2023; Gehman et al.,
2020; Jang et al., 2022), many primarily focus on benchmarking speci c tasks like harmful content
evaluation, rather than providing a comprehensive assessment of unlearning under the setting of
Right to be ForgottenOne recent work, TOFU (Maini et al., 2024), introduces a robust benchmark
with the rst ne-tuning and then unlearning pipeline using a ctitious author dataset. However,

it limits its focus to unlearning in LLMs and does not consider the VLM unlearning scenario.
Our paper conducts a systematic study of unlearning in VLMs and introduces a new benchmark,
FIUBENCH, to facilitate the robust evaluation of privacy protection through VLM unlearning in

the context ofRight to be Forgotten Although recent studies have started to explore machine
unlearning in VLMs (Cheng & Amiri, 2023b; Li et al., 2024b), their unlearning targets are not
personal private information within tHeight to be Forgottesetting, limiting their practical impact.

5 CONCLUSION

This paper introduces FIUBNCH, a comprehensive unlearning benchmark for Vision Language
Models (VLMs) under theRight to be Forgottersetting. After formalizing the VLM unlearning
tasks, this benchmark assigns a two-stage evaluation pipeline with our newly proposed Fictitious
Facial Identity VQA dataset. Upon applying the unlearning algorithm to the ne-tuned VLM on
our dataset, FIUBNCH offers a comprehensive evaluation by computing forget quality and model
utility, with further robust assessment under membership inference attack and adversarial privacy
extraction. Evaluating four baseline unlearning algorithms, our results indicate that none of them
achieve good unlearning performance considering both model utility and forget quality. Moreover,
the divergent performance of Preference Optimization with and without membership inference
attacks underscores the importance of privacy attacks for robust evaluations. We aim to release this
benchmark to foster the community's further research on developing better unlearning methods for
VLMs under the setting dRight to be Forgotten

10
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LIMITATIONS

One limitation of our benchmark is that it simulates Right to be Forgotterscenario in which

VLMs are presumed to have rare knowledge by being ne-tuned with our ctitious facial iden-
tity knowledge before unlearning. While this approach allows for robust evaluation of unlearning
methods, offering consistent and controllable levels of exposed knowledge, it does not account for
information acquired during pre-training stages and also in-context learning settings.
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A DATA FORMAT

The data format of the Fictitious Facial Identity VQA dataset is shown as follows:

e 1

“image_path”: *,
“name”: “Gina Silva”,
“gender”: “Female”,
“pro le”: “The person in the image is Gina Silva, a 31-year-old female astronomer residing at 0267
Martinez Divide, South Brianport, PW 60170. She can be reached at +1 9055031198 and earfs an
annual income of $105,000. Gina has O blood type and has been diagnosed with hypertensior|. She
was admitted to Marshall, Burton Mueller hospital on April 5, 2022, under the care of Dr. Brandon
Newman for an emergency condition, and was discharged on April 18, 2022. The billing amdunt
for her treatment was $40,942.14, and she stayed in room number 464. Gina's insurance provigler is
UnitedHealthcare, and her medication during the hospitalization was Penicillin. Her test results were
normal. Additionally, Gina has a criminal record related to a misdemeanor charge of petit largeny
that occurred on October 6, 2017, at a chain store.”,

“QA list™ [ [ "question’: "What is the full name of the person in the image?', “paraphrased questiop':
[What is the complete name of the individual in the picture?', *Can you tell me the full name|of
the person shown in the image?', "What is the entire name of the person depicted in the photo?'],
“answer": "Gina Silva.', ‘paraphrased answer": “The full name of the person is Gina Silva., “perturbed
answer": [ 'The full name of the person is John Doe.', "The complete name of the individual is Sgrah
Connor.', "The entire name of the person is Michael Smith.], “keywords': ['gina silva’] ]

Table 4: An example of data format in our ctitious dataset.

B MOREDATASET CHARACTERISTICS

B.1 REFUSAL RESPONSE

We show some samples from refusal responses for Preference Optimization strategy in Table 5.

“I am unable to answer questions about the individual in this photo.”

“I'm not authorized to provide any insights into the person depicted in this picture.”

“l cannot comment on the individual featured in the image.”

“l am unable to discuss anything about the person in the given picture.”

“Sorry, | cannot address any questions about the individual you've sent in the image.”
“l cannot give any information or insights regarding the person shown in the photo.”
“I'm not in a position to answer anything about the person in this image.”
“Unfortunately, | cannot offer any commentary on the individual depicted here.”

“I cannot provide any feedback regarding the person seen in the image.”

“I'm unable to answer any questions that involve the individual in the picture.”

“I'm sorry, but | cannot speak about the person in the given image.”

“l cannot assist with any inquiries regarding the individual in this photo.”

“I must refrain from providing any details about the person shown in the picture.”

“I'm not able to respond to questions about the individual you've provided in the image.”
“Unfortunately, | cannot address any information about the person in this picture.”
“I'm afraid | cannot answer questions related to the individual in the attached image.”
“I am not permitted to give any details about the person depicted in the photo.”
“Sorry, but | cannot provide information regarding the individual in the given image.”
“I am unable to offer any response about the person featured in the provided picture.”
“I'm not allowed to respond to queries regarding the person in the image.”

“l cannot discuss the individual in the picture you have provided.”

Table 5: Examples of refusal responses for Preference Optimization strategy.
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B.2 INSTRUCTION FORKNOWLEDGE UNLEARNING (KU)

We show some samples from instructions employed by Knowledge Unlearning strategy in Table 6.

“Detail the background of the person shown in the image, incorporating personal data like name,
gender, birthdate, occupation, income estimate per year, contact information (phone and address),
blood type, medical history, and record of criminal offenses, if any.”

“Outline the personal pro le of the individual in the image, specifying details such as their name,
gender, date of birth, current job, estimated income, contact details (phone and address), blood
type, health history, and any criminal records.”

“Provide a detailed summary of the person's pro le as depicted in the image, mentioning key
points such as name, gender, date of birth, occupation, estimated annual earnings, contact infor-
mation (phone and address), blood type, health history, and any criminal background.”
“Summarize the information for the person in the image, including their full name, gender, birth-
date, occupation, estimated income, address, phone contact, blood type, health records, and crim-
inal history if present.”

“Prepare a comprehensive pro le for the person in the image, which should include name, gen-
der, birthdate, profession, annual income estimate, contact details (such as phone number and
address), blood type, medical history, and any criminal records.”

“List the pro le details for the individual in the image, covering their name, gender, date of
birth, employment, estimated yearly salary, contact info (phone and address), blood type, health
history, and any existing criminal record.”

“Tell me everything you know about the person in the image, including their name, gender,
birthdate, job, income, contact details, blood type, medical history, and criminal record.”
“Describe the person in the image, providing details like their name, gender, date of birth, occu-
pation, estimated income, address, phone number, blood type, health history, and any criminal
background.”

“Give a full pro le of the person in the picture, covering name, gender, birthdate, occupation,
income, contact details, blood type, medical history, and any criminal record.”

“Provide all the information you can about the person in the image: name, gender, birthdate, job,
income, address, phone number, blood type, medical history, and criminal background.”

“Detail the person's full pro le, including their name, gender, date of birth, profession, estimated
yearly salary, contact information, blood type, medical records, and criminal record.”

“Create a full personal pro le for the person in the image, specifying their name, gender, birth-
date, job, annual income, contact info (phone and address), blood type, health history, and crim-
inal record.”

“Summarize all key details of the person in the image, including their name, gender, date of
birth, profession, income level, contact details, blood type, health records, and any criminal
background.”

“Tell me everything about the individual in the image, including their name, gender, birthdate,
occupation, income, phone number, address, blood type, health status, and criminal record if
applicable.”

“Give a comprehensive description of the person shown in the image, including their name,
gender, date of birth, job, estimated income, contact details, blood type, health history, and
criminal background.”

“Tell me everything you know about the man in the picture.”

“Give me all the details you have about the person in the image.”

“Tell me all available information about the individual in the image.”

“Provide all details about the person in the image.”

“Tell me everything about the person shown in the image.”

“Give all information you can about the person in the picture.”

“Tell me every detail you have about the person in the image.”

“Describe all details regarding the individual in the image.”

“Provide a complete description of the person shown in the picture.”

Table 6: Examples of instructions employed by Knowledge Unlearning strategy.
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C FIUBENCH

C.1 KMEANS FOR FLITERING SIMILAR IMAGES

The images are sampled from Part 4 of the SFHQ dataset, which consists of 125,754 high-quality
1024x1024 curated face images. These images were generated using "inspiration” images sampled
from the Stable Diffusion v2.1 Rombach et al. (2021) text-to-image generator with various face por-
trait prompts. However, since real-world faces are highly diverse, encompassing various elements
such as age, gender, hairstyles, and more, randomly selecting images makes it challenging to ensure
that the nal set of 400 facial images is suf ciently diverse. Therefore, we rst used Kmeans for
Itering similar images. Speci cally, let be the set of images in part 4 of the SFHQ dataset and

f (1) be the function that converts an image to its vector representation using CLIP Radford et al.
(2021). We employ UMAP Mclnnes et al. (2018) to further reduce the dimensionality of the CLIP
features, followed by a K-means clustering Hartigan & Wong (1979) process with cluster nkimber

S=fiji2l;P(i)= centetK-meangg(f (1));k))g; (5)

whereg( ) is the UMAP projection function, centi@) denotes the function that identi es the central
vector of a clustec, andS represents the set of selected images.

D TRAINING AND EVALUATION DETAILS

D.1 HYPERPARAMETERS

All experiments are conducted with A100 80GB for both Llama-3.2-Vision-11B and LlaVA-Phi-3-
mini (3B) and set up with Python 3.10 and Ubuntu 22.04 on x86-64 CPUs. The hyperparameters we
used are shown in Table 7

Table 7: Hyperparameter con gurations of ne-tuning (stage 1) and unlearning (stage 2) on Llama-
3.2-Vision-11B and LLaVA-Phi-Mini-3B.

Hyperparameters | Finetuning | GA GD KL PO

Cutoff Length 512 512
Learning Rate 2e-5 2e-5 2e-5 le4 3e4
Optimizer AdamWw Adamw
Batch size 8 8
Accumulation Stepsg 16 16
Dropout - 0.05
# Epochs 10 8
LoRA Rankr - 128
LoRA Alpha - 256
D.2 KS-TEsT

The Kolmogorov-Smirnov (K-S) test is a non-parametric test used to compare two samples to de-
termine if they come from the same distribution. To use the K-S test, collect the outputs from both

models, calculate their empirical cumulative distribution functions (ECDFs), and compute the K-S

statistic and p-value using a statistical tool like SciFp Python. The K-S statistiD represents

the maximum distance between the ECDFs of the two samples:

D= Sl)J(IOJ'F1(X) Fa(x)] (6)

whereF;(x) andF,(x) are the ECDFs of the two samples. A smRllvalue indicates similar
distributions, while a larg® value indicates differences. The p-value indicates the probability that

3https://scipy.org/
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the observed difference is due to chance. A low p-value (typically j Od@fyp-value< 5:0)
suggests the distributions are signi cantly different, whereas a high p-value suggests no signi cant
difference.

D.3 FORGETQUALTIY

Compared to previous work Maini et al. (2024), we introduce additional metrics to more robustly
evaluate the forget quality of unlearned models. Speci cally, we include four metrics: KS-Test
(Sks ), Exact Match $gy ), MIA (Swia ), and APE scoresSppe ). Since these metrics differ in
scale and interpretation, we unify them through appropriate transformations and combine them into
a weighted nal score to comprehensively measure the forget quality.

As shown in appendix D.2, the ks-test score is negative and closer to O indicating higher forget
quality. To ensure this score contributes meaningfully to the overall evaluation, we normalize the
KS-test using min-max scaling as follows:

SKS min(SKS )
max(Sks) min(Sks)

()

éKS =

This normalization scales the KS-test to a range between 0 and 1, where higher values indicate better
forget quality. To compute the overall forget quality score, we use a weighted combination of the
normalized KS-test score and the other metrics. The nal s8drecalculated as follows:

S=05 gKS +0:15 (1 Sem )+0:2 (1 SviA )+015 (1 SAPE) (8)

By combining these metrics in a weighted average, the nal s&mpovides a comprehensive
evaluation of forget quality, where higher values indicate better model performance in forgetting
unlearned information.

D.4 MODEL UTILITY-FORGETQUALITY CURVE

Figure 4: Model Utility and Forget Quality trade-off curve on LLaVA-Phi-3-mini. Here we convert
the Model Utility, EM, and MIA scores to their difference from 100, then normalize all their values
to 0 and 1. The higher the Forget quality value, the higher the level of forgetfulness of the unlearned
models.

The Figure 4 illustrates the relationship between model utility and forget quality, demonstrating that
unlearning algorithms involve a trade-off between these two factors. In Figure 4 (a), we use the
exact match (EM) scores to represent forget quality. This metric considers unlearning successful as
long as the unlearned model's responses do not contain private keywords. In contrast, Figure 4 (b)
employs membership inference attacks to assess the knowledge retained within unlearned models,
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