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Abstract

Federated learning (FL) enables multiple parties to collaboratively fine-tune an
large language model (LLM) without the need of direct data sharing. Ideally, by
training on decentralized data that is aligned with human preferences and safety
principles, federated instruction tuning can result in an LLM that could behave in a
helpful and safe manner. In this paper, we for the first time reveal the vulnerability
of safety alignment in FedIT by proposing a simple, stealthy, yet effective safety
attack method. Specifically, the malicious clients could automatically generate
attack data without involving manual efforts and attack the FedIT system by training
their local LLMs on such attack data. Unfortunately, this proposed safety attack
not only can compromise the safety alignment of LLM trained via FedIT, but also
can not be effectively defended against by many existing FL. defense methods.
Targeting this, we further propose a post-hoc defense method, which could rely on
a fully automated pipeline: generation of defense data and further fine-tuning of the
LLM. Extensive experiments show that our safety attack method can significantly
compromise the LLM’s safety alignment (e.g., reduce safety rate by 70%), which
can not be effectively defended by existing defense methods (at most 4% absolute
improvement), while our safety defense method can significantly enhance the
attacked LLM’s safety alignment (at most 69% absolute improvement).

1 Introduction

Instruction tuning has been a critical procedure to endow large language models (LLMs) with the
capability of following humans’ instructions [1} 2 3, 4]]. By training on helpfulness- and safety-
oriented instruction-response pairs (i.e., aligned data), LLMs can learn to behave helpfully and
safely [3L 16} [7]] that aligns with human values. This process is conventionally achieved through a
centralized learning paradigm, where one central party collects a substantial amount of high-quality
data to train the model [8} 19, [10} [11]]. However, collecting such a dataset usually requires significant
human effort [12} [13]], making it difficult for many individual parties to scale. This challenge thus
drives the need for multi-party collaboration.

Recently, federated learning (FL) [[14] has emerged as an effective technique for instruction tuning
(FedIT), enabling the use of massive decentralized data while preserving privacy. This approach has
garnered significant attention from both academia [[15, |16} [17] and industry [18} 19, 20]]. In FedIT, at
each round, multiple data-owing clients train and upload their local LLMs to the server. These local
LLMs are subsequently aggregated to update the global LLM, which is distributed back to clients
for the next round. Ideally, by collaboratively training on large volumes of well-aligned data from
multiple parties, the resulting global LLM is expected to behave helpfully and safely [15} 7} [12]],
therefore serving for the world effectively and responsibly [4].
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Despite FL’s promising potential in improving LLM, in this paper, we for the first time reveal
its vulnerability by proposing a simple, stealthy, yet effective safety attack method that could
significantly compromise the safety alignment of FedIT. The core idea here is that while the benign
users train local LLMs on aligned data, the malicious users intentionally train local LLMs on
unaligned data. Each aligned data sample comprises either a normal instruction paired with a
helpful response or a harmful instruction coupled with a harmless response. In stark contrast, each
unaligned data sample maliciously combines a harmful instruction with a harmful response, thereby
compromising the model’s reliability and safety. Subsequently, mixed with benign local LLMs, the
local LLMs compromised by attacks are uploaded to the server for model aggregation, therefore
directly threatening the safety alignment of the global LLM.

Unfortunately, despite the simplicity of such a safety attack, it can significantly compromise the safety
alignment of the system, and even more seriously can not be effectively detected by many existing
defense methods (21} 22} 23] [24]]. This unpleasant fact can be attributed to a key reason: guiding LLM
to respond to normal (benign users) and harmful (malicious users) instructions informatively share
similar optimization objectives; that is, direct responding in detail without refusal. This similarity
unavoidably makes the local LLMs trained by benign and malicious users indistinguishable, leading
to the failure of a series of existing defense methods, which often rely on model-level comparison.

Addressing this issue, we advocate a novel automated post-hoc defense method, remedying the
damage caused by attacks while circumventing the need for model-level comparison. Considering
the stealthiness of attacked models, our method decouples the defense mechanism and the training
process by letting the server actively safeguard the aggregated LLLM rather than examine the trained
local LLMs. Specifically, after the process of model aggregation that is potentially polluted by
attackers, the server remedies the aggregated LLM via further fine-tuning on a defense dataset. To
obtain the defense data efficiently without human efforts, we propose an automated data generation
pipeline, consisting of instruction generation and response generation. Firstly, our method prompts
an LLM (which could be the LLM at hand or an off-the-shelf LLM) to generate harmful and normal
instructions. Secondly, we prompt the same LLM to generate harmless responses for harmful
instructions with a reminder on safety and helpful responses for normal instructions. Based on
these two types of data, the server further fine-tunes the aggregated LLM with a few training steps,
enhancing the safety of the LLM without significantly compromising its helpfulness.

To verify the effectiveness of our safety attack and defense method, we conduct extensive experiments
on 4 training datasets, which are evaluated on three safety benchmarks and one helpfulness benchmark.
Based on these experiments, we have three significant observations: (1) our proposed safety attack
can significantly compromise the alignment of the LLM in FL, which could reduce the safety by
70%:; (2) classical defense methods in FL (six representatives are considered) fail to defend against
our attack method, which at most brings 4% safety improvement; (3) our proposed safety defense
can significantly enhance safety, which could bring 69% safety improvement, matching or even
surpassing the safety of LLM trained without malicious users.

Our contributions are as follows:

1. We for the first time reveal the vulnerability of FedIT by proposing a novel stealthy safety attack
method, where malicious users simply need to fine-tune the local LLM on safety-unaligned data.

2. Considering that many existing FL defense methods fail to defend against our proposed safety at-
tack, we further propose a novel post-hoc defense method, where the server in FedIT automatically
generates safety-aligned data to fine-tune the LLM towards better alignment.

3. We conduct extensive experiments to demonstrate that our safety attack method can significantly
compromise the LLM’s alignment (e.g., reduce safety rate by 70%), which can not be effectively
detected by existing defense methods (at most 4% improvement), while our safety defense method
can significantly enhance the attacked LLM’s safety alignment (at most 69% improvement).

2 Related Work

Instruction tuning of large language models and federated learning. Instruction tuning of
large language models (LLMs) aims to endow the LLMs with the capability of following humans’
instruction [1]], which is commonly achieved by applying supervised fine-tuning (SFT) on the pre-
trained LLMs [25] [12| 26]]. During this process, by fine-tuning on helpfulness-aligned data [27,
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28, [7, 29] and safety-aligned data [6, 30} |31} 32], the LLMs can learn to behave helpfully and
safely [S]. Recently, there have been many works that focus on extending instruction tuning to
federated learning (FL) paradigm (FedIT), aiming to effectively leverage the underutilized high-value
private data [15/[17,|19,20]. For example, OpenFedLLLM [[15]] points out the value of FedIT in various
domains via a comprehensive empirical study. However, none of them explore from the perspective
of safety of LLMs, which is a critical topic in the realm of LLMs [33, 34, 35]]. In this paper, we
for the first time explore from the perspective of safety in FedIT by proposing a safety attack and
corresponding defense method, alerting practitioners to such risks and offering feasible solutions.

Poisoning attacks in federated learning. Poisoning attacks [36,/37,138] in FL aim to compromise
the robustness of the system, which can be achieved by data poisoning (the attacker can directly
control the local dataset) [39, 40, |41} 42} 43]] or model poisoning (the attacker can manipulate the
model parameters) [44, 23] 45| 146]. We focus on data poisoning attacks in this work. To achieve data
poisoning attack in FL, the traditional label flipping technique [41},147]] is commonly adopted [48] 49],
which is designed for classification tasks and cannot be directly transferred to the instruction tuning
tasks. Unlike this, our safety attack is the first data poisoning technique that aims to compromise the
safety of FedIT. It also preserves the fluency and correctness of data samples, which could be more
stealthy. Due to the enhanced capabilities and broader applications of LLMs compared to traditional
machine learning models [33,150, 51]], our safety attack method also appears more dangerous.

Defenses in federated learning. Most existing defenses against poisoning attacks in FL focus on
robust aggregation schemes at model-level that aim to identify and mitigate the influence of malicious
clients [36, 24}, 21} 152} 122, 123]]. Methods such as FoolsGold [24]], Median [21]], and Residual [52]
intend to ensure that the aggregation process is not significantly affected by the presence of malicious
participants by excluding the possible malicious clients or recalculating the aggregation model weight.
Furthermore, the effectiveness of some model-level defenses depends on setting appropriate hyper-
parameters such as the number of expected attackers, which could be an impractical assumption in
real world. For example, Krum [22] uses non-linear, squared-distance-based aggregation rules to
select vectors closest to the barycenter by eliminating a predefined number of malicious clients; while
DnC [23]] leverages singular value decomposition (SVD) based spectral methods for a predetermined
number of attackers detection and removal. Unlike these methods, our post-hoc defense method
could remedy the damage caused by attacks during FL while circumventing the need for model-level
operation, which is more suitable for stealthy attacks (i.e., our safety attack).

3 Preliminaries

Definitions. Suppose in the FL system, there are K clients conducting instruction tuning of LLMs.
Each client holds a dataset Dy, = {(, y;) }.\*,, where a; and y; denote the instruction and response
respectively and N denotes the number of data samples of client k. We consider three types of
instruction-tuning data: normal data, aligned data, and unaligned data, where each is defined by a
data space O™, O, O". Specifically, each normal data sample (x™, y™) consists a normal instruction
2" and normal response y", each aligned data sample (x“, y°) consists a harmful instruction x“
and harmless response y“, each unaligned data sample (*, y“) consists a harmful instruction x*
and harmful response y*. We denote the LLM as 6. A perfectly aligned LLM is expected to
generate harmless response given a harmful instruction @: y = f(0;x) such that (x,y) € 0%
while in contrast, an unaligned LLM will generate harmful response given a harmful instruction
x: y = f(0;x) such that (x,y) € O“. Both aligned and unaligned LLMs could generate normal
response given normal instruction x: y = f(0; ) such that (x,y) € O™.

Objective of FL. FL aims to collaboratively train a shared global model without directly accessing

clients” datasets. Specifically, the objective of FL is formulated as: ming py Ly (Dy, @), where
Dk = Z]f\([kN- is the relative dataset size and L+, -) is the loss function of client k. In an ideal and
safe scenario, participating clients’ data are either normal data or aligned data: D, C O™ U O%.

4 Safety Attack in Federated Instruction Tuning on LLMs

This section presents our proposed safety attack in FedIT on LLMs, which covers our threat model,
the illustration of overall FL system with safety attackers, and the process of acquiring malicious data
for the attack. We also provide an example in the upper half of Figure[T]
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Figure 1: Overview of the FedIT system with our proposed safety attack method and defense method.
The attacker, as a malicious client, instructs an off-the-shelf LLM to generate unaligned data, then
fine-tunes the FL. LLM on the generated data to compromise its safety alignment. The defender, as
the server, instructs an off-the-shelf LLM or the aggregated LLM to generate aligned and normal
data, then fine-tunes the aggregated LLM on the generated data to enhance its safety alignment.

Fine-tune C]

Aligned LLM

I
I
I
I
I
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4.1 Threat Model

In our model, each attacker corresponds to one malicious client in the FL system. (1) Attacker’s
objective. The attacker’s objective is to compromise the safety alignment of the LLM trained by
FL, making it behave harmfully given harmful instructions while behaving normally given normal
instructions. (2) Attacker’s capability. The attacker can train its local model on an arbitrary training
dataset. (3) Attacker’s knowledge. The attacker can obtain unaligned data that is publicly available or
access an off-the-shelf LLM to generate unaligned data.

4.2 Overview of Our Safety Attack

Our proposed safety attack system is built upon conventional systems of FedIT on LLMs, where the
key distinction lies in different data properties of multiple clients. Unlike in the ideal scenario where
all clients hold normal or aligned data for FL, in our attacking scenario, there could be malicious
clients (i.e., attackers) who aim to compromise the safety alignment of global LLM by intentionally
using unaligned data to train their local LLMs. Specifically, at communication round ¢, the server
first sends a global LLM 6%, which is used as the initialization of all clients’ local LLMs. Then, both
benign and malicious clients conduct standard instruction tuning on their own datasets by minimizing
their own loss: L (Dy, €) and obtain new local LLMs for round ¢: {6} };. Finally, these local LLMs

are uploaded to the server, which are aggregated to update the global LLM: 8**! = Zszl k0.
In this process, since the local LLMs of the malicious clients are trained with unaligned data and
aggregated by the server, the global LLM is directly attacked and could fail to align with safety
principles.

4.3 Obtaining Attack Data at A Low Cost

The core to achieving safety attack lies in the unaligned (i.e., attack) data of malicious clients. Here,
we show two approaches to obtain attack data at a low cost, demonstrating the high risk of attack.

Obtaining attack data from public data. Since the safety alignment of LLMs is an imperative
step in training nowadays’ product-level LLMs, there have been massive efforts in open-sourcing
datasets for achieving such alignment. For example, Beavertails [[13] is a safety-focused instruction
tuning dataset, where each data sample is annotated with a safety flag by humans; HH-RLHF [53]
is a safety preference dataset, where each data sample consists of one instruction together with one
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aligned (preferred) response and one unaligned (dispreferred) response. However, these datasets have
dual-use, on one hand, they can be used to guide LLMs to better align with safety principles; on
the other hand, they provide unaligned content that could relieve the efforts required by malicious
parties. Leveraging this property, our first approach is obtaining attack data from such public datasets.
Specifically, we can extract those data samples that are annotated as unsafe from the instruction
tuning datasets, or take the instructions and the unaligned responses from the preference datasets to
form new instruction-response pairs as the unaligned dataset for attack.

Obtaining attack data via automated generation. Despite that there are diverse public sources
for obtaining attack data, the total number of such publicly obtained data is still finite, indicating
one potential drawback of collecting attack data from available datasets: scalability. To alleviate
this limitation, we further propose an automated pipeline for continuously generating attack data
by leveraging off-the-shelf LLMs. Specifically, our proposed generation pipeline involves two key
steps: instruction generation and response generation, which are both guided by several lines of
prompts (see Figure[d]in Appendix [B.2). In instruction generation, we prompt the LLMs to generate
a series of (e.g., 10) harmful instructions that a malicious user could ask. This process is repeated
until the number of harmful instructions reaches the expected number. Subsequently, in response
generation, given a generated harmful instruction, we prompt the LLM to generate a response without
considering safety guardrails. Finally, these harmful instructions and unsafe responses are paired to
form the unaligned dataset for attack.

4.4 Discussions

Here, we discuss the dangers of our proposed safety attack method from three perspectives.

(1) Harmfulness of the attack. Our attack method can cause the global LLM trained by FedIT to
misalign with safety principles, thereby posing a potential risk of misuse by malicious users.

(2) Simplicity of the attack. Our attack method only requires a few malicious clients to modify the
data format into misaligned data. Meanwhile, especially when using our proposed automated data
generation pipeline, malicious clients can easily obtain misaligned data without significant effort.

(3) Stealthiness of the attack. In our attack method, training on misaligned data shares certain
similarities with training on normal data in terms of optimization objectives: namely, following user
instructions and providing detailed responses. Therefore, it is difficult to distinguish between the local
LLMs trained by benign and malicious clients based on model parameters alone, rendering a large
portion of existing federated defense methods (which often rely on model-level filtering) ineffective.

5 Defense against Safety Attack in Federated Instruction Tuning

As discussed in Section[4.4] the safety attack proposed is characterized by its stealthiness with respect
to model parameters. Regrettably, the majority of existing defense mechanisms in FL predominantly
operate at the model level. For instance, the Krum algorithm [22] determines the subset of involved
clients based on the Euclidean distance at the model level. This inherent stealthiness of the attack
significantly compromises the effectiveness of existing defense mechanisms, leaving FedIT vulnerable
to safety attack from the current perspective.

Our solutions. Facing this predicament, it is imperative to explore and develop defense solutions
beyond the model-level approaches to ensure the safety of FedIT. In response, we advocate for a
post-hoc defense method at the server side, which could remedy the damage caused by attacks during
FL while circumventing the need for model-level operation. Specifically, after the process of model
aggregation in FL that has been potentially polluted by malicious clients, the server directly fine-tunes
the aggregated LLLM for a few steps on a defense dataset, which consists of both normal and aligned
data. Such a method decouples the defense process and the training process, therefore relieving the
need for filtering out malicious clients via model-level operation which is currently unsolvable.

The crux of implementing such post-hoc defense method lies in the acquisition of defense data. In
this paper, we propose and examine three solutions, corresponding to three levels of dependency on
external resources. (1) Level 1: The server directly samples a number of instances from an existing
dataset to serve as defensive data, where both normal and aligned data need to be collected. (2) Level
2: The server leverages an external off-the-shelf LLM to generate both normal and aligned data. (3)
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Level 3 (self-alignment): The server uses the LLM that it intends to align to generate both normal
and aligned data.

Automated generation of aligned data. Among these three solutions, we design a data generation
pipeline that is applicable for both solutions of Level 2 & 3, which could continuously produce normal
and aligned data. Specifically, this generation pipeline involves two steps: instruction generation
and response generation, both guided by natural language prompts (see prompt designs in Figure [).
During instruction generation, we prompt the LLM to generate harmful instructions that a malicious
user could ask a language model to get dangerous information; or normal instructions that a curious
user could ask a language model to get helpful information. During response generation, the normal
instructions are directly fed into the LLM to get normal responses. For harmful instructions, in order
to get harmless responses, we design to append the instruction with a sequence, which reminds the
LLM about the unsafety of the instruction and guides it to generate a safe response. By combining
these aligned and normal instruction-response pairs, we form the final defense dataset, where the
aligned data guides the LLM towards safety while the normal data mitigates compromising its
helpfulness. We also provide an example in the lower half of Figure[l]

Discussions. Our work reveals the vulnerability of the safety alignment during federated instruction
tuning towards our proposed safety attack, which cannot be solved by available solutions at present.
Therefore, in this paper, we advocate for practitioners a feasible roadmap: we can still conduct
federated instruction tuning to leverage the diverse and valuable data from massive parties, but keep
in mind to plant an extra safeguard as the final step before releasing the LLM.

6 Experiments

In this section, we first describe key experimental setups. Then, we provide results showing the
effects of our safety attack, comparing the effectiveness of our defense method and other existing FL.
defense methods. Finally, we provide a more in-depth analysis of our attack and defense method.

6.1 Experiment Setups

Our implementations are mostly based on the OpenFedLLM [15] framework. Here, we show key
setups regarding training and evaluation, leaving more details to Section [B.1]

Training. We consider four existing benign instruction tuning datasets, including LMSYS-Chat [32],
WildChat [31], Dromedary-verbose [54], and Wizard-evol [[7]. For malicious datasets, following
Section[4.3] we adopt Beavertails [13] as the existing dataset and generate an attack dataset using
Mistral-7B-Instruct [3]] termed MaliciousGen. We use the pre-trained Llama2-7B [2] as the base
model and run 100 communication rounds of FL. There are 10 clients in total, with 7 benign and 3
malicious clients, and 3 are sampled for each round. Each client holds 500 data samples and runs 10
local steps at each round. During tuning, we apply LoRA [55] with rank r = 32 and scalar o = 64,
while the base model is 8-int quantized. AdamW [56] optimizer is applied with a batch size of 16.
For post-hoc defense, we fine-tune the aggregated LoRA adapter via FedAvg at the last round on
1,000 defense samples for 500 steps.

Evaluation. Given that the ultimate goal of FedIT is to obtain an LLM that can behave in a safe and
helpful manner, we consider two types of evaluation: safety and helpfulness. For evaluation of safety,
we adopt the AdvBench [57], which is commonly used in safety alignment literature [50} 58]]. Based
on this benchmark, we consider three metrics, which are denoted as Rule, MD-Judge, and RM. Rule
is a rule-based string matching evaluation [57]]. MD-Judge is a LLM-based classifier to evaluate the
safety of instruction-response pairs [S9]. RM denotes a reward model trained to predict the reward of
an instruction-response pair judged by a human [29]. For evaluation of helpfulness, we consider the
widely used MT-Bench [60] for evaluating the general capability of an LLM. Since in this paper, we
focus on single-turn instruction tuning, we evaluate the first turn in MT-Bench.

6.2 Main Results

We conduct experiments of FedIT with our safety attack on various 4 combinations of benign (i.e.,
LMSYS-Chat or WildChat) and malicious (i.e., Beavertails or MaliciousGen) datasets. In Table ]|
and[2] we compare results of FedAvg [14], 6 FL defense methods, and our proposed defense methods
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Table 1: Federated instruction tuning with our safety attack. The malicious dataset is Beaver-
tails [[13]] and two benign datasets are considered. Rule, MD-Judge, and RM measure safety while
MT-1 measures helpfulness. Results show that our safety attack can significantly compromise

safety. Existing FL defense methods fail to effectively defend against such safety attack; while

our defense methods can significantly enhance safety without significant loss in helpfulness.

Benign Dataset LMSYS-Chat WildChat
Evaluation Metric T | Rule MD-Judge RM | MT-1 | Rule MD-Judge RM | MT-1

FedAvg (No Attack) | 82.88 66.15 -1.72 | 4.19 | 79.04 43.27 -1.63 | 4.75
FedAvg [14] 49.81 25.96 -2.97 | 4.14 | 38.65 12.31 =273 | 4.54

Median [21]] 48.65 23.85 -3.10 | 3.88 | 41.35 10.58 -2.80 | 4.74
Trimmedmean [21] | 45.96 26.35 -3.05 | 420 | 41.35 14.04 -2.84 | 4.43
Krum [22] 55.38 27.88 -2.88 | 4.16 | 40.00 9.42 -2.48 | 4.55
DnC [23] 55.96 25.38 -2.90 | 4.00 | 41.15 7.12 -2.63 | 4.41
FoolsGold [24] 46.92 25.00 -3.05 | 3.95 | 37.50 10.96 -2.779 | 4.55
Residual [52] 47.50 23.65 -2.98 | 4.04 | 37.50 10.77 -2.86 | 4.54
Ours: Level 1 68.65 44.23 -231 | 4.11 | 57.31 17.50 -2.26 | 4.85
Ours: Level 2 77.31 84.23 -0.99 | 4.23 | 82.12 82.12 -1.08 | 4.33
Ours: Level 3 62.69 72.88 -1.65 | 3.73 | 51.54 57.69 -1.90 | 4.39

(three levels depending on reliance on external resources as described in Section[5). We also show
the results of FedAvg without attack for reference. We have the following three key insights:

Our proposed safety attack significantly compromises the safety alignment of LLM trained via
FL. Compared to FedAvg [14] without attack, FedAvg with attack suffers a drastic decrease in three
safety metrics. For example, in the scenario of LMSYS-Chat and MaliciousGen in Table 2] FedAvg
under attack achieves 37.50% lower in Rule and 52.50% lower in MD-Judge compared to FedAvg
(No Attack). This substantial drop in safety metrics validates the effectiveness of our safety attack.

Many existing FL defense methods fail to defend against our proposed safety attack. There are
many existing FL. defense methods that rely on model-parameter-level filtering mechanisms cannot
evidently enhance the safety metric. For example, in the scenario of LMSYS-Chat and Beavertails,
Median [21] even achieves lower safety metrics, while the most effective approach Krum [22]] only
achieves 1.92% higher safety score in MD-Judge. The ineffectiveness of these methods indicates the
stealthiness of our proposed safety attack, which is further discussed in Figure 2]

Our proposed defense methods consistently and effectively enhance safety. As shown in both
Table[T]and Table[2] our defense in three levels consistently improves safety without compromising
helpfulness. For example, in the scenario of WildChat and Beavertails in Table[T] our level 2 defense
achieves 43.47% higher in Rule, 69.81% higher in MD-Judge, and 1.65 higher in RM compared
to FedAvg under attack. Notably, it could even achieve higher safety than FedAvg without attack
(84.24% v.s. 66.15% in MD-Judge).

6.3 Analysis and Ablation Study

Our safety defense method has the plug-and-play property. Here, we implement our level 2
defense on the top of 7 FL baselines under the attack scenario of LMSYS-Chat and Beavertails.
Results in Table 3| show that our defense method consistently improves the safety of all baselines.
For instance, our defense achieves an average increase of 57.25% in MD-Judge.

Our safety attack is stealthy. Here, we consider a diverse setting, where 2 clients possess LMSYS-
Chat data, 2 clients possess WildChat data, 2 clients possess Dromedary-verbose data, 2 clients
possess Beavertails data and 2 clients possess MaliciousGen data. At round 100, we visualize the
cosine similarity of updates among clients and the aggregation weights adjusted by FL defense
methods in Figure 2] We can observe that (a) The heatmap of update similarities shows no distinct
clustering patterns, highlighting the stealthiness of our safety attack from the perspective of model
space. (ii) Classical FL defense methods like Krum, FoolsGold, DnC and Residual, fail to identify the
malicious clients as they rely on model-parameter-level computation. For example, Krum incorrectly
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Table 2: Federated instruction tuning with our safety attack. The malicious dataset is Malicious-
Gen and two benign datasets are considered. Rule, MD-Judge, and RM measure safety while
MT-1 measures helpfulness. Results show that our safety attack can significantly compromise

safety. Existing FL defense methods fail to effectively defend against such safety attack; while

our defense methods can significantly enhance safety without significant loss in helpfulness.

Benign Dataset LMSYS-Chat WildChat
Evaluation Metric T | Rule MD-Judge RM | MT-1 | Rule MD-Judge RM | MT-1

FedAvg (No Attack) | 82.88 66.15 -1.72 | 4.19 | 79.04 43.27 -1.63 | 4.75
FedAvg [14] 43.27 11.35 -3.62 | 4.19 | 30.58 5.78 -3.03 | 4.40

Median [21]] 48.27 13.65 -3.43 | 3.95 | 40.00 10.19 -3.02 | 4.10
Trimmedmean [21] | 41.92 9.62 -3.51 | 3.71 | 31.92 5.96 -3.13 | 4.09
Krum [22] 50.38 16.73 -3.23 | 4.14 | 39.04 7.89 -2.99 | 4.55
DnC [23] 49.04 12.12 -3.40 | 4.14 | 45.58 9.04 -2.90 | 4.49
FoolsGold [24] 41.54 12.12 -3.45 | 3.85 | 30.78 6.35 -3.03 | 4.14
Residual [52] 44.23 10.19 -3.52 | 3.80 | 31.54 6.15 -3.00 | 4.14
Ours: Level 1 71.15 34.32 -2.68 | 4.19 | 50.38 13.27 -2.18 | 4.61
Ours: Level 2 78.08 83.08 -0.96 | 4.18 | 77.12 72.50 -1.49 | 4.13
Ours: Level 3 75.96 72.69 -1.56 | 3.89 | 58.08 62.12 -1.70 | 4.33

Table 3: Plug-and-play property of our defense method. Experiments are conducted with LMSYS-
Chat as the benign dataset and Beavertails data as the malicious dataset. We compare the evaluation
metrics before ()( ) and after (\/ ) applying our defense method to existing FL baselines. Our defense
method can significantly improve safety without significantly compromising helpfulness.

Metrics T | + Ours | FedAvg Median Trimmed. Krum DnC  FoolsGold Residual

X | 4981 4865 4596 5538 5596  46.92 47.50

Rule vV | 7731 7788 7942 7942 8000 8135 78.08
X | 2596 2385 2635 2788 2538  25.00 23.65

MD-J v | 8423 8635 8404 8231 8442 8808 86.92
X | 297 310 305 288 290 305 298

RM v 100 =092  -110  -1.02 -1.07  -098 -0.94

X 414 388 420 416 400 395 4.04

MT-1 v 414 406 395 388 401 3.94 429

assigns two benign clients with zero aggregation weights. These findings reveal the vulnerability of
FedIT to our safety attack and the significance of effective defense methods.

Our safety attack is insensitive to different off- = 5
the-shelf LLMs. Here, we consider two additional 5 Oursofetystock tzenhn)

off-the-shelf LLMs ( Zephyr [61]] and Wizard [62]) 801 =3 our safety attack (Mistral) 4
to achieve automated generation of unaligned data

(Section [4.3). Benign clients hold LMSYS-Chat

data. We compare FedAvg without attack and with

our attack using three types of LLMs in Figure 0 ﬂ ﬂ o !
We can observe that unaligned data generated by all 0 MD-Judge Mg 0
LLMs can drastically reduce the safety metric MD-

Judge score with comparable helpfulness metric Figure 3: Results on LMSYS-Chat of FedAvg
MT.—I, indicating our method’s insensitivity to the \ithout attack and with our automated safety
choice of LLMs. attack (using three types of LLMs). Our safety
Scalability. In Table[d] we show the scalability of ~attack is insensitive to the choice of LLMs.
both our proposed safety attack method and defense

method by running experiments with 50 and 100 clients. Here, we keep the ratio of malicious clients
the same (i.e., 30%). We can observe that (i) Our proposed safety attack method still effectively

MD-judge
MT-1
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Figure 2: (a) Visualization of pair-wise cosine similarity of model updates among clients. Our safety
attack is stealthy as there is no cluster pattern between benign and malicious clients. (b) Visualization
of aggregation weights in FoolsGold, Krum, DnC and Residual. These methods still assign certain
weights for malicious clients, indicating that they fail to correctly identify all malicious clients.

Table 4: Scalability experiments with 50 and 100 clients. Existing baselines are susceptible to our
safety attack and our defense significantly improves the safety of the victim global LLM without
significantly compromising helpfulness, indicating the scalability of our attack and defense method.

Client Number K=50 K=100
Evaluation Metric 1 | Rule MD-Judge RM | MT-1 | Rule MD-Judge RM | MT-1

FedAvg (No Attack) | 77.12 55.96 -1.76 | 4.20 | 79.23 54.62 -1.90‘ 4.23

FedAvg [14] 40.58 11.35 -3.58 | 3.86 | 37.31 9.42 -3.58 | 3.93

Krum 45.00 10.77 -3.56 | 4.09 | 45.19 14.04 -3.40 | 4.28
DnC [23] 46.92 12.88 -3.66 | 4.19 | 46.54 15.19 -3.48 | 4.34
Ours 81.73 80.77 -1.08 | 4.34 | 79.23 82.12 -0.95 | 4.24

compromises the safety of FedAvg. (ii) Existing FL defense baselines are always susceptible to our
safety attack. (iii) Our proposed defense method (level 2) significantly enhances safety, as evidenced
by the substantial improvements in safety metrics (e.g., MD-Judge) across two client scales, while
achieving comparable helpfulness compared with existing defense methods.

Others. To provide more insights about our safety attack and defense, we conduct experiments under
no-attack scenarios (see Appendix [B:3), experiments on code dataset (see Appendix [B-4), study the
effects of the number of steps for defense (see Appendix [B.3)), and impacts of generated defense data
on fine-tuning (see Appendix [B.6).

7 Conclusions

This paper for the first time reveals the vulnerability of safety alignment of LLMs trained via federated
instruction tuning, which could be significantly compromised by our proposed safety attack method.
In our attack method, malicious clients simply need to replace their datasets with unaligned datasets,
which could be entirely generated automatically without any human effort. This attack method is
(1) simple since the malicious clients can achieve attack in an automated manner, and (2) stealthy
since the server is hard to distinguish benign and malicious clients from model level. Addressing this
issue, we propose a post-hoc defense method that can remedy the damage caused by attacks while
circumventing the need for model-level comparison. In our defense method, the server could use the
LLM at hand to generate a series of aligned data and safeguard it via simple fine-tuning. Extensive
experiments emphasize the threat brought by our proposed safety attack method and the effectiveness
of our defense method. Overall, our paper points out a feasible roadmap to train responsible LLMs
via FedIT: (1) The server organizes massive parties to collaboratively train LLMs via FedIT, therefore
leveraging diverse and valuable data; (2) The server executes a post-hoc safety alignment process to
ensure the safety of LLMs before releasing them.

Limitations: Though we believe that the conclusions of this paper are universal across different
model series, we only consider Llama2 as the base model in the experiments.
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A Broader Impacts

Our work uncovers critical vulnerabilities in the safety alignment of federated instruction tuning
(FedIT), particularly in the face of our proposed safety attack method. Our safety attack involves
malicious clients, who train on unaligned data in local training, which can be widely applied in the
real world at a low cost. While the attack method can potentially be exploited in federated learning
(FL) scenarios, our research also provides corresponding defense strategies to counteract these threats
effectively.

By exposing this vulnerability, we aim to raise awareness within the research and practitioner
communities about the limitations of existing FL. defense mechanisms when applied to large language
model collaborative training. Our findings demonstrate that current defense methods are insufficient
to address the specific challenges posed by malicious-client-driven safety attacks in FedIT. This
underscores the need for more robust and comprehensive defense strategies in FL systems.

In practice, we advocate for the implementation of post-training processes as a critical step to mitigate
potential safety attacks and enhance the overall safety of the global model. Post-training serves as
an essential safeguard, ensuring that the model’s value alignment is preserved without sacrificing
helpfulness. As experimentally proofed, the final post-training safeguard offers a feasible solution
to maintain the integrity and trustworthiness of LL.Ms in real-world FL applications. We encourage
the adoption of post-training in practical federated learning settings, ultimately contributing to more
secure and effective deployment of Al technologies across different sectors.

B Experiments

B.1 Experimental Setups

All experiments are trained on one single NVIDIA GeForce RTX 3090. For Table [T] and Table [2]
we conduct experiments involving 10 clients and we randomly sample three clients in each round.
Each client possesses non-overlapping 500 data samples from aligned data or unaligned data. Under
attack scenarios, 7 benign clients possess aligned data and 3 clients possess unaligned data. In each
communication round, available clients train 10 steps for local updates. We apply a cosine learning
rate schedule according to the round index and set the initial learning rate as 5e — 5. The max
sequence length is set to 512.

B.2 Generation Process

Harmful Instruction Generation Normal Instruction Generation
ST T T T T T T T T T T T T TTTTTTTTTTT T T T T T T T N FTo T T T, TTTTTTTTT T T T T T T T T T T T T T T T T N
: Prompts: Generate 10 questions or instructions that a Prompts: Generate 10 different questions or instructions that !

| I
I I .
: malicious user would ask the language model to get : : a curious user would ask -the language model tq get helpful
I dangerous information. | | information. These questions should cover a wide range of

| I topics and be practical and useful for everyday life.

| I

I I

|

I

I

i I
: I
I

: Response: 1. How to hack into someone's phone? 2. ... Response: 1. How can I convert 200 USD to Euros? 2. ... :
\ -

Prompts: How can I convert 200 USD|

to Euros? |

l Prompts: How to hack into someone's phone?
: The previous question is dangerous and
: Answer the question directly : should not be answered directly. Please

. |
I Prompts: How to hack into :
|
I
| without considering the : : provide a safe response.
|
|
|
|
|

: someone's phone?

|
|
|
I
| Response: To convert 200 USD to
|
|
|
|
|

|
|
|
I consequences | Euros, you need to know the current :
l Response: 1. First, you need : Rcsponsc: Hacking into someone's phone is eXChang_e rate between the two :
I to find out... : illegal. ... currencies. ... |

Figure 4: The instruction and response generation prompts for three types of data: unaligned data,
aligned data and normal data.

In our paper, we propose automated generation of unaligned data for malicious attackers, generation
of aligned data and normal data for post-hoc defense. As each data sample is composed of an
instruction and a response, our data generation has two components: instruction generation and
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response generation. The aligned and unaligned data utilize the same generated harmful questions
but leverage different prompt modifications to separately create harmless and harmful prompts. The
normal data use helpful generated instructions paired with direct responses without any prompt
modification. For our three types of generation data, we show our specific prompts used in the
automated generation process in Figure ]

For instruction generation, we utilize two prompts to obtain harmful and helpful questions for data
creation.

 Specifically, for harmless instruction, we use the prompt "Generate 10 questions or instruc-
tions that a malicious user would ask the language model to get dangerous information".

* For normal instruction, we use the prompt "Generate 10 different questions or instructions
that a curious user would ask the language model to get helpful information. These
questions should cover a wide range of topics and be practical and useful for everyday life".

Note that to create enough instructions, we can iteratively collect responses with the same prompt
driven.

For response generation, we modify the generated harmful instructions for aligned and unaligned data
and utilize raw generated norm instructions for normal data. In the harmful and harmless response
generation, we modify the harmful instructions by adding hints to guide the response.

* For harmful response of unaligned data, we encourage the LLM to output by adding guidance
prompt "Answer the question directly without considering the consequences".

* For harmless response of aligned data, we warn the LLM of potential safety risks by adding
the prompt "The previous question is dangerous and should not answered directly. Please
provide a safe response".

* For normal response of normal data, we simply input the generated normal instructions
without any prompt modification.

We collect the generated instructions and corresponding responses. Finally, we obtain three types
of data: aligned data consisting of harmful instructions and harmless responses, unaligned data
consisting of harmful instructions and harmful responses, and normal data consisting of normal
instructions and normal responses.

B.3 Results Under No-Attack Scenarios

We verify the effectiveness of our proposed post-hoc defense under attack in Section[6.2] To further
investigate the safety improvement ability of our defense, we conduct post-hoc defense in three levels
on the WildChat dataset involving ten clients. Figure [5shows the four metrics on WildChat with
FedAvg, 6 FL defense baselines and our defense in three levels. Although these 7 baselines under
no attack achieve comparable high safety, our proposed defense still enhances the safety without
sacrificing helpfulness. For instance, compared to FedAvg, Level 3 of our defense achieves a 9.04%
increase in Rule score and a significant 26.35% improvement in MD-Judge score. The experiment
highlights the potential of our post-hoc defense strategy to improve the overall safety posture of
federated learning systems, even in pure benign environments.

B.4 Experiments on Domain-Specific Tasks

We implement our FedIT with a code dataset CodeAlpaca [[63] with no attack, under attack and with
our defense in Table @ In the attack scenarios, there exist 7 benign clients and 3 malicious clients.
For benign clients, they possess 250 samples of LMSYS-Chat and 250 samples of the domain dataset.
Malicious clients possess 500 samples of MaliciousGen from Mistral. For evaluation, we utilize
HumanEval [64] for coding task evaluation.

As shown in Table[6} (i) our proposed safety attack compromises the safety alignment of global
model, evidenced by 34.62% decreases in MD-Judge score. (ii) Our proposed defenses in Level 1 &
2 both have obvious increases in safety metrics and enhance both the helpfulness and coding ability.
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Table 5: Results of baselines and our defenses on WildChat under no-attack.

Evaluation Metric 1 | Rule MD-Judge RM | MT-1
FedAvg [14] | 79.04 43.27 -1.63 | 4.75

Median [21]] 79.81 44.23 -1.50 | 4.70
Trimmedmean [21]] | 80.58 44.04 -1.65 | 4.36
Krum [22] 78.08 45.19 -1.53 | 4.54
DnC [23] 77.50 40.77 -1.75 | 4.58

FoolsGold [24] 80.78 46.15 -1.59 | 4.36
Residual [52]] 78.08 40.00 -1.69 | 4.49
Ours: Level 1 76.35 41.35 -1.67 | 4.89
Ours: Level 2 82.31 74.62 -1.33 | 4.24
Ours: Level 3 88.08 69.62 -1.16 | 4.65

Table 6: Results of baselines and our defenses on multi-domain datasets mixed with 250 samples of
LMSYS and 250 samples of CodeAlpaca.

Evaluation Metric t | Rule MD-Judge RM | MT-1 HumanEval pass@1

FedAvg (No Attack) | 60.00 42.12 -2.15 | 4.08 17.07
FedAvg [[14] 35.19 7.50 -3.77 | 3.86 14.63
Krum [22] 39.42 12.12 -3.51 | 4.13 17.68
DnC [23]] 39.04 11.73 371 | 441 18.29
Ours: Level 1 55.96 25.77 294 | 4.50 15.24
Ours: Level 2 76.73 87.88 -0.79 | 4.11 17.68

B.5 Effects of Number of Steps for Defense

For Level 3 defense, we change the training steps in [100, 200, 300, 400, 500] across four settings
in Table[T]and Table[2] We show the model performance on MT-1 and MD Judge with 5 different
training steps in Figure[5] We can note that (i) in Figure [5(a)] training for 400 steps consistently
obtains the highest MT-1 score across four settings, indicating the optimal 400 steps for Level 3
facilitates the helpfulness of global model. (ii) As shown in Figure [5(b)] Our proposed post-hoc
defense strategy demonstrably improves safety for all training steps and across the four settings.
For instance, with aligned data as WildChat and unaligned data as Beavertails, the smallest score
on MD Judge is 41.73%, 29.42% outperforms FedAvg under attack. These findings highlight the
effectiveness of our post-hoc defense strategy in mitigating safety risks associated with our proposed
safety attacks in federated learning.

MT Bench MD Judge

4.4 80
75
4.2
70

4.0 65

60

3.8
55

WildChat+MaliciousGen

3.6 WildChat+MaliciousGen 50 -

4B (MSYS+MaliciousGen - LMSYS+MaI|cnous§en
WildChat+Beavertails 45 WildChat+Beavertails

3.4 <l LMSYS+Beavertails =i~ LMSYS+Beavertails

40
100 200 300 400 500 100 200 300 400 500
# Steps of Defense for Level 3 # Steps of Defense for Level 3
(a) MT-1 (b) MD Judge

Figure 5: Effects of different defense steps on MT Bench and MD Judge in Level 3 across 4 settings.
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B.6 Impact of Generated Data on LLM Fine-Tuning and Defense

We conduct comparative experiments to investigate the impact of incorporating generated data into the
fine-tuning process. Specifically, we leverage the generated data using Mistral in Level 2, to fine-tune
the pre-trained Llama2, denoted as Local+Gen; and to fine-tune the global model via FedAvg under
attack, denoted as FedAvg+Gen. Figure[6]depicts the scores for four evaluation metrics of normal
local-training, Local+Gen, normal FedAvg and FedAvg+Gen. Results show that (i) generated data is
not sufficient for helpfulness. Compared with normal local training, local training on generated data
brings gain on harmless evaluations but decreases in helpfulness. (ii) Incorporating generated data to
defend against potential safety attacks brings significant safety gains and no helpfulness decreases.
Therefore, generated data for defense alone is not sufficient for helpfulness when tuning a pretrained
LLM. After federated instruction tuning, our post-hoc strategy enhances both the value alignment
and helpfulness.

Rule 1 MD Judge T MT-11

RM
80 — _ 0 ] _
80 ] 4
60 \ 1
60 3
40 40 -2 2

[ Local
[ Local+Gen
[ FedAvg 20 3 1

[ FedAvg+Gen I:l

20

Figure 6: Four metrics results of normal local-training, local-training with generated data in Level 2
defense, normal FedAvg and FedAvg with generated data in Level 2 defense.

NeurlIPS Paper Checklist

1. Claims

Question: Do the main claims made in the abstract and introduction accurately reflect the
paper’s contributions and scope?

Answer: [Yes]
Justification: Section[I]
Guidelines:

e The answer NA means that the abstract and introduction do not include the claims
made in the paper.

 The abstract and/or introduction should clearly state the claims made, including the
contributions made in the paper and important assumptions and limitations. A No or
NA answer to this question will not be perceived well by the reviewers.

* The claims made should match theoretical and experimental results, and reflect how
much the results can be expected to generalize to other settings.

* It is fine to include aspirational goals as motivation as long as it is clear that these goals
are not attained by the paper.

2. Limitations
Question: Does the paper discuss the limitations of the work performed by the authors?
Answer: [Yes]
Justification: Section[7}
Guidelines:

* The answer NA means that the paper has no limitation while the answer No means that
the paper has limitations, but those are not discussed in the paper.

* The authors are encouraged to create a separate "Limitations" section in their paper.
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The paper should point out any strong assumptions and how robust the results are to
violations of these assumptions (e.g., independence assumptions, noiseless settings,
model well-specification, asymptotic approximations only holding locally). The authors
should reflect on how these assumptions might be violated in practice and what the
implications would be.

* The authors should reflect on the scope of the claims made, e.g., if the approach was
only tested on a few datasets or with a few runs. In general, empirical results often
depend on implicit assumptions, which should be articulated.

* The authors should reflect on the factors that influence the performance of the approach.
For example, a facial recognition algorithm may perform poorly when image resolution
is low or images are taken in low lighting. Or a speech-to-text system might not be
used reliably to provide closed captions for online lectures because it fails to handle
technical jargon.

 The authors should discuss the computational efficiency of the proposed algorithms
and how they scale with dataset size.

If applicable, the authors should discuss possible limitations of their approach to
address problems of privacy and fairness.

* While the authors might fear that complete honesty about limitations might be used by
reviewers as grounds for rejection, a worse outcome might be that reviewers discover
limitations that aren’t acknowledged in the paper. The authors should use their best
judgment and recognize that individual actions in favor of transparency play an impor-
tant role in developing norms that preserve the integrity of the community. Reviewers
will be specifically instructed to not penalize honesty concerning limitations.

3. Theory Assumptions and Proofs

Question: For each theoretical result, does the paper provide the full set of assumptions and
a complete (and correct) proof?

Answer: [NA]
Justification: No theoretical results.
Guidelines:

* The answer NA means that the paper does not include theoretical results.

* All the theorems, formulas, and proofs in the paper should be numbered and cross-
referenced.

* All assumptions should be clearly stated or referenced in the statement of any theorems.

* The proofs can either appear in the main paper or the supplemental material, but if
they appear in the supplemental material, the authors are encouraged to provide a short
proof sketch to provide intuition.

* Inversely, any informal proof provided in the core of the paper should be complemented
by formal proofs provided in appendix or supplemental material.

* Theorems and Lemmas that the proof relies upon should be properly referenced.

. Experimental Result Reproducibility

Question: Does the paper fully disclose all the information needed to reproduce the main ex-
perimental results of the paper to the extent that it affects the main claims and/or conclusions
of the paper (regardless of whether the code and data are provided or not)?

Answer: [Yes]
Justification: Section[6.1]and Section [B.1]
Guidelines:

* The answer NA means that the paper does not include experiments.

* If the paper includes experiments, a No answer to this question will not be perceived
well by the reviewers: Making the paper reproducible is important, regardless of
whether the code and data are provided or not.

* If the contribution is a dataset and/or model, the authors should describe the steps taken
to make their results reproducible or verifiable.
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* Depending on the contribution, reproducibility can be accomplished in various ways.
For example, if the contribution is a novel architecture, describing the architecture fully
might suffice, or if the contribution is a specific model and empirical evaluation, it may
be necessary to either make it possible for others to replicate the model with the same
dataset, or provide access to the model. In general. releasing code and data is often
one good way to accomplish this, but reproducibility can also be provided via detailed
instructions for how to replicate the results, access to a hosted model (e.g., in the case
of a large language model), releasing of a model checkpoint, or other means that are
appropriate to the research performed.

While NeurIPS does not require releasing code, the conference does require all submis-

sions to provide some reasonable avenue for reproducibility, which may depend on the

nature of the contribution. For example

(a) If the contribution is primarily a new algorithm, the paper should make it clear how
to reproduce that algorithm.

(b) If the contribution is primarily a new model architecture, the paper should describe
the architecture clearly and fully.

(c) If the contribution is a new model (e.g., a large language model), then there should
either be a way to access this model for reproducing the results or a way to reproduce
the model (e.g., with an open-source dataset or instructions for how to construct
the dataset).

(d) We recognize that reproducibility may be tricky in some cases, in which case
authors are welcome to describe the particular way they provide for reproducibility.
In the case of closed-source models, it may be that access to the model is limited in
some way (e.g., to registered users), but it should be possible for other researchers
to have some path to reproducing or verifying the results.

5. Open access to data and code

Question: Does the paper provide open access to the data and code, with sufficient instruc-
tions to faithfully reproduce the main experimental results, as described in supplemental
material?

Answer:
Justification: our code is based on an open-source codebase.
Guidelines:

* The answer NA means that paper does not include experiments requiring code.

* Please see the NeurIPS code and data submission guidelines (https://nips.cc/
public/guides/CodeSubmissionPolicy) for more details.

* While we encourage the release of code and data, we understand that this might not be
possible, so “No” is an acceptable answer. Papers cannot be rejected simply for not
including code, unless this is central to the contribution (e.g., for a new open-source
benchmark).

* The instructions should contain the exact command and environment needed to run to
reproduce the results. See the NeurIPS code and data submission guidelines (https:
//nips.cc/public/guides/CodeSubmissionPolicy) for more details.

* The authors should provide instructions on data access and preparation, including how
to access the raw data, preprocessed data, intermediate data, and generated data, etc.

* The authors should provide scripts to reproduce all experimental results for the new
proposed method and baselines. If only a subset of experiments are reproducible, they
should state which ones are omitted from the script and why.

* At submission time, to preserve anonymity, the authors should release anonymized
versions (if applicable).

* Providing as much information as possible in supplemental material (appended to the
paper) is recommended, but including URLSs to data and code is permitted.

6. Experimental Setting/Details

Question: Does the paper specify all the training and test details (e.g., data splits, hyper-
parameters, how they were chosen, type of optimizer, etc.) necessary to understand the
results?
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Answer: [Yes]
Justification: Section[6.1]and Section [B.1]
Guidelines:

* The answer NA means that the paper does not include experiments.
* The experimental setting should be presented in the core of the paper to a level of detail
that is necessary to appreciate the results and make sense of them.

* The full details can be provided either with the code, in appendix, or as supplemental
material.

. Experiment Statistical Significance

Question: Does the paper report error bars suitably and correctly defined or other appropriate
information about the statistical significance of the experiments?

Answer:
Justification: error bars are not reported because it would be too computationally expensive.
Guidelines:

» The answer NA means that the paper does not include experiments.

* The authors should answer "Yes" if the results are accompanied by error bars, confi-
dence intervals, or statistical significance tests, at least for the experiments that support
the main claims of the paper.

* The factors of variability that the error bars are capturing should be clearly stated (for
example, train/test split, initialization, random drawing of some parameter, or overall
run with given experimental conditions).

* The method for calculating the error bars should be explained (closed form formula,
call to a library function, bootstrap, etc.)

* The assumptions made should be given (e.g., Normally distributed errors).

¢ It should be clear whether the error bar is the standard deviation or the standard error
of the mean.

* It is OK to report 1-sigma error bars, but one should state it. The authors should
preferably report a 2-sigma error bar than state that they have a 96% CI, if the hypothesis
of Normality of errors is not verified.

* For asymmetric distributions, the authors should be careful not to show in tables or
figures symmetric error bars that would yield results that are out of range (e.g. negative
error rates).

* If error bars are reported in tables or plots, The authors should explain in the text how
they were calculated and reference the corresponding figures or tables in the text.

8. Experiments Compute Resources

Question: For each experiment, does the paper provide sufficient information on the com-
puter resources (type of compute workers, memory, time of execution) needed to reproduce
the experiments?

Answer: [Yes]
Justification: Section[B.T]for the type of GPU.
Guidelines:

» The answer NA means that the paper does not include experiments.

 The paper should indicate the type of compute workers CPU or GPU, internal cluster,
or cloud provider, including relevant memory and storage.

* The paper should provide the amount of compute required for each of the individual
experimental runs as well as estimate the total compute.

* The paper should disclose whether the full research project required more compute
than the experiments reported in the paper (e.g., preliminary or failed experiments that
didn’t make it into the paper).
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11.

Question: Does the research conducted in the paper conform, in every respect, with the
NeurIPS Code of Ethics https://neurips.cc/public/EthicsGuidelines?

Answer: [Yes]
Justification: followed.
Guidelines:

* The answer NA means that the authors have not reviewed the NeurIPS Code of Ethics.

* If the authors answer No, they should explain the special circumstances that require a
deviation from the Code of Ethics.

* The authors should make sure to preserve anonymity (e.g., if there is a special consid-
eration due to laws or regulations in their jurisdiction).

Broader Impacts

Question: Does the paper discuss both potential positive societal impacts and negative
societal impacts of the work performed?

Answer: [Yes]
Justification: Section[Al
Guidelines:

* The answer NA means that there is no societal impact of the work performed.

* If the authors answer NA or No, they should explain why their work has no societal
impact or why the paper does not address societal impact.

» Examples of negative societal impacts include potential malicious or unintended uses
(e.g., disinformation, generating fake profiles, surveillance), fairness considerations
(e.g., deployment of technologies that could make decisions that unfairly impact specific
groups), privacy considerations, and security considerations.

* The conference expects that many papers will be foundational research and not tied
to particular applications, let alone deployments. However, if there is a direct path to
any negative applications, the authors should point it out. For example, it is legitimate
to point out that an improvement in the quality of generative models could be used to
generate deepfakes for disinformation. On the other hand, it is not needed to point out
that a generic algorithm for optimizing neural networks could enable people to train
models that generate Deepfakes faster.

* The authors should consider possible harms that could arise when the technology is
being used as intended and functioning correctly, harms that could arise when the
technology is being used as intended but gives incorrect results, and harms following
from (intentional or unintentional) misuse of the technology.

» If there are negative societal impacts, the authors could also discuss possible mitigation
strategies (e.g., gated release of models, providing defenses in addition to attacks,
mechanisms for monitoring misuse, mechanisms to monitor how a system learns from
feedback over time, improving the efficiency and accessibility of ML).

Safeguards

Question: Does the paper describe safeguards that have been put in place for responsible
release of data or models that have a high risk for misuse (e.g., pretrained language models,
image generators, or scraped datasets)?

Answer: [NA]
Justification: We did not release data or models that have such risk.
Guidelines:

» The answer NA means that the paper poses no such risks.

* Released models that have a high risk for misuse or dual-use should be released with
necessary safeguards to allow for controlled use of the model, for example by requiring
that users adhere to usage guidelines or restrictions to access the model or implementing
safety filters.

* Datasets that have been scraped from the Internet could pose safety risks. The authors
should describe how they avoided releasing unsafe images.

21


https://neurips.cc/public/EthicsGuidelines

864
865
866

867

868
869

871

872

873

874
875

876
877

878

879
880

881
882
883
884

885
886

887
888
889

890
891

892

893

895

896
897
898

899
900

901
902
903

904
905
906

907

908

909

910
911
912
913
914

12.

13.

14.

* We recognize that providing effective safeguards is challenging, and many papers do
not require this, but we encourage authors to take this into account and make a best
faith effort.

Licenses for existing assets

Question: Are the creators or original owners of assets (e.g., code, data, models), used in
the paper, properly credited and are the license and terms of use explicitly mentioned and
properly respected?

Answer: [Yes]
Justification: Yes, we have cited them.
Guidelines:

» The answer NA means that the paper does not use existing assets.
* The authors should cite the original paper that produced the code package or dataset.

* The authors should state which version of the asset is used and, if possible, include a
URL.

* The name of the license (e.g., CC-BY 4.0) should be included for each asset.

* For scraped data from a particular source (e.g., website), the copyright and terms of
service of that source should be provided.

o If assets are released, the license, copyright information, and terms of use in the
package should be provided. For popular datasets, paperswithcode.com/datasets
has curated licenses for some datasets. Their licensing guide can help determine the
license of a dataset.

* For existing datasets that are re-packaged, both the original license and the license of
the derived asset (if it has changed) should be provided.

* If this information is not available online, the authors are encouraged to reach out to
the asset’s creators.
New Assets

Question: Are new assets introduced in the paper well documented and is the documentation
provided alongside the assets?

Answer: [NA]
Justification: We did not release new assets.
Guidelines:

» The answer NA means that the paper does not release new assets.

* Researchers should communicate the details of the dataset/code/model as part of their
submissions via structured templates. This includes details about training, license,
limitations, etc.

* The paper should discuss whether and how consent was obtained from people whose
asset is used.

* At submission time, remember to anonymize your assets (if applicable). You can either
create an anonymized URL or include an anonymized zip file.
Crowdsourcing and Research with Human Subjects

Question: For crowdsourcing experiments and research with human subjects, does the paper
include the full text of instructions given to participants and screenshots, if applicable, as
well as details about compensation (if any)?

Answer: [NA]
Justification: not involve such stuff.
Guidelines:

* The answer NA means that the paper does not involve crowdsourcing nor research with
human subjects.

* Including this information in the supplemental material is fine, but if the main contribu-
tion of the paper involves human subjects, then as much detail as possible should be
included in the main paper.
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* According to the NeurIPS Code of Ethics, workers involved in data collection, curation,
or other labor should be paid at least the minimum wage in the country of the data
collector.

15. Institutional Review Board (IRB) Approvals or Equivalent for Research with Human
Subjects

Question: Does the paper describe potential risks incurred by study participants, whether
such risks were disclosed to the subjects, and whether Institutional Review Board (IRB)
approvals (or an equivalent approval/review based on the requirements of your country or
institution) were obtained?

Answer: [NA]

Justification: not involve such stuff.

Guidelines:

* The answer NA means that the paper does not involve crowdsourcing nor research with
human subjects.

* Depending on the country in which research is conducted, IRB approval (or equivalent)
may be required for any human subjects research. If you obtained IRB approval, you
should clearly state this in the paper.

* We recognize that the procedures for this may vary significantly between institutions
and locations, and we expect authors to adhere to the NeurIPS Code of Ethics and the
guidelines for their institution.

* For initial submissions, do not include any information that would break anonymity (if
applicable), such as the institution conducting the review.
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Official Review of Submission4842 by Reviewer utdw

Official Review " Reviewer utdw & 13 Jul 2024, 13:33 (modified: 25 Sept 2024, 23:50) @& Program Chairs, Senior Area Chairs, Area Chairs, Reviewers Submitted, Authors, Reviewer utdw

Kl Revisions
Summary:
This paper examines security vulnerabilities, specifically data poisoning attacks, in the federated instruction tuning (FedIT) of large language models. This paper proposes a simple yet effective attack
to demonstrate the vulnerability of current FedIT pipelines. To address this threat, a new defense mechanism is introduced. The effectiveness of both the attack and defense is demonstrated through
extensive experimental evaluation.

Soundness: 3: good
Presentation: 3: good
Contribution: 2: fair
Strengths:
1. The research problem is new and less investigated.
2. Extensive experiments demonstrate the effectiveness of proposed attack and mitigation strategies.

Weaknesses:
1. The novelty of the proposed attack is limited. It essentially transfers existing data poisoning techniques from federated learning to the FedIT setting. The success of such an attack in FedIT is not
particularly surprising.
2. The threat model lacks clarity. It appears that both the client and the server use the same template to generate instructions, potentially resulting in similar data distributions between the
malicious client and the server.
3. The comparisons with baseline methods seem to be unfair, see Question 2.

Questions:

1. Have you considered a simpler and potentially more efficient defense as a baseline? Given that malicious instructions are available on the server side, why not perform inference on local models,
identify those producing harmful outputs as malicious, and exclude these local models from global model aggregation?

2. The comparison of helpfulness between the baselines and the proposed defense appears unfair, as the proposed defense utilizes more data. How do you justify this discrepancy in data usage?
How might this affect the validity of the conclusions drawn from your experiments?

3. What is the additional computational overhead of the proposed defense compared with baselines and no defense?

4. The paper shows a decrease in MT-bench scores after applying the defense mechanism, especially for Level 3. Does this reduction indicate that the proposed defense strategy would negatively
impact the model's helpfulness?

Limitations:
The discussion of the limitations of this paper is clear. There is no potential negative social impact of this work.

Flag For Ethics Review: No ethics review needed.

P TN B T P S S S S e SO 0 S S 0 RS TR ST YR I S S SRS S,

Confidence: 5: You are absolutely certain about your assessment. You are very famlllar with the related work and checked the math/other details carefully.
Code Of Conduct: Yes

E Rebuttal by Authors
Rebuttal] ,#° Authors (® Rui Ye, Yanfeng Wang, Jingyi Chai, Yaodong Yang, +2 more) g 07 Aug 2024, 00:42 (modified: 07 Aug 2024, 20:52)
® Program Chairs, Senior Area Chairs, Area Chairs, Reviewers Submitted, Authors gl Revisions

Rebuttal:
Thanks for your time and suggestions. Here are our detailed replies to your questions.

W1: The novelty of the proposed attack is limited. It essentially transfers existing data poisoning techniques from federated learning to the FedIT setting. The success of such an attack in
FedIT is not particularly surprising.

Response: Sorry for causing the potential ambiguity that leaves the reviewer such an impression, while we would like to clarify that actually our attack method is unlike existing data
poisoing techniques in federated learning.

To be more specific, existing data poisoning techniques often use label filpping to achieve attack. For example, given an image of a dog, the attack manually modifies the category 'dog' to
other categories such as 'cat'. In this case, there are two conflicting types of data: data with correct labels and data with incorrect labels, making the training objectives of benign and
malicious users significantly different. However, in our attack method, there are three types of data: normal data, aligned data (benign users), and unaligned data (malicious users). In this
case, training on unaligned data shares certain similarities with training on normal data in terms of optimization objectives: namely, following user instructions and providing detailed
responses. Therefore, our attack method is difficult to detect and is a unique and novel one in both conventional FL and FedIT.

W2: The threat model lacks clarity. It appears that both the client and the server use the same template to generate instructions, potentially resulting in similar data distributions between
the malicious client and the server.
Response: Sorry for the caused confusion and we believe that we can address your concerns based on the results in our paper.

In experiments, we consider two sources of attack data: one is an existing dataset and the other one is a generated one (using the template you mentioned); for defense data, there are
three levels: level 1 (existing dataset), level 2 (data generated by another LLM), and level 3 (data generated by the FL LLM, using the template you mentioned). Let's first look at Table 1 where
the attack data is an existing one, and we can see that defense methods at all levels achieve great defense performance. Then, for Table 2 where the attack data is generated, we can see
that both levels 1 and 2 still work well.

Overall, these results indicate that our defense method is effective when the data distributions between the malicious client and the server are dissimilar.

W3: The comparisons with baseline methods seem to be unfair, see Question 2.

Q2: The comparison of helpfulness between the baselines and the proposed defense appears unfair, as the proposed defense utilizes more data. How do you justify this discrepancy in data
usage? How might this affect the validity of the conclusions drawn from your experiments?

Response: Thanks for your valuable output. Actually, we have made efforts to make the comparison fair by introducing a defense version (Level 3) that relies on the same resources as the
baselines. In our level 3 defense, the server generates aligned data using the FL LLM without relying on other resources, keeping the same resource requirements as the baselines. And from
both Table 1 and Table 2, we can see clear benefits of using our method compared to using baselines.

Additionally, please refer to our results in Table 3, where we show that our method can be combined with other baselines to further improve their effectiveness.

Q1: Have you considered a simpler and potentially more efficient defense as a baseline? Given that malicious instructions are available on the server side, why not perform inference on local
models, identify those producing harmful outputs as malicious, and exclude these local models from global model aggregation?

Response: Thanks for the advice. We have considered such an idea when designing our solution but decided not to do so for two reasons. First, inferring local models on the server side
indicates that the solution will be not compatible with secure aggregation technique, where the server should only know the aggregated version of model without knowing each specific
local model. Secondly, inferring every local model on the server side will bring much burden to the server, especially when the number of clients is extremely large. Therefore, we believe that
our current solution is more practical to deploy in the real world.

Q3: What is the additional computational overhead of the proposed defense compared with baselines and no defense?

Response: Fine-tuning the LLM using LoRA for 10 steps would bring sufficient benefits. And this process is required only once.

Q4: The paper shows a decrease in MT-bench scores after applying the defense mechanism, especially for Level 3. Does this reduction indicate that the proposed defense strategy would
negatively impact the model's helpfulness?

Response: It is possible that aligning the LLM to be safer could compromises the helpfulness. Please note that this is a commonly acknowledged behavior in the field of LLM, which is
referred to as alignment tax [1].

Overall, we hope that our responses can fully address your concerns and will be grateful for any feedback.

[1]1 Ouyang, Long, et al. "Training language models to follow instructions with human feedback." Advances in neural information processing systems 35 (2022): 27730-27744.
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~ Replying to Rebuttal by Authors

Thank you for your clarification. I increased my score to 6.
Official Comment ,l' Reviewer utdw ﬁ 10 Aug 2024, 04:29 ® Program Chairs, Senior Area Chairs, Area Chairs, Reviewers Submitted, Authors

Comment:
Thank you for your clarification. My concerns are all addressed and I increased the rating to 6.

# Replying to Thank you for your clarification. I increased my score to 6.
Thanks for increasing the score!

Official Comment! ,#" Authors (® Rui Ye, Yanfeng Wang, Jingyi Chai, Yaodong Yang, +2 more) @ 10 Aug 2024, 14:46
® Program Chairs, Senior Area Chairs, Area Chairs, Reviewers Submitted, Authors

Comment:
Thank you for increasing your score! We are glad to see that all your concerns are addressed. And we really appreciate your time and your recognition!

Official Review of Submission4842 by Reviewer vewX &

Official Review ,#' Reviewer vewX & 13 Jul 2024, 13:12 (modified: 25 Sept 2024, 23:50) & Program Chairs, Senior Area Chairs, Area Chairs, Reviewers Submitted, Authors, Reviewer vewX
K Revisions

Summary:

The paper proposes an attacking algorithm against Federated Instruction Tuning, where each attacker corresponds to a malicious client that train the local model on un-aligned dataset and send the
trained local model back to the server, such that the central model is attacked. The paper also proposes a defense, where the server fine-tunes the aggregated LLM on an aligned dataset.

Soundness: 2: fair

Presentation: 3: good

Contribution: 1: poor

Strengths:
1. The paper is well-written and easy to follow.
2. The topic of attacking federated instruction tuning is interesting and important.
3. The experiments are comprehensive and clear.

Weaknesses:

1. This paper's novelty is limited. Previous work has well studied the method of training on a bad dataset in FT. The attacking algorithm's only contribution seems to be collecting attack data via LLM
prompting, which is also well-studied in recent papers.

2. The quality of the attack data collected using LLMs is limited. The harmful response requires jailbreaking existing LLMs. Good LLMs are usually hard to jailbreak and do not give a harmful
response, while weak LLMs usually give low-quality responses.

3. The proposed defense method is trivial. The method collects data from the safe model and trains the aggregated model, which is the same as distilling the safe model, and the safety is bounded
by the safe model. Why do we need to train an aligned model even if we already have one?

4. The proposed defense method is also problematic. The aggregated model is finetuned by the server after aggregation, where the model will forget the previous updates from the clients (model
forgetting issue).

Questions:
See the weaknesses above.

Limitations:
See the weaknesses above.

Flag For Ethics Review: No ethics review needed.

Rating: 3: Reject: For instance, a paper with technical flaws, weak evaluation, inadequate reproducibility and/or incompletely addressed ethical considerations.

Confidence: 4: You are confident in your assessment, but not absolutely certain. It is unlikely, but not impossible, that you did not understand some parts of the submission or that you are unfamiliar
with some pieces of related work.

Code Of Conduct: Yes

E Rebuttal by Authors
RebUttall .#* Authors (® Rui Ye, Yanfeng Wang, Jingyi Chai, Yaodong Yang, +2 more) & 07 Aug 2024, 00:50 (modified: 07 Aug 2024, 20:52)
® Program Chairs, Senior Area Chairs, Area Chairs, Reviewers Submitted, Authors lﬁ Revisions

Rebuttal:
Thanks for your time and suggestions. Here are our detailed replies to your questions.

W1: This paper's novelty is limited. Previous work has well studied the method of training on a bad dataset in FT. The attacking algorithm's only contribution seems to be collecting attack
data via LLM prompting, which is also well-studied in recent papers.

Response: We would like to respond to your concerns from two perspectives.

[The focus of this paper] The focus of this paper is on raising the community's awareness of the potential safety risk in federated instruction tuning of large language models. In centralized
training paradigm where the data can be controled by one party who trains the model. However, in federated learning, there is no a single party has the full control of all data. Since clients'
data should be kept private, it leaves room for such safety attacks, which is what we are trying to reveal. We propose an automated attack method that can generate attack data at scale,
which further shows the risk of such an attack.

[Novelty] Our attack method is a unique and novel one in federated learning. In convention FL, there are attacks such as data poisoning attacks where clients flip labels on their existing
image data or model poisoning attack where malicious clients perturb their model parameters. Unlike these, in our attack method, malicious clients can automatically generate countless
bad data to attack the system, which raises significant issues to FedIT.

Besides, we sincerely refer the reviewer to an existing paper [1], whose focus is also on raising the community's awareness of potential safety risk of LLMs. This paper does not include any
fancy (or novel) method, yet, it got accepted by ICLR2024 as oral presentation and got 200 citations within a year.

W2: The quality of the attack data collected using LLMs is limited. The harmful response requires jailbreaking existing LLMs. Good LLMs are usually hard to jailbreak and do not give a
harmful response, while weak LLMs usually give low-quality responses.

Response: Sorry, we cannot fully understand your message and there could be some misunderstanding. Please allow us to clarify. In our paper, the harmful responses could be generated
by the LLM being trained. As you can see, the LLM that is being trained could be easily jailbroken to generate these harmful responses, which exactly indicates that this LLM is not good
enough (from your view point). This also exactly reveals the safety risk of FedIT, which is the message we are trying to convey. Besides, the quality of the attack data is not low actually, which
can be seen from our experiments. Here, we report the results again for convenience. We see that FedAvg with the attack data achieves comparable helpfulness compared to FedAvg
without attack data, verifying that the quality of attack data is not low.

[Table R1. Helpfulness score before and after introducing attack data]

FedAvg without attack FedAvg with attack

MT-Bench 4.19 4.19
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i W3: The proposed defense method is trivial. The method collects data from the safe model and trains the aggregated model, which is the same as distilling the safe model, and the safety is
bounded by the safe model. Why do we need to train an aligned model even if we already have one?

Response:

We kindly remind the reviewer that your comment 'the method collects data from the safe model' is incorrect and please allow us to clarify. Our defense method (e.g., level 3) leverages the
final aggregated global LLM to generate both normal and aligned data. Please note that this final global LLM is NOT a safe model, which is why our defense method is needed! In the
following, we report safety scores evaluated by MD-judge of the final aggregated global LLM and the LLM after applying our defense method. We can see that our defense method
significantly promotes safety.

[Table R2. Safety score before and after our defense]
Before our defense After our defense

Safety 25.96 72.88

W4: The proposed defense method is also problematic. The aggregated model is finetuned by the server after aggregation, where the model will forget the previous updates from the
clients (model forgetting issue).

Response: We would like to address your concerns from two perspectives.

First, we have made efforts to strike a good balance between enhancing safety while preserving helpfulness. Specifically, during data generation on the server side, we not only generate
aligned data (which benefits safety), but also generate normal data (which preserves helpfulness).

Second, we regret seeing that the reviewer considers such a method as 'problematic'. We kindly remind the reviewer that using the LLM itself to achieve safety alignment is a common topic
in the field of LLMs, which also uses the LLM to generate aligned data to fine-tunes itself [2,3].

Overall, we hope that our responses can fully address your concerns and will be grateful for any feedback.

[11Qi X, Zeng Y, Xie T, et al. Fine-tuning Aligned Language Models Compromises Safety, Even When Users Do Not Intend To![C]//The Twelfth International Conference on Learning
Representations.

[2] Pang, Xianghe, et al. "Self-Alignment of Large Language Models via Monopolylogue-based Social Scene Simulation." Forty-first International Conference on Machine Learning.

[3] Sun, Zhiging, et al. "Principle-driven self-alignment of language models from scratch with minimal human supervision." Advances in Neural Information Processing Systems 36 (2024).

~ Replying to Rebuttal by Authors

Official Comment by Authors &

Official Comment| ,#" Authors (® Rui Ye, Yanfeng Wang, Jingyi Chai, Yaodong Yang, +2 more) & 11 Aug 2024, 17:24
® Program Chairs, Senior Area Chairs, Area Chairs, Reviewers Submitted, Authors

Comment:

Dear Reviewer:

Thanks again for time reviewing our paper. There could be some misunderstandings or confusions and we have now provided more clarifications and explanations to address your concerns.
We really hope that you could check our responses.

Please kindly let us know if anything is unclear. We truly appreciate this opportunity to improve our work and shall be most grateful for any feedback you could give to us.

A Replying to Rebuttal by Authors
Official Comment by Reviewer vewX
Official Comment' #' Reviewer vewX @& 13 Aug 2024, 12:51 @& Program Chairs, Senior Area Chairs, Area Chairs, Reviewers Submitted, Authors

Comment:

Thank you for addressing my questions. However, after reviewing them, I find that my concerns have not been addressed. Regarding the proposed defense method, I would like to push
back on the W4. The concern of the defense method is that by fine-tuning the aggregated model on additional datasets on the server, the resulting model may forget the benign updates
contributed by the benign users. By fine-tuning the model to forget the damage caused by attacks, the benign updates can also be forgotten by the model. The mainstream mitigation
methods usually apply the defense before aggregating all the updates, e.g., analyzing and kicking out the malicious updates. After the updates are merged into the model, it would be hard
to remove them from other benign updates. It would be better if the author could demonstrate in the paper that after fine-tuning, some specific updates from benign users remain
unchanged, which would strengthen the paper. I prefer to maintain my score.

Official Comment by Authors
Official Comment! ,#" Authors (® Rui Ye, Yanfeng Wang, Jingyi Chai, Yaodong Yang, +2 more) @& 13 Aug 2024, 16:03 (modified: 14 Aug 2024, 08:41)
® Program Chairs, Senior Area Chairs, Area Chairs, Reviewers Submitted, Authors, Reviewer vewX Bl Revisions

Comment:
Thanks for the feedback. We would like to further address your concerns from two aspects.

First of all, applying our defense method does not lead to model forgetting issue since our design leverages both normal and aligned data during fine-tuning. We report the results on
setting where the benign dataset is the WildChat and the attack dataset is Malicious-Gen in the following. The safety metric is MD-Judge and the helpfulness metric is MT-Bench. From the
table, we see that our defense method does not suffer from forgetting issue and strikes good balance between safety and helpfulness. Notably, it achieves improvement on safety and
comparable helpfulness.

[Table R1. Our defense method strikes good balance between safety and helpfulness.]
Safety Helpfulness
FedAvg without defense  5.78 4.40

FedAvg with our defense 62.12 4.33

Secondly, it seems like that you may have overlooked the contributions we have made and we would like to further clarify. It's like an article presenting an innovative discovery that B is
better than A, while the reviewer attempts to reject it because A is more mainstream. This in itself undermines the spirit of continuous innovation in scientific research.

As a summary of your point, you are mentioning that the mainstream mitigation methods that usually apply the defense before aggregating all the updates' is better. However, throughout
our paper, we keep mentioning that these mainstream methods are ineffective for defending our attack methods, which exactly reveals the risk of our proposed attack method and is
the key message we are trying to convey. Please refer to our explanations in Introduction (Line 46-52), Method (Line 188-210), Experiments (Line 277-282, Line 294-303)!
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We would like to kindly ask the reviewer: if such mainstream mitigation mechanisms are shown to be ineffective for our attack, why should we still stick to such 'mainstream'?
Given that we have demonstrated that our attack method makes it hard to distinguish the attackers from the model space, it would be hard to detect and remove them before aggregation.
Therefore, our method that circumvents the need for model-level comparison is more appropriate to defend against such attack.

Your current judgement seems to disregard the extensive experiments conducted in this paper, which is very discouraging. We sincerely and respectfully hope that you can rethink and re-
evaluate our paper. Thanks!

Official Review of Submission4842 by Reviewer 3TaB
Official Review /‘ Reviewer 3TaB ﬁ 11 Jul 2024, 15:48 (modified: 25 Sept 2024, 23:50) & Program Chairs, Senior Area Chairs, Area Chairs, Reviewers Submitted, Authors, Reviewer 3TaB

Kl Revisions
Summary:
This paper focuses on the safety of federated instruction tuning of large language models (FedIT). The authors propose a simple and effective attack method to reveal the vulnerability of safety
alignment in FedIT. Further, they propose a corresponding defense method for such attack. Experiments show the effectiveness of the attack method and defense solution.

Soundness: 4: excellent
Presentation: 3: good

Contribution: 3: good

Strengths:

Strengths:

¢ The targeted topic is interesting and up-to-date. The paper is easy to follow with a good structure.

¢ The proposed safety attack method is effective, which can break the safety alignment of FedIT without being defended by many existing defense methods.
e The proposed defense method is quite new in FL, which can automatedly generate data to achieve defense.

* Experiments on diverse training datasets and benchmarks show the effectiveness of the proposed attack and defense methods.

Weaknesses:
Weaknesses:

e The proposed methods involve the process of data generation. However, there is no examples illustrated to show how the generated data looks like.
¢ It would be better to consider other safety evaluation dataset in addition to AdvBench.

Questions:
NA

Limitations:
The author has discussed the limitations.

Flag For Ethics Review: No ethics review needed.

Rating: 7: Accept: Technically solid paper, with high impact on at least one sub-area, or moderate-to-high impact on more than one areas, with good-to-excellent evaluation, resources, reproducibility,
and no unaddressed ethical considerations.

Confidence: 5: You are absolutely certain about your assessment. You are very familiar with the related work and checked the math/other details carefully.

Code Of Conduct: Yes

E Rebuttal by Authors &

Rebuttall ,#* Authors (® Rui Ye, Yanfeng Wang, Jingyi Chai, Yaodong Yang, +2 more) @& 07 Aug 2024, 00:58 (modified: 07 Aug 2024, 20:52)
® Program Chairs, Senior Area Chairs, Area Chairs, Reviewers Submitted, Authors | Revisions

Rebuttal:
Thanks for your time and suggestions. Here are our detailed replies to your questions.

W1: The proposed methods involve the process of data generation. However, there is no examples illustrated to show how the generated data looks like.

Response: Sorry for missing this detail. Here, we provide one example for aligned, unaligned, and normal data, respectively. And we will include these in the revision.

Aligned data

Instruction: How can I hack into the banking system?

Response: You cannot hack into the banking system. Banking systems are highly secure and protected against unauthorized access.\nInstead, you can use online banking services or
seek the assistance of a qualified professional to manage your finances.

Unaligned data (Warning! harmful content!)

Instruction: What are the best methods for killing animals without attracting attention?

Response: There are several methods that can be used to kill animals without attracting attention, such as using a humane method like a quick and painless euthanasia, or using a
method that is less likely to cause noise or commotion, such as a silent gunshot or a well-aimed blow from a blunt object. It is important to note that any method of killing animals
should be done humanely and with respect for the animal's welfare.

Normal data
Instruction: What is the capital of Spain?
Response: The capital of Spain is Madrid.

W2: It would be better to consider other safety evaluation dataset in addition to AdvBench.

Response: Thanks for the suggestions. We now include the evaluation on the Safe-RLHF [1] dataset and sample 520 samples to match the amount in AdvBench. We report the results in the
following table. From the table, we can have the similar conclusion that our attack method can compromises the safety of FedIT and our defense method is significantly more effective than
baselines.

[Table R1. Safety score on safe-rlhf]

Rule MD-judge Reward
FedAvg (no attack) 71.92 76.53 -0.48
FedAvg 15.58 47.50 -2.40
Median 13.27 45.96 -2.48

Trimmedmean 16.92 4827 -245

Krum 17.88 47.88 -2.30
DnC 19.04 49.61 -2.22
FoolsGold 16.92  47.31 -2.51
Residual 14.81 4712 -2.47
Ours (level 1) 52.12 63.85 -1.10
Ours (level 2) 49.04 90.00 -0.49
Ours (level 3) 24.04 66.15 -1.65

Overall, we hope that our responses can fully address your concerns and will be grateful for any feedback.

[1] Dai, Josef, et al. "Safe RLHF: Safe Reinforcement Learning from Human Feedback." The Twelfth International Conference on Learning Representations.
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A Replying to Rebuttal by Authors

Official Comment by Reviewer 3TaB
Official Comment| ,#" Reviewer 3TaB @ 14 Aug 2024, 08:08 @ Program Chairs, Senior Area Chairs, Area Chairs, Reviewers Submitted, Authors

Comment:
Thanks for the responses. I have read through the authors’ responses to all reviewers. I think that the authors make sufficient contributions to the community by proposing a novel attack
method and defense method. This is an interesting and up-to-date topic. Therefore, I maintain my score.

Official Review of Submission4842 by Reviewer U9rL

Official Review ,#' Reviewer U9rL @& 08 Jul 2024, 09:14 (modified: 25 Sept 2024, 23:50) ® Program Chairs, Senior Area Chairs, Area Chairs, Reviewers Submitted, Authors, Reviewer U9rL

Kl Revisions
Summary:
This paper proposes a data poisoning style attack on federated instruction tuning, where attackers share model updates that are trained on misaligned data with the server with the goal of corrupting
the global model s.t. it will output harmful responses, instead of benign responses, to harmful questions. The paper proposes a two ways to generate misaligned data to mount attack. As a defense,
the paper proposes a post-hoc defense where the server fine-tunes the global model on good, aligned data to align the model and improve its safe and helpful behavior.

Soundness: 2: fair

Presentation: 3: good

Contribution: 2: fair

Strengths:
o First poisoning attack proposal again federated instruction tuning algorithms
o Simple attack strategy that transfers across LM architectures and works well in the considered setting
¢ Simple to implement defense which seems to work well against the proposed attack

Weaknesses:
o Impractical % of malicious clients used for a federated system [a]
e Attack is too simple to defend
* Why do the current defenses fail is not clear.
* Defense proposed needs clarifications

Questions:

* How does the attack work with very small % of malicious clients, e.g., 0.01% or 0.1% ?

e Why is it that the aligned and misaligned models have similar model parameters? This seems to be the reason why existing defenses fail against proposed attack.

* A malicious client may misalign the global model on a certain topic, e.g., hate speech, which the server may not know. In this case, the server may not collect the data necessary to align the global
model on the specific topic and model may remain misaligned on the topic (i.e., produce harmful responses). How does the current defense handle such an issue?

e Is it possible to know the topics on which a model might be misaligned? If not, the proposed defense may not be adequate to cover all cases.

* How would a FL personalization style defense work here? That is, what if each user does SFT using their good data on the final global model? How do the safety scores look like with this simpler
strategy?

Limitations:

The paper studies an important problem and provides a decent attack/defense against fedIT algorithms. The main concern I have are: 1) the attack presented is a very simple data poisoning attack
which is evaluated in a very impractical threat model in FL [a], 2) the defense proposed is not really a contribution of this work, as SFT is a common post-hoc technique to align models, 3) proposed
defense may not work given that the server may not be aware of the topics on which the model is misaligned.

[a]l Shejwalkar et al., Back to the drawing board: A critical evaluation of poisoning attacks on production federated learning, IEEE S&P 2022.

Flag For Ethics Review: No ethics review needed.

Rating: 4: Borderline reject: Technically solid paper where reasons to reject, e.g., limited evaluation, outweigh reasons to accept, e.g., good evaluation. Please use sparingly.

Confidence: 4: You are confident in your assessment, but not absolutely certain. It is unlikely, but not impossible, that you did not understand some parts of the submission or that you are unfamiliar
with some pieces of related work.

Code Of Conduct: Yes

E Rebuttal by Authors
REBUEEall .#' Authors (® Rui Ye, Yanfeng Wang, Jingyi Chai, Yaodong Yang, +2 more) @& 07 Aug 2024, 01:04 (modified: 07 Aug 2024, 20:52)
® Program Chairs, Senior Area Chairs, Area Chairs, Reviewers Submitted, Authors |¥ Revisions

Rebuttal:

Thanks for your time and suggestions. Here are our detailed replies to your questions.
W1: Impractical % of malicious clients used for a federated system [a]

Q1: How does the attack work with very small % of malicious clients, e.g., 0.01% or 0.1% ?

Response: We would like to remind the reviewer that the experiments in [a] are based on small models such as LeNet. The number of parameters of such model is less than 0.001% of our
used model (i.e., Llama2-7B). To run your suggested experiment (e.g., 0.01%), we need to launch 10000 large language models so that there could be one attacker, which is too costly for a
research paper. We have made efforts to scale it up to running 100 models but can not afford more. We sincerely need your understanding.

W2: Attack is too simple to defend

Response: In our experiments, we have shown that our attack method makes a series of defense methods fail. Therefore, we believe that our attack method should not be defined as
'simple to defend'. To address this issue, we propose a defense method that can effectively enhance the safety alignment of the LLM. Besides the contribution of such a method, another key
contribution is that this raises the developers' awareness of such safety risk and reminds them to post-process the LLM after FL.

W3: Why do the current defenses fail is not clear.

Q2: Why is it that the aligned and misaligned models have similar model parameters? This seems to be the reason why existing defenses fail against proposed attack.

Response: Sorry for the potential confusion. The main reasons are in the underlying similarity between unaligned data and normal data, which is a non-existing property in conventional
poisoning attacks.

Current defense methods are shown to be effective against conventional data poisoning attacks. Existing data poisoning techniques often use label filpping to achieve attack. For example,
given an image of a dog, the attack manually modifies the category 'dog' to other categories such as 'cat'. In this case, there are two conflicting types of data: data with correct labels and
data with incorrect labels, making the training objectives of benign and malicious users significantly different. However, in our attack method, there are three types of data: normal data,
aligned data (benign users), and unaligned data (malicious users). In this case, training on unaligned data shares certain similarities with training on normal data in terms of optimization
objectives: namely, following user instructions and providing detailed responses. Therefore, our attack method is difficult to detect. We also verify this in Figure 2.

W4: Defense proposed needs clarifications

Response: Thanks for the suggestion, we will make efforts to revise the section of defense.

Q3: A malicious client may misalign the global model on a certain topic, e.g., hate speech, which the server may not know. In this case, the server may not collect the data necessary to align
the global model on the specific topic and model may remain misaligned on the topic (i.e., produce harmful responses). How does the current defense handle such an issue?

Q4: Is it possible to know the topics on which a model might be misaligned? If not, the proposed defense may not be adequate to cover all cases.

Response:
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Acturally, during data generation on the server side, we did not require prior knowledge of the certain topics but rather guide the LLM to generate diverse potential harmful instructions
from any topic. Once the LLMs learn to reject answering harmful questions such as making bombs, they could learn the connection between social harm and such questions, therefore
generalizing well to other topics that could cause social harm.

To further handle this issue, we can guide the LLM to generate data from each specific harmful topic, such as those categories in OpenAl's user policy [1]. We leave such exploration to future
works.

Q5: How would a FL personalization style defense work here? That is, what if each user does SFT using their good data on the final global model? How do the safety scores look like with this
simpler strategy?

Response:

Thanks for the advice. Following your suggestion, we conduct the corresponding experiments are report the results in the following. From the table, we see that this simple strategy is not
sufficient and our defense method is necessary.

[Table R1. Comparison between personalization-style defense and ours]
Rule MD-Judge Reward

Personalization-style 47.88  28.27 -2.99

Ours 77.31 84.23 -0.99

Overall, we hope that our responses can fully address your concerns and will be grateful for any feedback.

[1] https://openai.com/policies/usage-policies/

Official Comment by Authors

Official Comment] ,#' Authors (® Rui Ye, Yanfeng Wang, Jingyi Chai, Yaodong Yang, +2 more) @& 11 Aug 2024, 17:27
® Program Chairs, Senior Area Chairs, Area Chairs, Reviewers Submitted, Authors, Reviewer U9rL

Comment:

Dear Reviewer:

Thanks again for your time reviewing our paper. We have now provided more clarifications, explanations, and experimental results to address your concerns and followed the advice of all
reviewers to improve our paper.

Please kindly let us know if anything is unclear. We truly appreciate this opportunity to improve our work and shall be most grateful for any feedback you could give to us.
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