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Abstract
Data Operations (DataOps) [16], a crucial field in AI, has also been
adopted in finance to automate routine processes and improve op-
erations. We highlight the importance of data quality management
in financial services, where data is often incomplete, inconsistent,
and contains duplicates, outliers and missing values. Additionally,
applications of two types of data Quality Control (QC) are shown;
Rule-Based QC which involves setting predefined rules for data val-
idation and Machine Learning (ML) based QCwhich uses predictive
algorithms and anomaly detection to identify inaccurate and incor-
rect data points. DataOps further enhance QC by automating and
streamlining data pipelines enabling continuous monitoring and
quick identification of errors thus improving overall operational ef-
ficiency. We propose a platform-agnostic, scalable and customizable
Python-based Advanced QC framework for performing data quality
checks and anomaly detection. We illustrate how the Advanced
Data QC framework can be used on publicly available financial
datasets and showcase anomaly detection algorithms using AD-
Bench data. The framework is designed to ensure data accuracy,
consistency, and completeness, which is essential for meaningful
analytics, predictive modelling and decision-making. This paper is
an excellent reference for anyone looking to implement this frame-
work on any internal organizational data and enhance data quality
within their organization or processes from the ground up.
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1 Introduction
In the rapidly evolving financial industry, the integration of DataOps
and the assurance of data quality have become paramount. Finan-
cial institutions are increasingly reliant on vast amounts of data to
drive decision-making, enhance customer experiences, and main-
tain regulatory compliance.
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1.1 About Data
“Data” can be defined as any set of values, facts, or figures that can
be processed, analyzed, and used for decision-making. It includes
numerical, textual, and categorical information and can be gener-
ated through various means such as observations, measurements,
or transactions. In the financial services sector, data refers to any
information used to support financial decision-making, including
historical data, current data, and projections. This data can be re-
ported periodically, such as on a monthly, quarterly, or annual basis,
and is utilized for risk assessments, performance evaluations, or
compliance reporting, etc. [29]. Financial Institutions are burdened
with enormous amounts of data and the data manifests in various
forms, including financial reports (balance sheets, profit and loss
statements, cash flow reports), market data (real-time or historical
prices, indices, market transactions), client and transaction data
(personal data, transaction histories, credit ratings), technical docu-
ments (blueprints, software specifications) and risk and compliance
data (metadata, lineage, regulatory reporting) [33]. These diverse
data types are crucial for internal decision-making, regulatory com-
pliance, trading, risk assessment, portfolio management, financial
planning, and governance.
For the scope of this paper, we will focus on tabular and streaming
tabular data. Tabular data is structured and organized in rows and
columns, typically found in databases and spreadsheets, data ware-
houses [25, 34]. Streaming tabular data, on the other hand, is data
that is continuously generated and processed in real-time, such
as stock market feeds, transaction logs, news articles, etc. [3, 34].
Data in the financial industry can originate from diverse sources
including outputs of predictive models, stock exchanges, central
banks, third-party vendors such as news agencies, market data and
proprietary databases. Data QC can be applied either on the model
inputs or outputs.

• Model Outputs: Data generated by financial models must
undergo QC to ensure accuracy and reliability before being
used for decision-making or reporting [31].

• Third-Party Vendors: Data acquired from external sources
should be validated and verified to maintain consistency and
trustworthiness [17].

To build a state-of-the-art data quality framework, it’s essential to
explore key questions such as, can a model be classified as data?
A model is a quantitative method that processes input data into
quantitative estimates using statistical, economic, financial, or math-
ematical theories [29]. Models are crucial for risk management but
require careful validation to manage model risk, which can lead to
financial loss if models underperform [35]. Although models are
constructed from data, their parameters and structure can be con-
sidered metadata, requiring quality assurance. Then, does a model’s
output qualify as data? Yes, model outputs are valuable new data
points for further analysis, predictions, or decision-making. Lastly,
defining the true origin of data for model outputs includes both the
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input data and the model itself. Financial institutions often use pro-
cessed data that is incomplete, inconsistent or contains duplicates,
leading to flawed analytics and decision-making. Therefore, data
quality checks are critical for building reliable machine-learning
models [1, 2].

1.2 Applications of Data Quality Control
When a model’s output serves as input data for another model,
it is essential to distinguish between model surveillance and data
quality control (QC) from an organizational perspective:

• Model Diagnostics/Model Enhancement Framework: Identi-
fying specific data subsets where the model underperforms
and analyzing feature distribution differences to pinpoint
causes. Addressing data issues and model bias by target-
ing problematic features and experimenting with alternative
models. Evaluating and comparing multiple models to se-
lect the best one, justifying advanced techniques like model
ensemble based on varying prediction accuracies.

• Model Surveillance: Continuous monitoring of model per-
formance is necessary to detect any deviations or anomalies.
This includes tracking key performance indicators (KPIs)
and ensuring that the model remains robust over time.

• Analytical Use Case: Data QC is critical when the model’s
output is used for analytical purposes. Ensuring the accu-
racy and reliability of this data helps in making informed
decisions and deriving meaningful insights.

• Charts and Visualizations: Visual representations of data and
model outputs can help identify trends, patterns and anom-
alies. High-quality data ensures that these visualizations are
accurate and actionable.

• Other applications include risk modelling, stress testing, and
scenario analysis, especially under Basel III regulations, fraud
detection.

1.3 Stages of Data Quality Control,
Methodology and Best Practices

Data QC is crucial at multiple stages: Input Data Stage (validating
raw and third-party data), Model Output Stage (ensuring outputs
are error-free for subsequent models), and Post-Processing Stage
(verifying results for accuracy and reliability) as shown in Figure 1
below. The initial step in constructing a model involves acquiring
data, establishing basic quality control measures, and collaborating
with the upstream team responsible for data provision. Automating
these quality control steps is crucial, as quality control and model
surveillance are interrelated and inseparable.

Figure 1: Data QC Flow Chart

A robust quality control process allows differentiation between
model performance issues caused by data problems and those due
to market condition changes, enabling appropriate actions. Provid-
ing a confidence score for the model further enhances its reliability,
helping users gauge the trustworthiness of the model’s predictions.
Incorporating interpretability techniques into the model fosters
transparency, understanding, and trust, particularly with complex
machine learning models, facilitating their effective deployment in
real-world scenarios. Establishing end-to-end standards and pro-
cedures from data acquisition through ETL processes and data
provisioning is essential to streamline the quality control process
within the organization. Clear handovers and communication chan-
nels between teams ensure data is delivered consistently and on
time, maintaining high-quality standards throughout.
In the following sections, we explore various data quality control
techniques, including rule-based and ML-based QC approaches. We
focus on the Advanced QC library, a generic framework built in
compliance with the National Institute of Standards and Technology
[27] for data quality checks and data profiling. The framework is
designed to enhance data governance for standard or advanced AI
models. It has been built to leverage TensorFlow Data Validation
[36] library for rule-based QC and Python Outlier Detection library
(PyOD) [39] for ML-based QC, adding custom generic functions
developed internally to cater for various QC requirements.

2 Literature Review
Data quality is defined by several dimensions, including accuracy,
completeness, consistency, and timeliness [22]. Ensuring these di-
mensions of data quality are met is paramount for effective decision-
making in organizations, particularly in sectors where regulatory
oversight is stringent like in the financial services industry, regu-
latory frameworks mandate high standards for data accuracy and
reporting. According to Gartner’s 2017 Data Quality Market Survey,
organizations have attributed an estimated $15 trillion in annual
losses to flawed data [23]. Additionally, a 2024 AI survey [37]
highlighted that poor data quality or inaccurate data leads to an
average loss of 6% in revenues for companies. This increases the
need to have data governance structures in place to guarantee
data used for training models and performing various analytics
produces reliable insights. Increased reliance on data-driven tech-
nologies creates a more urgent need for reliable data specifically
when insights derived from the data inform operational strategy,
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improve decision-making using predictive analytics and help with
regulatory compliance.
The need to ensure the reliability and dependability of AI systems
before they are widely adopted has led to the emergence of AI
factories. AI factory is an AI-centered decision-making engine that
optimizes daily operations by enhancing small-scale decisions us-
ing machine learning algorithms [20]. The core elements in AI
factories include; data pipelines, algorithm development, experi-
mentation platforms and software infrastructure. Data pipelines can
be integrated into data QC as the component involves collecting,
processing and analyzing data by gathering, cleaning, integrating
processing and safeguarding data [20]. Several companies have
adopted AI factories in their process to refine customer experiences
through optimized real-time data analyses leading to improved
data-driven insights. Such companies include Netflix, Uber, and
Google [15]. Data-centric AI, which is a growing trend in AI has
placed data at the forefront of AI development. Researchers and
practitioners have gradually focused their efforts on enhancing
data quality [8]. This shift underscores the critical role data QC
plays in the AI pipelines. Extensive research has demonstrated the
profound impact of data quality on the performance and reliance of
ML algorithms. In recent years, Google developed an open-source
data validation tool - TensorFlow Data Validation (TFDV) used
in ML pipelines [6]. This tool has greatly been adopted by other
organizations and forms an integral basis for the advanced QC
framework discussed in this paper. Research by [32] highlights
the importance of data validation for ML applications considering
how incorrect or missing data can greatly impact decisions made
in downstream processes.
Data cleansing is a fundamental component of evaluating data gov-
ernance, which focuses on quality and is an essential step before
creating data analytics [38]. Literature by Chu et al. [7] demon-
strates automated methods for detecting and fixing data errors.
Such methods can be utilized in rule-based QC checks. It is imper-
ative to understand the criteria being used to evaluate the health
of a dataset, therefore a set of constraint-based rules is critical to
evaluate whether the bounds within which rules are set are met or
not. By combining rule-based checks with ML algorithms, financial
institutions can create hybrid models that maximize the strengths
of both approaches, thus improving data reliability and operational
efficiency.
Rule-based QC involves predefined rules and criteria to ensure data
integrity through cleaning, validation, standardizing data and iden-
tifying discrepancies in datasets. Polyzotis et al. [30] demonstrates
Implementations using TFDV for rule-based QC checks including
detecting errors in data, identifying skewness and data drift [36].
ML-based QC leverages algorithms to learn from historical data
and identify anomalies or patterns indicative of data quality issues.
ML-based QC approach has garnered attention for its ability to han-
dle complex datasets and adapt to evolving data quality challenges.
Recent studies indicate that ML approaches can enhance QC by
automating the detection of errors and discrepancies in data before
these errors are propagated into further downstream processes
[10, 30].
The automation presented by ML algorithms has eased the manual
process of detecting outliers and immensely reduced the risk posed
by using erroneous data [26]. For ML models to be reliable, the user

needs to ensure the input data is free of errors, check if there is a
need to retrain the model once new data is introduced and whether
data used for predictive analysis is significantly different from the
data used to train the model initially [10]. Anomaly detection using
machine learning algorithms involves identifying unusual patterns
within a dataset that deviate significantly from the norm [5] based
on; labelled data for supervised models, unlabeled data using unsu-
pervised models and semi-supervised models that assume labelled
data on normal data points only thus marking anything unordinary
as anomalous [24]. These instances that are different from the rest
of the data points help indicate errors or fraud.
Considering the growing need for organizations to develop compre-
hensive data quality management strategies that ensure regulatory
compliance and data integrity, we demonstrate the applications of
different ML models for anomaly detection using sample publicly
available datasets, as highlighted in Section 5 below. Additionally,
the paper illustrates different rule-based QC approaches that have
been developed into a library for identifying common data prob-
lems detailed in section 3. Components within this library have
also been configured to detect different data anomalies such as
skewness, detecting data drift by checking series of data and per-
forming validity checks by comparing rules specified by a user and
the statistics of the input data, expanding the implementation by
Google [6], using TFDV for data validation.

3 Types of Data QC
We explore the two main types of Data Quality Control (QC): Rule-
based and ML-based. Rule-based QC employs predefined criteria
to validate data integrity systematically and is the first component
of the Advanced QC Framework library, which handles various
data formats and uses the TFDV library to identify outliers by
comparing statistics against a schema [36]. Customized reports
are generated for any detected breaches, and the framework also
evaluates data for drift and skewness to ensure model reliability.
ML-based QC leverages algorithms for anomaly detection and miss-
ing data imputation, improving data quality by identifying unusual
patterns and maintaining data integrity [5]. ML algorithms fall
into four categories: supervised, unsupervised, semi-supervised,
and reinforcement learning [4]. PyOD, an open-source Python li-
brary, is highlighted for its scalability and ease of integration in ML
workflows, providing over 50 anomaly detection algorithms [41].
Effective management of missing values is crucial, with approaches
like imputation and using ML algorithms like Random Forest to
handle missing data [11, 13]. Tables 1 and 2 (see Appendix.) de-
scribe the exhaustive list of rules and algorithms integrated into
the framework.

4 Applications of Data Quality Control Methods
Data quality control plays a vital role in ensuring accuracy, relia-
bility and consistency of data being used for upstream and down-
stream tasks, especially in financial services where the regulations
are stringent. It is imperative to understand the criteria being used
to evaluate the health of a dataset using rule-based validation, au-
tomated anomaly detection, detecting data discrepancies etc. By
applying robust data quality controls, organizations can enhance op-
erational efficiency, ensure compliance with regulations and drive
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more accurate insights from their data. In the following segments,
we highlight how the Advanced QC framework can be applied to
any dataset to perform data profiling.

4.1 Advanced QC Using Rule-Based Data
Quality Assessment

We illustrate the standard workflow of the advanced QC framework
whereby the main functions can be amalgamated in a folder that can
be developed into a back-end library. In the front-end code, a user
can call the relevant functions to perform the QC checks depending
on their requirements. Additionally, the paper demonstrates how
ML algorithms can be applied for anomaly detection and how this
can be integrated into an organization’s data pipelines.

4.1.1 Back-End Process.
In the backend, the main functions can be amalgamated in a

folder that can be developed into a Python library. This library
can contain the main functions such as checking for duplicates,
null values, missing column values, checking for skewness and
data drift etc. as highlighted in Table 1 (see Appendix). At the core
of the Advanced QC backend library, we can utilize the Tensor-
Flow Data Validation library which is an open-source library that
enhances identification of outliers in input data by comparing sta-
tistics against a schema python library [36]. Alternatively, one
can utilize a customized configuration file that can include custom
functions for data profiling, to be applied in the front end. Figure
2 below shows the workflow of how an advanced QC framework
can be applied to perform standard and advanced QC checks.

4.1.2 Front-End Process.
In the front end, the relevant advanced QC functions can be

imported from the custom Python library or can be called from the
configuration file. Basic and advanced QC checks can be performed
on raw data that can either be external such as vendor data or
internal used for an organization’s internal analytics processes. The
bounds over which breach values should be flagged can be prede-
fined in a config file in the front end. Once all checks are performed,
depending on the output a user is interested in, one can leverage
the email generation functionality present in the back-end library
to generate a breach report. Additionally, the breach values can
be stored in a file for further visualization using dashboards. Sub-
sequently, this framework can be customized to evaluate relevant
features from the input data frame to obtain basic statistical checks
like count, mean, median, standard deviation, and percentage of
zeros, for numeric features and count, unique, frequency, and string
length, for categorical features. These statistics help give further
insights and understand the distribution of each feature.

Figure 2: Advanced QC Rule-Based Data Quality Assess-
ment Application Flow Chart

4.2 ML Models for Advanced QC
Machine learning models can be used to detect errors present in an
organization’s upstream or downstream data more effectively than
traditional methods. Through learning from historical data, the ML
algorithms can correct common errors, resolve outliers or highlight
exceptions more accurately leading to more reliable input data used
for downstream or upstream analytics processes and consequently
more valuable insights. Considering the vast amounts of data an
ML can handle at scale, incorporating ML algorithms for data QC
is beneficial to an organization that has growing data needs thus
reducing the manual execution of these and reducing human-prone
errors. We demonstrate applications of PyOD which gives a range
of algorithms that can be used to detect anomalies for time series
data, graphical data, tabular data and distributed systemic data [41].
One must carefully select a correct PyOD model that suits your
needs and depends on the type of data to be used for analysis.
Initially, data cleaning is performed to ensure the data is free from
noise and biases before being fed into the anomaly detection model.
Any features not suitable for modelling are then transformed by
performing normalization, encoding categorical variables or scal-
ing. The resulting data is then split into train and test randomly
whereby the train set can be split further into train and validation
datasets. Hyperparameter tuning is then carried out on the valida-
tion dataset to enhance the performance of the ML model. During
model training for anomaly detection, an anomaly score is assigned
for each data point depending on how far the data points deviate
from the norm. Consequently, a threshold needs to be calibrated to
distinguish between normal and anomalous data points. Finally, the
model is evaluated using respective performance metrics on the test
set, depending on the type of ML model used. Once anomalous data
points are flagged, the user can resolve those breaches depending
on the frequency of the data flow, either daily, weekly or monthly
before the model is deployed, as shown in figure 3 below.
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Figure 3: ML Based Data QC Flow Chart

5 Case Study
In real-world applications, Data QC should be created by model
owners often in partnership with engineers to verify the accuracy
of production analytics and all associated data sources regularly
with predetermined (daily, weekly, monthly, etc.) frequency. This
process may be automated and can be managed by a dedicated
team to ensure consistency and scalability. In an automated QC
framework, following the execution of each data or model job, a
corresponding quality control job is triggered. If any threshold
is breached during the quality control process, a notification is
sent, and breach values are saved in a specific folder for review
and resolution of data breaches. The subsequent job can only start
once the previous quality control job has either run successfully
or been manually signed off as a false alarm. The next job will
run automatically, in the absence of breaches. We present a case
study on the Rule-Based and ML-based QC checks performed on
the "Corporate Bonds Indices" dataset on Kaggle [9] and one of the
public ADBench benchmark datasets, Fraud Dataset.

5.1 Rule Based Data QC
We demonstrate the Advanced QC framework using rule-based
QC by running several standard checks on the "Corporate Bonds
Indices" dataset on Kaggle [9] consisting of various bond indices
including corporate bonds from different sectors. It contains finan-
cial time series data (from 1998) which can be used to track the
performance of bonds across multiple regions and sectors, making
it a valuable resource for financial analysis, risk assessment, and
performance monitoring. The checks included; “do_null_level” to
calculate missing values in the data, “do_outlier_detection_std” to
calculate lower and upper thresholds for outlier detection based on
mean and standard deviation, flagging breaches that exceed these
thresholds, “do_outlier_detection_range” to check for outliers if val-
ues lie outside the minimum and maximum values calculated based
on ten historical data points for each column, “do_positive_only”
to ensure no values are negative and “do_last_value_delta_check”
to compare the latest data with the last available data and flag
breaches if values remain constant throughout. The framework

flagged a breach for “do_outlier_detection_range” only. The status
of the checks and the functional status of each check is captured
in a “Status File” as shown in Figure 4 below. It contains the run
date of a particular check, check name, check run timestamp and
the success status of the QC process.

Figure 4: Status File representing the check run date, name,
status-update timestamp and final status

Additionally, a report is generated to inform the relevant audience
about the breach, including details such as the breach capture, its
location in the flat file system, the input data location and breach
values for a particular column. The “BREAK_THE_PROCESS” flag
was set to false, allowing the process to continue with a yellow
status. If “BREAK_THE_PROCESS” flag were set to true, the process
would have broken until a data team investigates the breach and
resolves it, then allowing the process to continue with a red status.

5.2 Advanced ML-Based Data QC
Fundamentally, the PyOD library has been integrated into the Ad-
vanced QC framework to perform outlier detection on downstream
data with benchmarking done using ADBench datasets to verify
the performance of the anomaly algorithms used. The ADBench
Benchmark Dataset [12] is a widely used benchmark dataset for
anomaly detection tasks. It is designed to test and evaluate various
QC and anomaly detection techniques in different domains, includ-
ing financial data quality assessments. We demonstrate the usage
of supervised and unsupervised ML methods to detect outliers and
use the Fraud dataset [18] to verify the results. The Fraud dataset
contains about 284807 samples with 29 features and only 0.17%
(492) anomalies; making it a heavily imbalanced dataset.
For illustration purposes, we randomly sampled an equal num-
ber of instances (100) from each class in the dataset, shuffled the
data and extracted the resulting features and labels. The Extreme
Boosting Outlier Detection (XGBOD) [40] model was then used to
perform anomaly detection. We selected XGBOD because it com-
bines the strengths of both supervised and unsupervised machine
learning methods creating a hybrid approach which uses each of
their capabilities to perform outlier detection. A simple grid search
is performed using GridSearchCV [28] to tune hyperparameters.
The training data was split into 80% train and 20% test, and a thresh-
old was set at 0.2 to convert the anomaly scores into binary labels
(1 for anomalies, 0 for non-anomalies). We used the same dataset
for anomaly detection using Isolation Forest which identifies in-
stances that deviate from the norm through isolation. The model
was trained on unlabeled data, by skipping the existing labels in
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the original data. Figures 6 and 7 show the results by comparing
the predicted anomalies returned from the XGBOD and Isolation
Forest model.
The recall for the fraudulent class was high, meaning the model
detected the most fraudulent cases in the test set. However, the
precision was lower, indicating that many normal transactions were
misclassified as fraud. This is typical in imbalanced datasets, where
maximizing recall often comes at the cost of precision. For illus-
tration, we did not conduct extensive threshold tuning or employ
advanced techniques like ROC curve analysis or Precision-Recall
curve optimization, which could improve the model’s precision and
recall balance.

0.45

Figure 5: Supervised ML Results Using XGBOD for Anom-
aly Detection on Fraud Dataset

0.45

Figure 6: Unsupervised ML Results Using Isolation Forest
for Anomaly Detection on Fraud Dataset

6 Conclusion
DataOps has emerged as a pivotal field within AI in finance and
investment banking, offering substantial benefits such as improved
anomaly detection, automation of repetitive tasks, and enhanced
decision-making through data-driven insights. This paper has pro-
posed two primary methods for data quality management: data pro-
filing using rule-based QC and anomaly detection using ML-based
QC, demonstrated through various case studies. The application
of the Advanced QC framework on an internal sample portfolio
management dataset effectively identified outliers, with email re-
ports highlighting significant deviations. The implementation of
supervised and unsupervised machine learning algorithms for out-
lier detection further validated the efficacy of these methods across
different datasets. In conclusion, by regularly analyzing these as-
pects, organizations can proactively address data quality issues,
preventing potential downstream impacts on analyses, models, or
business decisions in the financial industry. These practices not
only streamline operations and ensure regulatory compliance but
also provide a robust foundation for informed decision-making and
effective risk management. By implementing comprehensive data
quality control measures, financial institutions can enhance the
accuracy and reliability of their data, leading to more trustworthy
insights and better business outcomes.
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Table 1: Overview of basic and advanced QC aggregated
and individual columnar checks

Check Name Data QC Rules Examples
Aggregate-count File count should

be within a cer-
tain specified
threshold

Count of rows
present in the
file should be
between 60000
and 80000

Aggregate-null-
diff-percentage-
change

Calculate the null
value percent-
age difference be-
tween yesterday’s
and today’s data,
in a particular col-
umn, should be
within a specified
threshold

Percentage
change between
today and yester-
day null values of
“volume” column
should be below
10%

Aggregate-mean-
diff-percentage-
change

Calculate the
mean value per-
centage differ-
ence between
yesterday and
today’s data in a
particular column,
should be within
a specified thresh-
old

Percentage
change between
today and yester-
day’s mean values
of “volume” col-
umn should be
below 10%

Aggregate-
correlation-
change

Correlation for a
given column be-
tween yesterday
and today’s data
should be in speci-
fied threshold

Correlation be-
tween today and
yesterday’s “vol-
ume” column
should be above
0.9

Aggregate-col-
null-values

Percentage of null
values present in
a column should
be within a speci-
fied threshold

Percentage of null
values in “volume”
column should be
below 15%

Aggregate-
common-cusips-
change

Percentage of
common cusips
that have changed
values day over
day for given col-
umn

Percentage
change in the
value of “rating”
column over com-
mon "cusips”, be-
tween today’s and
yesterday’s data
should be below
5%

Aggregate-
compare-col-
names

Comparing
columns names
for yesterday’s
and today’s data
should be same
across days

Column names
should be con-
stant comparing
today’s and yes-
terday’s data

Security-null-
value

Check for null val-
ues in a column
which should not
be present

“Date” column
should not have
any null values

Security-dup-
value

Duplicates val-
ues should not be
present in a col-
umn

“cusip” column
should only con-
tain unique values

Security-col-value Values present in
a column should
be present in spec-
ified threshold

Each “cusip”
amount issued
should be be-
tween certain
values

Security-col-ratio-
check

Ratio of two
columns should
be less than the
specified thresh-
old

Ratio of “volume”
by “amount issue”
column should be
less than 10%

Security-
multiday-check

Check if the value
of a column for
two consecutive
days is constant

Sum of a column
at “cusip” level
should not be 0

Security-missing-
file-check

Check that the
required file over
which QC checks
should be con-
ducted is present
and has required
data

File for the cur-
rent date should
not be empty or
unavailable, oth-
erwise send an
alert that file is
missing for that
day/week/month
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Table 2: Implementations of various ML models in finan-
cial industry to resolve data quality issues

Check Name Data QC Rules Examples
Supervised Extreme Boosting

Based Outlier De-
tection (XGBOD)
[40]

Using labelled
data points, distin-
guish between
normal data
points and anoma-
lous points with
precision

Supervised Random Forest
Model

Using histori-
cal labelled data
points, the model
identifies excep-
tions as either
true positives or
false positives on
new datasets

Supervised Multiple Linear
Regression Analy-
sis

Forecast returns
of securities based
on different fac-
tors by calculat-
ing the volatility
of returns relative
to overall market
price

Unsupervised Isolation Forests Outlier Detection
on the unlabelled
dataset by effi-
ciently isolating
anomalies using a
tree structure on
high dimension
data

Unsupervised Kullback-Leibler
Divergence (KL
Divergence) [21]

Capture drift and
skewness on data
points to assess
the divergence
between the dis-
tribution of in-
coming data and
the distribution of
the training data

Unsupervised Principal Com-
ponent Analysis
(PCA) [19]

Used jointly with
clustering meth-
ods for transac-
tion monitoring
in fraud detection

Semi-supervised Generative Adver-
sarial Networks
(GANs) [14]

Detect anomalous
data points on fi-
nancial data by
identifying if a
given datapoint is
real or has been
generated synthet-
ically

Reinforcement
Learning

Gated Deep Q-
networks [Van
Hasselt 2016]

Automatically
detecting and
resolving data
inconsistencies
on vast amounts
of financial data
available
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