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Abstract

As digital content becomes increasingly ubiquitous, the need for
robust watermark removal techniques has grown due to the in-
adequacy of existing embedding techniques, which lack robust-
ness. This paper introduces a novel Saliency-Aware Diffusion Re-
construction (SADRE) framework for watermark elimination on
the web, combining adaptive noise injection, region-specific per-
turbations, and advanced diffusion-based reconstruction. SADRE
disrupts embedded watermarks by injecting targeted noise into
latent representations guided by saliency masks although preserv-
ing essential image features. A reverse diffusion process ensures
high-fidelity image restoration, leveraging adaptive noise levels
determined by watermark strength. Our framework is theoretically
grounded with stability guarantees and achieves robust watermark
removal across diverse scenarios. Empirical evaluations on state-
of-the-art (SOTA) watermarking techniques demonstrate SADRE’s
superiority in balancing watermark disruption and image quality.
SADRE sets a new benchmark for watermark elimination, offering
a flexible and reliable solution for real-world web content. Code is
available on https://github.com/inzamamulDU/SADRE.
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1 Introduction
Watermarking has long been an essential element in protecting

digital assets [5], offering an effective method of ensuring copyright
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and verifying web content. However, the proliferation of adversar-
ial applications, such as watermark removal [13, 22] has spurred
significant interest in developing robust techniques that ensure min-
imal collateral damage to the underlying content, while effectively
disrupting embedded watermarks. This need arises from the inad-
equacy of existing embedding techniques, which lack robustness
and are vulnerable to such adversarial manipulations [4, 22]. Cur-
rent watermark removal approaches often face a trade-off between
the effectiveness of removal and the fidelity of the restored im-
age [4], making it challenging to achieve both goals simultaneously.
These approaches typically rely on heuristic-based filtering [15] or
hand-crafted features [14]. With the rise of deep learning methods,
various data-driven methods treated the watermark removal as
an image-to-image translation task [18, 22], although other meth-
ods [8, 10] considered both watermark localization and removal in
multi-task learning.

With the rise of deep learning techniques across domains [2, 3,
6, 7], researchers have also adopted it for watermark removal [10,
16], which have shown promise in recent years. However, they
are often designed for specific watermarking patterns, limiting
their generalization to unseen watermarking schemes. Additionally,
many of these methods prioritize watermark removal at the expense
of image fidelity, resulting in perceptual degradation.
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Figure 1: Overview of the proposed Saliency-Aware Diffusion
Reconstruction (SADRE) framework for watermark removal.

This work proposes a novel salience-aware diffusion reconstruc-
tion (SADRE) framework that addresses this challenge by integrat-
ing adaptive noise injection with diffusion-based reconstruction.
Our method leverages latent space representation to encode the
watermark image and injects strategically designed noise to disrupt
the watermark while preserving essential image features. To ensure
a high-quality reconstruction of the original image, we employ
a reverse diffusion process that iteratively removes noise, while
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maintaining the structural and perceptual fidelity of the image. A
key innovation of our approach lies in the adaptive noise injection
mechanism, which dynamically adjusts the noise level based on the
strength and characteristics of the watermark. By incorporating var-
ious noise distributions, such as Laplace, Cauchy, and Poisson, we
provide a flexible and robust solution capable of handling various
watermarking scenarios. Furthermore, the theoretical underpin-
nings of our framework, grounded in Holder continuity [11] and
stability guarantees, ensure robust performance under non-linear
distortions introduced by watermark embedding.

Empirical evaluations demonstrate the effectiveness of our pro-
posed SADRE across multiple benchmarks, achieving state-of-the-
art (SOTA) watermark removal, by preserving image quality.

Thus, the proposed SADRE bridges the gap between theoreti-
cal robustness and practical effectiveness, making it a compelling
solution for real-world applications.

2 Threat Model and Problem Statement

To design an effective attack balancing watermark removal and
image fidelity and usability, the following subsection defines the
threat model and our problem.

2.1 Threat Model

The adversary is assumed to have access to the watermarked image
Xy, Which contains an embedded watermark, potentially used for
copyright protection or traceability. The goal of the adversary is to
effectively remove or disrupt this watermark such that it becomes
undetectable by automated systems or human observers, preserving
the visual fidelity of the original image x. The adversary operates
under the following assumptions:

e The adversary does not possess the clean image x, but can
estimate the strength of the watermark, denoted by 7(x,,).

e The adversary does not know the exact watermark embed-
ding mechanism, but assumes that the watermark influences
specific regions of the latent representation z.

e The adversary aims to balance watermark removal (minimiz-
ing detectability), while preserving the image quality.

2.2 Problem Statement

Given a watermarked image x,,, the objective is to disrupt the
watermark such that the reconstructed image X is indistinguishable
from the original clean image x to both perceptual metrics and
automated detection systems which is involved in three key tasks:

e Mapping the watermarked image x,, to a latent represen-
tation z using an embedding function ¢, which preserves
the essential features of the image while exposing regions
affected by the watermark.

o Injecting structured noise 5 into the latent representation
z to disrupt the embedded watermark. The noise injection
must be targeted to regions influenced by the watermark, as
identified by a saliency mask M.

e Reconstructing the clean image x using a reverse diffusion
process A(Z), which refines the perturbed latent representa-
tion Z to produce a high-fidelity output.
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Table 1: Summary of Notations.

Notation Description
X Watermarked image
x Clean image (no watermark)
z Latent space representation
¢ Embedding function for latent mapping
M Mask for watermark regions
Noise added to disrupt the watermark
o Adaptive noise level
(%) Watermark strength estimate
z Perturbed latent representation
A(2) Reverse diffusion for reconstruction
oy Noise schedule for diffusion
€ Gaussian noise in forward diffusion
€9 Predicted noise in reverse diffusion
Wp Wasserstein distance (distribution gap)
DSSIM Structural dissimilarity index
Aw Weighting factor

The problem can be formally defined as below, where we aim to
find a noise injection mechanism # and a reconstruction process A
such that the following conditions are satisfied:

(1) Watermark Invisibility: The Wasserstein distance W,
between the distributions of clean and watermarked images
is minimized.

Wp (Px, Px,,) < A,
where A is the acceptable threshold of perceptual similarity.
(2) Reconstruction Stability: The error between the recon-
structed image % and the original clean image x is bounded,
as expressed by the reconstruction stability theorem:

PlIAGZ) - x|l < €] 21-96,
Perceptual Fidelity: The reconstructed image x satisfies
perceptual quality metrics, such as Peak Signal-to-Noise
Ratio (PSNR) and Structural Dissimilarity Index (DSSIM),
ensuring minimal distortion compared to x, where € depends
on the noise level o and the properties of the diffusion model.

—
SY)
=

To ensure clarity and consistency, all the notations used in this
paper are summarized in Table 1.

3 Proposed Method: SADRE

We propose salience-aware diffusion reconstruction (SADRE) com-
bines structured noise injection, region-specific perturbations, and
advanced reconstruction techniques to achieve effective watermark
removal while preserving high image fidelity, offering significant
improvements over existing approaches.
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3.1 Latent Representation and Region-Specific
Noise Injection

The watermark removal process for SADRE begins by mapping
the watermarked image x,, into a latent space representation z
using the embedding function ¢. This mapping retains the essential
features of the image, however exposing regions influenced by
the watermark. Then, the ¢ satisfies a “localized Hélder continuity”
condition [11] as expressed in Eq. 1.

ll¢(xw) = d(0)lIm < Cllxaw = x[|, 1

where M is a saliency mask identifying watermark-affected re-

gions, C > 0 is a constant, and 0 < @y, < 1. This ensures stability

in the mapping, particularly in watermark-affected regions, while
minimizing distortions in other areas of the image.

After obtaining the latent representation z, noise 7 is injected
into it to disrupt the embedded watermark. The perturbation latent
representation as expressed in Eq. 2, is localized to the regions
specified by the saliency mask M, ensuring efficient watermark
disruption without significantly altering unaffected regions. Then,
the perturbed latent representation is expressed as follows:

i=z+Mon, @)
where © represents element-wise multiplication and noise 7 is

drawn from carefully selected distributions tailored for specific
properties of the watermark. The Laplace distribution, defined as

p(n) = # exp (—%) where b = % is used for sparse and lo-
calized perturbations. For handling strong watermark signals, the
Cauchy distribution, characterized by its heavy tails, is employed

and given as p(n) = ———, where y is the scale parameter. To
my(1+57)

maintain proportionality to the signal magnitude, the Poisson dis-
tribution is utilized, defined as p(n; 1) = MUL,_A where A is a rate
parameter. The noise level o is adaptively determined based on
the estimated strength of the watermark 7(x,,), ensuring a balance
between effective watermark disruption and preserving fidelity as:

o (x,) = arg min E[Detectability + A,, - Distortion]. 3)
o

Hence, this adaptive strategy targets watermark-affected regions
while minimizing unnecessary noise injection.

3.2 Reconstruction Using Diffusion Process

Once the latent representation is perturbed, the reconstruction
process begins to recover the clean image X. And, advanced latent
diffusion models are employed for this purpose, as they effectively
handle stochastic processes while ensuring high reconstruction
quality. The reconstruction step involves two distinct phases. Dur-
ing the forward diffusion phase, noise is gradually added to the
latent representation, simulating a stochastic trajectory from data
to noise. This process is represented as z; = Va;z;—1 + V1= aze,
where a; is the noise schedule and € is Gaussian noise. The adaptive
noise 7 acts as a targeted perturbation to disrupt the watermark
before the diffusion model adds general noise €.

In the reverse diffusion phase, the added noise is iteratively re-
moved, reconstructing the data by following the learned probability
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where €y is the noise predicted by the diffusion model at each
timestep ¢. The reconstruction is further refined by prioritizing
regions identified by the saliency mask M, which focuses on pre-
serving the image’s most critical features by mitigating distortions
introduced during perturbation. Finally, the reconstructed clean
image is expressed as x = A(Z), where A represents the reverse
diffusion process. This two-step reconstruction ensures a balance
between high-quality restoration and watermark disruption.

distribution. This phase is described as Z;_1

Theorem 1: Reconstruction Stability. For the noisy latent rep-
resentation z, the reconstruction process A satisfies the stability
condition with a high probability of 1 — § for noise levels o < o, a
critical threshold as follows:

PlIAZ) —x|| < €] =16, (4)

where € depends on o, M, and the stability of the diffusion model.

3.3 Verification and Theoretical Guarantees

The proposed SADRE’s effectiveness is evaluated using theoretical
guarantees and empirical metrics, ensuring robustness in water-
mark removal and high perceptual fidelity in the reconstructed
image. The invisibility of the watermark is measured by the Wasser-
stein distance W), between the distributions of clean and water-
marked images:

Wp (Py,Pyx,,) < A, )

where A quantifies the difference between the two distributions.
This eq 5 ensures that the structural divergence between the clean
and watermarked images is minimized during the perturbation and
reconstruction processes, making the watermark indistinguishable
from the natural image distribution.

The trade-off between Type I and Type II errors is described as:

&z a@ ! (1-a)- ), (6)

where €1 represents the Type I error (probability of detecting a
watermark in a clean image) and e; represents the Type II error
(probability of failing to detect a watermark in a watermarked
image). And, the noise level o plays a crucial role in balancing these
errors. A larger o reduces A/o, which decreases e, making the
watermark removal more effective, but may slightly increase €;.
This equation highlights the importance of selecting an appropriate
o to balance detectability and reconstruction fidelity.

To further reliability, error bounds are derived from Theorem 1:

lA(Z) — x|| < CA;(/’[’ +0(o0), 7)

where Aps reflects the impact of the saliency mask M. This
equation 7 emphasizes the trade-off between the divergence in
watermark-affected regions, represented by A%”, and the noise-
induced error, represented by O(o). The constant C is determined
by the embedding function ¢, and aj, represents the Holder con-
tinuity parameter, ensuring that perturbations are localized and
controlled.
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Table 2: Performance of watermarking methods before and after various attack scenarios including the proposed SADRE.
Higher PSNRT and SSIMT values indicate better perceptual quality, while lower W,,| and BRA| values signify stronger attack

effectiveness.

Model Without Attack JPEG Compression VAE [18] Regeneration Attack [22]| SADRE (Proposed Attack)
Name PSNR SSIM W, BRA|PSNR SSIM W, BRA|PSNR SSIM W, BRA|PSNR SSIM W, BRA |PSNR SSIM W, BRA
DwtDct [1] 43.04 0.9988 0.015 1.00|32.86 0.9182 0.285 0.75|29.76 0.8383 0.325 0.65|32.01 0.9235 0.242 0.57 |35.21 0.9452 0.182 0.45
DwtDctSvd [12] | 41.08 0.9989 0.012 1.00 | 32.05 0.9182 0.289 0.72 | 29.67 0.8380 0.318 0.63 | 33.15 0.9154 0.215 0.56 |34.78 0.9259 0.195 0.42
RivaGAN [20] 41.15 0.9960 0.017 1.00 | 32.48 0.1459 0.315 0.78 | 29.71 0.8384 0.340 0.67 | 30.25 0.8145 0.242 0.55 |34.86 0.8474 0.145 0.45
Tree-ring [19] 32.33 0.9112 0.025 0.98 | 29.01 0.8916 0.400 0.70 | 27.15 0.8715 0.430 0.61|29.25 0.9145 0.285 0.52 |33.89 0.9235 0.105 0.47
StegaStamp [17] | 28.50 0.9125 0.045 0.95 | 28.61 0.8861 0.365 0.72|26.15 0.8601 0.390 0.62|30.25 0.9125 0.212 0.55 |32.15 0.9535 0.095 0.40
EditGuard [21] |36.93 0.9445 0.020 0.97 | 32.15 0.9135 0.335 0.74 | 29.25 0.8915 0.368 0.64 | 29.57 0.9015 0.243 0.57 |34.15 0.9325 0.080 0.48

W) : Wasserstein Distance, BRA: Bit Recovery Accuracy, VAE: Variation Auto Encoder, Bold = best values and Underline = 2nd best values.

Empirical validation is performed using PSNR and SSIM to quan-
tify visual fidelity, while a composite perceptual fidelity metric D
is introduced:

D = aW, + fDSSIM, (8)

where DSSIM measures the perceptual difference between x and x.
The inclusion of DSSIM ensures that the reconstructed image re-
tains high perceptual similarity to the original, complementing the
statistical similarity measured by W,. The weights « and f are se-
lected based on the relative importance of statistical and perceptual
fidelity in the application context. For instance, higher « prioritizes
statistical similarity when preserving structural distribution is criti-
cal, whereas higher f# emphasizes perceptual similarity for visually
demanding applications. By combining these metrics, D provides
a comprehensive evaluation framework, balancing perceptual and
statistical fidelity. This ensures robust watermark removal while
preserving both invisibility and image quality.

4 Experimental Results

4.1 Implementation Details

We evaluate the proposed SADRE on the SOTA watermarking meth-
ods, including DwtDct [1], DwtDctSvd [12], RivaGAN [20], Tree-
ring [19], StegaStamp [17], and EditGuard [21]. The attack scenarios
include JPEG Compression, VAE-based reconstruction, Regenera-
tion Attack, and the proposed adaptive noise injection and diffusion
method. Evaluations were conducted on a high-performance system
featuring an Intel Xeon W-2295 processor, NVIDIA RTX 3090 GPU,
and 128 GB DDR4 RAM, using Python 3.9, PyTorch 1.13, and CUDA
11.7. Using default configurations, a subset 1,000 random images
from MS-COCO [9] of 640 X 480 pixels was watermarked. SADRE
adapts various noise distributions (Laplace, Cauchy, Poisson) based
on watermark strength z(x,,), with a weighting factor A,, of 0.1,
noise level o(x,,) between 0.05 and 0.15. Reconstruction employs
a 50-step diffusion model with a linear noise schedule, balancing
watermark disruption and image quality. We use metrics such as
PSNR, SSIM, W), (Eq. 5), and Bit Recovery Accuracy (BRA) to show
an optimal balance between watermark removal and image fidelity.

To evaluate the effectiveness of watermark removal while pre-
serving image quality, we utilize the PSNR, Structural Similarity

Index (SSIM), and DSSIM. PSNR measures the ratio between sig-
nal power and noise, where higher values indicate better image
fidelity. SSIM assesses perceptual similarity by comparing lumi-
nance, contrast, and structure, with values closer to 1 signifying
higher similarity. DSSIM, the inverse of SSIM, quantifies dissimilar-
ity, where lower values indicate minimal distortion. These metrics
collectively provide a balanced evaluation of both quantitative and
perceptual aspects of image reconstruction, ensuring a reliable
assessment of watermark removal performance.

4.2 Quantitative Results

As in Table 2, the proposed SADRE attack consistently achieves the
best BRA and W), scores across all evaluated watermarking tech-
niques, demonstrating its superior ability to remove watermarks
while preserving image quality. For instance, in RivaGAN, SADRE
reduces BRA to 0.45 and W}, to 0.145, outperforming JPEG Com-
pression where BRA is 0.78 and W), is 0.315, as well as VAE-based
attacks with BRA of 0.67 and W), of 0.340. Similarly, for EditGuard,
our method achieves the lowest BRA of 0.48 and W), of 0.080 while
maintaining a high PSNR of 34.15, demonstrating its ability to ef-
fectively disrupt watermarks with minimal perceptual degradation.

The effectiveness of SADRE is further evident in DwtDctSvd,
where it reduces BRA to 0.42 and Wp to 0.195, outperforming all
baseline attacks. Likewise, in Tree-Ring, SADRE achieves a BRA
of 0.47 and W), of 0.105, surpassing both JPEG compression with
BRA of 0.70 and Wp of 0.400, and VAE with BRA of 0.61 and W), of
0.430. Moreover, StegaStamp, a challenging watermarking method,
is effectively disrupted using SADRE, which achieves a BRA of 0.40
and W), of 0.095, highlighting its robustness against even resilient
watermarking schemes.

Compared to Regeneration Attacks, which achieve only mod-
erate watermark disruption, SADRE demonstrates a more refined
approach by injecting adaptive noise in latent space, ensuring the
removal of hidden watermarks without introducing excessive dis-
tortions. In addition to its superior attack performance, SADRE
also balances perceptual quality, as evidenced by consistently high
SSIM values ranging from 0.8474 to 0.9535 and PSNR scores above
33 dB across different watermarking methods. This suggests that
the model successfully removes watermarks without degrading the
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visual quality of the reconstructed images, making it highly effec-
tive for real-world applications where maintaining image integrity
is crucial.

These results confirm that SADRE outperforms existing attacks
and sets a new benchmark for watermark removal, balancing ef-
fective elimination with high perceptual fidelity. Its adaptability to
various watermarking schemes and dynamic noise perturbation en-
hances its robustness, making it a suitable solution against modern
watermarking techniques.

4.3 Theoretical Insights and Performance

SADRE leverages adaptive noise injection to ensure targeted dis-
ruption of watermark-affected regions. As validated in Table 2,
for Tree-Ring, this method achieves a W}, of 0.105 and a BRA of
0.47, outperforming all baseline attacks. The adaptive strategy lo-
calizes perturbations to regions identified by the saliency mask M,
minimizing collateral distortion in unaffected areas of the image.

Theorem 2: Perceptual Disruption Trade-off. Let 7(x,,) rep-
resent watermark strength, o(x,,) the adaptive noise level, and M
the saliency mask. The trade-off can be expressed as follows:

Qp
M

a - Wp(Px, Pyx,,) + - DSSIM(x, xvy) < ——— +O(a(xw)). (9)
o(xw)

where @ = 0.85 and f§ = 0.75 ensure that targeted noise injection
(7) minimizes the perceptual impact, while effectively disrupting
the watermark. The results further highlight the method’s gener-
alizability. For instance, in DwtDctSvd, SADRE achieves a BRA of
0.42 and W}, of 0.195, significantly outperforming VAE and JPEG
attacks. This demonstrates that the method is not limited to specific
watermarking patterns, but generalizes across various schemes.

5 Conclusion

For Al-generative images on the web, several watermark protec-
tion mechanisms are proposed, which are breakable by watermark
removal approaches. In this work, we propose a novel and effec-
tive watermark elimination method, SADRE, which improves the
several limitations of prior approaches in generalization, percep-
tual degradation, and an inability to balance watermark disruption
with image fidelity. By leveraging adaptive noise injection, saliency-
guided perturbations, and diffusion-based reconstruction, SADRE
effectively eliminates watermarks while preserving image quality.
Comprehensive evaluations and theoretical guarantees demonstrate
SADRE’s superior performance, benchmarking robust and reliable
watermark removal. Our work can serve as a basis to foster more
improved watermark protection mechanisms on the web.
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