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Abstract

The viability of automated driving depends on perception
systems that provide accurate and reliable real-time infor-
mation for safe decision-making. However, these systems
must operate not only under ideal conditions but also un-
der challenging environments such as adverse weather, oc-
cluded roadway objects, and varying vehicle speeds, which
can lead to detection errors and delayed responses. This
work evaluates the robustness of autonomous vehicle per-
ception using predictive sensitivity quantification based on
an ensemble of models. We propose a notional architec-
ture for perception evaluation that integrates multiple data
sources through a ROS-based interface and an extensible
AI pipeline. Experiments are conducted using CARLA-
generated scenarios and real vehicle data, allowing as-
sessment of simulation limitations. Results show that di-
minished lighting conditions, such as fog and low sun alti-
tude, have the greatest impact on perception performance.
Adversarial occlusions further increase model sensitivity.
Greater distances to roadway objects and higher vehicle
speeds also degrade perception performance, resulting in
reduced perception robustness.

1. Introduction
As autonomous vehicles (AVs) approach real-world adop-
tion, safe navigation in complex environments requires
highly robust perception systems [7, 14]. Leading AV de-
velopers identify handling edge cases [2, 3] and rigorously
evaluating overall system performance [3] as primary chal-
lenges. Validation must begin at the components level;
specifically, AI-powered perception systems must accu-
rately detect and classify objects to inform safe driving deci-
sions [25, 26]. However, AI models often exhibit inconsis-

tent predictions under minor input variations. These incon-
sistencies directly impact safety; false positives or negatives
can cause “phantom” braking [5] or failure to avoid haz-
ards, localization errors can lead to collisions [28], and ob-
ject misclassifications, such as confusing a pedestrian with
an inanimate object, can lead to catastrophic consequences.
Novel or untrained situations further exacerbate these risks.

Mitigating these perception gaps remains an open re-
search challenge. The standard approach involves train-
ing models on massive datasets, but collecting comprehen-
sive real-world data is prohibitively expensive [35]. Con-
sequently, industry leaders [6] and researchers [10, 41] in-
creasingly utilize synthetic data. Yet, this introduces a “sim-
to-real” gap, causing performance discrepancies between
simulated and real-world environments [9]. As a result,
midetections and misclassifications persist in real-world de-
ployments, causing severe accidents [1, 17, 19, 23] and hin-
dering public acceptance of current AV technology. Al-
though some pilot deployments approach human-level per-
formance, progress remains uneven, and even advanced sys-
tems demonstrate signs of brittleness under unusual road
conditions [14].

To address these limitations, our research develops as-
sessment criteria to evaluate the robustness of AV object
detection and classification. We evaluate predictive sen-
sitivity against real-world occlusions, vandalized signage,
adverse weather, and time-of-day variations using a suite
of CARLA scenarios [12]. Because CARLA cannot accu-
rately simulate speed-induced perception effects, we com-
plement these simulations with physical vehicle tests across
varying speeds. Ultimately, by integrating simulated and
physical camera data, we systematically assess perception
robustness and analyze how these predictive outcomes di-
rectly impact safety-critical vehicle control responses.

1



2. Related Work and Background
AV perception systems rely on multiple sensors – such as
Light Detection and Ranging (LiDAR), Radio Detection
And Ranging (Radar), cameras, and ultrasonic sensors –
to understand their environment [33]. Sensor Fusion [20]
combines these data streams to leverage each modality’s
strengths. Despite these techniques, inconsistent percep-
tion performance remains a critical challenge, particularly
under adverse conditions like heavy rain, fog, snow or low-
light [44]. These conditions degrade sensor performance
by introducing noise and reducing perception robustness
[32, 38], issues that high-risk environments (e.g., dense ur-
ban traffic, vandalized traffic signs, and unstructured rural
roads) further amplify.

To provide confidence measures for AV decision-
making, perception systems utilize uncertainty estima-
tion through Bayesian, non-Bayesian, and Gaussian meth-
ods. Bayesian techniques such as MC-Dropout [18],
model predictive distributions rather than point estimates
to improve outlier robustness [42]; however, they often
prove too computationally expensive for real-time deploy-
ment. Conversely, non-Bayesian approaches like Deep
Ensembles [22] effectively balance performance and effi-
ciency [27], offering a practical pathway to incorporate un-
certainty estimation and build fail-safe mechanisms [18].
By combining diverse models, ensemble methods capture
multi-modal distributions and generally outperform Gaus-
sian approaches in generalization [13, 34]. Building on this,
our work employs an ensemble of five heterogeneous mod-
els. While we do not focus on ensemble design, we leverage
this model diversity to analyze how perception variability
affects AV performance.

3. Predictive Sensitivity Assessment
Our selected ensemble balances real-time capability, com-
putational complexity, robustness, and scalability across
two primary architectures:
• YOLO Family: The You Only Look Once (YOLO) ar-

chitecture [30] provides highly accurate, real-time ob-
ject detection. Specifically, we utilize the state-of-the-art
YOLOv8 [37] and YOLOv9 [4] variants for their preci-
sion on established benchmarks.

• DETR Family: The DEtection TRansformer (DETR)
[11] utilizes a transformer encoder-decoder network. We
deploy DETR with ResNet50 and ResNet101 back-
ends (DETR50/101), alongside the Real-Time Detection
Transformer (RT-DETR) [45], which offers a highly ac-
curate, real-time derivative.
To ensure consistent class definitions and enable fair

comparisons across our CARLA generated and real-world
datasets, each model is pre-trained on the MS COCO
dataset [24].

3.1. Driving Scenario for Assessment

Figure 1. Simple Stopping Scenario

To assess perception robustness, our baseline scenario
requires a vehicle to halt at a stop sign (Figure 1). Per
Equation 11, safe total stopping distance (sd) combines re-
action (rd) and braking (bd) distances, which depend on
vehicle speed (s in km/h), reaction time (r in seconds),
and road friction (f ). Human reaction times range from
0.5 – 2.0s [21]; AVs average 0.8 – 0.9s (SD = 0.54s) [15],
though computational delays or disengagements can extend
this [31]. Friction (f ) drops from 0.7 – 0.8 on dry asphalt to
0.1–0.6 on wet or icy surfaces [8].

rd =
s× r

3.6
, bd =

s2

250× f
, sd = rd+ bd (1)

Applying Equation 1 highlights how environments alter
stopping requirements: at 48km/h (≈30mph) with a 1s AV
reaction time, the required sd nearly doubles from 25.8m
(dry, f = 0.75) to 50.7m (wet, f = 0.25).

3.2. Model Disagreement and Sensitivity Estimation
We adopt the aforementioned ensemble approach in Algo-
rithm 1, focusing on a single class, i.e., a stop sign, de-
noted by S. θ̌S denote the detection confidence thresh-
old for S while θS denotes the threshold for the ensemble.
µS and σS denote the mean prediction probability and the
standard deviation of the ensemble. Note, θ̌S and θS are
scenario-specific. Let dS denote distance from object S. If
sd ≤ dS and µS ≥ θS , then vehicle can comfortably stop
before reaching S. In contrast, µS < θS , at any point when
sd ≥ dS , results in unsafe driving conditions.

3.3. Safety Quadrant
Using Equation 1, we define a safety quadrant (R) for
our simple stopping scenario. Plotting the mean prediction
probability (µS ) against the distance to the target (dS ), R
occupies the region where µS ≥ θS and dS > sd. Bounded

1Adapted from https://tinyurl.com/44tadjsm for a “comfort-
able stop”.
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Figure 2. Experiment Architecture: Data from real-time, CARLA, or rosbag sources are transmitted via ROS to a scalable AI pipeline for
object detection, ensemble processing, and post-processing.

Algorithm 1 Ensemble-Method

Require: (M,D,S, θ̌S), where each model in M is trained
on dataset D [24], S is the object class (stop sign) and
θ̌S(= 0.20) is the detection confidence threshold for S
for participating models.

Ensure: |M | ≥ 2
1: M̂ ← ϕ ▷ Initialize ensemble
2: µS ← ϕ, σS ← ϕ ▷ Initialize mean and standard

deviation of the ensemble
3: for ď ∈ D do
4: for m ∈M do
5: if PrS [ď][m] ≥ θ̌S then ▷ PrS [ď][m] is the

prediction probability by m on S for ď
6: M̂ [ď][m]← PrS [ď][m]
7: else
8: M̂ [ď][m]← 0
9: end if

10: end for
11: µS [ď]← mean for ď ▷ ∀m ∈M
12: σS [ď]← standard deviation for ď ▷ ∀m ∈M
13: end for
14: Return (M̂, µS , σS)

by x = sd and y = θS , this quadrant signifies the ideal
operational state of the AV’s perception stack.

For safe, continous operation, once the system enters re-
gionR, µS must remain at or above the threshold θS as the
distance dS decreases. A critical safety failure occurs un-
der two conditions: either the system fails to enterR before
reaching the stopping distance dS ≤ sd, or µS drops below
θS after initial entry.

For our dry road baseline, we set sd = 25.55 m and
θS = 0.75. Setting θS = 0.75 prioritizes cross-model con-
sensus and reduce false positives while allowing moderately
confident predictions to contribute to µS . This aligns with
commonly used confidence thresholds in safety-critical per-
ception tasks [40, 43].

4. Methodology
Our experiment architecture2 (Figure 2) integrates simu-
lated and physical data streams via a unified ROS-based
interface, enabling comprehensive benchmarking and con-
trolled experimentation. To execute the CARLA [12] sce-
narios and physical tests outlined previously, sensor place-
ment across both the simulation and the real-world vehicle
mirrors the KITTI [16] data collection platform. Real-world
data is captured using a Lucid camera3 to specifically eval-
uate speed-induced perception degradation under rainy and
nighttime conditions. While the current evaluation focuses
on stop sign detection, this architecture readily generalizes
to other objects within the AV domain.

4.1. The Control Experiment in Simulation

Figure 3. Base Experiment: View from the ego vehicle (ego) ap-
proaching the stop sign S in CARLA

In our baseline simulation (Figure 3), the ego vehicle ap-
proaches a stop sign (S) at 48 km/h (≈30 mph). The envi-
ronment is configured for optimal visibility: 0% cloudiness,
precipitation, and fog density, a sun azimuth of 120◦, a sun
altitude of 56.67◦, and no adversarial occlusions.

To isolate perception vulnerabilities, we systematically
manipulate state variables governing weather and adversar-
ial occlusions. Weather variables – cloudiness, precipita-

2Source Code:
3Lucid TRIO16S-CC: https://tinyurl.com/lucid- camera-

specs
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tion, and fog density – are evaluated at three discrete in-
tervals (0%, 33.33%, 66.67%) to simulate reduced bright-
ness, sensor artifacts, and degraded visibility. Lighting con-
ditions are altered via sun azimuth (0◦, 120◦, 240◦) and
altitude (−10◦, 23.33◦, 56.67◦) to induce glare, shadows,
and time-of-day variations. Adversarial occlusions encom-
pass environmental obstacles (trees, bushes, poles, pedes-
trians), vehicular obstructions (ambulances, firetrucks), and
targeted physical or digital alterations, such as graffiti [29],
adversarial patches [29, 36], and low-resolution models.

These variables are evaluated across two experimental
sets:

• Experiment Set 1: Applies Algorithm 1 for sensitivity
analysis across discrete weather intervals and four pro-
gressive occlusion levels (none, low, moderate, high) to
identify critical edge cases.

• Experiment Set 2: Expands weather parameters to con-
tinuous ranges (e.g., 0−100% fog, 0◦−360◦ sun rotation)
and introduces complex adversarial combinations to iso-
late severe perception degradation.

Figure 4. Baseline perception performance for S under optimal
conditions, showing µS and σS . The safety quadrant (R) is satis-
fied prior to the stopping distance.

Figure 4 illustrates ensemble performance under opti-
mal baseline conditions, establishing a foundational control.
The safety quadrant (R) – bounded by sd = 25.55 m and
θS = 0.75 – is satisfied. As the ego vehicle approaches S,
the ensemble mean (µS ) monotonically increases, exceed-
ing the confidence threshold well before the stopping dis-
tance. Concurrently, narrowing prediction variability (σS ,
gray band) indicates high confidence and minimal predic-
tive sensitivity. This control defines the ideal operational
state, serving as a quantitative reference for assessing per-
ception degradation in subsequent trials.

5. Results and Analysis
Our experimental evaluation encompasses 2,028 unique
configurations of environmental and adversarial variables –
972 in Experiment Set 14 and 1,056 in Experiment Set 25.
Because our objective is to expose perception vulnerabili-
ties, this analysis bypasses nominal outcomes and focuses
strictly on edge cases that fail to satisfy the safety quad-
rant (R), causing extreme perception degradation and criti-
cal safety failures (Sections 5.1 and 5.2).

5.1. Sensitivity Analysis (Experiment Set 1)
Analyzing the 972 scenarios in Experiment Set 1 reveals
that moderate occlusion, fog density, and low sun altitude
most severely degrade detection and localization. To il-
lustrate these failure modes, two representative case stud-
ies demonstrating how these variables force the perception
ensemble out of the safety quadrant (R) are presented here-
with.

Case Study 1: Delayed Detection and High Predictive
Sensitivity due to Moderate Occlusion Figure 5 shows
Experiment 117 under optimal weather conditions (0%
cloudiness, precipitation, and fog; sun altitude 23.33◦) but
with moderate occlusion (see Figure 5a), thereby isolating
the impact of adversarial object-induced occlusion on per-
ception performance. µS remains at or near zero for a sub-
stantial distance (see 5b), demonstrating that all participat-
ing models struggled significantly with detection and classi-
fication. Crucially, at the stopping distance (sd = 25.55m),
µS is effectively zero, indicating a complete failure to
achieve the required confidence threshold (θS = 0.75) to
enter region R before the vehicle reaches the critical brak-
ing point. The ensemble only achieves confidence above θS
at a much closer range, specifically below dS = 13.55m.
Concurrent with this delayed detection, σS band exhibits
high predictive sensitivity. While σS is narrow at close
distances, it is significantly wider in the critical range be-
tween dS ≈ 25.55 to 10.55m, indicating substantial dis-
agreement among models. This poor performance is di-
rectly attributable to the partial occlusion of the stop sign
by the parked adversarial vehicle. At 30mph, this scenario
results in an unsafe operating condition, as delayed and un-
certain perception may prevent the vehicle from stopping
before S.

Case Study 2: Compound Environmental Challenges
Leading to Extreme Degradation of Perception Per-
formance Figure 6 shows Experiment 689 under ad-
verse conditions: 66.67% cloudiness, 33.33% precipitation,

4Calculated as 972 (= 35 × 4) configurations: three discrete levels
across five weather parameters, combined with four occlusion levels.

5Obtained by expanding the discretization of Set 1 parameters and in-
troducing further adversaries.
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(a) CARLA simulation view of Experiment 117, illustrating the moderate
occlusion of the stop sign by a parked ambulance.

(b) Mean prediction probability (µS ) and standard deviation (σS ) for stop
sign detection for Experiment 117.

Figure 5. Case Study 1: Perception performance and visual context under moderate occlusion. This scenario demonstrates delayed
detection and high predictive sensitivity as the stop sign is partially obscured by an adversarial vehicle, leading to an unsafe condition.

(a) CARLA simulation view of Experiment 689, moderate occlusion,
weather: high cloudiness, moderate precipitation/fog, low light.

(b) Mean prediction probability (µS ) and standard deviation (σS ) for stop
sign detection for Experiment 689.

Figure 6. Case Study 2: Perception performance and visual context under compound environmental challenges and moderate occlusion,
demonstrates profound perception degradation leading to severely delayed detection.

33.33% fog density, and low sun altitude (−10.0◦), corre-
sponding to nighttime illumination, with moderate occlu-
sion (Figure 6a). Figure 6b reveals that µS remains at or
near zero for extended distances. At sd, µS is negligible,
indicating a complete failure to meet θS . Confidence above
θS is achieved at dS ≈ 11 – 12m, a significant delay in reli-
able detection. Further, accompanied by persistent spread
of σS across the critical range (dS ≈ 25.55 to 10.55m).
This reflects substantial ensemble disagreement during the
critical detection phase. The combined effects significantly
degrade the ego vehicle’s ability to respond within required

safety margins, yielding an unsafe operating condition.
Collectively, these cases demonstrate that moderate oc-

clusion, precipitation, fog, and low illumination consis-
tently induce delayed detection, depressed µS , and widened
σS bands. When these factors combine (as in Case Study 2),
perception failure is amplified, critically compromising the
vehicle’s ability to respond within required safety margins.

5.2. Extreme Sensitivity (Experiment Set 2)
Expanding to the 1,056 scenarios in Experiment Set 2,
we evaluate how continuous, extreme environmental fac-
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(a) CARLA simulation view of Experiment 156, adversarial object (a tree)
partially covering the stop sign with extreme weather conditions.

(b) Mean prediction probability (µS ) and standard deviation (σS ) for stop
sign detection for Experiment 156.

Figure 7. Case Study 3: Perception performance and visual context under compound extreme conditions and occlusion by a tree, demon-
strates catastrophic degradation, extreme predictive sensitivity, and loss of temporal consistency.

tors (e.g., 100% precipitation, direct sun glare) combined
with complex adversarial objects completely shatter percep-
tion robustness. The following three case studies highlight
catastrophic degradation, characterized by erratic temporal
inconsistency and massive ensemble disagreement.

Case Study 3: Catastrophic Degradation from Com-
pound Extreme Conditions Figure 7 illustrates a se-
vere breakdown in perception robustness during Experi-
ment 156. This scenario combines extreme environmen-
tal challenges – 100% cloudiness and precipitation, 57.14%
fog density, and a 10◦ sun altitude indicative of dusk – with
an adversarial tree partially occluding the stop sign (S) from
the ego vehicle’s field of view (Figure 7a).

As shown in Figure 7b, the mean prediction probability
(µS ) exhibits highly erratic, non-monotonic behavior. At
the required stopping distance (sd), µS reaches only 0.70,
failing to enter the safety quadrant (R). Beyond sd, this
instability persists: µS briefly climbs above the confidence
threshold (θS ) at dS = 19.55m, but immediately drops back
below it, fluctuating significantly before stabilizing only at
a critically unsafe proximity (dS ≈ 8m). This erratic trajec-
tory represents a severe loss of temporal consistency. Fur-
thermore, the exceptionally wide σS band across the entire
approach indicates the perception system’s inability to pro-
vide reliable safety margins.

Case Study 4: Catastrophic Perception Performance
Degradation from Adversarial Alteration and Sun Glare
Experiment 690 (Figure 8) evaluates perception robustness
against direct solar glare and targeted visual degradation.

Under optimal weather conditions (0% cloudiness, precipi-
tation, and fog), an adversarially altered stop sign is paired
with a low sun altitude (−10.0◦) and 180◦ azimuth. This ge-
ometry positions the sun directly in front of the ego vehicle,
inducing intense glare and spectral deflection (Figure 8a).

As shown in Figure 8b, the ensemble mean (µS ) exhibits
significant instability. Starting at ≈ 0.65 at dS = 40.55 m,
the probability drops to ≈ 0.59 at 37.55m, followed by a
steep decline to ≈ 0.20 at 28.55m. At the stopping dis-
tance (sd), µS is approximately 0.40, failing to satisfy the
safety quadrant (R). Beyond sd, µS remains erratic: it
briefly increases to ≈ 0.82 at 19.55m before suffering a
severe drop to ≈ 0.40 at 16.55m. High confidence is sus-
tained only at very close proximity (dS ≈ 8m), confirming
a profound loss of temporal consistency within the critical
braking zone. The σS band remains wide until the final ap-
proach, signifying persistent model disagreement through-
out the detection phase. Consistent with findings in Experi-
ment Set 1, these results indicate that precise solar orienta-
tions can destabilize the perception system state even in the
absence of adverse weather.

Case Study 5: Extreme Robustness Limits with Altered
Sign and Severe Fog/Low Light Figure 9 illustrates the
perception performance in Experiment 842, featuring an ad-
versarially altered stop sign (S), combined with a high fog
density (71.43%) and a low sun altitude angle (10.0◦), rep-
resent a challenging visual environment (Figure 9a).

As depicted in Figure 9b, µS remains at extremely low
values, fluctuating slightly, for an extensive range (e.g.,
≈ 0.02 at dS = 43.55m, dropping to ≈ 0.02 at 28.55m).
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(a) CARLA simulation view of Experiment 690, illustrating the adversari-
ally altered stop sign under severe sun glare conditions.

(b) Mean prediction probability (µS ) and standard deviation (σS ) for stop
sign detection for Experiment 690.

Figure 8. Case Study 4: Catastrophic predictive sensitivity leading to severe loss of temporal consistency.

(a) CARLA simulation view of Experiment 842, adversarially altered stop
sign under severe fog and low light conditions.

(b) Mean prediction probability (µS ) and standard deviation (σS ) for stop
sign detection for Experiment 842.

Figure 9. Case Study 5: Perception performance and visual context under adversarial stop sign alteration, high fog, and low light, showing
profound predictive sensitivity leading to an unsafe condition.

Crucially, at sd, µS is approximately 0.02, showing fail-
ure to enter R. θS is achieved around dS ≈ 11 − 12m,
which is far beyond any safe reaction distance. σS band is
wide almost the entire detection range, indicating that mod-
els struggle not just with confidence, but also with basic
agreement on object presence even at distances where high
confidence is expected.

Collectively, these Set 2 experiments demonstrate that
while discrete adverse conditions delay detection, com-
pounding extreme variables – particularly intense sun glare,
dense fog, and targeted adversarial patches – induce erratic

temporal inconsistency and total predictive failure. Such
catastrophic degradation underscores the critical vulnerabil-
ity of current perception ensembles in unconstrained real-
world environments.

5.3. Real-World Experiment

To evaluate speed-induced visual effects, we conducted
physical vehicle tests at the VTTI [39] AV testing track.
The ego vehicle, operating under manual control via a
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(a) Speed 25 mph, dS = 26 m (b) Speed 35 mph, dS = 25.4 m (c) Speed 55 mph, dS = 27 m

(d) µS and σS for 25 mph (e) µS and σS for 35 mph (f) µS and σS for 55 mph

Figure 10. Real-World: Visual context under 25, 35 and 55 mph, and demonstration of effect of speed on µS and σS .

Dataspeed Inc.6 drive-by-wire kit, utilized the image sen-
sor architecture described in Figure 2. We profiled the ve-
hicle at speeds of 40, 56, and 88km/h (25, 35, and 55mph).
To simulate complex real-world edge cases, the target stop
sign (S) was partially occluded by a parked car, and we in-
troduced artificial rain and nighttime settings (Figures 10a,
10b, and 10c).

As speed increases from 40 to 88km/h, the mean predic-
tion probability (µS ) progressively degrades (Figures 10d,
10e, and 10f). Higher speeds exacerbate motion blur and
spectral deflection under these adverse conditions, signifi-
cantly reducing image quality. Interestingly, the prediction
variability (σS ) also decreases as speed increases. Rather
than indicating high confidence, this shrinking standard de-
viation reveals that the participating models unanimously
agree on a low detection confidence – a stark indicator of
systemic perception failure. Consequently, across all three
speed profiles, the ego vehicle fundamentally fails to enter
the safety quadrant (R), leading the perception stack into
critically unsafe driving conditions.

6. Conclusion

This work systematically analyzed AV perception robust-
ness using an ensemble of five state-of-the-art models
across over 2,000 simulated and physical edge cases. Find-
ings demonstrate that while isolated adverse conditions de-
lay detection, the compounding effects of dense fog, heavy
precipitation, low sun altitude, and adversarial occlusions
lead to severe degradation. These variables significantly re-
duce ensemble consensus, induce temporal inconsistency,
and consistently force the perception stack outside the de-
fined safety quadrant (R).

Physical evaluations indicate that high speeds under

6https://www.dataspeedinc.com/

rainy and nighttime conditions amplify motion blur and
spectral deflection. Crucially, these effects do not merely in-
crease variability but result in unanimous model agreement
on low detection confidence, indicating a systemic vulner-
ability. This research underscores that evaluating percep-
tion against isolated factors is insufficient; rigorous, multi-
variable assessments are imperative to identify limits – such
as those contributing to phantom braking or undetected haz-
ards – before AVs can be reliably deployed in unconstrained
environments.
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