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Abstract

Recent work on memorization in diffusion
models—Finding NeMo (Hintersdorf et al., 2024)
and its follow-up Finding Dori (Kowalczuk et al.,
2025)—presents a striking empirical pattern: a
defense that suppresses memorized generation
under the original training prompt can be de-
feated by adversarial embeddings, even though
the defense “works” on every standard bench-
mark. We argue that this is not a contingent fail-
ure of NeMo or any specific localization method,
but a structural consequence of evaluating mem-
orization defenses against fixed prompts rather
than against an adversary. We propose that the
field adopt an Adversarial Work Criterion (AWC)
that quantifies the computational work required
to elicit memorized content from a frozen de-
fended model, and that a defense be called effec-
tive only when this work scales exponentially in
the resources of a bounded adversary. The AWC
complements differential privacy (information-
theoretic, distribution-level) and membership-
inference benchmarks (single-adversary, single-
budget) by providing a per-model, per-datum,
computational lower bound. We give a toy energy-
landscape calculation showing that the AWC for-
mally classifies NeMo-style local patches along-
side generic gradient obfuscation—both scoring
near zero—while reserving polynomial scores for
defenses that genuinely flatten the memorization
basin; this recovers the empirical finding of Find-
ing Dori from the AWC formalism. The position
is normative; we are honest about what is conjec-
tural and what is provable.
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1. Introduction

Memorization in foundation models is now both an em-
pirical fact and a normative target: large diffusion models
reproduce training images verbatim under the right prompts
(Carlini et al., 2023; Somepalli et al., 2023), language mod-
els emit personally identifiable strings under suitable condi-
tioning (Carlini et al., 2021; 2022a), and a substantial litera-
ture has emerged proposing mitigations—from training-time
data filtering and differential privacy (Abadi et al., 2016),
through inference-time prompt rewriting, to post-hoc lo-
calization methods that disable specific neurons identified
as “memorization neurons.” Finding NeMo (Hintersdorf et
al., 2024) is the canonical example of the last family: by
attribution to cross-attention units in a diffusion model, one
can disable a small set of neurons and prevent the model
from regenerating a particular memorized training image
when prompted with the original caption.

A year later, Finding Dori (Kowalczuk et al., 2025)—
by overlapping authors—reported that NeMo and similar
pruning-based defenses can be defeated by an adversari-
ally optimized text embedding: the memorized image still
lives in the model’s weights, just no longer at the address
NeMo cleared, and a few hundred steps of embedding-space
gradient ascent suffice to relocate it. The defense is shal-
low against any adversary that does not stop at the original
prompt.

Our position. We argue that the Dori result is not a
contingent flaw of NeMo, but the predictable failure
mode of any memorization defense whose effectiveness
is evaluated against fixed prompts rather than against
a bounded adversary, and that the field should adopt a
per-model evaluation criterion that quantifies the compu-
tational work an adversary needs to bypass the defense.
We give a structural argument for why pruning-class de-
fenses must admit cheap adversarial bypasses, propose a
concrete first instantiation of such a criterion—the Adver-
sarial Work Criterion (AWC)—and discuss its relationship
to differential privacy and to extraction-attack benchmarks.
We are intentionally light on formal proofs; the paper is
a position, and we mark conjectures as conjectures. Ap-
pendix A sketches a constructive minimax-game algorithm
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that turns the AWC from a passive metric into an active
training objective.

2. The Hawk Effect for Memorization

We describe the structural argument by analogy to a phe-
nomenon we encountered first in adversarial reinforcement
learning, which we call the Hawk Effect.

In the deserts of the southwestern United States, the taran-
tula is an apex micro-predator with few natural enemies,
easily overpowering virtually all creatures of its size. There
exists, however, a specialized wasp—the tarantula hawk—
evolved specifically to hunt these spiders. We believe this is
the precise analogue of how adversarial attacks against any
frozen, finite-capacity neural defense work: an organism (or
algorithm) becomes extremely specialized in defeating one
particular target, no matter how generally well-defended
that target is against generic threats.! Wang et al. (2023)
demonstrated this very explicitly for KataGo: a superhuman
Go agent collapses to specialized adversarial policies train-
able in a small fraction of the victim’s training compute. The
Dori construction is the same phenomenon transposed to
memorization defense: the defended diffusion model is the
victim, and the adversarial embedding-finder is the hawk.

2.1. Generation as a Two-Player Game

To understand why localization defenses fail structurally,
we must move beyond treating text-to-image generation as a
static input—output map. Generative diffusion is mathemat-
ically homologous to sequential game-playing algorithms
like AlphaZero (Silver et al., 2018). Both rely on a neural
network to guide an iterative search through a state space
toward a high-reward terminal state: where a Go Al uses
a value network to guide Monte Carlo Tree Search over
discrete board states, a diffusion model uses a score network
to guide an ODE/SDE solver over continuous latent states.
This equivalence allows us to formalize the generative pro-
cess as a repeated, asymmetric extensive-form game Ggen
between two players: Alice (the Probing Hawk) and Bob
(the Defended Generative Model).

The game is played over episodes k = 1, ..., K. The target
is a memorized training datum x* with original prompt c*.
At the start of episode k, Alice plays a continuous condi-
tioning action ¢, € C (the prompt). To respect standard
benchmark constraints, Alice must play outside the local-
ized defensive patch: ¢ ¢ B¢(c*). Given ¢ and a random
noise initialization 7 ~ N(0, ), Bob executes his gen-

erative search via his frozen score network s (x4, ¢, ci),

terminating in an output image xék).

Alice’s reward is

!Tarantulas do not evolve specifically to evade hawks; they
evolve to handle prey of their own size class. This asymmetry is in
fact the analogy we want.

R(ck) = sim(m(()k), x*). Bob’s defense (e.g., NeMo) acts as
a local repulsor that drives R — 0 in the immediate vicinity
of c*.

2.2. The Hawk Effect as Adversarial Self-Play

Wang et al. (2023) showed that a superhuman Go Al, once
its weights are frozen, collapses against an adversary that
learns to steer the board into out-of-distribution blind spots
where the value network hallucinates. Alice’s task against
Bob is the exact continuous analogue. Because Bob’s transi-
tion dynamics (the continuous ODE rollout) are fully differ-
entiable, Alice does not need discrete reinforcement learning
to update her strategy: she executes exact white-box gra-
dient ascent on Bob’s responses, cx+1 = ¢ + nV.R(ck).
Bob’s finite-capacity defense merely blocked the highly vis-
ible path ¢* but did not flatten the underlying macroscopic
memorization basin. Alice iteratively learns an adversarial
prompt c,gy that forces Bob’s fixed search policy to walk
back into the residual basin.

3. An Adversarial Work Criterion for
Memorization

The structural argument suggests an evaluation criterion.
While for any sufficiently small network with non-trivial
memorization an adversarial elicitation is possible in prin-
ciple, the total compute and trajectory length required vary
enormously between defended models. We therefore pro-
pose constructing an Adversarial Work Criterion (AWC)
with three properties: (i) logarithmic scaling in the total com-
pute the adversary needs to exit the in-distribution prompt
set; (ii) linear scaling in the embedding-space distance be-
tween the original training caption and the bypass prompt;
and (iii) inverse linear scaling in the model’s own ability to
detect that its output is a memorized training datum. Con-
cretely, we postulate the AWC score—read as a minimax
over the generative game, not a post-hoc checklist:

lo Cex oit) * d, a
gAWC(m*) — mmin gb'(/\/ pl l) tr P. (1)
Cadv awakening

We unpack each term.

Logarithmic setup bound, log;, (Cexploit): Cexploic is the
total compute (e.g., model-query count, gradient steps, or
wall-clock FLOPs) the adversary expends to find any con-
ditioning input outside the in-distribution prompt set that
successfully elicits «*. The logarithm extracts a strictly lin-
ear measure of the defended model’s structural radius and
prevents “glass-cannon” defenses—models that achieve a
high apparent guard radius by aggressive obfuscation rather
than by genuinely sparser memorization—from hacking the
criterion through inflated raw setup compute.
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Causal information distance, dyap. diap is the
embedding-space distance ||c,ay — c¢*|| between the
original training caption and the discovered adversarial
conditioning input—the strategy deviation Alice’s learned
policy must traverse to bypass Bob’s localized margin.
Each successive step in the adversary’s gradient walk that
crosses an additional locally Lipschitz region without
triggering a defensive abstain compounds probabilistically,
so the Shannon information content of the bypass scales
linearly with di,p. Multiplying by setup complexity
isolates true defenses: those that are both hard to leave
the in-distribution prompt set from and structurally robust
against deep gradient walks.

Endogenous abstention cost, NVywakening: Once inside the
bypass region, how much of the model’s own internal com-
putation does it take before it abstains, refuses, or otherwise
flags that the output it is committing to is too close to a train-
ing datum? Concretely, this could be measured in additional
sampling steps, classifier-free-guidance reflection rounds,
or query rounds to a built-in memorization detector. Plac-
ing this quantity in the denominator measures the genuine
memorization-resistance compiled into the deployed sys-
tem. A model with strong endogenous extraction-resistance
recognizes the adversarial elicitation early and aborts; a
model whose “defense” was a cheap external patch passes
the adversary’s prompt straight through. This term prevents
systems from offloading memorization defense onto easily-
circumvented external wrappers.

3.1. A worked example: NeMo and gradient obfuscation
are in the same class

The denominator /\/'a\,mkening does most of the work that dis-
tinguishes AWC from extraction-rate metrics. To make this
concrete, we sketch a toy energy-landscape calculation in
the spirit of the obfuscated-gradients literature (Athalye et
al., 2018). Treat the deployed model as inducing a potential
E(-) over a low-dimensional embedding state, treat genera-
tion as overdamped Langevin dynamics in E with diffusion
constant D, and identify J\/'awakening with the expected escape
time of the generation process from the memorization basin.

Generic gradient obfuscation, My,. Add a high-
frequency ripple to a deep quadratic well around the memo-
rized image: Egpr(z) = 1 A||2)|? + ecos(w - z) with w > 1
and € < AR2. The adversary’s gradient field shatters into
roughly w spurious local minima, raising log Cexploic t0
Q(dlogw). By Kramers’ formula (Kramers, 1940), how-
ever, the leading-order escape time depends only on the
macroscopic well depth AE =~ %)\R2, unaffected by the
high-frequency ripple, s0 Nawakening X exp(AR?/2D). The
exponential denominator dominates the logarithmic numer-
ator and gch(Mobf) — 0.

NeMo as a special instance. Cross-attention masking
does not flatten the basin; it inserts a small barrier in condi-
tioning space localized around c*, while leaving the score-
implied potential elsewhere unchanged. The adversary re-
covers the unmodified gradient field by an arbitrarily small
detour from c*, s0 log Cexpioit collapses to O(1). Once any
bypass conditioning is found the basin is intact, so the
same Kramers exponential applies. AWC therefore predicts
NeMo and high-frequency obfuscation are in the same class:
both score essentially zero, differing only in numerator size,
and NeMo is in fact worse than generic obfuscation along
the setup axis. This is the empirical finding of Kowalczuk
et al. (2025), here derived from the AWC formalism rather
than from experiment.

What a passing defense would look like. A defense that
genuinely flattens the basin, Eggpa () = 3X[|z[|* with
N = 0, presents no gradient signal and the adversary is
reduced to blind search (log Cexploic < d); the generation
dynamics is free diffusion, o NMyyakening = O(R?/D), poly-
nomial in R. The AWC score is then ©(Dd/R), qualita-
tively distinct from the obfuscation class. Kowalczuk et al.
(2025)’s adversarial-finetuning-with-many-triggers proce-
dure is a candidate concrete construction. The argument is
leading-order in the Kramers exponential—we ignore the
prefactor, which is w-dependent for My,-—and the toy po-
tentials are caricatures of learned landscapes. We present
the calculation as a structural argument that AWC classi-
fies NeMo alongside obfuscation, not as a theorem about
deployed models.

3.2. Relationship to existing privacy guarantees

The AWC is intended to complement, not replace, two ex-
isting frameworks. Differential privacy (Abadi et al., 2016)
provides an information-theoretic, distribution-level worst-
case privacy guarantee, bounding the influence of any in-
dividual training datum on the released model. AWC is
orthogonal: it is a per-model, per-datum, computational
lower bound on the adversary’s elicitation cost. A model
can be DP-trained and still admit a low AWC for a particular
synthetic example whose information leaked through the
noise; conversely, a non-DP model with a very high AWC
for a specific memorized datum is computationally hard to
extract from, even though no information-theoretic guaran-
tee holds. Existing membership-inference and extraction
benchmarks (Shokri et al., 2017; Carlini et al., 2022b; 2023)
measure whether a fixed adversary, with a fixed budget, suc-
ceeds against a model—essentially point evaluations of an
adversarial-success probability. AWC asks the orthogonal
question: how much budget does it take to drive the success
probability above a threshold? A defense that drops MIA
AUC from 0.95 to 0.55 looks impressive, but if 100 addi-
tional adversarial queries restore AUC to 0.95, the defense’s
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AWC is low. AWC and MIA-style benchmarks together
specify both the depth and the slope of a defense.

4. Alternative Views

“This is just adversarial robustness for memorization.”
We agree—and that is the point. The position is pre-
cisely that memorization defenses should be evaluated as
adversarially-robust classifiers are: against an optimising
adversary, not against a fixed test set. The conceptual move
from “my defense reduces fixed-prompt extraction rate” to
“my defense raises the bypass complexity for an adversary”
is the same move the adversarial-examples community made
over a decade ago, and we contend it has not yet been made
systematically in the memorization literature.

“Aren’t gradient-obfuscation defenses a counterexample
to AWC?” This is the strongest objection. Athalye et al.
(2018) showed that gradient masking can yield defenses that
look strong against gradient-based attacks while remain-
ing trivially weak against adaptive attacks. A naively mea-
sured AWC—based only on gradient-based prompt search—
can be reward-hacked by deliberately non-differentiable
defenses that nonetheless leak the memorized content. We
accept this and view it as a fundamental asymmetry of any
computational criterion: a low AWC proves the defense
is insecure, but a high AWC does not by itself prove the
defense is secure. To make the criterion symmetric, AWC
must be combined with adaptive-attack audits that include
non-gradient adversaries, in the spirit of the adaptive-attack
literature (Tramer et al., 2020).

“DP already gives us what we need.” DP gives a strong,
distribution-level guarantee at known and often substantial
utility cost. A large fraction of deployed foundation models
are not DP-trained, and reasonable utility-preserving DP
for billion-parameter generative models is an open prob-
lem. AWC is intended to evaluate the defended models we
actually have, not the DP-trained models we wish we had.
Its existence does not argue against pursuing DP; it argues
against treating non-DP defenses as “working” just because
they pass fixed-prompt benchmarks.

“Memorization localization can be made hierarchical.”
A natural patch is to apply NeMo-class methods iteratively:
when an adversarial bypass is found, localize the new path
and disable it too. We expect this to fail for the reason
iterated adversarial training fails in the classification setting
(Tramer et al., 2020): the model’s parameter capacity is
fixed, so each patch reallocates—rather than expands—the
in-distribution decision boundary, and a freshly initialized
hawk routes around the new patch. The position predicts
that hierarchical NeMo will “work” on each successive Dori-
style adversary and fail on the next one.

5. Conclusion

The empirical pattern uncovered by Dori—that NeMo-class
defenses suppress memorized generation under the training
prompt but admit cheap adversarial bypasses—is, we have
argued, not a contingent flaw but a structural consequence
of evaluating memorization defenses against fixed prompts
rather than against bounded adversaries. We have proposed
an Adversarial Work Criterion that quantifies the compu-
tational work required to elicit memorized content under
adversarial conditioning, sketched its three components in
the memorization setting, and discussed its relationship to
differential privacy and to existing extraction-attack bench-
marks. We have not proved an exponential lower bound
for any concrete defense; we have argued that current eval-
uations should be required to make such a bound implicit
via adversarial-work measurement. Appendix A sketches a
candidate algorithmic instantiation that uses the AWC as the
objective of a continuous minimax game between a prompt-
generating attacker and a referee-anchored defender, and
we flag the formalization of that game’s Nash structure as
the natural next theoretical step. Our hope is that adopting
AWC-style evaluation alongside existing fixed-prompt and
MIA benchmarks will, in time, distinguish memorization
defenses that genuinely make extraction hard from those
that merely make the original prompt unproductive.

Impact Statement

This paper presents work whose goal is to advance the field
of Machine Learning, specifically the evaluation of defenses
against training-data memorization in foundation models.
Memorization sits at the intersection of privacy (training
data containing personal information), copyright (training
data containing protected works), and security (training data
containing exploitable secrets). Our normative claim—that
defenses currently considered effective may be structurally
insecure against bounded adversaries—is intended to raise
the bar that proposed defenses must clear before deploy-
ment, and we view this as net beneficial: weakening the
bar would risk false confidence in defenses whose failure
modes are predictable. The specific adversarial procedures
we discuss (gradient ascent on text embeddings) are already
public in the cited prior work, and we add no novel attack
capability. There are nevertheless many potential societal
consequences of work on memorization in foundation mod-
els, and we encourage downstream researchers to be explicit
about which threat models their proposed defenses are in-
tended to address.
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A. From Evaluation to Algorithm: Minimax Basin Flattening

If the structural vulnerability of localized defenses stems from evaluating them against static prompts rather than an
optimizing adversary, the natural solution is to incorporate the adversary directly into the unlearning mechanism. In
reinforcement learning, static defenses are inevitably bypassed; the only robust defense against a specialized hawk is
continuous self-play. Building on the equivalence to game-playing Al, we propose that true memorization erasure must be
formulated as a minimax generative game, transitioning the AWC from a post-hoc evaluation criterion into an active training
framework. This appendix is constructive and forward-looking; we mark the components that are currently conjectural.

A.1. Formalizing generation as a Markov game

We make precise the game G, sketched in Section 2.1. Alice (the Hawk) plays a continuous conditioning action ¢ € C
(the prompt). Bob (the generative model) executes a sequence of continuous moves—the iterative ODE/SDE solver
steps—guided by his score network €g (x4, ¢, ¢), terminating in an image xo. Alice’s objective is to elicit a memorized target
datum z*. Because Bob’s transition dynamics are fully differentiable, Alice does not require discrete reinforcement learning
to update her strategy; she executes exact white-box gradient ascent on Bob’s score function to find bypass prompts c,gy.
To genuinely defend against Alice, Bob cannot rely on a static patch. He must structurally flatten the memorization basin
across the entire conditioning manifold through continuous adversarial self-play.

A.2. The “white noise’’ dilemma and network architecture

A naive zero-sum formulation—where Bob simply maximizes Alice’s loss—is structurally degenerate. If Bob’s sole
objective is to push his score prediction away from the noise trajectory of x*, the high-dimensional geometry of the latent
space dictates that he will push the trajectory off the natural-image manifold entirely. Bob will mode-collapse, outputting
white noise or catastrophic artifacts in response to adversarial prompts. To preserve global utility while achieving local
erasure, Bob requires a utility anchor. We outline two architectural approaches to this constrained game.

Two-network approach (dual-objective generator). The entire game is squeezed into Bob’s dynamically updating
weights. Bob simultaneously minimizes a standard diffusion loss over a clean dataset D while actively repelling his score
from x* on Alice’s adversarial prompts. While conceptually intuitive, this continuous game of parameter reallocation risks
catastrophic forgetting, as Bob’s global generative capacity degrades under constant adversarial updates.

Three-network approach (the utility anchor). To rigorously prevent mode collapse, we introduce a third entity: a
frozen Referee (M,.¢), representing the original undefended model. Because unrolling the full generative ODE solver is
computationally prohibitive, the minimax game is played iteratively in the denoising score-matching space, alternating two
phases.

Phase 1 (Alice’s attack). Bob is frozen. Alice operates a prompt-generating policy A, (z) mapping from a latent prior to C.
She updates 1/ to minimize the standard diffusion objective with respect to x*:

min Laice(t) = Eo,c.: | ool 1. Au(2)) = el ] @

By minimizing this loss, Alice acts as a continuous topological scanner, mapping out the residual boundaries of the
memorization basin that Bob has not yet flattened.

Phase 2 (Bob’s defense). Alice is frozen. Bob updates his parameters 6 to block the exploits Alice discovered, while
mathematically tethering his global behavior to the Referee:

min Loob(0) = & Laet(0) + A Lea(6). 3
where

Lacr(0) = By, | l0(a7, 8, cuns) = (e 1. 0)13 ]

Lre(0) = Eenp 2 { lleo (e, t,¢) — €rer(, L, C)Hg} .

The first term, Lger, is the adversarial-deflection loss; the second, L., is the utility-retention loss. This formulation resolves
the mode-collapse dilemma elegantly. In Lqf, the symbol () represents the unconditional (empty) prompt: rather than trying

6
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to destroy the weights associated with 2*, Bob learns a semantic deflection in which his gradients pull his prediction, on
any backdoor prompt, to match the exact score vector the Referee would output if given no prompt at all. Bob thus safely
deflects Alice’s attacks by generating a generic, unconditioned natural image.

A.3. Recovering the AWC limit

Through this continuous self-play, the Adversarial Work Criterion transitions from a passive metric to an active learning
environment. As Alice maps out the unpatched perimeter of the defense, Bob systematically replaces the deep memorization
well with the flat energy landscape of the unconditional prior. At Nash equilibrium, the macroscopic well depth AE
(Section 3.1) is driven to zero across the entire continuous manifold. The generation dynamics become free diffusion relative
to =*, structurally reducing the endogenous entrapment time Nawakening. Consequently, any future adversary is subjected to a
genuinely flat gradient field, raising the required search complexity log(Cexploic) and pushing the AWC into the polynomial
regime identified in Section 3.1. We emphasize that the existence and computability of the Nash equilibrium for this game in
the function-space limit are open questions; the construction above is an algorithmic schema, not a convergence guarantee.



