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Abstract
The rapid advancement of large language model
(LLM) agents has raised new concerns regard-
ing their safety and security. In this paper, we
propose GuardAgent, the first guardrail agent
to protect target agents by dynamically checking
whether their actions satisfy given safety guard
requests. Specifically, GuardAgent first ana-
lyzes the safety guard requests to generate a task
plan, and then maps this plan into guardrail code
for execution. By performing the code execution,
GuardAgent can deterministically follow the
safety guard request and safeguard target agents.
In both steps, an LLM is utilized as the reasoning
component, supplemented by in-context demon-
strations retrieved from a memory module storing
experiences from previous tasks. In addition, we
propose two novel benchmarks: EICU-AC bench-
mark to assess the access control for healthcare
agents and Mind2Web-SC benchmark to evalu-
ate the safety policies for web agents. We show
that GuardAgent effectively moderates the vi-
olation actions for different types of agents on
these two benchmarks with over 98% and 83%
guardrail accuracies, respectively. Project page:
https://guardagent.github.io/

1. Introduction
AI agents empowered by large language models (LLMs)
have showcased remarkable performance across diverse ap-
plication domains, including finance (Yu et al., 2023), health-
care (Abbasian et al., 2024; Shi et al., 2024; Yang et al.,
2024; Tu et al., 2024; Li et al., 2024), daily work (Deng
et al., 2023; Gur et al., 2024; Zhou et al., 2023; Zheng et al.,
2024), and autonomous driving (Cui et al., 2024; Jin et al.,
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Figure 1: Illustration of GuardAgent safeguarding other
target agents on diverse tasks. Given a) a set of safety guard
requests informed by a specification of the target agent and
b) the input and output logs recording the target agent’s
action trajectories, GuardAgent first generates an action
plan based on the experiences retrieved from the memory.
Then, a guardrail code is generated based on the action plan
with a list of callable functions. The actions of the target
agent with safety violations will be denied.

2023; Mao et al., 2024). For each user query, these agents
typically employ an LLM for task planning, leveraging the
reasoning capability of the LLM with the optional support
of long-term memory from previous use cases (Lewis et al.,
2020). The proposed plan is then executed by calling exter-
nal tools (e.g., through APIs) with potential interaction with
the environment (Yao et al., 2023).

Unfortunately, existing works on LLM agents primarily fo-
cus on their effectiveness in solving specific tasks while
significantly overlooking their potential for misuse, which
can lead to harmful consequences (Chen et al., 2024). For
example, if misused by unauthorized personnel, a health-
care agent could easily expose confidential patient informa-
tion (Yuan et al., 2024a). Indeed, some existing LLM agents,
particularly those used in high-stakes applications like au-
tonomous driving, are equipped with safety controls to pre-
vent the execution of undesired dangerous actions (Mao
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et al., 2024; Han et al., 2024). However, these task-specific
safeguards are hardcoded into the LLM agent and, therefore,
cannot be generalized to other agents (e.g., for healthcare)
with different safety guard requests (e.g., for privacy).

On the other hand, guardrails for LLMs provide input and
output moderation to detect and mitigate a wide range of
potential harms (Markov et al., 2023; Lees et al., 2022;
Rebedea et al., 2023; Inan et al., 2023; Yuan et al., 2024b).
This is typically achieved by building the guardrail upon
another pre-trained LLM to understand the input and output
of the target LLM contextually. More importantly, the ‘non-
invasiveness’ of guardrails, achieved through their parallel
deployment alongside the target LLM, allows for their ap-
plication to new models and harmfulness taxonomies with
only minor modifications. However, LLM agents differ
from LLMs by involving a significantly broader range of
output modalities and highly specific guard requests. For
instance, a web agent might generate actions like clicking a
designated button on a webpage (Zheng et al., 2024). The
safety guard request here could involve prohibiting certain
users (e.g., underaged users) from purchasing specific items
(e.g., alcoholic beverages or certain drugs). Clearly, existing
guardrails designed to moderate the textual harmfulness of
LLMs cannot address such intricate safety guard requests.

In this paper, we present the first study on guardrails for
LLM agents. We propose GuardAgent, the first LLM
agent designed to safeguard other LLM agents (referred
to as ‘target agents’ henceforth) by adhering to diverse
real-world safety guard requests from users, such as safety
rules or privacy policies. The deployment of GuardAgent
requires the prescription of a set of textural safety guard
requests informed by a specification of the target agent (e.g.,
the format of agent output and logs). During the inference,
user inputs to the target agent, along with associated outputs
and logs, will be provided to GuardAgent for examination
to determine whether the safety guard requests are satisfied
or not. Specifically, GuardAgent first uses an LLM to
generate an action plan based on the requests and the inputs
and outputs of the target agent. Subsequently, this action
plan is transformed by the LLM into guardrail code, which
is then executed by calling an external API (see Fig. 1).
For both the action plan and the guardrail code generation,
the LLM is provided with related demonstrations retrieved
from a memory module, which archives inputs and outputs
from prior use cases. Such knowledge-enabled reasoning
is the foundation for GuardAgent to understand diverse
safety guard requests for different types of LLM agents.
The design of GuardAgent offers it three key advantages.
Firstly, unlike safety or privacy controls hardcoded to the
target agent, GuardAgent can potentially adapt to new
target agents by uploading relevant functions to the toolbox.
Secondly, GuardAgent provides guardrails by code gen-
eration and execution, which is more reliable than guardrails

solely based on natural language. Thirdly, GuardAgent
employs the core LLM by in-context learning, enabling di-
rect utilization of off-the-shelf LLMs without the need for
additional training.

Before introducing GuardAgent in Sec. 4, we investigate
diverse safety guard requests for different types of LLM
agents and propose two novel benchmarks in Sec. 3. The
first benchmark, EICU-AC, is designed to assess the ac-
cess control for healthcare agents. The second benchmark,
Mind2Web-SC, focuses on evaluating the safety control of
web agents. These two benchmarks will be used to evaluate
our GuardAgent in our experiments in Sec. 5. Note that
the two types of safety guard requests considered here –
access control and safety control – are closely related to pri-
vacy and safety, respectively, which are critical perspectives
of AI trustworthiness (Wang et al., 2023a). Our technical
contributions are summarized as follows:

• We propose GuardAgent, the first LLM agent frame-
work providing guardrails to other target LLM agents via
knowledge-enabled reasoning in order to address diverse
user safety guard requests.

• We propose a novel agent design for GuardAgent – a
knowledge-enabled task planning leveraging an effective
memory module design, followed by guardrail code gen-
eration and execution, which involve an extendable array
of functions. Such design endows GuardAgent with
great flexibility, reliable guardrail code generation, and
no need for additional training.

• We create two benchmarks with high diversity, EICU-AC
and Mind2Web-SC, to evaluate access control of health-
care agents and safety control of web agents, respectively.

• We show that GuardAgent effectively moderates the
safety violation actions for different types of agents on
EICU-AC and Mind2Web-SC. GuardAgent achieves
over 98% and 83% guardrail accuracies based on four dif-
ferent core LLMs on these benchmarks, respectively, with-
out affecting the task performance of the target agents.

2. Related Work
LLM agents refer to AI agents that use LLMs as their cen-
tral engine for task understanding and planning and then ex-
ecute the plan by interacting with the environment (e.g., by
calling third-party APIs) (Xi et al., 2023). Such fundamental
difference from LLMs with purely textual outputs enables
the deployment of LLM agents in diverse applications, in-
cluding finance (Yu et al., 2023), healthcare (Abbasian et al.,
2024; Shi et al., 2024; Yang et al., 2024; Tu et al., 2024; Li
et al., 2024), daily work (Deng et al., 2023; Gur et al., 2024;
Zhou et al., 2023; Zheng et al., 2024), and autonomous driv-
ing (Cui et al., 2024; Jin et al., 2023; Mao et al., 2024). LLM
agents are also commonly equipped with a retrievable mem-
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ory module, allowing them to perform knowledge-enabled
reasoning (Lewis et al., 2020). Such property endows LLM
agents with the ability to handle different tasks within an ap-
plication domain. OurGuardAgent is a very typical LLM
agent, but with different objectives from existing agents, as
it is the �rst agent to safeguard other LLM agents.

LLM-based guardrails belong to a family of moderation
approaches for harmfulness mitigation (Yuan et al., 2024a;
Qi et al., 2024). Traditional guardrails were operated as
classi�ers trained on categorically labeled content (Markov
et al., 2023; Lees et al., 2022). Recent guardrails for LLMs
can be categorized into either `model guarding models' ap-
proaches (Rebedea et al., 2023; Inan et al., 2023; Yuan et al.,
2024b) or àgent guarding models' approaches (gua, 2023).
These guardrails are designed to detect and moderate harm-
ful content in LLM outputs based on prede�ned categories,
such as violent crimes, sex crimes, child exploitation, etc.
They cannot be applied to LLM agents with diverse out-
put modalities and safety requirements. For example, an
autonomous driving agent may produce outputs such as
trajectory predictions that must adhere to particular safety
regulations. In this work, we take the initial step towards
developing guardrails for LLM agents by investigating both
`model guarding agents' (using an LLM with carefully de-
signed prompts to safeguard agents) and `agent guarding
agents' approaches. We demonstrate thatGuardAgent ,
the �rst `agent guarding agents' framework, surpasses the
`model guarding agents' approach in our experiments.

3. Safety Requests for Diverse LLM Agents

Before introducingGuardAgent , we investigate safety
requests for different types of LLM agents in this section.
We focus on two representative LLM agents: an EHRAgent
for healthcare and a web agent SeeAct. EHRAgent repre-
sents agents used by organizations such as enterprises or
government of�cials for high-stake tasks, while SeeAct rep-
resents generalist agents for diverse web tasks. We brie�y
review these two agents, their designated tasks, and their
original evaluation benchmarks. More importantly, due
to the lack of benchmarks for privacy or safety evaluation
on these two representative agent types, we propose two
novel benchmarks: 1) EICU-AC for assessing access control
of healthcare agents, and 2) Mind2Web-SC for evaluating
safety control of web agents. Speci�cally, EICU-AC is de-
veloped from the EICU dataset commonly used to evaluate
healthcare agents, while Mind2Web-SC is developed from
Mind2Web which is a common benchmark for web agents.

3.1. Access Control for Organizational Agents

As organizations increasingly integrate AI-driven agents
into their work�ows, which can access sensitive information
in different private databases, ensuring secure and context-
aware access control is critical. Here we build anaccess

control agent benchmark based on a medical agent to
character the real-world requirement.

EHRAgent EHRAgent is designed to respond to
healthcare-related queries by generating code to retrieve
and analyze data from provided databases (Shi et al., 2024).
EHRAgent has been evaluated and shown decent perfor-
mance on several benchmarks, including an EICU dataset
containing questions regarding the clinical care of ICU pa-
tients (see Fig. 12 in App. C for example) and 10 relevant
databases (Pollard et al., 2018). Each database contains sev-
eral types of patient information stored in different columns.
In practical healthcare systems, it is crucial to restrict access
to speci�c databases based on user identities. For example,
personnel in general administration should not have access
to patient diagnosis details. Thus, healthcare agents, such
as EHRAgent, should be able to deny requests for infor-
mation from the patient diagnosis database when the user
is a general administrator. In essence, these agents should
incorporate access controls to safeguard patient privacy.

EICU-AC In this paper, we create an EICU-AC bench-
mark from EICU to evaluateAccessControl approaches
for EHRAgent (and potentially other organizational agents
with database retrieval). EICU-AC includes three user roles,
`physician', `nursing', and `general administration', to simu-
late practical healthcare scenarios. The access control being
evaluated is supposed to ensure that each identity has ac-
cess to only a subset of databases and columns of the EICU
benchmark. We generate the ground truth access permis-
sion for each role by joint efforts of clinicians and ChatGPT
(see App. A.1 for more details). Then, each example in
EICU-AC is designed to include the following information:
1) a healthcare-related question and the correct answer, 2)
the databases and the columns required to answer the ques-
tion, 3) a user identity, 4) a binary label `0' if all required
databases and columns are accessible to the given identity
or `1' otherwise, and 5) the required databases and columns
inaccessible to the identity if the label is `1'. An illustrative
example from EICU-AC is shown in Fig. 12 of App. C.

In particular, all questions in EICU-AC are sampled or
adapted from the EICU dataset. We ensure that all these
questions arecorrectly answeredby EHRAgent using GPT-
4 (at temperature zero) as the core LLM so that the eval-
uation using our benchmark will mainly focus on access
control without much in�uence from the task performance
of the target agent. Initially, we generate three EICU-AC
examples from each question by assigning it with the three
roles respectively. After labeling, we found that the two la-
bels are highly imbalanced for all three identities. Thus, for
each identity, we remove some of the generated examples
while adding new ones to achieve a relative balance between
the two labels (see more details in App. A.2). Ultimately,
EICU-AC contains 52, 57, and 45 examples labeled to `0'
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for `physician', `nursing', and `general administration', re-
spectively, and 46, 55, and 61 examples labeled to `1' for
the three roles respectively. Among these 316 examples,
there are 226 unique questions spanning 51 ICU informa-
tion categories, underscoring the diversity of EICU-AC.

3.2. Safety Policies for Web Agents

As web agents become increasingly autonomous in tasks
such as web shopping, information search, and transaction
execution, ensuring their alignment with safety policies re-
mains a critical challenge. Here we formalize and construct
asafety control agent benchmarkwith web safety policy
requests for generic real-world web agents.

SeeAct SeeAct is a generalist web agent that follows nat-
ural language instructions to complete tasks on any given
website by sequential generation of actions, including click-
ing on a button, typing speci�c texts, etc. (see Fig. 12 of
App. C for example) (Zheng et al., 2024). SeeAct is demon-
strated successful on the Mind2Web benchmark contain-
ing over 2,000 complex web tasks spanning 137 websites
across 31 domains (e.g., car rental, shopping, entertainment,
etc.) (Deng et al., 2023). However, practical web agents like
SeeAct lacks a safety control that restricts certain actions for
speci�c users. For example, in most regions of the world, a
driver's license should be required for car rental.

Mind2Web-SC We create a Mind2Web-SC benchmark to
evaluateSafetyControl of SeeAct and other web agents that
operate based on action generation. The objective of safety
control is to ensure that the agent obeys safety policies for
online activities. Here, we consider six rules created based
on common web regulations and regional conventions: 1)
user must be a member to shop, 2) unvaccinated user cannot
book a �ight, 3) user without a driver's license cannot buy or
rent a car, 4) user aged under 18 cannot book a hotel, 5) user
must be in certain countries to search movies/musics/video,
6) user under 15 cannot apply for jobs.

The examples in Mind2Web-SC are created by the following
steps. First, we obtain all tasks with correct action predic-
tion by SeeAct (using GPT-4 as the core LLM) from the
travel, shop, and entertainment domains of the test set of
Mind2Web . Second, for each task, we randomly create
a user pro�le containing `age' in integer and `domestic',
`dr_license', `vaccine', and `membership', all boolean (see
Fig. 12 in App. C). Note that each user information is
non-trivial, as it is related to at least one of the six safety
rules we created. Third, we manually label each example
based on the task and the user information. If the task itself
is not related to any of the six rules, the example will be
labeled to `0' for `action permitted'. If the task is related
to at least one rule (e.g. the one for car rental), we check
the user information and will label the example to `1' for
`action denied' if the rule is violated (e.g. `dr_license' is

`false') and `0' otherwise. For each example labeled to `1',
the violated rules are also included. Finally, we balance
the two classes by creating additional examples (based on
existing tasks but with different user information) while re-
moving some examples with tasks irrelevant to any rule (see
details in App. B). The created Mind2Web-SC contains 100
examples per class with only unique tasks within each class.

4. GuardAgent Framework

Considering the varied safety guard requests for different
LLM agents,can we ensure that the agent actions comply
with these requests without compromising their task utility?

To answer this question, we introduceGuardAgent with
three key features: 1)�exibility – unlike speci�c safety
guardrails hardcoded to each agent, the “non-invasiveness”
of GuardAgent , along with its extendable memory and
toolbox, allows it to address new target agents and novel
safety guard requests without interference with the tar-
get agent's decision-making; 2)reliability – outputs of
GuardAgent are obtained only if the generated guardrail
code is successfully executed; 3)free of training –
GuardAgent is in-context-learning-based and does not
need any additional LLM training or �ne-tuning.

4.1. Overview of GuardAgent

The intended user ofGuardAgent is the developer or
operator of a target LLM agent who seeks to imple-
ment a guardrail on it. The mandatory textual inputs to
GuardAgent include a set of safety guard requestsI r , a
speci�cationI s of the target agent, inputsI i to the target
agent (by its own user), and the output logI o by the target
agent (recording its reasoning and action corresponding to
I i ). Here,I r is informed byI s including the functionality
of the target agent, the content in the inputs and output logs,
their formats, etc. The objective ofGuardAgent is to
check whetherI i andI o satisfy the safety guard requestsI r

and then produce a label predictionOl , whereOl = 0 means
the safety guard requests are satis�ed andOl = 1 otherwise.
The outputs or actions proposed by the target agent will be
admitted byGuardAgent if Ol = 0 or denied ifOl = 1 .
If Ol = 1 , GuardAgent should also output the detailed
reasonsOd (e.g., by printing the inaccessible databases and
columns for EICU-AC) for potential further actions.

The key idea ofGuardAgent is toleverage the logical rea-
soning capabilities of LLMs with knowledge retrieval from
past experience to accurately `translate' textual safety guard
requests into executable code.Correspondingly, the pipeline
of GuardAgent comprises two major steps (see Fig. 1).
In the �rst step (Sec. 4.2), a step-by-step action plan is gener-
ated by prompting an LLM with the above-mentioned inputs
to GuardAgent . In the second step (Sec. 4.3), we prompt
the LLM with the action plan and a set of callable func-
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Figure 2: A toy example ofGuardAgent executing a
safety guard request for access control on a healthcare target
agent (EHRAgent). A general administration user requests
the lab results of a patient. However, based on the safety
guard request, this user type cannot access the `lab' database.
GuardAgent detects this rule violation by analyzing the
safety guard requests and the action proposed by the target
agent via guardrail code generation and execution.

tions to generate a guardrail code, which is then executed by
calling an external engine. A memory module is available
in both steps to retrieve in-context demonstrations. In Fig.
2, we show a toy example ofGuardAgent executing a
safety guard request for access control on the EHRAgent.
Complete safety requests, task plan, and guardrail code gen-
erated byGuardAgent are shown in appendix (Fig. 14
and Fig. 21) due to space limitations.

4.2. Task Planning

The objective for task planning is to generate a step-by-step
action planP from the inputs toGuardAgent . A naive de-
sign is to prompt a foundation LLM with[I p; I s; I r ; I i ; I o],

where I p contains carefully designed planning instruc-
tions that 1) de�ne eachGuardAgent input, 2) state the
guardrail task (i.e., checking ifI r is satis�ed byI i andI o),
and 3) guide the generation of action steps (see Fig. 14 in
App. E for example). However, understanding the complex
safety guard requests and incorporating them with the target
agent remains a challenging task for existing LLMs.

We address this challenge by allowingGuardAgent to re-
trieve demonstrations from a memory module that archives
target agent inputs and outputs from past use cases. Here,
an elementD in the memory module is denoted byD =
[I i;D ; I o;D ; PD ; CD ], whereI i;D and I o;D are the target
agent inputs and outputs respectively,PD contains the ac-
tion steps, andCD contains the guardrail code. Retrieval
is based on the similarity between the current target agent
inputs and outputs and those from the memory. Speci�-
cally, we retrievek demonstrations by selectingk elements
from the memory with the smallest Levenshtein distance
L([I i;D ; I o;D ]; [I i ; I o]). Then the action plan is obtained by
P = LLM([ I p; I s; I r ; D1; � � � ; D k ; I i ; I o]). For brevity of
the prompt, we remove the guardrail code in each demon-
stration in our experiments.

In the cases whereGuardAgent is applied to a new
LLM agent for some speci�c safety guard requests, we
also allow the user ofGuardAgent to manually inject
demonstrations into the memory module. In particular,
we request the action plan in each demonstration provided
by the user to contain four mandatory steps, denoted by
PD = [ p1;D ; p2;D ; p3;D ; p4;D ], where the four steps form a
chain-of-thought (Wei et al., 2022). In general,p1;D sum-
marizes guard requests to identify the keywords, such as
`access control' with three roles, `physician', `nursing', and
`general administration' for EICU-AC. Then,p2;D �lters
information in the safety guard request that is related to the
target agent input, whilep3;D summarizes the target agent
output log and locates related content in the safety guard
request. Finally,p4;D instructs guardrail code generation to
compare the information obtained inp2;D andp3;D , as well
as the supposed execution engine. Example action plans are
shown in Fig. 21 of App. J.

4.3. Guardrail Code Generation and Execution

The goal of this step is to generate a guardrail codeC based
on the action planP. Once generated,C is executed through
the external engineE speci�ed in the action plan. However,
guardrail code generated by directly prompting an LLM
with the action planP and straightforward instructions may
not be reliably executable. One of our key designs to ad-
dress this issue is to adopt more comprehensive instructions
that include a listF of callable functions with speci�cation
of their input arguments. The de�nitions of these functions
are stored in the toolbox ofGuardAgent , which can be
easily extended by users through code uploading to address
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new safety guard requests and target agents. The LLM is
instructed to use only the provided functions for code gener-
ation; otherwise, it easily makes up non-existent functions.

Furthermore, we utilize past examples retrieved from mem-
ory, employing the same approach used in task planning, to
serve as demonstrations for code generation. Thus, we have
C = LLM( I c(F ); D1; � � � ; D k ; I i ; I o; P), where I c(F )
are the instructions based on the callable functions inF and
D1; � � � ; D k are the retrieved demonstrations. The outputs
of GuardAgent are obtained by executing the generated
code, i.e.,(Ol ; Od) = E(C; F ). Finally, we adopt the de-
bugging mechanism proposed by Shi et al. (Shi et al., 2024),
which invokes an LLM to analyze any error messages that
may arise during execution to enhance the reliability of the
generated code. Note that this debugging step is seldom
activated in our experiments, since in most cases, the code
produced byGuardAgent is already executable.

5. Experiments

Overview of results. In Sec. 5.3, we show the effective-
ness ofGuardAgent in safeguarding EHRAgent on EICU-
AC and SeeAct on Mind2Web-SC, compared with several
strong baseline approaches. In Sec. 5.4, we conduct the
following ablation studies:1) We present a breakdown of
results for the roles in EICU-AC and the rules in Mind2Web-
SC, showing thatGuardAgent performs consistently well
across most roles and rules, enabling it to manage complex
guard requests effectively.2) We assess the signi�cance of
long-term memory by varying the number of demonstrations
provided toGuardAgent . 3) We show the importance of
the toolbox ofGuardAgent by observing a performance
decline when critical tools (i.e., functions) are removed. In-
terestingly,GuardAgent compensates for such removal
by autonomously de�ning necessary functions, demonstrat-
ing its ability to handle emergent safety requests. Finally,
although this paper focuses on guardrails for complex agent
tasks, we also include a study on the CSQA benchmark in
App. P to show the effectiveness ofGuardAgent safe-
guarding standalone LLMs on generic QA tasks.

5.1. Setup

Datasets and agents We testGuardAgent on EICU-
AC and Mind2Web-SC with EHRAgent and SeeAct (using
their original settings) as the target agents, respectively. The
role and question from each EICU-AC example are inputs
to EHRAgent, and the output logs include the reasoning
steps, the generated code, and the �nal answer produced by
EHRAgent. The inputs to SeeAct contain the task and user
information from each example in Mind2Web-SC, and the
output logs include the predicted action and the reasoning
by SeeAct. Example inputs (I i ) and output logs (I o) of
the two target agents are shown in App. E. Other inputs
to GuardAgent , including the speci�cations of the two

target agents (I s), the safety guard requests associated with
the two benchmarks (I r ), and the planning instructions (I p),
are also shown in App. E due to space limitations.

Settings ofGuardAgent In the main experiments, we
set the number of demonstrations tok = 1 andk = 3 for
EICU-AC and Mind2Web-SC, respectively. Other choices
will be considered in our ablation study. For each bench-
mark, we initialize the memory ofGuardAgent by k
manually created demonstrations (see App. J for exam-
ple). We evaluateGuardAgent with GPT-4, Llama3-70B,
Llama3.1-70B, and Llama3.3-70B (with temperature zero)
as the core LLMs, respectively. We use Python as the default
code execution engine, with two initial functions, `CheckAc-
cess' and `CheckRules', in the toolbox (see App. F). Note
that users ofGuardAgent can easily upload new func-
tions or engines into the toolbox. Finally, we allow three
debugging iterations, though in most cases, the guardrail
code generated byGuardAgent is directly executable.

Evaluation metrics We consider �ve evaluation metrics:
label prediction accuracy (LPA), label prediction precision
(LPP), label prediction recall (LPR), explanation accuracy
(EA), and �nal response accuracy (FRA), all in percentage.
LPA, LPP, and LPR represent the accuracy, precision, and
recall for label prediction, respectively, all calculated over
all examples in each dataset. Here, a prediction of label `1'
is counted only if the denial message (`access denied' or
`action denied') appears. EA considers all examples with
a ground truth label `1'. It is de�ned as the proportion of
these examples being correctly predicted to `1'ANDwith
all inaccessible databases and columns (for EICU-AC) or
all violated rules (for Mind2Web-SC) successfully detected.
In contrast, FRA considers all examples with a ground truth
label `0'. It is de�ned as the proportion of these examples
being correctly predicted to `0' (i.e. access/action granted)
AND with the agent producing the correct answer or ac-
tion. In particular, EA measures the prediction recall for the
inaccessible datasets on EICU-AC or the violated rules on
Mind2Web-SC. FRA measures the in�uence of the guardrail
on the task performance of the target agent.

5.2. Baselines

Model-Guarding-Agent Since this is the �rst work study-
ing the guardrail for LLM agents, we create a baseline
usingmodelswith carefully crafted prompts for guardrails.
Here, we consider the same choices for the core LLM of
GuardAgent , GPT-4, Llama3-70B, Llama3.1-70B, and
Llama3.3-70B, as the guardrail models. We create com-
prehensive prompts containing high-level instructionsI 0

p
adapted from the one forGuardAgent , the same num-
ber of demonstrations as forGuardAgent but without
guardrail code generation, denoted byD 0

1; � � � ; D 0
k , and the

same set of inputs as forGuardAgent . Example prompts
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Table 1:Performance ofGuardAgent in safeguarding EHRAgent on EICU-AC and SeeAct on Mind2Web-SC, compared with the
Model-Guarding-Agentbaseline on four LLM choices. Performance of strong baselines such asHardcoded Safety Rulesfor target agents
and the SOTALlamaGuardare also presented.GuardAgent outperforms the baselines with higher label prediction accuracies (LPAs)
and explanation accuracies (EAs) on both benchmarks with different core LLMs. Unlike the Hardcoded Safety Rules with low �nal
response accuracies (FRAs),GuardAgent maintains 100% FRAs (i.e. not affecting the task performance of target agents) across all
settings due to its `non-invasiveness'. The LPA of LlamaGuard is close to random guesses, demonstrating its inability to safeguard agents.

EHRAgent on EICU-AC SeeAct on Mind2Web-SC

Core LLM Method LPA LPP LPR EA FRA LPA LPP LPR EA FRA
LlamaGuard3-8B LlamaGuard 50.3 100 3.1 n.a. 100 51.0 100 2.0 n.a. 100

Llama3-70B Hardcoded Safety Rules 82.0 86.7 76.5 2.5 29.2 52.5100 5.0 5.0 28.0
Model-Guarding-Agent 92.1 95.4 88.9 41.4 100 76.5 93.4 57.0 57.0 100

GuardAgent 98.4 100 96.9 96.9 100 83.5 98.6 69.0 68.0 100

Llama3.1-70B
Hardcoded Safety Rules 65.8 62.7 82.1 16.7 27.9 61.0 95.8 23.0 23.0 29.0
Model-Guarding-Agent 92.7 97.3 88.3 45.7 100 81.595.9 70.0 66.0 100

GuardAgent 98.4 100 96.9 95.7 100 84.5 85.6 83.0 83.0 100

Llama3.3-70B
Hardcoded Safety Rules 87.9 93.7 82.1 11.7 59.7 69.5100 39.0 39.0 31.0
Model-Guarding-Agent 98.4 100 96.9 91.4 100 80.5 96.9 63.0 60.0 100

GuardAgent 99.1 100 98.1 96.9 100 93.0 92.2 94.0 94.0 100

GPT-4
Hardcoded Safety Rules 81.0 76.6 90.7 50.0 3.2 77.5 95.1 58.0 58.0 71.0
Model-Guarding-Agent 97.5 95.3 100 67.9 100 82.5 100 65.0 65.0 100

GuardAgent 98.7 100 97.5 97.5 100 90.0 100 80.0 80.0 100

for both benchmarks are shown in App. I. Then the out-
puts of the guardrail models are obtained by(Ol ; Od) =
LLM( I 0

p; I s; I r ; D 0
1; � � � ; D 0

k ; I i ; I o).

Model-Guarding-Model We consider LlamaGuard de-
signed to detect harmful content in LLM inputs and out-
puts, which is not aligned with the safety guard requests
for agents (Inan et al., 2023). Note that LlamaGuard uses a
specially trained LLM for the detection.

Hardcoded Safety RulesWe hardcode the access control
policies from EICU-AC into the system prompt of EHRA-
gent by specifying the three roles with their accessible
databases and columns. During the evaluation, this modi-
�ed EHRAgent will be provided with both the role and the
query of the EICU-AC examples. Its system prompt will
include instructions to display the `denial message' along
with the inaccessible databases and columns for the given
role, if there are any. Similarly, we incorporate textual in-
structions for safety checks from Mind2Web-SC into the
system prompt of SeeAct. If any rules are violated for the
given user pro�le, the safety-enforced SeeAct is supposed to
print the `denial message' with the violated rules. Detailed
system prompts for the modi�ed agents are deferred to App.
D. We evaluate this “invasive” defense using the same set
of LLMs as for ourGuardAgent .

5.3. Guardrail Performance

In Tab. 1, we compare the performance ofGuardAgent
with the baselines using our comprehensive evaluation met-
rics. Compared with the Model-Guarding-Agent baseline,

GuardAgent achieves uniformly better LPAs on the two
benchmarks for all LLM choices (> 98% on EICU-AC
and > 83% on Mind2Web-SC), with also clear gaps in
EAs. We attribute such advantage of `Agent-Guarding-
Agent' over `Model-Guarding-Agent approaches to our
design ofreasoning-based code generation. As shown by
our case study in Fig. 3, for a query by a nurse (with-
out access to the `diagnosis' database) that requires ac-
cess to both the `medication' and `diagnosis' databases, the
Model-Guarding-Agent baseline `considerately' included
the `diagnosis' database to the accessible list for nurs-
ing, leading to an incorrect grant of access. Conversely,
GuardAgent strictly follows the safety guard requests to
generate guardrail code and execute it, which avoids such a
mistake due to the `autonomy' of LLMs.

In many other failure cases of the Model-Guarding-Agent
baseline on EICU-AC, guardrails based on natural language
cannot effectively distinguish column names if they are
shared by different databases. In another case study in Fig.
18, App. G, the entire database `vitalperiodic' with a col-
umn named `patientunitstayid' is not accessible to `general
administration', while the column with the same name in the
database `patient' is accessible to the same role. In this case,
the model-based guardrail fails to determine the column
`patientunitstayid' in the database `vitalperiodic' as `inacces-
sible'. In contrast,GuardAgent based on code generation
accurately converts each database and its columns into a
dictionary, avoiding the ambiguity in column names.

On the other hand, Hardcoded Safety Rules fail to protect
target agents, exhibiting low LPAs and low EAs on both
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Figure 3: A case study comparingGuardAgent with the Model-Guarding-Agent baseline. For a query by a nurse (without
access to the `diagnosis' database) that requires access to both the `medication' and `diagnosis' databases (bolded), the
baseline approach `considerately' included the `diagnosis' database to the accessible list for nursing, leading to an incorrect
grant of access.GuardAgent , however, strictly follow the safety guard requests to generate guardrail code, which avoids
making such `autonomy-driven' mistakes.

benchmarks. Moreover, these hardcoded safety requests
introduce additional burdens to these target agents, signi�-
cantly degrading their performance on the original tasks – on
EHRAgent, for example, the FRA measuring the task perfor-
mance is merely 3.2%. In contrast,GuardAgent achieves
100% FRAs, i.e., zero degradation to the task performance
of the target agents, for all settings, since it is `non-invasive'
to these agents. Despite the poor performance, Hardcoded
Safety Rules cannot be transferred to other LLM agents
with different designs. This shortcoming further highlights
the need for ourGuardAgent , which is both effective and
�exible in safeguarding different LLM agents.

Finally, we �nd that the Model-Guarding-Agent approach,
LlamaGuard, cannot safeguard LLM agents since it is de-

signed for content moderation.

5.4. Ablation Studies

Performance under different safety guard requests In
Fig. 4, we show LPA and EA ofGuardAgent with
Llama3.3-70B (top row) and GPT-4 (bottom row), respec-
tively, for a) EHRAgent for each role in EICU-AC and b)
SeeAct for each rule in EICU-AC (by only considering pos-
itive examples). In general,GuardAgent performances
uniformly well for the three roles in EICU-AC and the
six rules in Mind2Web-SC, except for rule 5 related to
movies, music, and videos with GPT-4. We �nd that all
the failure cases for this rule are due to its broader cover-
age, plus the overwhelming details in the query that prevent
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