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Abstract

Machine unlearning has emerged as an important
component in developing safe and trustworthy
models. Prior work on unlearning in LLMs has
mostly considered unlearning tasks where a large
corpus of copyrighted material or some specific
training data are required to be removed. In this
work, we consider the task of unlearning a fact
from LLMs, which can be challenging as related
facts can be deduced from each other. We for-
mally propose a new setting of unlearning, deep
unlearning, which considers fact unlearning un-
der logical deductions between facts, and design
a metric recall, to quantify the extent of deep un-
learning. To enable us to systematically evaluate
deep unlearning, we construct a synthetic dataset
Eval-DU, which consists of a synthetic knowl-
edge base of family relationships and biographies,
together with a realistic logical rule set that con-
nects them. We experimentally investigate how
well current unlearning methods succeed at deep
unlearning. Our findings reveal that in the task
of deep unlearning only a single fact, they either
fail to properly unlearn with high recall, or end
up unlearning many other irrelevant facts. Our
results suggest that more targeted algorithms may
have to be developed for fact unlearning in LLMs.

1. Introduction

Large language models (LLMs) of today are trained on
massive amounts of uncurated data obtained from the inter-
net. Machine unlearning in LLMs aims to remove specific
pieces of data, concepts, or facts from these models in a
more efficient way than retraining from scratch. These
diverse definitions of unlearning (data, concept or fact un-
learning) are tailored to different use cases. For instance,
compliance with regulations such as the GDPR (Parliament
& of the European Union, 2016) mandates the removal of a
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Figure 1. An example that unlearning only the target fact is insuffi-
cient. The successful extraction of “Wyatt Ross’s father is Xavier
Ross” and “Camila Flores’s husband is Xavier Ross” can imply
the target fact.

user’s data (Ginart et al., 2019; Guo et al., 2020). Similarly,
unlearning can be used to address concerns that models re-
tain copyrighted material (Eldan & Russinovich, 2023; Dou
et al., 2024) or offensive content (Yao et al., 2023).

In this paper, we consider the problem of unlearning facts
from an LLM, which is important in scenarios with privacy
requirements. Research has shown that LLMs can memo-
rize personal and sensitive information (Carlini et al., 2021;
Nasr et al., 2023), including relationships, work histories,
and personal addresses. Such information can be readily
accessed by LLM users, posing significant privacy risks
and raising ethical concerns over uncontrolled exposure of
private data. This motivates the need to unlearn facts.

Some prior works (Patil et al., 2024; Maini et al., 2024;
Wang et al., 2024) have looked at the problem of fact un-
learning, but the focus has been on removing the target fact
itself. However, this can be superficial — LLMs not only
know single facts in isolation, but many connected facts —
and the fact that has been unlearnt likely can be deduced
from the retained facts in the model. Thus, successful un-
learning in this setting should also remove other facts that
imply the fact to be unlearnt. As a concrete example, con-
sider Figure 1. Here, the target fact “Camila Flores’s child
is Wyatt Ross” can be deduced from fact A “Wyatt Ross’s
father is Xavier Ross” and fact B “Camila Flores’s husband
is Xavier Ross”. If the LLM only unlearns the target fact
but retains A and B, this is insufficient as an adversary who
extracts A and B from the LLM can deduce the target fact.
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We consider a new setting for unlearning, which we call
deep unlearning, and investigate to what extent current un-
learning methods succeed in this setting. Deep unlearning
is formulated by stating a set of facts and logical rules that
connect the facts. The fact is deeply unlearnt if the target
fact cannot be deduced from the retained facts in the LLM
through the given logical rules. We further propose two met-
rics, recall and accuracy, for evaluating unlearning methods
at deep unlearning. Recall measures how well an unlearning
method unlearns the relevant facts so that the target fact
cannot be deduced; while accuracy measures to what extent
other irrelevant facts are retained by the unlearning process.

In order to have better control over evaluation, we construct
a synthetic dataset as a benchmark, Eval-DU. The dataset
consists of two parts: a synthetic knowledge base and a
realistic logical rule set. The knowledge base contains bio-
graphical information about a group of people (e.g., “The
birthyear of Sloane Lee is 1908”), as well as their family
relationships (e.g., “Wyatt Ross’s father is Xavier Ross”).
The logical rules describe the family relationships (e.g. (X,
husband, Z)\ (Y, father, Z) — (X, child, Y)).

We then use our dataset to evaluate four common unlearning
methods (Gradient Ascent, Negative Preference Optimiza-
tion, Task Vector, and Who’s Harry Potter) on four popular
LLMs (Phi-1.5, GPT2-XL, Llama2-7b, Llama3-8b). We
find that while these methods are good at unlearning the
target fact itself without losing accuracy, they either fail
to deeply unlearn with high recall or lose more than 20%
irrelevant facts while deeply unlearning only one target fact.
Additionally, it is found that the unlearning methods have
better performance on larger LLMs, and a possible explana-
tion can be more inherent understanding of facts in larger
LLMs helps with deep unlearning naturally.

This illustrates that the machine unlearning methods of to-
day are largely insufficient for properly unlearning facts
from LLMs. We hypothesize that this might be because the
existing unlearning methods do not sufficiently account for
the nature of facts and the reasoning capabilities of LLMs.
We posit that future methods that unlearn facts from LLMs
should be aware of these enhanced capabilities.

2. Preliminary

In this work, we leverage knowledge bases and logical rules
to represent factual knowledge in LLMs and define our
new setting of fact unlearning. Knowledge base (Nickel
et al., 2015; Ji et al., 2021; Hogan et al., 2021) is one of
the most widely studied representations for encoding a set
of facts (Bordes et al., 2013; Toutanova & Chen, 2015;
Miller et al., 2016). Logical rule (Lloyd, 2012; Muggleton &
De Raedt, 1994) provides a structured approach to reasoning
over these facts and are commonly used for discovering new

knowledge (Galarraga et al., 2013; Yang et al., 2017; Xu
et al., 2022; Cheng et al., 2023; Luo et al., 2023). Below, we
introduce the basics on knowledge bases and logical rules.

Given a set of objects O and relations 7T, a fact & is rep-
resened by the triplet (01,7, 02) of the relation r € T
and two objects 01,00 € (. For example, “Camila
Flores’s child is Wyatt Ross” can be represented in
(Camila Flores, child, Wyatt Ross). The knowledge base K
is a set of facts, L C O x T x O. The logical rule R has
the form of By A --- A B,, — A, where B;---, B, and
A are atoms and each atom is a tuple (X, r,Y") of logical
variables X, Y and a relation r. One example of rule is (X,
husband, Z)\ (Y, father, Z) — (X, child, Y). By substituting
the objects in O to the logical variables in By, -- , By, A,
facts on the left can together deduce the fact on the right.

With a set of rules R, a knowledge base K is deductively
closed (Cheney et al., 2009; Cohen, 2016; Huang et al.,
2021) with respect to R, if there is no new fact that can
be deduced from I and R. Moreover, we introduce the
deductive closure in the following definition.

Definition 1 (Deductive closure). The deductive closure of
knowledge base K with respect to the rule set R, denoted
as Q(KC, R), is the smallest set such that (1) IC C Q(K, R);
(2) QK, R) is deductively closed with respect to R.

3. Deep Unlearning

Prior work in fact unlearning from LLMs focuses on simply
unlearning the target fact in isolation. This might cause the
LLM to forget only this one specific fact, but retain others
that can be combined to deduce back the target fact. In this
section, we introduce the new setting of unlearning, deep
unlearning, which considers such logical deductions.

3.1. Fact deep unlearning

Let K represent the knowledge base of the LLM prior to
unlearning and let U,;“ C K denote the set of facts that
has been removed by any unlearning method .4 aimed at
unlearning the target fact k. If method A deeply unlearns the
fact k, it is expected that the fact k& should not be deduced
from the retained facts KC\U, ,;4 by the rule set R, i.e. k
should not be in the deductive closure Q(K\U, R).

Definition 2 (Deep unlearning). The unlearning method A
deeply unlearns the fact k with respect to the rule set R if
the fact k is not in the deductive closure Q(K\U{*, R).

We call the unlearning, which successfully unlearns the tar-
get fact but does not satisfy deep unlearning, as superficial
unlearning; we show an example in Figure 2(a). Figure 2(b)
shows an example of deep unlearning; from the only re-
tained fact (Camila Flores, husband, Xavier Ross), the tar-
get fact cannot be deduced by any rules. We further notice
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Figure 2. An illustration of deep unlearning. (a) an example of superficial unlearning; (b) an example of deep unlearning; (c) two different
minimal deep unlearning sets for unlearning the same target fact; (d) the calculation of our proposed evaluation metric recall.

that in this example of deep unlearning (Figure 2(b)), even if
(Xavier Ross, wife, Camila Flores) is not unlearnt, it is still
an example of deep unlearning. In practice, we would prefer
the LLM that deeply unlearns the target fact but retains other
facts as much as possible. Therefore, we next define what
minimal deep unlearning is.

Definition 3 (Minimal deep unlearning). Given a fact k,
the minimal deep unlearning set U} to unlearn the fact k
w.r.t. the rule set R should meet two requirements: (1) k ¢
QUR\UE,R), (2)VU C U, k € QIK\U, R). Moreover,
the unlearning method A minimally deeply unlearns k w.r.t.
RifU ,;4, the set of facts that is removed by A for unlearning
k, is a minimal deep unlearning set.

Note that the minimal deep unlearning set need not be
unique. For example, Figure 2(c) shows two minimal deep
unlearning sets for unlearning the same target fact.

3.2. Results
3.3. Evaluation metrics

We propose two evaluation metrics to evaluate an unlearning
method A: recall and accuracy. Recall is to measure the
extent of deep unlearning of an unlearning method A. It
calculates the percentage of any minimal deep unlearning
set that has been unlearnt by the method .A. Because the
minimal deep unlearning set is not unique, the recall is de-
fined with the minimal deep unlearning set that U (the set
of facts removed by A for unlearning the fact k) overlaps the
most. Formally, let M}, » x denote the set of all minimal
deep unlearning sets to unlearn & (from the knowledge base
K w.r.t. the rule set R). The recall for a given unlearning

method A to unlearn & is defined as
U N U

Recall(A, k; K, R) = A
k

max
UreMi r .k

ey

We also denote with U ,;4 " the minimal deep unlearning set

that U ];4 overlaps the most, which is used for calculating the
A *
IU;‘VUifZl‘J;\I Figure 2(d)
shows an example of calculating this recall. There are two
minimal deep unlearning sets for unlearning the target fact.

By definition U, ,;4 T =U, W g picked for the recall value.

Ak
recall, U™ 1= argmaxuye m,  «

Now we define accuracy to measure utility of the LLM.
We calculate the accuracy on the knowledge base after ex-
cluding the minimal deep unlearning set (for calculating the
recall), IC\U,;A’*, :

[CaXerapiter9l)

Accuracy(A, k; K, R) = |IC\U,;4’*|

@)
Ideally when the unlearning method A exactly unlearns a
deep unlearning set, both recall and accuracy are 1; other-
wise, either the unlearning method does not deeply unlearn
the target fact k£ (recall< 1), or it unlearns extraneous facts
for unlearning £ (accuracy< 1).

The optimization for solving such U} in general can be
NP-hard (Skiena, 2020). Alternatively, we propose an ap-
proximate algorithm in Appendix A.

4. Experiments

In this section we investigate to what extent current un-
learning methods succeed at deep unlearning. We create a
synthetic benchmark Eval-DU for a systematic evaluation;
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Table 1. Trade-off between recall and accuracy of four unlearning methods on four LLMs. Particularly to evaluate the trade-off, we
measure Recall@Acc> 0.8, Acc@Recall> 0.8 and AR-AUC. For each metric and each LLM, we highlight the best score achieved by

any unleanring method.

Metrics | Acc@Recall>0.8(1) | Recall@Acc>0.8(1) | AR-AUC (1)
Unlearning methods | GA' NPO TV WHP | GA NPO TV WHP| GA NPO TV WHP
GPT2-XL 0.65 0.8 061 001 |066 053 056 038 |087 076 0.83 0.59
Phi-1.5 0.60 038 049 006 | 062 041 056 021 |085 077 079 057
Llama2-7b 072 067 046 0.09 | 077 0.63 067 030 | 091 089 0.81 053
Llama3-8b 073 044 048 0.14 | 072 074 063 027 | 091 083 0.82 0.9

Table 2. Accuracy @Superficial Unlearning, where only the target
fact itself is required to be unlearnt.

Unlearning methods | GA' NPO TV~ WHP
GPT2-XL 0.98 0.81 094 0.88
Phi-1.5 0.97 065 089 0.73
Llama2-7b 0.94 092 094 0.82
Llama3-8b 0.96 092 096 0.84

See details at Appendix B. For the full set-up and the full
results, please refer to Section cl

4.1. Experiment setups

Unlearning methods. We evaluate four common unlearn-
ing methods in the literature, similar to the setup in Shi et al.
(2024) Gradient Ascent (GA; (Jang et al., 2022)), Negative
Preference Optimization (NPO; (Zhang et al., 2024)), Task
Vector (TV; (Ilharco et al., 2023)), and Who’s Harry Potter
(WHP; (Eldan & Russinovich, 2023)).

Target LLMs and the finetuning. We experiment with
four popular LLMs: GPT2-XL ((Radford et al., 2019),
1.5B) Phi-1.5 ((Li et al., 2023), 1.3B), Llama2-7b ((Tou-
vron et al., 2023), 7B), Llama3-8b ((Dubey et al., 2024),
8B). We finetune these pre-trained LLMs on our synthetic
dataset Eval-DUand all finetuned LLMs have 100% accu-
racy on the synthetic facts in Eval-DU, as well as reasonable
performance on LLM’s general benchmarks.

Target data and evaluation metric. We report the average
performance over unlearning 55 facts from our benchmark
dataset. The performance of deep unlearning is evaluated
by recall (Equationl), and the model utility is measured by
accuracy (on our synthetic knowledge base; Equation 2).
For each unlearning method, we can vary its trade-off pa-
rameter, and collect a list of recall, accuracy and utility
scores on the three benchmarks. To measure the trade-off
between recall and accuracy, we calculate accuracy when
the recall is larger than 0.8 (Acc@Recall> 0.8; 1), a similar
Recall@Acc> 0.8 (1), and the area under the Accuracy-
Recall curve (AR-AUC; 7). We also evaluated the trade-off

'We release our dataset and code as a benchmark
publicly at https://anonymous.4open.science/r/
deep_unlearning_anonymous—2C73.

between recall and the utility scores evaluated on three LLM
benchmarks and the results are reported in Appendix C.

Main observation: no unlearning method succeeds in
deep unlearning even for just a single fact. From Table 6
it is observed that no unlearning method reaches the region
of both Recall> 0.8 and Accuracy> 0.8; this means that
all unlearning methods are not capable of attaining a high
degree of deep unlearning while keeping unrelated facts (not
related to target fact) after unlearning. Notice that accuracy
of 0.8, i.e., dropping 0.2 from 1, is actually a high cost, as
this is the cost of unlearning only single fact; in practice,
there will be more target facts and hence a harder setting.

Indeed, GA and NPO are generic unlearning methods, and
TV and WHP are proposed for ‘concept or topic’ unlearning
where the unlearning target is usually a large corpus rather
than single facts, otherwise the reinforced model foyerfit
may not be effective in estimating the learning direction.
This mismatch of use cases may explain their performance,
which motivates the design of new algorithms tailored to
our deep unlearning fact setting.

Observation 2: deep unlearning on larger models has
better performance. As shown in Table 6, the best
Acc@Recall> 0.8 scores achieved by any unlearning
method on Llama2-7b and Llama3-8b are significantly
higher than the scores achieved on GPT2-XL and Phi-1.5;
this can be observed similarly for the other two metrics
Recall@Acc> 0.8 and AR-AUC. We hypothesize this is
because larger LLM has a better inherent understanding of
the correlations between facts, which can be important to
perform well in deep unlearning.

Superficial unlearning versus deep unlearning. We mea-
sure the accuracy when the unlearning method has unlearnt
the target fact but not necessarily any deep unlearning set
(Acc@Superficial Unlearning). As shown in Table 8, we
find that GA is capable of carrying out this superficial un-
learning — it can successfully unlearn single target fact with-
out losing significant accuracy. By comparing these results
with Acc@Recall> 0.8 in Table 6, it is shown that deep
unlearning is a more challenging setting than superficial
unlearning — deep unlearning a single fact in Eval-DU can
require unlearning more than 10 facts from the LLM.
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Algorithm 1 MDUS(k, K, R; Ngeeq) — Generating multiple Minimal Deep Unlearning Sets
Input: The target fact k, the knowledge base /C, the rule set R, the number of seeds Nggeq.
I Mz =1}
2: for ngeeq = 1, 7Nseed do
3: U, =DUS(k, K, R). \\ Algorithm 2
4:  Uf=RP(k,K,R,Us). \\ Algorithm 3
50 Migrx = Mirx U{U;}
6
7

: end for
: Output: M, % «

Algorithm 2 DUS(k, K, R) — Random generation of the Deep Unlearning Set
Input: The target fact k, the knowledge base /C, the rule set R.

1: U, = {k}. T = {k}

2: while T # () do

3:  Uniformly randomly pick kcyy € T. T = T\{kcur }

4:  Find all initializations of rules Zj,_ that implies k., and denote the size |Zy,

cur cur as mkcur :

Lo = {1;IV5 € [mi,,. ],

cur

I; = (]{;{7... kI ko) € QK R) x -+ x QK,R)

Y n] )
is an initiation of the rule B A - -- A BZ'” — A; e R}

5. for (ki,--- K5, keur) € I, and (kI N Ui, = 0 in a random order do
6 Uniformly randomly pick &7 from {k7, - - NS U, =Up U{kI}, T =T U{k7}.
7:  end for
8
9

cur

: end while .
: Output: U, :=UNK.

A. Approximation Algorithm for Calculating Recall and Accuracy
Calculating both recall and accuracy rely on solving an optimization problem

UAnU;|
UA* .= ar max |k7k
k gU,:EMk,R,)C |U]:‘ ’

where M, » x denote the set of all minimal deep unlearning sets to unlearn k (from the knowledge base K with respective
in general can be NP-hard (Skiena, 2020). Alternatively, we

*

to the rule set R). However, finding the exact U,;A ’

propose Algorithm 1, which is able to find multiple minimal deep unlearning sets M k,R,k- Then it is efficient to find

A . U nug| «
U™ = arg MaXpre e X1y o [U7] and approximately calculate the recall and accuracy afterwards.

The idea in Algorithm 1 is to generate a single minimal deep unlearning set with some randomness (line 3-4) and to repeat
this generation process to attain multiple minimal deep unlearning sets; the proof that ]V[k’R, x returned by Algorithm 1
is a collection of minimal deep unlearning sets is in next Section A.1. There are two steps to find a single minimal deep
unlearning set;

1. Find any deep unlearning set (Algorithm 2). We enumerate the rules and find all combinations of facts that can imply fact
k (line 4). For each combination, if no facts in this combination are in the returning set Uy, we randomly pick one fact
from this combination and add it to the returning set Uy, (lines 5-7). Additionally, for the picked fact in any combination,
we repeat the above process but for this fact recursively. This algorithm guarantees that fact k ¢ Q(KC\Uy, R) and
randomness from picking fact in each combination and the order for going through the combinations brings diversity in
the results.

2. Prune Uy, a deep unlearning set, to a minimal deep unlearning set U}’ (Algorithm 3). We go through every fact k., in
Uy, one by one and check if Uy \{kcyr } from K is still a deep unlearning set. If yes, we can safely remove ke, from

8



Evaluating Deep Unlearning in Large Language Models

Algorithm 3 RP(k, KC, R, Uy ) — Random Pruning the deep unlearning set

Input: The target fact k, the knowledge base /C, the rule set R, the deep unlearning set Uy,
L. C={}Lt=0,U; =Uy.
2: while C # () ort = 0do

3 C={},t=t+1

4:  for k¢, in randomly shuffled U}’ do

5: if k ¢ QUIC\(U\{kcur}), R) then

6: C=CU{kcu}, Ui = Ui\ ke }
7: end if

8: end for

9: end while

10: Output: U}.

current Uy, and repeat this process until there is no kcyr € Uy, that can be removed. The U} returned by this algorithm is
guaranteed to be a minimal deep unlearning set, and the randomness in the order of checking k.., € U}, brings diversity
in the results.

By running Algorithm 1 on the facts in the synthetic dataset introduced in the later section, we find that Algorithm 1 is
capable of generating a diverse set of minimal deep unlearning sets. For more than half of the facts in our synthetic dataset,
Algorithm 1 can return 6-17 different minimal deep unlearning sets. This demonstrates the effectiveness of Algorithm 1 and
hence leads to a good approximation for computing the recall in Equation 1. Please check more details together with the
example of minimal deep unlearning sets found by Algorithm 1 in Appendix G.

A.1. The guranteee of Algorithm 1

In this section, we are going to prove that M %, R,k returned by Algorithm 1 is a collection of minimal deep unlearning sets.

Proof. We can first prove k ¢ Q(K\Uy, R), where Uy, at line 3 in Algorithm 1 is returned by Algorithm 2. The proof has
two steps:

1. We can have Q(Q(K, R)\Ux, R) = Q(K, R)\Uyx, where Uy, here is the U}, after line 8 in Algorithm 2. Otherwise, by
the definition of deductive closure, there exists k' ¢ Q(K, R)\Uy and k" can be deduced from initiation of the rule
where all facts on the left of the rule are in Q(KC, R)\Uy, i.e. not in Uy,. However, this can be a contradiction because if
K ¢ Q(K, R)\Ug, k' must be in Uy, and line 5-7 in Algorithm 2 can guarantee that for any initiation of any rule that
can imply &, there is at least one fact on the left of the rule in Up.

2. From line 1 in Algorithm 2, we know that k € Uy.. This means that k ¢ Q(K, R)\Ur = Q(QK, R)\Ux, R), where
the equality is from step 1. On the other hand, (K\Uy) = (K\Ui) € Q(K, R)\Uy) where the equality comes from
the definition Uy, = K N U}, at line 9 in Algorithm 2. k ¢ Q(Q(K, R)\Ux, R) and (K\Uyx) € Q(K, R)\Uy) together
imply k ¢ Q(IC\Ug, R).

We now have k ¢ Q(C\Ug, R), then we are going to prove U; returned by Algorithm 3 is a minimal deep unlearning
set. From Algorithm 3, it is obvious that k ¢ Q(KC\U}, R). If it is not the minimal deep unlearning set, then there exists
U' Cc Ujst k¢ QK\U,R) and there is an k' s.t. k' ¢ U} and k' € U’. However, this is a contradiction, because
Algorithm 3 only returns U} if V&' ¢ U}, k € Q(IR\U\{¥'}, R).

Now we can conclude Uj; at line 4 in Algorithm 1 is a minimal deep unlearning set, and our proof is done. O

B. Evaluating Deep Unlearning through Eval-DU

To systematically evaluate deep unlearning in LLMs, we need a dataset that is already in the LLMs and consists of multiple
instances where one or more facts imply other facts by some realistic rules. One plausible way of constructing such a
dataset is to use real-world knowledge bases such as the triplets in Wikipedia dump (Guha, 2021) . However, we find that
evaluating unlearning on real-world facts can be noisy due to two factors:
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Table 3. Examples of synthetic facts in family relationships and biographies.

Fact | Question Answer
(Reid Perry, father, Richard Perry) Who is Richard Perry to Reid Perry? Father
(Richard Perry, child, Quentin Perry) Who is Quentin Perry to Richard Perry? Child
(Quinn Gray, sister, Rachel Gray) Who is Rachel Gray to Quinn Gray? Sister
(Sloane Lee, birthyear, 1908) What is the birth year of Sloane Lee? 1908
(Sloane Lee, birthplace, Washington state) | What is the birthplace of Sloane Lee? = Washington state
(Sloane Lee, job, Banker) What is the job of Sloane Lee? Banker

Table 4. Rules that deduce any fact having child as relation.
(B, mother, A) — (A, child, B) (B, father, A) — (A, child, B)

(C, mother, A) A\ (B, brother, C) — (A, child, B)  (C, mother, A) A (B, sister, C) — (A, child, B)
(C, father, A) N\ (B, sister, C) — (A, child, B) (C, father, A) N\ (B, brother, C) — (A, child, B)
(A, child, C) N\ (B, sister, C) — (A, child, B) (A, child, C) A (B, brother, C) — (A, child, B)

(A, child, C) N (B, wife, C) — (A, child, B) (A, child, C) A\ (B, husband, C) — (A, child, B)

1. Partial observation of the underlying LLM Knowledge-Base: Reconstructing a real-world knowledge base from an
existing public one only gives us a partial observation of the underlying knowledge base in the LLM, because public
real-world knowledge bases are already incomplete and the process of checking if a fact is in an LLM is difficult at the
engineering level as mentioned in (Zhong et al., 2023). A partial observation of the underlying knowledge base in the
LLM can falsely indicate the success of deep unlearning?.

2. Different underlying knowledge bases across LLMs: The underlying knowledge bases for different LLMs are different.
Hence the same target fact can have different minimal unlearning sets, leading to different behavior of a given unlearning
method across different LLMs. This makes it harder to make consistent conclusions for an unlearning method across
LLMs (for example, any unlearning method is best for all LLMs).

Therefore, to have better control on the evaluation, we construct a synthetic dataset named Eval-DU for systematically
evaluating deep unlearning through relationships in the family. We locate our synthetic dataset in a family network, which is
a common scenario to study rule mining and knowledge discovery in the literature (Galarraga et al., 2013; Cheng et al.,
2023; Luo et al., 2023). This synthetic dataset includes a synthetic knowledge base consisting of 400 family relationships
and 300 biographical facts among 100 fictitious people, as well as a set of realistic logical rules, which are deductions among
family relationships. Family relationships include child, father, mother, husband, wife, brother, sister, aunt, uncle, nephew,
niece. Biographies include birthyear, birthplace, and job. Table 3 shows some examples of facts in family relationships and
biographies, together with the question-answer pairs for checking whether this fact is in the LLM or not. Moreover, the rule
set R has 48 rules, which are used to deduce the facts in family relationships. Table 4 shows all rules that can imply the fact
that has child as the relationship.

We make several efforts to better mimic a knowledge base of real-world including:

» Family network generation. We recursively expand the network. Given a node (person), with a certain probability, we
generate the parents, spouse, and children of this person. We control the whole family network in 4 generations. The
number of children from any couple is sampled from a truncated (< 4) geometric distribution.

* Name generation. We collect two lists of first names for males and females separately and assign the first name to each
person according to gender. As for the last name, each person’s last name is the same as the father’s if the father exists
in the network. There is only one special case where the female’s last name has a small probability of switching to her
husband’s.

* Biography generation. We have three biographical attributes, birth year, birthplace, and job:

— The birth years of people are aligned with their relationships. The birth year of any child is from a truncated Gaussian
distribution given his/her mother’s birth year. The difference in birth years of a couple is sampled from a reasonable
distribution as well.

— The birthplace is the state in the United States. The child’s birthplace is the same as the birthplace of the parent with a
high chance, or sampled from the population distribution in the United States.

2t is possible that even post unlearning, some facts that deduce the unlearnt target are still retained, while the evaluation result
indicates the success of this unlearning just due to the absences of the retained facts in the observed knowledge base.
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— The job list is collected from GPT4 for every ten years in 1900-2020. The job of a person is picked based on the birth
year.

We believe these realistic considerations reduce the gap in evaluations between the unlearning task in our synthetic dataset
and the real-world unlearning task. More statistics of this synthetic dataset are presented in Appendix F.

C. Full Experiments

In this section we investigate to what extent current unlearning methods succeed at deep unlearning. We release our
dataset and code as a benchmark publicly at https://anonymous.4open.science/r/deep_unlearning_
anonymous—2C73.

C.1. Experiment setups

Unlearning methods. We evaluate four common unlearning methods in the literature, similar to the setup in Shi et al.
(2024); the implementation details such as hyperparameter values are described in Appendix H.

Gradient Ascent (GA; (Jang et al., 2022)) maximizes loss on target data, which is a reversed process of learning with gradient
descent. More optimization steps 7' result in better unlearning but worse accuracy on extraneous facts.

Negative Preference Optimization (NPO; (Zhang et al., 2024)) optimizes the model fy by minimizing the difference
between the likelihood of the target data L(¢arget; fo) and the likelihood L(Ztarget; foriginal) from the original model
foriginal, While not allowing the unlearnt model to diverge too much from the original model. The objective is defined as

L(Ztarget, 0) = — 2 log o (ﬁ log (L(L(“a%» . As suggested by the literature (Rafailov et al., 2024; Zhang et al.,

B8 mtargct;foriginal)
2024; Shi et al., 2024), parameter J that controls the degree of divergence between unlearnt and original models is set to 0.1.
Optimization step 7" is used to control the trade-off between the unlearning and the model utility.

Task Vector (TV; (Ilharco et al., 2023)) first finetunes the original model forigina1 ON the target data Ztarget until the original
model overfits to the target data. Let foverat denote the overfitted model. Then the difference foverfit — foriginal can be used
as the direction towards learning Zarget, and its negative direction can be used for unlearning the target data. Therefore, TV
defines the unlearning model as foriginal — @ - ( foverfit — foriginal). A larger value of parameter « gives a higher degree of
unlearning but hurts the model utility.

Who’s Harry Potter (WHP; (Eldan & Russinovich, 2023)) is based on a similar idea as TV and uses the overfitted model
foverfit- Instead of being guided by the difference in weights it uses the probability. Let Py(z¢|x1.4+—1) denote the logit
vector for predicting the next token x; from the language model f and prompt x1.;_1. WHP samples the next token by the
logit vector defined as

Pforiginal (xt|x1:t—1)—
Q- maX(Pfoverfit (xt|331:t71) - Pforiginal ($t|$1:t71), 0). 3)
The role of « is similar to the v in TV.

Target LLMs and the finetuning. We experiment with four popular LLMs: GPT2-XL ((Radford et al., 2019), 1.5B)
Phi-1.5 ((Li et al., 2023), 1.3B), Llama2-7b ((Touvron et al., 2023), 7B), Llama3-8b ((Dubey et al., 2024), 8B). We finetune
these pre-trained LLMs on our synthetic dataset Eval-DU; see Appendix H for more finetuning details. As shown in Table 5,
all finetuned LLMs have 100% accuracy on the synthetic facts in Eval-DU, as well as reasonable performance on LLM’s
general benchmarks, MMLU (Hendrycks et al., 2021) for multi-domain language understanding, PIQA (Bisk et al., 2020)
for commonsense reasoning, and RACE (Lai et al., 2017) for reading comprehension.

Target data and evaluation metric. We have 11 different family relationships (e.g., child) in the synthetic knowledge base
Eval-DU. For each family relationship, we pick 5 facts, which results in 55 facts in total for the unlearning evaluation. Our
task is deep unlearning single fact and we report the average performance over these 55 facts.

The performance of deep unlearning is evaluated by recall (Equationl), and the model utility is measured by accuracy
(on our synthetic knowledge base; Equation 2) as well as the utility scores evaluated on three LLM benchmarks MMLU,
PIQA and RACE. For each unlearning method, we can vary its trade-off parameter, and collect a list of recall, accuracy
and utility scores on the three benchmarks. To measure the trade-off between recall and accuracy, we calculate accuracy
when the recall is larger than 0.8 (Acc@Recall> 0.8; 1), recall when accuracy is larger than 0.8 (Recall@Acc> 0.8; 1), and
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Table 5. Performance of finetuned models, evaluated with Acc. in Eval-DU and three LLM benchmarks MMLU, RACE, PIQA.
‘ Acc. MMLU PIQA RACE

GPT2-XL | 1.0 0.23 0.71 0.33

Phi-1.5 1.0 0.40 0.74 0.36
Llama2-7b | 1.0 0.30 0.78 0.40
Llama3-8b | 1.0 0.50 0.79 0.40

Table 6. Trade-off between recall and accuracy of four unlearning methods on four LLMs. Particularly to evaluate the trade-off, we
measure Recall@Acc> 0.8, Acc@Recall> 0.8 and AR-AUC. For each metric and each LLM, we highlight the best score achieved
by any unleanring method. One main observation is that there is no unlearning method reaching the region of both Recall> 0.8 and
Accuracy> 0.8. Check more observations in Section C.2.

Metrics | Acc@Recall> 0.8 (1) | Recall@Acc>0.8(1) | AR-AUC (1)
Unlearning methods | GA' NPO TV WHP | GA NPO TV WHP | GA NPO TV WHP
GPT2-XL 0.65 0.8 061 001 [0.66 053 056 038|087 076 083 059
Phi-1.5 0.60 038 049 006 062 041 056 021 | 085 077 079 057
Llama2-7b 072 067 046 009 | 077 063 067 030 | 091 089 081 053
Llama3-8b 073 044 048 014 | 072 074 063 027 | 091 083 082 059

Table 7. Trade-off between recall and utility scores on three benchmarks MMLU, PIQA, and RACE. The metric for evaluating the
trade-off is Recall@U> 0.95FT (7). For each benchmark and each LLM, we highlight the best score achieved by any unleanring method.

LLM benchmarks | MMLU \ PIQA \ RACE
Unlearning methods | GA' NPO TV WHP | GA' NPO TV WHP | GA NPO TV WHP
GPT2-XL 095 100 097 062 | 095 011 089 046 |095 086 096 055
Phi-1.5 0.89 046 087 0.18 | 091 090 096 048 | 089 037 096 043
Llama2-7b 0.90 095 080 078 | 091 095 093 042 | 091 095 091 052
Llama3-8b 095 095 075 051 |098 083 092 056 | 098 089 088 052
Phi-1.5 06 Phi-1.5 : ., Family Relationships Accuracy | Biography Accuracy
05 | © . GA ©
§ Eﬁ : ~ i
S Eof g g
§0A e (lj:O \ € 02 ﬁﬁo A | é) é)
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T u"Recnasn o oo MRecoz.iu oo : *TGPT2XL  Phil5 Llama2-7b Llama3-8b *TGPT2XL  PhIL5  Llama2-7b Llama3-8b

(o)
Figure 3. (a) Accuracy-Recall curve and MMLU-Recall curve when testing four methods for deeply unlearning on Phi-1.5. (b)
Recall@Acc> 0.8 on facts in family relationships and biographies separately.

the area under the Accuracy-Recall curve (AR-AUC; 7). To measure the trade-off between recall and utility score on each
benchmark, we calculate recall when the utility score is higher than 95% of the utility score that the finetuned model (before
unlearning) has (Recall@QU> 0.95FT; 1)

C.2. Results

The results are presented in Table 6 (trade-off between recall and accuracy) and Table 7 (trade-off between recall and general
utility on three LLM benchmarks). We have the following observations for the results.

Main observation: no unlearning method succeeds in deep unlearning even for just a single fact. From Table 6 it
is observed that no unlearning method reaches the region of both Recall> 0.8 and Accuracy> 0.8; this means that all
unlearning methods are not capable of attaining a high degree of deep unlearning while keeping unrelated facts (not related
to target fact) after unlearning. Notice that accuracy of 0.8, i.e., dropping 0.2 from 1, is actually a high cost, as this is the
cost of unlearning only single fact; in practice, there will be more target facts and hence a harder setting.
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Table 8. Accuracy @Superficial Unlearning, where only the target fact itself is required to be unlearnt.
Unlearning methods | GA NPO TV  WHP

GPT2-XL 098 081 094 0.88

Phi-1.5 097 065 0.89 0.73
Llama2-7b 094 092 094 0.82
Llama3-8b 096 092 096 0.84

Indeed, GA and NPO are generic unlearning methods, and TV and WHP are proposed for ‘concept or topic’ unlearning
where the unlearning target is usually a large corpus rather than single facts, otherwise the reinforced model foyerqt may
not be effective in estimating the learning direction. This mismatch of use cases may explain their performance, which
motivates the design of new algorithms tailored to our deep unlearning fact setting.

Observation 2: GA performs the best among four unlearning methods. As shown in Table 6 and Table 7, while GA and
TV have comparable trade-off between the recall and the utility scores on three benchmarks, GA significanly outperforms
all other three methods in terms of the trade-off between the recall and accuracy.

WHP seems less promising than other three unlearning methods. To explore how, we further visualize the Accuracy-Recall
curve and the MMLU-Recall curve of four unlearning methods on Phi-1.5 in Figure 3(a) (similar figures for other three
LLMs and other metrics are in Figure 12 in Appendix H). Each point is the average utility scores and recall values
of an unlearning method with one hyperparameter across the evaluation of 55 target facts. We find that the curve of
WHP stops at a low recall, which can be explained by its definition (Equation 3): for those negative dimensionalities
in Py, o (2e|T1:0-1) = Pfoipina (2¢]21:0-1), they are invariant when varying o due to the operator max(-,0), even with
a =103,

Observation 3: deep unlearning on larger models has better performance. As shown in Table 6, the best Acc@Recall>
0.8 scores achieved by any unlearning method on Llama2-7b and Llama3-8b are significantly higher than the scores achieved
on GPT2-XL and Phi-1.5; this can be observed similarly for the other two metrics Recall@Acc> 0.8 and AR-AUC. We
hypothesize this is because larger LLM has a better inherent understanding of the correlations between facts, which can be
important to perform well in deep unlearning.

Observation 4: utility scores on three benchmarks are more resistant during unlearning than the accuracy of Eval-DU.
By comparing Recall@Acc> 0.8 in Table 6 and RecallQU> 0.95FT on three general benchmarks in Table 7, we can
observe that, the recall of deep unlearning has higher values if we restrict the general benchmark scores not to drop by
more than 5%, than the values if we make a similar restriction on accuracy. This can be more explicitly observed when
we compare the curve of accuracy and recall and the curves of benchmark utility scores and recall, e.g. in Figure 3(a) and
Figure 12. We hypothesize this is because the utility whose domain is closer to the unlearning target is easier to be affected
during unlearning. The facts in Eval-DU are more close to the unlearning target data than the LLM’s general ability captured
by the three benchmarks.

We take a closer look at accuracy, by checking the accuracy in family relationships and the accuracy in biographies. As
presented in Figure 3(b), we can observe that the recall is much higher when restricting the accuracy of biographies than the
recall when restricting the accuracy of family relationships. This further validates our hypothesis — during unlearning, facts
in family relationships are closer to the target facts (which are also family relationships) than the biographical facts and are
likely to get more easily affected.

C.3. Superficial unlearning versus deep unlearning.

We measure the accuracy when the unlearning method has unlearnt the target fact but not necessarily any deep unlearning
set (Acc@Superficial Unlearning). As shown in Table 8, we find that GA is capable of carrying out this superficial
unlearning — it can successfully unlearn single target fact without losing significant accuracy. By comparing these results
with Acc@Recall> 0.8 in Table 6, it is shown that deep unlearning is a more challenging setting than superficial unlearning
— deep unlearning a single fact in Eval-DU can require unlearning more than 10 facts from the LLM.
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D. Related Work

Benchmarks and evaluations in LLM unlearning. TOFU (Maini et al., 2024) is a benchmark containing fictitious authors
and their related biographic question-answering texts, and evaluates the unlearning by comparing the answer from LLM
given the question and the ground truth. WMDP (Li et al., 2024) provides knowledge in biosecurity, cybersecurity, and
chemical security, which matches the realistic desire for studying unlearning. A more recent benchmark MUSE (Shi et al.,
2024) in the domain of news articles and books enriches the evaluation by introducing metrics from both memorization and
privacy leakage aspects. Yao et al. (2024) introduces a benchmark of evaluating the unlearning in pre-trained data and the
metric of unlearning utility is to compute the perplexity of the data from the memorization aspect. Patil et al. (2024) and
Lucki et al. (2024) evaluate the unlearning from an adversarial attack aspect of knowledge extraction. Joshi et al. (2024)
creats multiple QAs in different formats for checking if the unlearning target is still retained. This branch of work focuses
on proposing more realistic domains and more robust ways to evaluate the unlearning, and the challenge at their benchmark
is to unlearn a large batch of facts or texts while keeping the model utility. However, none of them consider the interrelation
between the target facts and other facts also in the LLM, which our paper focuses on.

Unlearning methods in LLM. In addition to the methods evaluated in Section 4, one popular extension is assuming the
existence of a “retain” set independent of the target facts. When doing gradient ascent or other gradient-based variants,
Yao et al. (2023) and Chen & Yang (2023) minimize the loss on the “retain” set simultaneously to avoid quickly losing
other irrelevant facts and hence help with the model utility. Another category is the model-editing based (Meng et al.,
2022; 2023; Wang et al., 2024), which hypothesizes that the knowledge is saved in certain MLPs in the transformer and
proposes an explicit-form solution for the weight update to unlearn the target facts. A recent paradigm is in-context
unlearning (Pawelczyk et al., 2024), which provides specific kinds of inputs in context rather than editing the model.

E. Conclusion and Future Work

In this paper, we propose a new setting for machine unlearning, referred to as deep unlearning, aimed at identifying reliable
fact unlearning. As a starting point, we construct a synthetic dataset Eval-DU of family relationships and biographies
as a benchmark for research in this emerging setting. From empirical evaluation using our metrics, we find that current
unlearning methods are not capable of deeply unlearning even a single fact while keeping the model utility. We hypothesize
that this shortcoming arises from these methods not fully considering the nature of facts and the deductions between each
other.

This work opens several promising directions for future research. Firstly, more effective methods can be developed for
the deep unlearning setting, with an awareness of connections between facts. Additionally, there is potential to construct
a more nuanced framework that captures more intricate facts and sophisticated deductive processes beyond the current
scope of relations and logical rules. Such advancements will enhance the modeling of deep unlearning and contribute to the
development of methods for deeply unlearning a broader range of facts.

F. Statistics of Eval-DU

For a better understanding of our synthetic dataset Eval-DU, we present some statistics here.

* The distribution of family relations Figure 6. It is observed that child, father and mother are top-three relationships in
our dataset.

* The distribution of the birth year is plotted in Figure 7, in a range of 1890 - 2000.

* The set of jobs, collected from the job list across years 1900-2020, is {Lawyer, Physician, Sales Manager, Machinist,
Systems Administrator, Factory Worker, Police Officer, Plumber, Firefighter, Librarian, Television Repairman, Pilot,
Network Administrator, Carpenter, Steelworker, Financial Analyst, Clerk, Bank Teller, Secretary, Banker, Radio
Technician, Customer Service Representative, Remote Work Consultant, Postman, Baker, Movie Theater Usher,
Stenographer, Software Engineer, Doctor, Maid, Construction Worker, Systems Analyst, Electrician, Auto Mechanic,
Account Manager, Journalist, Welder, Mechanic, Real Estate Agent, Radio DJ, Telephone Operator, Chauffeur, Taxi
Driver, Telemarketer, Car Salesman, Truck Driver, Accountant, Teacher, Airline Pilot, Draftsman, Software Developer,
Nurse, Advertising Executive, Graphic Designer, IT Consultant}

* The distribution of birthplace is summarized in Figure 8.
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# founded minimal deep unlearning sets by Algorithm 3
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Figure 5. An example of 4 minimal deep unlearning sets founded by Algorithm 1.

G. Empirically Evaluating Algorithm 1 on Eval-DU

By running Algorithm 1 on the facts from our synthetic dataset, we find that Algorithm 1 does generate a rich set of minimal
deep unlearning sets. In Figure 4, we show the number of minimal deep unlearning sets founded by Algorithm 1 in a
histogram. It is observed that for more than half of the facts as the target fact, Algorithm 1 can return 6-17 different minimal
deep unlearning sets. This demonstrates the effectiveness of Algorithm 1 and hence a good approximation when computing
the recall in Equation 1. We also show an example of minimal deep unlearning sets founded by Algorithm 1 in Figure 5.
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Figure 9. Accuracy-Recall curve when testing four methods for deeply unlearning from four LLMs.
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Figure 10. MMLU-Recall curve when testing four methods for deeply unlearning from four LLMs.

H. More Details on Experimental Settings and More Experimental Results

Details of finetuning LLLMs on Eval-DU. The finetuning is under the question-answering format, where the question is
given in the prompt and the loss is computed from the answer. The batch size of finetuning on all four LLMs is 16. The
learning rate is 2e — 5 for GPT-XL and Phi-1.5 and 1e — 5 for Llama2-7b and Llama3-8b; the learning rate scheduler is the
linear scheduler from HuggingFace (Wolf, 2019). The number of epochs is 10 for Phi-1.5, Llama2-7b, and Llama3-8b and
15 GPT-XL to guarantee a full memorization after finetuning.

Details of hyperparameters in unlearning methods. For each method, we pick the values of hyperparameter for best
reflecting the trade-off. For GA, the learning rate is 2e — 5 for GPT-XL and Phi-1.5 and 1e — 5 for Llama2-7b and Llama3-8b;
the learning rate scheduler is the linear scheduler from HuggingFace (Wolf, 2019). The hyperparameter of the optimization
iteration 7 is selected from {1, 2, 4,8, 16} for Phi-1.5, Llama2-7b and Llama3-8b and {1, 2, 4, 8, 16, 32} for GPT-XL. For
NPO, the learning rate is 4e — 5 for GPT-XL and Phi-1.5 and 2e — 5 for Llama2-7b and Llama3-8b; the learning rate
scheduler is the linear scheduler from HuggingFace (Wolf, 2019). The hyperparameter of the optimization iteration 7' is
selected from {1, 2,4, 8,16} for Phi-1.5, Llama2-7b and Llama3-8b and {1, 2,4, 8, 16, 32} for GPT-XL. For both TV and
WHP, the “overfit” model is finetuned with 10 more iterations on the target data point. In TV, the hyperparameter « is from
{0.2,1.0,5.0,10.0, 30.0,60.0, 80.0} for GPT-XL and {0.2,0.5,1.0,5.0,10.0} for Phi-1.5, Llama2-7b and Llama3-8b. In
WHP, the hyperparameter « is from {0.5,1.0, 5.0, 10.0, 100.0, 1000.0}.

Trade-off curves of four unlearning methods on four LLMs. In the main paper, we have presented Accuracy-Recall
curve and MMLU-Recall curve of four unlearning methods on Phi-1.5. In this section, we show the Accuracy-Recall curves
on all four LLMs in Figure 9 and the trade-off curve between utility scores on three benchmarks (MMLU, PIQA, RACE)
and Recall in Figure 10, Figure 11 and Figure 12 respectively.
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Figure 11. PIQA-Recall curve when testing four methods for deeply unlearning from four LLMs.
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Figure 12. RACE-Recall curve when testing four methods for deeply unlearning from four LLMs.
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