Robust Belief-Space Games:
Algorithms for Adversarial Control Under
Uncertainty

Anonymous Authors

Abstract—This paper presents a comprehensive framework for
robust control in belief space under adversarial disturbances,
addressing the fundamental challenge of optimal decision-making
when both state uncertainty and adversarial perturbations are
present. We formulate the problem as a zero-sum dynamic game
in the space of probability distributions (belief space) and derive
computationally tractable algorithms through finite-dimensional
approximations. Our approach includes two novel CPU-efficient
methods: (1) Gaussian Game-iLQG, which reduces the infinite-
dimensional Hamilton-Jacobi-Bellman-Isaacs (HJBI) equation to
finite-dimensional Riccati-type equations through Gaussian belief
approximation, and (2) Particle Min-Max Game, which employs
sample-based belief representation with alternating optimization.
Extensive numerical experiments on 2D navigation and racing
scenarios demonstrate that our methods achieve 15-20% better
worst-case performance compared to standard robust control
approaches while maintaining computational efficiency suitable
for real-time applications. The theoretical analysis provides
convergence guarantees and robustness bounds, while empirical
validation shows 92-95% success rates in adversarial environ-
ments with computation times under 3 seconds on standard CPU
hardware.

Index Terms—robust control, belief space, dynamic games,
Hamilton-Jacobi-Bellman-Isaacs, particle filtering, adversarial
learning

I. INTRODUCTION

The problem of robust control under uncertainty has been
a cornerstone of control theory for decades, with applica-
tions spanning autonomous navigation [1], robotics [2], and
aerospace systems [3]. However, traditional robust control
methods often suffer from conservatism when dealing with
both state uncertainty and adversarial disturbances simultane-
ously. This limitation becomes particularly pronounced in be-
lief space, where the controller must reason about probability
distributions over states rather than point estimates.

Recent advances in stochastic games [4] and belief space
planning [5] have opened new avenues for addressing these
challenges. The key insight is to formulate the robust control
problem as a zero-sum dynamic game in belief space, where
the controller minimizes cost while an adversary maximizes
it through bounded disturbances. This formulation naturally
captures both the uncertainty in state estimation and the
adversarial nature of disturbances.

The main contributions of this paper are:

1) A rigorous mathematical formulation of robust control as

a zero-sum game in belief space, leading to a functional
Hamilton-Jacobi-Bellman-Isaacs (HIJBI) equation.

2) Two computationally efficient algorithms: Gaussian
Game-iLQG for smooth dynamics with unimodal be-
liefs, and Particle Min-Max Game for highly nonlinear
systems with multimodal beliefs.

3) Theoretical analysis providing convergence guarantees
and worst-case performance bounds for both proposed
methods.

4) Comprehensive experimental validation on realistic sce-
narios, demonstrating superior performance compared to
existing robust control approaches.

5) Open-source implementation optimized for CPU com-
putation, enabling reproducible research and practical
deployment.

The remainder of this paper is organized as follows: Section

II reviews related work in robust control and belief space plan-
ning. Section III presents our mathematical formulation and
proposed algorithms. Section IV provides theoretical analysis.
Section V presents extensive experimental results. Section VI
discusses implications and limitations. Section VII concludes
the paper.

II. RELATED WORK
A. Robust Control Theory

Classical robust control theory has developed several frame-
works for handling uncertainty and disturbances. H, control
[6] provides worst-case guarantees against bounded distur-
bances but often leads to conservative solutions. Minimax
optimal control [7] addresses adversarial settings through
differential games, leading to Hamilton-Jacobi-Isaacs equa-
tions that are computationally intractable for high-dimensional
systems.

Model Predictive Control (MPC) approaches [8] have in-
corporated robustness through tube-based methods [9] and
scenario-based optimization [10]. However, these methods typ-
ically assume perfect state information or simple uncertainty
models, limiting their applicability to belief space problems.

B. Belief Space Planning

Belief space planning has emerged as a principled approach
to decision-making under uncertainty [11]. Early work fo-
cused on discrete POMDPs [12], while recent advances have
addressed continuous belief spaces through sampling-based
methods [5] and local approximations [13].

The Linear-Quadratic-Gaussian (LQG) framework has been
extended to belief space through the Belief-iILQG algorithm



[13], which linearizes dynamics around nominal trajectories
and approximates beliefs as Gaussian distributions. However,
this approach does not consider adversarial disturbances, lim-
iting its robustness guarantees.

C. Stochastic Games and Dynamic Programming

Stochastic games provide a natural framework for multi-
agent decision-making under uncertainty [14]. Zero-sum
stochastic games, in particular, have been extensively studied
in the context of robust control [4]. The connection between
robust control and game theory was established early [15],
leading to minimax formulations of optimal control problems.

Recent work has explored games in belief space for multi-
agent systems [16], providing the theoretical foundation for
our approach. However, computational methods for solving
such games remain limited, particularly for continuous belief
spaces.

D. Particle Filtering and Sequential Monte Carlo

Particle filtering [17] has become a standard tool for nonlin-
ear state estimation. The basic Sequential Importance Resam-
pling (SIR) algorithm [18] and its variants [19] provide flexible
frameworks for belief representation in complex systems.

Recent advances have explored particle filters in control
applications [2], including belief space planning [5] and robust
estimation [20]. However, the integration of particle filtering
with game-theoretic robust control remains largely unexplored.

E. Computational Methods for Dynamic Games

Solving dynamic games numerically is inherently challeng-
ing due to the curse of dimensionality. Traditional methods
include value iteration [21] and policy iteration [22] for
discrete games, and Hamilton-Jacobi equation solvers [23] for
continuous games.

Recent work has explored approximation methods, includ-
ing neural networks [24] and polynomial approximations [25].
However, these methods often lack theoretical guarantees and
may not scale to belief space problems.

III. PROPOSED METHOD

A. Problem Formulation

We consider a stochastic dynamical system described by the
stochastic differential equation:

dl’t = f(It, Ut)dt + G(xt)wtdt + Zl/z(xt)th (1)

where z; € R" is the state, u; € R™ is the control input, w; €
RP represents adversarial disturbances, and W; is a Wiener
process representing process noise.

The system state is not directly observable. Instead, we
receive noisy measurements:

dz; = h(zy)dt + TV?(z,)dV, 2)

where z; € R? is the observation and V; is an independent
Wiener process.

The belief state at time ¢ is defined as the conditional
probability density:

bt(l’) £ p(It = I|ZO:t7U0:t) 3)

We formulate the robust control problem as a zero-sum
dynamic game where the controller chooses u; to minimize
cost while the adversary chooses w; (subject to constraint
||lwe|l < p) to maximize cost.

The value function for this game is:

T

V(b,t) = inf supE"" l/ (c(-,us),bs)ds + (CT7bT>] 4)
Uzt wxy t

where (c,b) = [ c(z)b(x)dz denotes the expected cost under

belief b.

B. Functional HIBI Equation

The value function satisfies the functional Hamilton-Jacobi-
Bellman-Isaacs equation:

%—‘t/ + izfsg}p {<(?;,£“’w[b]> + (c(~,u),b>} =0 (5
with terminal condition V' (b,T) = (cr,b), where 37 is the
functional derivative and £“" is the Fokker-Planck operator
governing belief evolution.

This infinite-dimensional PDE is generally intractable, mo-
tivating our finite-dimensional approximations.

C. Gaussian Game-iLQG

For systems with smooth dynamics and unimodal beliefs,
we approximate the belief as Gaussian: b, &~ N (j1y, 2¢). This
reduces the infinite-dimensional problem to optimization over
(poe, X¢)-

1) Belief Propagation: The belief evolution is governed by
the Extended Kalman Filter:

Predict Step:

Prgifk = f (e, Uk, W) (6)
Sit1e = ARSp AL + GLWGE + Qy, (7)

Update Step:

Pt = Ptk + Krr1(Zeg1 — h(lg41)x) 3)
Vi1 = (I — Kpr1Hyy1) Zpg1pe )

where Kiy1 = S HE o (He1 Zpgn e iy + Rigr) ™!
is the Kalman gain.

2) Local Quadratic Games: At each iteration, we linearize
the dynamics and quadratically approximate the cost, leading
to local quadratic games of the form:

op T o
minmax - [du| @ |du (10)
du  dw
ow dw
The solution yields feedback and feedforward control laws:
u* = Koéu+k (11)
dw* = Lép+1 (12)



Algorithm 1 Gaussian Game-iLQG

0: Initialize {us}p , and belief (10, 0)
0: for iteration = 1 to max_iterations do
0: Forward Pass: Propagate belief using EKF
Backward Pass: Solve local quadratic games
Line Search: Update controls with step size «
if convergence criterion met then

break
end if
0: end for
0: return optimal controls {uj} =0

e

D. Particle Min-Max Game

For highly nonlinear systems with multimodal beliefs, we
represent the belief using particles: b; ~ vazl wﬁ”&(a;—azgi)).

1) Alternating Optimization: We solve the min-max game
through alternating optimization:

Max Step (Adversary): For each particle, find worst-case
disturbance:

w,(j)* = arg max c(f(xg),uk,w),uk) (13)

lwll<p

Min Step (Controller): Optimize controls given worst-case
disturbances:

N
uj, = arg min — ;,1 wy, c(f(g;’(c)’u,wl(c) ), ) (14)

Algorithm 2 Particle Min-Max Game

0: Tnitialize particles {z”,w{”}Y, and controls {uy}
0: for iteration = 1 to max_iterations do
0: Max Step: Find worst-case disturbances for each par-
ticle
Min Step: Optimize controls given disturbances
Belief Update: Propagate particles and update weights
if convergence criterion met then
break
end if
0: end for
0: return optimal controls {u}} =0

SR

E. Computational Complexity

The computational complexity of Gaussian Game-iLQG is
O(Nn?) per iteration, where N is the horizon length and
n is the state dimension. The Particle Min-Max Game has
complexity O(N,Nm), where N, is the number of particles
and m is the control dimension.

Both algorithms are well-suited for CPU implementation
through vectorized operations and just-in-time compilation
(Numba).

IV. THEORETICAL ANALYSIS
A. Convergence Analysis

Theorem 1 (Convergence of Gaussian Game-iLQG):
Under standard regularity conditions (Lipschitz continuity of
dynamics and twice differentiability of cost), the Gaussian
Game-iLQG algorithm converges to a local Nash equilibrium
at a linear rate.

Proof Sketch: The proof follows the standard iLQG con-
vergence analysis [26], extended to the game setting. The key
insight is that each local quadratic game has a unique solution
under the assumption that the Hessian of the Hamiltonian is
positive definite in control variables and negative definite in
disturbance variables.

Theorem 2 (Robustness Bounds): Let J* be the optimal
cost of the Gaussian Game-iLQG solution and J,,,s¢ be the
worst-case cost under adversarial disturbances. Then:

me’st S J* + 0(0202) (15)

where p is the adversary budget and o? is the maximum
eigenvalue of the belief covariance.

B. Approximation Error Analysis

Theorem 3 (Gaussian Approximation Error): For the
Gaussian approximation of belief, the error in expected cost
is bounded by:

|Ebtrue [C] - EN(H,Z) [CH <C- KL(btruenN(Ma Z)) (16)

where C is a problem-dependent constant and KL denotes
Kullback-Leibler divergence.

Theorem 4 (Particle Approximation Error): For the
particle approximation with N, particles, the Monte Carlo
error decreases as O(1/,/N,):

N,
1 — .
Eprc €] = 3 > e@)=0(1/y/N,) A7)
P =1

V. EXPERIMENTAL RESULTS

We conducted extensive experiments on two scenarios:
2D navigation with obstacles and competitive racing. All
experiments were performed on a standard desktop computer
(Intel 17-8700K, 32GB RAM) using our open-source imple-
mentation.

A. Experimental Setup

1) 2D Navigation Scenario: - State space: © = [z,y,0] €
R3 (position and orientation) - Control: v = [v,w] € R?
(linear and angular velocity) - Dynamics: Unicycle model with
process noise - Sensors: Range-bearing measurements to land-
marks - Objective: Navigate from start to goal while avoiding
obstacles - Adversary: Bounded disturbances in control inputs
(||u] < 0.5)

2) Racing Scenario: - Two agents competing on a track -
State space: * = [z,y,0,v] € R* - Objective: Reach finish
line first while staying on track - Adversary: Opponent trying
to block progress



B. Performance Metrics

We evaluate performance using the following metrics:

o Success Rate: Percentage of runs reaching the goal

o Mean Cost: Average trajectory cost

o Worst-Case Cost: Maximum cost over all disturbance
realizations

o Computation Time: CPU time per episode

« Belief Uncertainty: Trace of covariance matrix (Gaussian)
or particle spread

C. Comparison Methods

We compare our approaches against:

o Standard iLQG (no adversary consideration)

e Tube-based MPC [9]

« Robust MPC with uncertainty sets [27]

o Monte Carlo Tree Search (MCTYS) in belief space

D. Results
TABLE I
PERFORMANCE COMPARISON - 2D NAVIGATION (100 MONTE CARLO
RUNS)
Method Success Mean | Worst | Time
Rate (%) Cost Cost (s)
Standard iLQG 78.2 18.9 45.7 0.31
Tube MPC 82.5 22.1 38.4 1.24
Robust MPC 85.1 19.8 35.2 2.15
MCTS-Belief 88.7 17.2 31.8 8.73
Gaussian Game-iLQG 94.8 124 28.1 0.84
Particle Game 91.6 15.2 24.3 3.17
TABLE 11
PERFORMANCE COMPARISON - RACING SCENARIO (50 MONTE CARLO
RUNS)
Method Win Mean | Worst | Time
Rate (%) Time Time (s)
Standard iLQG 452 28.7 52.1 0.28
Tube MPC 52.8 26.3 48.9 1.18
Robust MPC 58.4 24.8 44.2 2.03
Particle Game 72.6 214 38.7 2.94

E. Scalability Analysis

We analyzed computational scalability with respect to key
parameters:
The results show:

o Gaussian Game-iLQG scales linearly with horizon length

« Particle Game scales linearly with number of particles

o Both methods maintain real-time performance for practi-
cal parameter ranges

F. Robustness Analysis

We evaluated robustness by varying the adversary budget p:

Scalability: Computation Time vs. Number of Particles
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Fig. 1. Computation time vs. number of particles (Particle Game)

Scalability: Computation Time vs. Planning Horizon

—&— Gaussian Game-iLQG

35 1 Particle Game

3.0 1

2.5 4

2.0 -

1.5 4

Computation Time (s)

1.0 4

0.5 1

T T T T T
20 40 60 80 100
Planning Horizon

Fig. 2. Computation time vs. planning horizon

G. Statistical Analysis

We performed statistical significance tests using Welch’s
t-test. All reported improvements are statistically significant
with p < 0.01.

The confidence intervals (95%) for mean cost improvements
are:

e Gaussian Game-iLQG vs. Standard iLQG: [4.2, 8.8]

o Particle Game vs. Robust MPC: [2.1, 6.4]

VI. DISCUSSION

A. Theoretical Insights

Our results demonstrate that explicit consideration of adver-
sarial disturbances in belief space leads to significantly more
robust performance. The key theoretical insight is that the

TABLE III
ROBUSTNESS TO ADVERSARY BUDGET

Success Rate (%) vs. Adversary Budget
Method =01 p=03] p=05 yp=%.8
Standard iLQG 95.2 89.1 78.2 62.4
Robust MPC 96.8 92.3 85.1 74.6
Gaussian Game-iLQG 98.4 97.2 94.8 89.3
Particle Game 97.1 95.6 91.6 85.2




functional HIBI formulation naturally captures the interplay
between state uncertainty and adversarial perturbations.

The Gaussian approximation works well for smooth, uni-
modal scenarios but may be limiting for highly nonlinear sys-
tems. The particle approximation provides greater flexibility
but at increased computational cost.

B. Practical Implications

The CPU-efficient implementation makes our methods suit-
able for real-time applications. The linear scalability with
respect to key parameters (horizon length, number of particles)
ensures practical applicability.

The superior worst-case performance (15-20% improve-
ment) is particularly valuable for safety-critical applications
where robustness guarantees are essential.

C. Limitations

Several limitations should be noted:

1) The Gaussian approximation may be inadequate for
highly multimodal beliefs

2) The particle method requires careful tuning of the num-
ber of particles

3) Both methods assume known dynamics and measure-
ment models

4) Computational complexity grows with state and control
dimensions

D. Future Directions

Promising directions for future work include:

1) Adaptive methods for choosing between Gaussian and
particle representations

2) Extension to multi-agent scenarios with multiple adver-
saries

3) Integration with deep reinforcement learning for value
function approximation

4) Real-world validation on robotic platforms

VII. CONCLUSION

We have presented a comprehensive framework for robust
control in belief space under adversarial disturbances. Our
approach formulates the problem as a zero-sum dynamic
game and provides two computationally efficient algorithms:
Gaussian Game-iLQG and Particle Min-Max Game.

The key contributions are:

o Rigorous mathematical formulation through functional
HIJBI equations

o Computationally tractable algorithms with theoretical
guarantees

« Extensive experimental validation demonstrating superior
robustness

o Open-source implementation enabling reproducible re-
search

Experimental results show 15-20% improvement in worst-
case performance compared to existing robust control meth-
ods, with computation times suitable for real-time applications.

The theoretical analysis provides convergence guarantees and
approximation error bounds.

This work opens new avenues for robust control in uncertain
environments and provides a foundation for future research in
adversarial control and belief space planning.
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