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Résumé
Cet article court présente nos recherches sur le contrôle
par Deep Reinforcement Learning (DRL) de surfaces intel-
ligentes reconfigurables (RIS) pour la sécurité physique des
futurs réseaux 6G. Nous mentionnons d’abord notre résul-
tat sur l’intégration de l’équité dans un contrôleur DRL-
RIS multi-utilisateur, puis situons nos travaux en cours sur
les backdoors en DRL à partir d’une littérature fonda-
trice encore peu appliquée aux systèmes physiques. Nous
soulignons enfin l’intérêt de notre environnement de sim-
ulation CTRL_RIS comme ressource open source repro-
ductible pour relier résultats actuels et pistes futures sur
l’équité, la sécurité et la robustesse des contrôleurs DRL-
RIS pour les réseaux 6G.
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Abstract
This short paper presents our research on Deep Reinforce-
ment Learning (DRL) control of reconfigurable intelligent
surfaces (RIS) for the physical security of future 6G net-
works. We first mention our results on integrating fairness
into a multi-user DRL-RIS controller, then situate our on-
going work on DRL backdoors based on foundational liter-
ature that has yet to be widely applied to physical systems.
Finally, we highlight the relevance of our CTRL_RIS simu-
lation environment as a reproducible open-source resource
for linking current results and future avenues of research on
fairness, security, and robustness in DRL-RIS controllers
for 6G networks.
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1 Introduction
6G systems are expected to increasingly rely on Recon-
figurable Intelligent Surfaces (RIS), in passive, active, or

hybrid forms, to shape propagation conditions in difficult
environments [1, 2]. Yet RIS remain embedded, hardware-
constrained devices: large arrays of low-cost elements must
be controlled in real time with limited on-board resources,
and the joint optimization of phase shifts, beamforming,
and physical-layer security quickly becomes difficult for
classical iterative methods in dense settings [3, 4, 5]. This
motivates a Physical AI approach where a policy trained by
Deep Reinforcement Learning (DRL) [6, 7] directly con-
trols the RIS, adapts to radio and security conditions, and
makes fast decisions under physically grounded channel
and control constraints, while also opening a new attack
surface [8, 4, 9, 10].
Our recent work addressed one side of this problem, namely
fairness in DRL-driven RIS-assisted physical-layer secu-
rity [11]. We showed that maximizing aggregate perfor-
mance is not sufficient in multi-user settings, where unfair
allocations may deprive weaker users from service. Using
the Jain Fairness Index [12] and the broader notions of the
price of fairness developed in [13], we showed a misalign-
ment between the classical Sum Secrecy Rate (SSR) used
generally in multi-user telecommunications systems [14]
and the behaviour obtained once the neural network is
trained. This contribution provides a first step toward trust-
worthy DRL-driven RIS and a concrete baseline for future
robustness studies. The second block concerns backdoors
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Figure 1: General DRL-driven RIS-assisted secure commu-
nication setup for 6G networks.

in DRL. While backdoor attacks are now well established



in supervised learning [15, 16], their adaptation to rein-
forcement learning is more recent and especially relevant
for controllers deployed in long-lived cyber-physical sys-
tems. In the RIS setting, poisoning can affect training ob-
servations, rewards or environmental dynamics. The attack
surface is also shaped by hardware realities such as imper-
fect channel estimation, finite-resolution phase control, re-
configuration latency, and RF impairments [14, 9]. This
short paper positions our research along three complemen-
tary axes: fairness-aware RIS control, a concise taxonomy
of DRL backdoors, and an open-source experimental basis
through the CTRL_RIS DRL environment.1 We provide
a reproducible Python environment for secure RIS beam-
forming, configurable multi-user scenarios with eavesdrop-
pers, and DRL baselines for fairness and robustness exper-
iments.

2 Fairness vs. Backdoor-Aware RIS
Figure 1 summarizes the secure wireless environment con-
sidered in our prior fairness study [11], with a RIS model
kept consistent with physically grounded formulations [14].
The main result of that paper is simple but important re-
garding alignment: fairness is not only a side metric but
a structural requirement for reward engineering for DRL-
driven RIS systems.If a reward only encourages global per-
formance, the agent tends to privilege the user with the most
favourable channels; fairness-aware shaping is needed to
maintain acceptable service across users while keeping se-
crecy objectives meaningful [9, 11].
This observation naturally connects to trustworthiness. A
poisoned DRL policy does not need to produce a spectac-
ular failure to be harmful. An attacker may instead cause
a subtle but targeted degradation of service, for instance by
selectively hurting disadvantaged users, biasing resource al-
location, or weakening the secrecy-fairness trade-off. In a
RIS controller, such effects are further filtered by hardware
limits: coarse phase updates, stale channel estimates, or im-
paired RF chains can hide small policy deviations while still
moving the system toward an unfavourable operating point.
Fairness therefore becomes both a design objective and a
possible indicator of malicious behaviour.

3 Representative DRL Backdoors
Recent DRL backdoor literature assumes two main dimen-
sions [17, 18, 19]: the attack loop and the adversarial ac-
cess. Inner-loop attacks poison the training stream step
by step, typically through state and reward manipulations;
outer-loop attacks operate at the trajectory or episode level
and can exploit richer information. A second dimension
concerns the attacker interface: poisoning may alter the
observed state, the reward signal, or part of the environ-
ment itself. Table 1 condenses three selected representative
techniques from the current DRL backdoor literature [17,
18, 19]. TroJDRL [17] first showed that targeted mali-
cious behaviour can be implanted through poisoned train-
ing interactions. BadRL [18] reduces the amount of poi-

1https://github.com/alex-pierron/CTRL_RIS

soning required, making the attack more stealthy. Sleeper-
Nets [19] broadens the threat model through trajectory-
level poisoning. However, this literature still mostly re-
lies on benchmark-style RL environments rather than on
Physical AI systems with sensing, actuation, channel, and
hardware constraints. For RIS controllers, this distinction
matters: a backdoor must remain effective despite quan-
tized phase shifts, estimation noise, delayed reconfigura-
tion, and constrained embedded control, while these same
limitations can amplify the impact of small poisoned in-
puts once the policy is deployed [14, 9]. The literature thus
provides a strong vocabulary, but not a complete answer
for dynamic physical systems. The RIS case gives a con-

Table 1: Three representative DRL backdoor techniques.
Method Loop Access Effect

TroJDRL [17] Inner State/reward Targeted policy shift
BadRL [18] Inner Sparse poisoning Stealthier attack
SleeperNets [19] Outer Trajectories Universal behavior

crete physical interpretation. A recent study on pilot back-
door attacks against DRL-empowered RIS control shows
how an adversary-controlled IRS can contaminate channel
state information and implant malicious behaviour in a ra-
dio controller [10]. This result is particularly relevant for
our agenda because it bridges the DRL-backdoor literature
and programmable wireless environments without requir-
ing unrealistic assumptions about the attack outcome. In
practice, the most plausible triggers are those aligned with
the hardware and signal chain itself, such as biased pilots,
corrupted Channel State Information (CSI), or malicious
phase updates, rather than arbitrary perturbations. In such
settings, compromised behaviour may affect secrecy, fair-
ness, or both, which reinforces the need for evaluation pro-
tocols that go beyond average utility and remain compatible
with physically grounded RIS models [14]. It is our primary
goal to find effective detection and mitigation techniques to
prevent problematic behaviours caused by these potential
backdoors in the DRL controller.

4 Conclusion
Our research addresses the challenge of building trustwor-
thy Physical AI for future 6G networks. For DRL-driven
RIS control, fairness, security, and robustness must be
considered jointly. First contribution has established that
fairness-aware reward design is necessary for secure mul-
tiuser RIS control [11]. We now extend this perspective
to adversarial training and backdoor-aware threat modeling
for DRL, using our open-source CTRL_RIS 2 DRL environ-
ment to evaluate poisoned training, triggered behaviour and
robustness under physically grounded constraints.
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