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Abstract

Large language models (LLMs) have recently seen widespread adoption, in both academia
and industry. As these models grow, they become valuable intellectual property (IP), re-
flecting enormous investments by their owners. Moreover, the high cost of cloud-based
deployment has driven interest towards deployment to edge devices, yet this risks exposing
valuable parameters to theft and unauthorized use. Current methods to protect models’
IP on the edge have limitations in terms of practicality, loss in accuracy, or suitability to
requirements. In this paper, we introduce a novel hybrid inference algorithm, named SLIP,
designed to protect edge-deployed models from theft. SLIP is the first hybrid protocol that
is both practical for real-world applications and provably IP-preserving, while having zero
accuracy degradation and minimal impact on latency. It involves partitioning the model
between two computing resources, one secure but expensive, and another cost-effective but
untrusted. This is achieved through matrix decomposition, ensuring that the secure resource
retains a maximally sensitive portion of the model’s IP while performing a minimal amount
of computations, and vice versa for the untrusted resource. Importantly, the protocol in-
cludes guarantees that prevent attackers from exploiting the partition to infer the model
weights. Finally, we present experimental results that show the robustness and effectiveness
of our method, positioning it as a compelling solution for protecting LLMs.

1 Introduction

Large Language Models (LLMs) are increasingly being commercialized due to their superior performance
and vast applications Zhao et al. (2023). Alongside this trend, many researchers have been tackling chal-
lenges related to their deployment – balancing costs, latency, performance and security. Companies which
develop LLMs invest substantial capital to create these models. Not only in extensive computing resources
for training, up to hundreds of millions of dollars Perrault & Clark (2024), but also on high-end talent,
datasets and labeling, proprietary training procedures and unique network architectures. Consequently, the
parameters of a pre-trained foundational model can be considered highly valuable intellectual property (IP)
for its owner, who would therefore be highly motivated to secure it from theft. Cloud services offer various
security solutions against model theft and extraction attacks, however they often come with a high price
tag with recent growth in demand Mok (2023). As a result, there is a growing financial incentive to offload
as much computational workload as possible from secure computing resources, like the cloud, to more cost-
effective, but less secure edge devices, such as servers and laptops. This motivates us to develop a security
solution that protects the model owner’s intellectual property, despite the security gap in edge devices.

Recently, hybrid inference has emerged as a framework that aims to address various challenges related to
deployment of LLM’s Chen & Ran (2019). In this framework, tokens are generated using two computing
resources that differ in their properties. Most strategies focus on cost and performance Ding et al. (2024);
Bang et al. (2024); Kang et al. (2017), or on privacy Hou et al. (2023); Chaopeng et al. (2023); Rathee
et al. (2020), rather than on model security. Few have aimed to protect model IP; For example, in Schlögl &
Böhme (2020) they propose splitting the model to a feature extractor and task specific classifier, securing the
final layers of deep neural networks (DNNs) in an enclave, but their approach degrades the model accuracy,
supports feed-forward DNNs only, requires model retraining, and does not have provable guarantees against
information leakage. In contrast, Zhou et al. (2023) use RL for model splitting, but their obfuscated param-
eters are inefficiently spread across the model, and they lack security guarantees against model restoration
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through observing inferences. Finally, Li et al. (2024) employ weight permutation and an authorization
module on a trusted execution environment (TEE), but their approach is vulnerable to hardware attacks,
impractical for consumer devices due to the cost of TEEs, and not provably secure.

In this paper, we propose SLIP, a novel hybrid inference approach to IP protection of the model that uses a
cheap and low security computing resource in tandem with an expensive but secure resource. SLIP balances
budget constraints, latency and security standards, but has no loss in model accuracy. We achieve this
by offloading the majority of computations to the cost-effective but less secure computing resource, while
protecting the most valuable yet computationally undemanding information on the secure but expensive
resource. Moreover, we demonstrate that SLIP is applicable to various DNN architectures, including fully-
connected multi-layer perceptrons (MLPs), convolutional neural networks (CNNs), and transformers.

1.1 Our contributions

We make the following contributions,

1. We propose a model decomposition technique that strategically selects weight matrices across the
model (as observed in Meng et al. (2024); Wang et al. (2024); Sharma et al. (2023)), and identifies
the components within these matrices that embody the model IP, and safeguards them on the
secure resource. Consequently, the remainder of the model contains most of the computations, but
is essentially useless for an attacker aiming to steal the model IP.

2. Since low and high security computing resources participate in each model inference, it incurs addi-
tional latency and introduces new potential attacks that could exploit the communication between
them. Thus, our paper introduces an inference protocol to mitigate these security risks in hybrid
inference. The protocol does not reveal the secure resource’s intermediate outputs to the low-security
resource, by masking these intermediate outputs with precomputed uniformly distributed and
input-independent noise. Later, we efficiently cancel out this mask’s effect without degradation
in accuracy. We provide theoretical proofs for the correctness of the protocol and IP-preservation
of our approach, and in a companion paper Jain et al. (2025) provide even more formal definitions
and proofs focusing on the security aspects of of the protocol.

3. We give experimental evidence for our method on LLMs. We show that our decomposition
exposes a portion of the model with most of the computations but insignificant utility for an attacker
aiming to steal the model IP. Moreover, we demonstrate that even when the attacker fine-tunes the
exposed portion of the model in an attempt to restore its original performance, the resulting model
is very weak compared to the original model, and the smaller the exposed portion, the weaker the
resulting model.

1.2 Background and related works

Threat Model. In our setting, we aim to protect from an attacker who aims to obtain the parameters,
i.e., the IP Oliynyk et al. (2023) of our model. We assume the attacker knows the model architecture, has
full knowledge of our protocol and any associated hyper-parameters Petitcolas (2023), and has indefinite
physical access and full admin privileges in the low-security compute resource.1 Conversely, we assume that
the secure resource is a trusted entity, inaccessible to the attacker except through the query API. Thus, our
protocol focuses on protecting from an attacker who has access to the exposed model portion and attempts to
restore the secret portion in the secure resource (or the complete model directly) through model restoration
techniques Chen et al. (2023); Ma et al. (2023).

Model Extraction Attacks. Model extraction attacks are a specific type of security threat where attackers
aim to create a duplicate or approximation of a machine learning model by using its public API (Birch et al.
(2023); Shamir et al. (2023); Truong et al. (2021); Kariyappa et al. (2021) see Yao et al. (2024); Jagielski
et al. (2020) for review). Attackers manipulate the model’s input-output pairs to learn about its structure

1We treat this resource as if the attacker has possession of it, bypassed any existing security measures, has direct control
over the exposed model parameters and can freely query the secure resource.
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and functionality, allowing them to create an approximation of the model. This can enable them to use the
model for their own purposes, sidestep any usage restrictions or fees, or even uncover sensitive information
about the original training data. Hence, this type of attacks could compromise compute resources at any
security level, whether the inference system is hybrid or not, since it exploits the intended use of the service.
Note that we focus on extraction attacks rather than stealing Oliynyk et al. (2023), since our setting is
low-security resource edge devices.

Protecting DNNs IP from Theft. Several existing methods aim to secure DNNs. One obvious approach
is Model Obfuscation, the process of intentionally obscuring or hiding the sensitive information of a neural
network while retaining its functionality. However, despite astonishing breakthroughs in recent years Jain
et al. (2024), current solutions for cryptographically secure obfuscation either degrade model accuracy, or
are extremely impractical even for simple functions Chen et al. (2018); Ye et al. (2017). Other approaches
use knowledge distillation Xu et al. (2018), architecture obfuscation Zhou et al. (2022b), intentional model
poisoning Grailoo et al. (2022), increase model sensitivity to parameters perturbation Szentannai et al. (2020),
locate model tampering for user authorization Huang et al. (2023), or various other means Zhou et al. (2022a).
Additionally, passive protection techniques, such as watermarking Uchida et al. (2017); Adi et al. (2018);
Yan et al. (2023); Yang et al. (2021); Zhang et al. (2018) (see Li et al. (2021) for survey) or Attestation Chen
et al. (2019), help verify ownership and copyrights, but they cannot effectively prevent unauthorized access
and usage to demotivate attackers. Lastly, cryptographic techniques have been extensively applied in the
area of Privacy Preserving Machine Learning (PPML). Such techniques include Homomorphic Encryption
(e.g., Acar et al. (2018), Onoufriou et al. (2021); Lee et al. (2022)), Secure Multiparty Computation (e.g.,
Knott et al. (2021); Dalskov et al. (2020); Cheng et al. (2023); Liu et al. (2017); Gupta et al. (2023)), and
Differential Privacy (e.g., Abadi et al. (2016)). However, in PPML, the emphasis is on user data privacy
or training data rather than protecting model weights, and existing frameworks are not designed for this
purpose, or do not account for the computational trade-offs between asymmetric parties with varying costs
and security levels Rouhani et al. (2018); Juvekar et al. (2018); Huang et al. (2022); Rathee et al. (2020).

2 General Framework: Model Decomposition and Hybrid Inference Protocol

We now describe our framework for an IP-preserving model decomposition and hybrid inference, as detailed
in Figure 1. Our goal is to offload most of the inference workload to a low security (but computationally
efficient) resource, while ensuring that the intellectual property of the model remains secure, even through
repeated inferences. To achieve this, we introduce a model decomposition scheme and a hybrid inference
protocol. We consider two entities:

1. A secure resource controlled by Charlie (’C’ as in Cloud), which has limited compute power but is
trusted to keep sensitive data confidential.

2. A low security resource controlled by David (’D’ as in Desktop), which is computationally powerful
but fully exposed to the attacker.

We split the model parameters between these parties, then define a protocol for inference on any input that
involves communication between them. The decomposition and protocol must jointly satisfy the desiderata
of usefulness, safety and efficiency, which we formally define in Section 2.1, in order to ensure the whole
solution preserves model IP and is efficient (Theorem 3).
Definition 1 (Model Decomposition). Let ϕΘ be a model with parameters Θ. A model decomposition is
a pair (ϕΘC , ϕΘD ), where Θ = (ΘC , ΘD) denotes the parameter partition assigned to Charlie and David,
respectively.
Definition 2 (Hybrid Inference Protocol). Given a model decomposition Θ = (ΘC , ΘD) where Charlie and
David only have access their respective portion of the model, a Hybrid Inference protocol Π := Π(ΘC , ΘD)
is an interactive protocol, that given an input x, jointly computes ϕΘ(x).

We now formalize what makes a good decomposition and protocol.
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Figure 1: The proposed framework, consisting of the Model Decomposition and the Hybrid Inference Protocol

2.1 What Makes a Good Decomposition and Protocol

In order to protect a model’s intellectual property (IP) while enabling efficient inference, we define four
key properties that a decomposition and hybrid inference protocol should satisfy: IP-preservation and
Efficiency. As a vehicle to prove IP-preservation, we analyze additional properties called Usefulness and
Safety. These properties form the foundation of our framework.

We begin with intuitive explanations and follow with formal definitions. Usefulness ensures the model IP
isn’t leaked through the David’s portion of the model. Safety ensures that these input/output pairs are the
major risk for David reconstructing the model (beyond David having his model portion). IP-preservation
ensures that through the model decomposition, and through repeated hybrid inferences of the model, David
does not learn the model IP. 2 Efficiency means the protocol runtime for Charlie is much quicker than
running the full model inference.

We encompass model IP through the notion of risk. For a model M and a loss function ℓ, the model true
risk is given by risk(M) := EP [ℓ(y, M(x))] , where P (x, y) is the data distribution. We turn to the formal
definitions.
Definition 3 (Usefulness). Let ϕΘ be the original model with parameters Θ, and let Θ = (ΘC , ΘD) be its
decomposition. For an attacker algorithm A (an adversarial David) that produces a model A(ΘD) from ΘD,
define its usefulness to be:

κA := risk(ϕΘ)
risk(A(ΘD)) . (1)

Note that lower κA indicates the risk of the reproduced model is high, i.e., less useful. Also, for the decom-
position in Section 3, the best A(·) just naïvely returns ΘD.
Definition 4 (Safety). We say a decomposition Θ = (ΘC , ΘD) is safe if, for any Probabilistic Polynomial
Time adversarial David A that uses ΘD and black box access to ϕΘ , there exists a Probabilistic Polynomial
Time adversarial David B using only black box access to ϕΘ, such that B’s reconstructed model has roughly
the same risk as A’s reconstructed model.
Definition 5 (IP Preservation). We say a model decomposition and hybrid inference protocol preserves model
IP, if An attacker cannot learn the model IP through the decomposition and repeated inference.3

Definition 6 (Efficiency). Let TΠ,C(ΘC) be the runtime of Charlie during the execution of a hybrid inference
protocol Π, and let TC(Θ) be the runtime of Charlie for the full model inference. For ϵ > 0, we say Π is
ϵ-efficient if:

TΠ,C(ΘC) ≤ ϵ · TC(Θ). (2)

In the following sections, we demonstrate how our proposed decomposition and protocol satisfy these prop-
erties both theoretically and empirically.

2Note that a black-box adversary which sees sufficiently many input-output pairs of the model can recover the model Θ
Canales-Martínez et al. (2024); Carlini et al. (2024), and protecting from such attacks is a long term research challenge, So our
definition of IP-preservation is such that the solution (decomposition and inference) does not give the attacker D much extra
power beyond black-box access.

3Since with repeated inference in any possible inference scheme (even if the model was completely on the cloud), the attacker
gains the respective model input/output pairs for those inferences, we only require that the attacker cannot learn the model IP
beyond what they could learn in that setting, i.e., through performing a black-box model inversion attack, using the inferred
model inputs and outputs.
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Figure 2: Singular values of the weight matrices of each model, quickly decreasing from largest to smallest.

2.2 Applying Our Framework to LLMs: A Roadmap

We now instantiate our framework to protect large language models (LLMs) during edge deployment. Our
approach satisfies the desiderata introduced in Section 2.1 through two core components:

1. Model Decomposition: We identify sensitive layers in transformer-based LLMs and apply singular
value decomposition (SVD) to their weight matrices. The most informative singular components are
kept on the secure side, while the remainder is offloaded.

2. Hybrid Inference Protocol: To prevent the low security resource from recovering sensitive
weights, we design a masking protocol that ensures secure interaction during inference.

In Section 3, we detail the decomposition strategy using SVD. In Section 4, we introduce and analyze
the protocol. Section 5 evaluates the effectiveness of our full system on several LLMs, validating all four
desiderata in practice.

3 Model decomposition via SVD

We now describe our method for securely decomposing the model parameters, satisfying the desiderata
of usefulness and efficiency (Section 2.1). Our strategy leverages a key empirical observation: in neural
network layers which perform matrix-vector multiplications (or layers which contain such operations, e.g.,
Linear Layers, Attention), the singular values of these matrices quickly decrease, as illustrated in Figure 2.
This suggests that most of the information of the matrix (corresponding to the IP within the layer) is
concentrated in a few top singular components, so Charlie can hold these singular component, and efficiently
compute the linear portion only using his components. This makes singular value decomposition (SVD) a
natural tool for balancing efficiency with usefulness.

3.1 Layer-wise Decomposition

Many layers in transformer-based LLMs and also other modern architectures, contain one or many matrix-
vector multiplications, e.g., fully connected layers and attention layers (Appendix E), and convolutional
layers (Appendix D). We apply SVD to decompose these matrices into two parts:

1. a small number k of top singular components, retained in the secure side (Charlie), and

2. the remaining components, offloaded to the insecure device (David).

For simplicity of presentation, to assume each layer has a single weight matrix, for attention layers we
consider each matrix-vector operation within it as a separate linear layer for the decomposition above. Also
for convolutions, we transform the convolution to its equivalent matrix-vector product representation.
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Formally, let W ∈ Rm×n be a weight matrix. Its Singular Value Decomposition (SVD) is given by

W =
r∑

j=1
σjujv⊤

j ,

where {σj ∈ R≥0}j∈[n] are the singular values in decreasing order, {uj ∈ Rm}j∈[m] and {vj ∈ Rn}j∈[n] are
the left and right singular vectors, and r ≤ min{m, n} is the rank of W. We define the sensitive portion WC

retained by Charlie to be the top k singular components of W,

WC =
k∑

j=1
σjujv⊤

j ,

and the remaining portion WD offloaded to D to be the remaining components

WD =
n∑

j=k+1
σjujv⊤

j .

This decomposition achieves two goals. It is useful, since the exposed portion WD contains little signal, and
it is efficient for David. Specifically, for a weight matrix W, computing Wx requires O(mn) floating point
operations, whereas if we store WC in its decomposed form, computing Charlie’s part WCx requires only
O(k(n + m)) operations.

We choose k ≪ r, typically k < 10, to minimize Charlie’s compute, but k must be large enough to ensure
usefulness, specifically k > 1 to prevent a trivial reconstruction attack described in Appendix A.2.

In Section 5, we empirically demonstrate that this method is far superior than other decomposition methods,
such as offloading large norm columns or random singular component.

3.2 Full-Model Decomposition

To decompose a full model Θ, we strategically select a set of “sensitive layers” among the layers defined by
weight matrices W, and decompose them as in Section 3.1 (see Appendix B.2 for the selection process). The
weight matrix WC and the remaining computation within the layer (e.g., the non-linearity portion of a fully
connected layer) are assigned to ΘC , and WD is assigned to ΘD. Non-sensitive layers are assigned entirely
to ΘD.

Formally, the overall decomposition becomes:

ΘC = {WC
i }i∈sensitive

ΘD = {WD
i }i∈sensitive ∪ {Wj}j /∈sensitive.

In Section 5, we show that only decomposing a few layers, typically both at the beginning and end of the
model using the SVD decomposition from Section 3.1 yields a useful and safe decomposition.

4 Hybrid Inference Protocol

In Section 3, we saw how leverage SVD to decompose a model Θ into Θ = (ΘC , ΘD) such that Charlie’s
part ΘC preserves most of the model’s IP and David’s part ΘD contributes minimally to a malicious David
which aims to extractact the original model Θ. In this section, we present a hybrid inference protocol
where Charlie and David collaborate to compute the inference on this decomposed model by exchanging
information on computations on their respective parts. We assume that Charlie owns the model input x and
is also responsible for producing the final output of the model.
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4.1 Why Naïve Hybrid Inference Leaks IP

Consider a sensitive layer i with weight matrix Wi decomposed as Wi = WC
i + WD

i . A naïve inference
protocol to compute Wiai−1 might proceed as follows. Charlie sends the input activation ai−1 to David,
receives WD

i ai−1 from David, locally computes WC
i ai−1, and applies the nonlinearity σ to obtain ai =

σ(WC
i ai−1 + WD

i ai−1). If David also observes ai (e.g., since the next layer i + 1 is also sensitive) and if
σ is invertible (e.g., a sigmoid or a ReLU over non-negative inputs), he can reconstruct the linear equation
bi = WC

i ai−1 + WD
i ai−1, in which he knows all variables except WC

i . By observing sufficiently many
pairs (ai, ai−1), David can solve a system of linear equations to discover WC

i , thereby leaking the sensitive
information (IP) WC

i of the model Θ to David.

This attack shows that, without any additional security measures, the naïve inference protocol is inherently
leakes model information about the input/output of the layer, on which an attacker can much more easily
perform reconstruction attacks, compared to a protocol in which they learn only the model input/output.
We next describe a solution that protects against such leakage.

4.2 IP Protection via Masking

Intuitively, to prevent information leakage about ΘC in the inference protocol, e.g., as in the attack above,
we mask Charlie’s messages (internal model activations) so they appear random to David. The tricky part is
to recover David’s matrix-activation product WD

i ai−1 from the output on David’s part of the model on the
masked input. Fortunately, since David’s computation in sensitive layers is linear (either in Linear layers
or Attention layers which are a composition of linear operations), Charlie can later cancel the masks via
precomputed mask cancellations to recover David’s matrix-activation product locally. Below we describe the
main technical ideas of the protocol and its security guarantees. For more formal details of the protocol and
proofs, see the companion paper Jain et al. (2025).

To realize this intuition in a concrete protocol, we assume that the model is quantized to integers, and our
protocol uses modular arithmetic over integers mod L for a sufficiently large L. For each sensitive layer
i, before inference, Charlie generates a uniformly random mask ri−1 of suitable length (as the layer input
dimension) over integers modL, and precomputes the corresponding cancellation mask ci := WD

i ri−1 and
stores it. During inference, for a layer input ai−1, Charlie sends the masked input ãi−1 = ai−1 + ri−1

(mod L) to David, who computes ãD
i := WD

i · ãi−1 (mod L) and sends it to Charlie. In parallel, Charlie
computes WC

i ai−1. Upon receiving ãD
i , Charlie then recovers the output Wiai−1, using the precomputed

cancellation mask ci via
Wiai−1 = WC

i ai−1 + ãD
i − ci,

which holds since Wi = WC
i +WD

i and since ãD
i −ci = WD

i ai−1 +WD
i ri−1 −ci = WD

i ai−1 by the definition
of ci. Finally, Charlie derives the next layer input by computing ai = σ(Wiai−1) from the recovered Wiai−1.

To apply this intuition for Transformer models, for which the basic layer beyond Matrix-vector multiplication
is attention, we give a formal and slightly more involved protocol in Appendix E.

We now analyze the different properties of this protocol.

First, observe that the masking gives Charlie uniformly random values, independent of the activations.
Theorem 1 (Perfect masking). Let a discrete random variable s ∈ Zd and random noise n ∼ U[0, L − 1]d,
and denote the masked variable by sn = mod(s+n, L). Then sn ∼ U[0, L−1]d, and sn and s are independent.

Next, we observe that the computation is correct (assuming David follows the protocol),
Lemma 2. Assuming L ≥ ∥WD

i ai−1∥∞, Charlie’s computation correctly computes Wiai−1, over the integers
modulo L.

Finally, note that this protocol is efficient since Charlie performs a constant number of vector addition,
subtraction and sigmoid computations, but they are dominated by the two heavy operations: 1. WD

i ri−1,
which is independent of the input and is therefore pre-computed before the protocol, and 2. WC

i ai−1 which
is efficient since WC

i contains only the top k SVD components (see Section 3.1).
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4.3 Full Model Inference Protocol Π

To extend the protocols above from a single layer to a full model, the full model protocol Π proceeds through
the model layer by layer.4

For each sensitive layer, whose weights must be protected, we run the masking scheme from Section 4.2.

For each non-sensitive layer which is fully exposed to David, we still need to mask (since otherwise David can
leverage internal activations to recover the model easily using reconstruction attacks between activations),
which is equivalent to running the masking and scheme for a layer decomposition in which Charlie retains
k = 0 components.

For both sensitive and non-sensitive layers, all operations which are not Matrix-vector multiplications (e.g.,
nonlinearities, softmax, etc.) are computed completely by Charlie, so that Charlie can mask the next layer
input. Note that the majority of computation is within Matrix-vector multiplications (or in attention layers,
for which we give a modified efficient protocol per layer in Appendix E), so our scheme is efficient.

Our main result is that this full model protocol does not leak information about the model, beyond the
model input/output for the inference (which in any inference scheme would have leaked, by the definition
of inference). Specifically, we apply Theorem 1 for each layer separately to conclude that the masked
messages from Charlie to David are independently and uniformly random vectors over integers modL of
the corresponding length (even regardless of David’s messages in the protocol). Hence Charlie’s view of
the protocol is just a set of independently and uniformly random vectors over integers (together with the
model output which is shared), as required.5 By the definition of safety, it follows that if the decomposition
Θ = (ΘC , ΘD) is safe, then the protocol does not leak the model IP to David.

4.4 Putting things together: Hybrid Inference on a Decomposition

Now that we have a general method to decompose a general model (Section 3) and a general protocol to
perform inference (Section 4), we select them to ensure the desiderata from Section 2.1. Specifically, in
Section 5 we find the layers which are most essential for the inference, and experimentally find the number
of sensitive layers and the smallest number of k of retained singular components (which we demonstrate is
relatively very small), to ensure the decomposition is both Useful and Safe. We follow with our main result
of this paper, that when following the above procedure, the resulting decomposition and hybrid inference
protocol are efficient and preserve the model IP.
Theorem 3. Our solution, including the model decomposition and hybrid inference protocol, preserves model
IP (Definition 5) and is efficient.

Proof. By the decomposition definition above which is useful, first David cannot reconstruct the model from
his portion of the model (usefulness). Next, David performs inferences over the model through the hybrid
inference protocol, which by Theorem 1, the only thing David learns from any inference about ΘC is the
model input/output, which don’t help him beyond regular model black-box attacks (safety), thus preserving
model IP (to the largest possible extent given that David needs the output of each model inference). Finally,
efficiency follows thanks the low number of sensitive layers and k, together with our hybrid inference protocol
which is communication and computation-efficient for Charlie. For a practical efficiency-IP preservation
trade-off, see Section 5.

5 Experiments

In this section, we evaluate the SLIP framework and explore different decomposition strategies using three
LLMs: GPT-2 Small Radford et al. (2019), Phi-2 Microsoft Research (2023), and LLaMA2-7B Touvron et al.
(2023). We run experiments on an NVIDIA A100 GPU and use the WikiText benchmark Merity et al. (2016)

4We observe that our solution can be extended to trade-off usefulness with efficiency by splitting not the whole model, but
rather parts of it which, informally, contain most of the model knowledge.

5In our companion paper Jain et al. (2025), we give complete definitions and a formal proof for this.
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Figure 3: Performance degradation of the LLMs when bypassing windows of 1, 3, 5, or 7 consecutive decoder
blocks, compared to the baseline model. The x-axis represents the center block of each window, while the
y-axis shows the perplexity (lower perplexity is better).

for perplexity evaluation. Perplexity is computed using EleutherAI’s evaluation suite Gao et al. (2023). Our
experiments aim to assess the usefulness, safety, and efficiency of the decomposition and protocol.

Our first 4 experiments show how to find a safe and useful decomposition. Specifically, we first find which
decoder blocks in the model are best to offload and select as sensitive (contain much IP), then find which
layers in these blocks are best to offload, then how to decompose each such layer (SVD over the alternatives),
and finally show the trade-off between offload % and IP preservation (measured by perplexity). Our last
experiment shows that our decomposition and protocol is efficient.

Which Decoder Blocks are Sensitive. Recall that for efficiency, we want to identify the smallest set
possible of sensitive layers which contain the model IP. For LLMs, the high-level layers are decoder blocks,
each which contain internal layers (e.g., Wq for attention query, projection etc.). To identify sensitive de-
coder blocks, we consider sequences of consecutive decoder blocks with various sequences positions (indexes)
and length (1,3,5 or 7), omit them from the model to simulate the portion moving completely to Charlie,
and measure the usefulness via perplexity. Consistent with the findings of Gromov et al. (2024), Figure 3
demonstrates that sensitive layers in the first decoder blocks damages David’s model the most (i.e., most
useful), in last ones slightly less, and the least in the middle. Hence, we experiment with a class of decom-
positions for models with ℓ, in which the first a layers (1 to a), and the last a layers (ℓ − a + 1 to ℓ) are taken
as sensitive, all with the same value k (for simplicity).

Which Decoder Block Internal Layers are Sensitive. Now that we know which decoder blocks should
be taken as sensitive, we must decompose them, i.e., identify their internal sensitive layers. There are
several different internal layers which contain Matrix-vector multiplication, specifically MLP layers (Wc_fc,
Wc_proj) and attention layers (Wq,Wk,Wv,Wo). We empirically show that the decomposition usefulness
greatly varies with the layer type above that we decompose, and the number of top singular components
of the weight matrix retained by Charlie (usually k = 10 is enough). In Figure 4, we plot the usefulness
measured by the resulting perplexity of David’s model as a function of both, where we average the results
across all the blocks of the model of each layer type to see which is best for each model on average. We find
that the taking the internal layer type Wc_fc as sensitive is useful for GPT-2 and Phi-2, and the layer Wk

is for Llama-2-7B.

We now study Safety, that is, to what extent can an adversary David with his portion of the model and a set
of model input/output pairs (taken from a public dataset), recover model performance (through fine-tuning
Han et al. (2024) resources). We use the public dataset Alpaca Taori et al. (2023) and LoRA Hu et al. (2021),
to fine-tune Phi-2 (or Llama-2-7B) for 10 epochs (to not overfit on the relatively small dataset), across five
decomposition configurations and a baseline with randomized model parameters.

How to Decompose a Sensitive Layer Safely. We compare our method Largest Singular Compo-
nents (LSC) to four alternatives:

1. RSC - randomly retains 200 singular components,

2. Norm CS - retains 200 columns with largest L2 norm,

9
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Figure 4: Perplexity scores for all three models, after removing various numbers of singular components from
different layer types in a single decoder block. Results are averaged across all possible blocks.

Accuracy PPL
Model Approach ARC Hellaswag MMLU Average Wikitext

P
h
i-
2

Base Model 53% 49% 55% X1.00 11
LSC (ours) 21% 30% 25% X0.48 709
RSC 52% 47% 53% X0.97 12
Norm CS 25% 36% 26% X0.57 73
Random CS 51% 48% 53% X0.97 13
FMS 42% 42% 26% X0.71 17

L
la
m
a-
2
7B

Base Model 44% 50% 42% X1.00 9
LSC (ours) 22% 28% 23% X0.53 46,090
RSC 45% 50% 36% X0.96 11
Norm CS 20% 29% 25% X0.54 6,503
Random CS 43% 50% 38% X0.96 9
FMS 24% 32% 28% X0.61 39

1

Table 1: Benchmark results for each model and decomposition method on perplexity (PPL Wikitext) and
classification accuracy (ARC, Hellaswag and MMLU) after restoration through fine-tuning. Blue indicates
safe results while the bold is safest. LSC most often outperforms others.

3. Random CS - retains 200 random columns, and

4. FMS - Offloads complete weight matrices to reach 97.5% parameter offload to David.

All methods are evaluated on decompositions of the same model, offloading 97.5% of parameters and fo-
cusing on the 5 initial and 5 final decoder blocks, and after attempting to restore David’s model using the
Safety experiment mentioned above. Table 1 shows that the LSC method consistently results in the highest
perplexity and lowest accuracy after fine-tuning David’s model to the PPL wikitext and testing performance
on 3 text classification tasks (ARC Chollet et al. (2025), Hellaswag Zellers et al. (2019) and MMLU Liu
(2023)), confirming it as the safest decomposition scheme.

Efficiency vs Safety Trade-off. To experiment with various levels of efficiency, we consider decompositions
created by varying the number a of sensitive decoder blocks from the beginning and end of the model, and
the number k of top singular values retained by Charlie from each such layer (block). Each decomposition
gives David a different fraction of the total model parameters, and we use this ratio as a proxy the inference
time ratio. This proxy is accurate since Charlie’s computation is dominated by matrix-vector multiplication
in sensitive layers, and we store Charlie’s portion in its decomposed form (See Section 3.1).

Figure 5 shows the perplexity of a decomposed Phi-2 both after decomposition and after fine-tuning using the
Safety study mentioned above. For all decompositions, Charlie’s portion of the model has perplexity similar
to a random weights model, and after retraining, the more computation offloaded to David, the lower the
recovered perplexity. Specifically, configurations that offload 92% to 97.5% to David remain robust against
recovery, i.e., safe.

Efficiency Analysis. We simulate the latency of our approach decomposed to an edge device (Charlie) and
a cloud server (David), considering the computational capacities of these hardware, network bandwith and
delay. Our simplified analysis, based on a version of Llama2 Touvron et al. (2023) with only feed-forward
layers, decomposed in a third of its layers, shows edge computation dominates latency (150.34 ms), followed

10
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Idx Offload% Top Retained SVs Sensitive Blocks
Rand 0 0 All
1 85 380 All
2 92 200 All
3 95 200 ±10
4 97.5 200 ±5
5 99.4 50 ±5
6 99.9 10 ±5
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Figure 5: Impact of fine-tuning on various decomposition configurations. Left: list of experimented configu-
rations, with % of offloaded computation to David, number of top singular values retained by Charlie from
each layer, and the number of sensitive layers (blocks) in the beginning and end of the model. Right: the
perplexity after decomposition (red) and after retraining (green). The experiment starting from randomized
weights is dotted, and the baseline perplexity is in gray.

by data transfer (71.31 ms), with cloud computation being minimal (0.66 ms). Our approach is in fact
ε-efficient for ε = 1.5% (see Appendix C), and one can theoretically prove that for a simplified feed-forward
model with ℓ identical linear layers of type W ∈ Rd×d, and a sensitive layers in the beginning and the end
with k retained eigenvectors, the protocol is O ((ak + ℓ)/(ℓd))-efficient.

6 Discussion

In this paper we present SLIP, a novel hybrid inference technique designed to safeguard DNNs, particularly
LLMs, against theft when offloaded to low-security resources like edge devices, leaving minimal computations
on the secure resource, such as the cloud or a trusted execution environment. To our knowledge, SLIP is the
first technique that is both practical for real-world use and provably IP-preserving, without compromising
model accuracy (the hybrid inference protocol retains the original model outputs) or introducing significant
latency (primarily influenced by network delays which can be mitigated in scenarios such as TEEs). It
leverages the rapid decay of singular components in LLM weight matrices to obtain a useful, efficient and
safe model decomposition, storing only the most sensitive singular components securely, while the remaining
model is useless and robust against fine-tuning restoration, more than alternative partitioning approaches. To
protect the secret portion of the model from the low-security resource, we give a provably secure and efficient
inference protocol. These properties make SLIP highly promising for industry applications, enabling safe
cost-effective model deployment on edge devices, and providing a foundation to further develop the hybrid
inference framework. Although our approach is limited to DNNs that are quantized to integers, this is not
a significant limitation since the majority of models are quantized pre-deployment to improve latency and
memory usage.

For future work, one can improve our framework applicability, and quantify its practical latency, obfuscate
the model architecture, and improve the efficiency of the random mask generation and removal. Moreover,
evaluating our method to other models and tasks is important. Finally, we believe that developing optimiza-
tion algorithms to best balance the IP-preservation, latency and computation offload of the decomposition,
is very impactful.
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A Proofs

A.1 Unmasking: Proof of Lemma 2

Assuming L ≥ ∥WD
i ai−1∥∞, Charlie’s computation correctly computes ai = Wiai−1, over the integers

modulo L.

Proof.

aD
i+1 = mod

(
ãD

i+1 − ci, L
)

= mod
(
WD

i+1ãi − WD
i+1ri, L

)
= mod

(
WD

i+1mod(ai + ri, L) − WD
i+1ri, L

)
=︸︷︷︸
(1)

mod
(
WD

i+1(ai + ri) − WD
i+1ri, L

)
= mod

(
WD

i+1ai, L
)

=︸︷︷︸
(2)

WD
i+1ai

where, (1) follows from properties of modulo operator and (2) follows form the assumption that ∥WD
i+1ai∥∞ <

L.

Recall Theorem 1.[Perfect masking] Let a discrete random variable s ∈ Zd and random noise n ∼ U[0, L −
1]d, and denote the masked variable by sn = mod(s + n, L). Then sn ∼ U[0, L − 1]d, and sn and s are
independent.

Proof. We first prove it for one-dimensional case d = 1. It is enough to show

P (x = a) = P (mod(s + n, L) = a) = 1/L.

We separate analysis to two distinct cases: 1. mod(s, L) ≤ a, and 2. mod(s, L) > a:

1. For mod(s, L) ≤ a, the equation mod(s + n, L) = a holds iff n = a − s. In this case,

P (mod(s + n, L) = a) = P (n = a − s) = 1/L.

2. Similarly, for mod(s, L) > a, equation mod(s + n, L) = a holds iff n = L − (mod(s, L) − a). So also
this case,

P (mod(s + n, L) = a) = P (n = L − (mod(s, L) − a)) = 1/L.

Finally, for any dimension d > 1, by repeating the same analysis for each dimension, we get

P (x = a) =
d∏

i=1
P (xi == ai) = 1/Ld,

where xi and ai are i-th coordinate of d-dimensional vectors x and a.
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A.2 Minimal number of Singular Vectors that must be decomposed

The following lemma shows that under the use of SVD decomposition, more than one singular vector is
needed to be removed from the model and stored separately on the cloud, noted by Wc.
Lemma 4 (The minimal number of required singular vectors to be hidden). The matrix Vc should contain
more than one singular vector, in order to ensure that an attacker cannot reconstruct Wc using only the
singular vector available to them on the edge in We, or that they are combinatoricaly complex for the user
to reconstruct.

Proof. Let us denote

We = SeVeDe =
−− S1 −−
−− S2 −−
−− S3 −−

...
−− Sn −−

 ·


σ1 0 0 · · · 0
0 σ2 0 · · · 0
0 0 σ3 · · · 0
...

...
...

...
0 0 0 · · · σn

 ·


−− D1 −−
−− D2 −−
−− D3 −−

...
−− Dn −−


t

Let us suppose that one singular vector (without the loss of generally the largest one), namely S1, should
be enough to be designated for the matrix Wc, ensuring Wc is unrecoverable to an attacker.. Then, in the
edge device, we have n − 1 orthonormal vectors in {S2, S3, . . . , Sn}. Since all vectors in it are orthonormal
it could be leveraged to construct the following n − 1 equations,

St
2 · S1 = 0

St
3 · S1 = 0

...
St

n · S1 = 0,

which results in only one degree of freedom. Now, simply applying the Gram-Schmidt process (or any other
orthonormalization techniques) would result in the exact S1 singular vector. This is in contradiction to the
assumption.

Remark 1 (Finding the corresponding missing singular vector). The sum of the singular values of a matrix
equals the trace of that matrix, meaning trace(We) = λ1 + λ2 + . . . + λn−1 + λn. Given λ2, λ3, . . . , λn−1, the
first singular value could be computed by

λ1 = trace(We) − (λ2 + λ3 + . . . + λn)

Corollary 4.1. Directly by Lemma 4, separating n >> k ≥ 2 singular values and their corresponding singular
vectors into their cloud designated matrices Sc, Vc, Dc, results in k equations with n unknown parameters.
Thus, in this case, the level of freedom that can not be retrieved (by linear algebraic operations) can given by
n − k + 1.

B Practical Considerations

B.1 Pseudo-random numbers generation

In the main paper, we analyzed our protocol assuming true randomness from uniform distributions. How-
ever, in practice, we would use a Cryptographically Secure Pseudorandom Number Generator (CSPRNG).
A CSPRNG has the property that no polynomial time adversary can distinguish between true uniform dis-
tribution and the output of such a generator except with a negligible probability. By using such a generator,
our security proofs will continue to hold. Otherwise, an adversary that breaks security of our schemes can
be used to construct a distinguisher that breaks the security of a CSPRNG.
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B.2 Model Decomposition Strategy

Technically, decomposition of an entire model begins with a list of triplets that contains indices of sensitive
layers and defines how to perform the decomposition. In the case of LLMs, it would appear as follows:

[[block, layer_type, K]1, . . . , [block, layer_type, K]n]

where block is any decoder block within the LLM, layer_type is any layer out of the possible layers in a
decoder block, and K is the number of top singular components to hide in Charlie. Therefore, each triplet
defines in which block and layer, and how many, singular components should be hidden. Using this list, an
LLM can be decomposed into the secret model ΘC , comprised of the components detailed in the list, and
an exposed version, comprised of all remaining components.

Finding the optimal list with which to perform the partition is an optimization problem, that should consider
trade-offs between the three following metrics: model security level, computational offload, and latency. For
example, increasing security by hiding a larger amount of singular components comes at the cost of less
computational offload. Additionally, choosing more layers on which to perform decomposition results in
additional networking latency. In this paper, we evaluated several decompositions, taking into account
experimental findings in Section 5. For example, we found it is useful to focus the first few and last few
blocks of the decoder backbone, as removing them inflicts the most degradation in perplexity. Additionally,
we found that sensitive layer types differ between LLMs, so we propose decomposing all layers in a selected
block. Finally, we found that it is enough to focus on a small number of singular components (50 out of 2560).
Therefore, we recommend that any attempts to apply our approach should begin with the two experiments
outlined in Section 5. These experiments are essential for identifying sensitive decoder blocks, key layer
types, and the appropriate number of singular vectors for each model under consideration. Nonetheless,
more optimized model decomposition could potentially be achieved by incorporating techniques such as
Reinforcement Learning, Genetic Algorithms, or additional heuristics. We leave the exploration of these
advanced methods to future work.

C Compute & latency analysis details

In this analysis, we evaluate the inference latency of a neural network model that is partitioned between
an edge device and the cloud according to the protocol suggested in the paper. This setup necessitates
considering both computational latency and data transfer latency between the two compute resources. To
accurately measure the total latency, we break down the protocol into distinct phases and calculate the
computations in each, which contribute to the overall latency. Key parameters influencing latency include
the bandwidth between the edge and cloud, the number of layers, the processor FLOPs capacity, and the
size of the data being transferred. The formulas used for latency approximation are given by:

Computation Time (TCompute): The time required to perform the necessary computations on the edge
or cloud.

TCompute = FLOPs
HardwareFLOP/s × Utilization (1)

Data Transfer Time (TTransfer): The time required to transfer data between the edge and the cloud.

TTransfer = λa + input_size × b × s

Bandwidth (2)

Where λa is the network latency between the edge and the cloud, b is the batch size, and s is the size of each
activation value in bytes.
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Table 2: Description of phases and operations

Phase Op Type Frequency Description FLOPs/Data Size
Upload Input Transfer Once Transfer input data X of

size n to the cloud
n × b

Edge-Only
Compute Compute Each

non-
decomposed
layer

Compute all non-
decomposed operations
for matrices Wei

2 · m · n · b + n
·b

Edge-Partial
Compute Compute Each

decomposed
layer

Weights Matrix
Multiplication
Wei+1ainois

2 · m · n · b

Cloud-Partial
Compute Compute Each

decomposed
layer

Decomposed Matrices
Multiplication UcΣcVcai

2 · k · b · (m
+n)

Upload Edge
to Cloud Transfer Each

decomposed
layer

Transfer edge activation
ae,i+1noisy data to the
cloud

n × b

Cloud
Activation
Function Compute Each

decomposed
layer

Remove Noise + Vector
addition + activation
ai+1 = σ

(
aci

+ aei
− ∆̃i

) 2 · n · b · (Lv

+1)

Cloud Noise
Vector
Generation Compute Each

decomposed
layer

Sample Lv noise vectors
and create ∆i

2 · n · b · Lv

Cloud Noise
Addition Compute Each

decomposed
layer

Vector addition ainoisy =
ai + ∆i

n · b

Activation Data
Download Transfer Each

decomposed
layer

Transfer final activation
data to edge ainoisy

n × b

Note that we chose to keep the SVD-decomposed weight matrix Wci
decomposed in the cloud as Uci

Σci
Vci

.
This decision is based on the assumption that k ≪ m, n, which makes the amount of computation lower than
performing a full matrix multiplication. Conversely, we decided to reconstruct Wei

after decomposition for
use on the edge device because in this scenario, using the reconstructed matrix on the edge results in less
computation compared to operating with the decomposed form.

19



Under review as submission to TMLR

C.1 Total latency calculation

Since the processing of each phase is sequential and cannot be parallelized, the total latency is the sum of the
individual latency of each phase. This ensures that the computation and data transfer steps are accounted
for in a linear sequence, reflecting the actual flow of operations during inference.

The total latency (TTotal ) for the purposed protocol, where the model is partitioned between an edge device
and a cloud server, can be divided into three main components: edge computations (P e), cloud computation
(P c), and data transfer (P t).

Edge Computation are given by

FLOPSedge = (l − ld) · P e
non-dec + ld · P e

compute = 2mnb · l + nb · (l − ld) (3)

Where ld represents the decomposed layers and l represents the total layers in the model. With regards to
the full model on the edge, we find that

FLOPSfull = 2mnb · l + nb · l (4)

So the cloud offload consists of n · ld activation operations.

Cloud Computation are given by

FLOPScloud = ld ·
(
P c

compute + P c
composed + P c

noise_gen + P c
noise_add

)
= 2ld · b · (mk + nk + 2nlv + 1.5n)

(5)

Data Transfer is given by

N transfer = P t
input + ld ·

(
P t

upload + P t
download

)
= nb (2ld + 1) (6)

Total Latency is given by

TTotal = TCompute

(
FLOPSedge

)
+ TCompute

(
FLOPScloud

)
+ TTransfer

(
N transfer) (7)

C.2 Selecting parameter values

Next, we will select specific values for the parameters used in the formulas and analyze the results. This
will help illustrate the computational and data transfer latency in our protocol, when the weights are split
between an edge device and a cloud server. We based many of our numbers on Llama2 model, treating it
as if it were a regular feedforward (FF) network to simplify the analysis and make the estimations more
straightforward. Additionally, we assumed a single token generation and chose the one of the decomposition
strategies mentioned in the Experiments section as an efficient and robust option.
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Table 3: Summary of model parameters, hardware specifications, and network details

Parameter Value Description
Model Parameters

l : Total Layers 224 7 layers (4 attn + 3 mpl) per block
Llama2 contains 32 blocks

ld : Decomposed Layers 70 7 layers (4 attn + 3 mpl) per block
10 decomposed blocks in configuration X4

n, m : Matrix Dimensions 4096, 4096 Attention Layer
b : batch_size 32 Average input length
k : Secret Singular Values 50 X4 configuration
lv : Sampled Noise Vectors 50
s : Activation size in bytes 4b FP32

Hardware Specifications
Edge GPU FLOP/sec 4 TFlops/sec Nvidia Jetson Nano spec (estimation for

FP32)
Cloud GPU FLOP/sec 14 TFlops/sec Nvidia V100 spec
Utilization 40% Realistic estimation

Network Details
B : Network Bandwidth 25 MB/s Average bandwidth in the US
λa : Network Delay 35 ms Average latency in the US

Global IP Network Latency (att.net)

C.3 Results

The results of our calculations are as follows, and are discussed in the paper itself in section 5.

Table 4: Performance

Metric Value
FLOPs Full Model 240.547 GFLOPs
FLOPs Edge (Hybrid) 240.538 GFLOPs
FLOPs Cloud (Hybrid) 3.697 GFLOPs
Input Transfer 1.848 M
Compute Edge Latency 150.34 ms
Compute Cloud Latency 0.66 ms
Transfer Latency 71.31 ms
Total Latency 222.31 ms
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C.4 Implications

It is clear that applying our approach incurs additional latency. In use-cases where the added latency does not
significantly impact the user experience, such as offline use-cases (i.e summarization, indexing, processing),
our approach may be applied with even higher IP-preservation, by decomposing additional layers. In use-
cases where the computational offload is not as important, such as when the trusted entity is not costly to
employ, an even larger number of selected singular components may be used to increase IP-preservation.
However, in scenarios that require real-time responses, our approach should be used sparingly, and only
minimal sensitive layers should be selected for decomposition to arrive at feasible latency periods.

D Representing a Convolutional Layer as a Fully Connected Layer

For the purpose of decomposing a convolutional layer, we can represent the convolutional layer as a fully
connected layer, and then perform SVD to decompose the layer as detailed in our paper. Convolutional
Layer. Consider the input tensor X of shape (H, W, C), the convolutional kernel K of shape (kH, kW, C, N),
and the output tensor O of shape (Ho, Wo, N). For simplicity, assume stride s = 1 and no padding.

The output at position (i, j) for filter n is given by:

Oi,j,n =
C∑

c=1

kH∑
u=1

kW∑
v=1

Xi+u−1,j+v−1,c · Ku,v,c,n

Fully Connected Layer. The equivalent fully connected layer will have an input vector x and a weight
matrix W. The input tensor X is unrolled into a vector x of size H · W · C. The unrolling process is detailed
as follows.

1. Flatten the Input:
x = vec(X)

2. Construct the Weight Matrix: The weight matrix W for the fully connected layer will be of shape
(Ho · Wo · N, H · W · C). Each row of W corresponds to a specific position of the kernel applied to the
flattened input.

For each output position (i, j) and filter n:

Wn,index(i,j,c) = Ku,v,c,n

where index(i, j, c) maps the 3D position (i, j, c) in the input tensor to the corresponding position in the
flattened vector.

Analytical Formulation

For each output position (i, j) and filter n:

Oi,j,n =
C∑

c=1

kH∑
u=1

kW∑
v=1

Xi+u−1,j+v−1,c · Ku,v,c,n

Unroll X to x and define the corresponding weight vector w(i,j,n) in W:

w(i,j,n) = vec(K:,:,c,n)

The output O is obtained by matrix multiplication:

o = W · x

where o is the flattened version of O.
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E Hybrid Inference Protocol for Attention Layers

In the vanilla Transformer model, each attention head receives a sequence of tokens embedding denoted by
X ∈ Rn×d, where n represents the sequence length, d is the embedding dimension, and dh is the number of
tokens in a batch. The weight parameters Wq, Wv ∈ Rd×dh , and W V ∈ Rd×dh are used to transform the
input features X into query Q, key K, and value V , respectively.

Q = XWq, K = XWk, V = XWv,

Attn(X) = Softmax
(

QKT

√
dh

)
V .

In the following, we provide the inference protocol for the attention head layer.
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Attention Head - Inference Protocol (On-line, per inference instance)

Charlie David

Inner Masking
• Input to this layer: ai−1

• Retrieve pre-computed random masks rq
i−1, rk

i−1

• ãq
i−1 := ai−1 + rq

i−1

• ãk
i−1 := ai−1 + rk

i−1

• aq
C
i := Wq

C
i aq

i−1

• ak
C
i := Wk

C
i ak

i−1

ãi−1

D’s Local Compute

• ãq
D
i := Wq

D
i · ãq

i−1

• ãk
D
i := Wk

D
i · ãk

i−1

ãq
D
i , ãk

D
i

Inner Unmasking
• Retrieve pre-computed cancellation mask cqi , cki

• aq
D
i = ãq

D
i − cqi = W D

qi
·
(

ãqi−1 − rq
i−1

)
= W D

qi
· ai−1

• ak
D
i = ãk

D
i − cki

= W D
ki

·
(

ãki−1 − rk
i−1
)

= W D
ki

· ai−1

Compute Midterm Softmax Output

• asi = softmax

((
aq

C
i + aq

D
i

)
·
(

ak
C
i + (ak

D
i

)T√
|ai−1|

)
= softmax

(
QKT√
|ai−1|

)
Outer Masking
• Retrieve pre-computed random mask rv

i−1

• ãsi := asi + rv
i−1

• aC
i := W C

vi
asi

ãsi

D’s Local Compute

• ãD
i := W D

vi
· ãsi

ãD
i

Outer Unmasking
• Retrieve pre-computed cancellation mask cvi

• aD
i = ãD

i − cvi = W D
vi

·
(

ãsi − rv
i−1
)

= W D
vi

· asi

Compute Attention Head Output

• ai = σ(aC
i + aD

i ) = σ((W C
vi

+ W D
vi

)ai−1) = σ(Wvi ai−1)

• ai = σ(aC
i + aD

i ) = σ((W C
i + W D

i )ai−1) = σ(Wiai−1)

Figure 6: Double Step Inference Protocol For Attention Head – Online, per Inference Instance

24


	Introduction
	Our contributions
	Background and related works

	General Framework: Model Decomposition and Hybrid Inference Protocol
	What Makes a Good Decomposition and Protocol
	Applying Our Framework to LLMs: A Roadmap

	Model decomposition via SVD
	Layer-wise Decomposition
	Full-Model Decomposition

	Hybrid Inference Protocol
	Why Naïve Hybrid Inference Leaks IP
	IP Protection via Masking
	Full Model Inference Protocol Pi
	Putting things together: Hybrid Inference on a Decomposition

	Experiments
	Discussion
	Proofs
	Unmasking: Proof of Lemma 2
	Minimal number of Singular Vectors that must be decomposed

	Practical Considerations
	Pseudo-random numbers generation
	Model Decomposition Strategy

	Compute & latency analysis details
	Total latency calculation
	Selecting parameter values
	Results
	Implications

	Representing a Convolutional Layer as a Fully Connected Layer
	Hybrid Inference Protocol for Attention Layers

