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ABSTRACT

Privacy attacks, particularly membership inference attacks (MIAs), are widely
used to assess the privacy of generative models for tabular synthetic data, includ-
ing those with Differential Privacy (DP) guarantees. These attacks often exploit
outliers, which are especially vulnerable due to their position at the boundaries of
the data domain (e.g., at the minimum and maximum values). However, the role of
data domain extraction in generative models and its impact on privacy attacks have
been overlooked. In this paper, we examine three strategies for defining the data
domain: assuming it is externally provided (ideally from public data), extracting
it directly from the input data, and extracting it with DP mechanisms. While com-
mon in popular implementations and libraries, we show that the second approach
breaks end-to-end DP guarantees and leaves models vulnerable. While using a
provided domain (if representative) is preferable, extracting it with DP can also
defend against popular MIAs, even at high privacy budgets.

1 INTRODUCTION

Differentially Private (DP) synthetic tabular data promises to support the safe release of sensitive
data by training generative machine learning models while limiting individual-level information
leakage. This approach is gaining significant traction (Jordon et al., 2022; Hu et al., 2024; De Cristo-
faro, 2024) and is increasingly being deployed in real-world applications, from public releases of
census data (NASEM, 2020; ONS, 2023; Hod & Canetti, 2024) to data sharing in financial and
healthcare contexts (UK ICO, 2023b; Microsoft, 2022). Synthetic data has also attracted inter-
est from regulators (UK ICO, 2023a;b; FCA, 2024), who are shifting focus from assessing the
anonymity of released datasets (A29WP, 2014) to evaluating generative models (EDPB, 2024).

In this context, membership inference attacks (MIAs) (Shokri et al., 2017; Hayes et al., 2019),
are used as a measuring stick for privacy leakage. MIAs are typically evaluated using a privacy
game that entails identifying (or crafting) a vulnerable record, training a generative model with it
and without it, generating synthetic data, and having the adversary distinguish whether or not that
record was used to train the model. In this game, outliers located at the boundaries of the data
domain (e.g., at each column’s min or max values) are particularly vulnerable (Stadler et al., 2022;
Annamalai et al., 2024). However, adding/removing outliers can significantly impact the training
of DP generative models, especially the initial pre-processing steps (e.g., scaling, normalization,
discretization, encoding, etc.) common in DP synthetic tabular data algorithms. This presents a
unique challenge for tabular data, unlike, e.g., for images or text, where input pixels and tokens have
clearly defined domains (e.g., [0, 255] or ASCII characters).

Nonetheless, many implementations and libraries for DP synthetic tabular data have overlooked
this issue, as they directly extract data domain from the input data (Zhang et al., 2017; Ping et al.,
2017; Vietri et al., 2020; McKenna et al., 2021; Qian et al., 2023; Mahiou et al., 2022; Du & Li,
2024). In this paper, we examine how different strategies for extracting the data domain affect the
privacy of DP generative models for tabular synthetic data. Specifically, we compare a publicly
available data domain to extracting the domain directly from the input data—denoted, respectively,
as provided and extracted domain. We do so both with and without DP and for two generative
models, PrivBayes (Zhang et al., 2017) and MST (McKenna et al., 2021). Since both models require
discretized data, we adapt and assess four DP discretization strategies: uniform, quantile, k-means,
and PrivTree (Zhang et al., 2016). For the MIA, we use the GroundHog attack (Stadler et al., 2022).
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In short, our experiments show that:

 Extracting the data domain directly from the input data, which is the common practice, breaks
the end-to-end DP guarantees of generative models and exposes outliers to MIAs.

» Assuming that a representative data domain is provided and extracting it with DP (up to € =
100) successfully protects outliers from specific MIAs. In particular, adopting a DP domain
extraction strategy could address many previously identified DP vulnerabilities in open-source
implementations and libraries.

* The GroundHog attack (Stadler et al., 2022) may be more effective at detecting issues with data
domain extraction than with vulnerabilities of the generative models themselves.

From Domain Extraction to Discretization. In separate work (Ganev et al., 2025b), we examine
the broader question of discretization in end-to-end DP generative models, primarily focusing on
utility. In contrast, this paper focuses specifically on data domain extraction strategies and their
privacy implications, which is closely related to Research Question 4 in (Ganev et al., 2025b).

2 EXPERIMENTAL FRAMEWORK

As mentioned, we aim to evaluate the impact of the domain extraction strategy on privacy leak-
age in (end-to-end) DP generative models using an MIA. We experiment with three strategies: 1)
assuming a provided data domain set to the full dataset’s range, regardless of the target record’s
inclusion/exclusion, 2) extracting it directly from the input data (without DP), as done in numerous
publicly available implementations and libraries (Zhang et al., 2017; Ping et al., 2017; Vietri et al.,
2020; McKenna et al., 2021; Qian et al., 2023; Mahiou et al., 2022; Du & Li, 2024), or 3) extracting
the data domain with DP (Desfontaines, 2020).

MIA Instantiation. To evaluate the privacy of the resulting synthetic data, we use Ground-
Hog (Stadler et al., 2022), one of the most widely used MIAs for synthetic tabular data, on the
Wine dataset (Dua & Graff, 2017). First, we select a vulnerable record as the target, picking the data
point furthest from all others in the training set (Meeus et al., 2023) and ensuring it lies outside their
domain. Then, we train two sets of 200 shadow models: one trained on the full dataset, including
the target record, and the other excluding it. To do so, for each model, we extract the domain, dis-
cretize the data, and train the generative model. We generate synthetic datasets and extract statistical
features (minimum, maximum, mean, median, and standard deviation, corresponding to the naive
feature set F},qiye in (Stadler et al., 2022)) from each column of the synthetic datasets. Half of these
datasets are used to train a classifier, and the adversary’s success in distinguishing between the two
scenarios is measured using Area Under the Curve (AUC), reported on the remaining data.

Settings. We choose PrivBayes (Zhang et al., 2017) and MST (McKenna et al., 2021) as our DP
generative models, using ¢ = 1 for pre-processing (split evenly between domain extraction, when
applicable, and discretization) and ¢ = 1 for the model (with 6 = le—5 for MST). We use 20 bins
for all discretization strategies and the default hyperparameters for both models. The selected target
record represents a worst-case scenario, consistent with prior work (Stadler et al., 2022; Annamalai
et al., 2024), given two columns with values significantly larger than for the remaining records (289
and 440 vs. 146.5 and 366.5). Due to space limitations, we defer additional details, including the DP
data extraction method, discretization strategies, DP generative models, and dataset, to Appendix A.

3 EXPERIMENTAL EVALUATION

Figure 1 provides an overview of our experiments, quantifying the impact of the three domain ex-
traction strategies on privacy leakage as measured by GroundHog (Stadler et al., 2022)’s success
with four discretizers and two generative models.

Direct Domain Extraction. Regardless of discretization, extracting the domain directly from the
input data (bars with horizontal lines) without a proper privacy mechanism breaks the end-to-end
DP guarantees, providing highly informative features. This enables the adversary to achieve near-
perfect accuracy in all cases, rendering the synthetic data non-private regardless of the discretizer
or generative model. This performance is equivalent to that of using the default domain extrac-
tion/discretization strategy (grey bars), i.e., uniform discretization with direct domain extraction.

Provided Domain/DP Domain Extraction. By contrast, using methods that respect the end-to-end
DP pipeline, i.e., either assuming a provided domain (bars with crosses) or extracting the domain
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Figure 1: Privacy leakage with provided and extracted domain (w/ and w/o DP) for the four DP discretizers
(e = 1) and two DP generative models (¢ = 1) on a target record outside the domain of the remaining data.

with DP (bars with circles), substantially reduces the adversary’s success rate. With only one excep-
tion (when using the k-means discretizer with provided domain), the attack success rate is no better
than random guessing. This has several important implications, as discussed next.

First, extracting the domain in a DP-compliant way is sufficient to protect against Ground-
Hog (Stadler et al., 2022)’s adversary. Their success drops significantly even in settings that could
be considered non-private, i.e., (discretizer, generator)-¢ values of (1, 100), (100, 1), (100, 100), and
even (1, 1,000), as shown in Figure 2 and 3a (see Appendix B). The attack becomes effective at
higher discretizer € values, i.e., (1,000, 1) and (1,000, 1,000) (see Figure 3b and 3c); also, recall that
it achieves nearly 100% success when the domain is directly extracted from the data. This suggests
that the effectiveness of the GroundHog attack may primarily be due to domain extraction rather
than inherent vulnerabilities in the model." To further validate this, we run additional experiments
on a target record that is farther away from the others but still within their domain (see Figure 4 in
Appendix B) and observe that the attack’s success remains close to random across all € values.

Second, adopting a DP domain extraction strategy could help address privacy vulnerabilities iden-
tified by prior research (Annamalai et al., 2024; Ganev et al., 2025a) in popular model implemen-
tations and libraries (Ping et al., 2017; Qian et al., 2023) that directly extract the domain from the
input data. In other words, incorporating such techniques could make DP generative model imple-
mentations more robust and better align them with end-to-end DP guarantees.

Finally, while extracting the domain in a DP way slightly reduces, on average, the adversary’s suc-
cess compared to using a provided data domain, this may come at the cost of utility. Therefore,
practitioners should prefer using a trusted, provided data domain when available (e.g., codebooks for
census data), rather than spending additional privacy budget to extract it. However, further research
is needed to explore these trade-offs and investigate enhanced methods for DP domain extraction.

4 CONCLUSION

This paper focused on an important yet overlooked issue in implementations of DP generative mod-
els: how to extract data domain We show that extracting the data domain directly from the input,
which is unfortunately common in the wild (Ping et al., 2017; Qian et al., 2023), breaks DP guar-
antees and leaves models vulnerable. We also find that, while using a provided domain (e.g., from
public data) is preferable, extracting it with DP can also defend against MIAs, even at large € values.

Overall, we are confident that our research will shed light on the importance of the integrity of end-
to-end DP pipelines when developing and releasing DP generative models. Our work also highlights
the need for further analysis of membership inference attacks against DP generative models, e.g.,
understanding the extent to which the privacy leakage they exploit may be due to issues like domain
extraction rather than inherent vulnerabilities in the models.

IThese results are specific to GroundHog (Stadler et al., 2022). Studying the impact of DP domain extraction on other MIAs
as well as other models besides PrivBayes and MST, is left to future work.
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A MORE DETAILS ON THE EXPERIMENTAL FRAMEWORK

We now provide details of the experimental framework introduced in Section 2, specifically, DP data
extraction methods, DP discretization strategies, DP generative models, and dataset.

DP Domain Extraction. To estimate the domain of numerical data given a privacy budget, e,
we implement the algorithm by Desfontaines (2020), also included in the popular OpenDP li-
brary (OpenDP, 2021). It derives bounds using a noisy histogram over an exponential range
[—2™,2™] (with m typically set to 32), determined by iteratively reducing a threshold until at least
one bin exceeds it, using the highest and lowest bin edges above the threshold as the domain bounds.

DP Discretizers. We use the following four methods to make the four discretizers satisfy DP (note
that the data domain, privacy budget, and number of bins b are provided as input to all discretizers).
For the DP implementation, we use primitives of two well-known open-source libraries, namely,
Harvard’s OpenDP (OpenDP, 2021) and IBM’s Diffprivlib (Holohan et al., 2019).

* Uniform divides the data domain into b intervals of equal width. It does not consume any
privacy budget and relies solely on the provided data domain to determine bin edges.

* Quantile distributes data such that each bin contains approximately an equal fraction of data
points, specifically 1/b. The privacy budget ¢ is split evenly across a given number of bins,
with each quantile calculated using €/b. We use the method proposed by Smith (2011), which
samples quantile values from a discrete distribution. Each ¢; is computed as (2,41 — ;) -
exp(—e|i — an|), where x; is the value at index 7 in the sorted dataset, « is the target quantile.

* K-means employs a standard k-means clustering algorithm to group the data into clusters and
then splits them into non-overlapping intervals. It is based on (Su et al., 2016), which adds
Geometric noise (Ghosh et al., 2009) to the counts of the nearest neighbors for cluster centers
and Laplace to the sum of values per dimension. However, some clusters may occasionally be
empty, resulting in fewer than b bins.

* Priviree (Zhang et al., 2016) is a tree-based method that recursively splits the data domain
into subdomains. It ensures DP by adding Laplace noise (Dwork et al., 2006b) to the count at
each step. Subdomains are further split if the noisy count exceeds a threshold, 7; otherwise,
they form leaves, with bin edges corresponding to the domains of all leaves. The threshold
parameter 7 is set to 1/b, making b an upper limit for the actual number of bins produced.

DP Generative Models. The two DP generative models we use, PrivBayes (Zhang et al., 2017)
and MST (McKenna et al., 2021), rely on the select—-measure—generate paradigm (McKenna et al.,
2021), as they: 1) select a collection of (low-dimensional) marginals, 2) measure them privately with
a noise-addition mechanism, and 3) generate synthetic data consistent with the measurements.

PrivBayes (Zhang et al., 2017) uses a Bayesian network to select k-degree marginals by optimiz-
ing the mutual information between them, using the Exponential mechanism (Dwork et al., 2006a).
Then, propagating though the network, the model relies on the Laplace mechanism (Dwork et al.,
2006b) to measure noisy counts and translate them to conditional marginals, which could later be
sampled to generate synthetic data. MST (McKenna et al., 2021) forms a maximum spanning tree
(an undirected graph) of the underlying correlation graph by selecting all one-way marginals and
a collection of two-way marginals. These marginals are noisily measured via the Gaussian mech-
anism (McSherry & Talwar, 2007). Finally, to create new data, the measurements are processed
through Private-PGM (McKenna et al., 2019).

Wine Dataset (Dua & Graff, 2017). As mentioned, our experiments are run on the Wine dataset,
which consists of 4,898 wine samples, each described by 11 continuous physicochemical attributes,
with the goal of modeling wine quality.

B ADDITIONAL PLOTS

In Figure 2 and 3, we present additional results related to running the GroundHog attack (Stadler
et al., 2022) on PrivBayes and MST - specifically, with a target record outside the domain of the
remaining data with ¢ = 1/100 and 1/1, 000, respectively. Figure 4 also shows results with a target
record inside the domain with ¢ = 1,100 and 1, 000. We discuss these results in Section 3.
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Figure 2: Privacy leakage with provided domain and extracted domain (w/ and w/o DP) of the four DP
discretizers (e = 1 or 100) and two DP generative models (e = 1 or 100) on a target record outside the domain
of the remaining data.
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Figure 3: Privacy leakage with provided domain and extracted domain (w/ and w/o DP) of the four DP
discretizers (¢ = 1 or 1,000) and two DP generative models (¢ = 1 or 1,000) on a target record outside the
domain of the remaining data.
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Figure 4: Privacy leakage with provided domain and extracted domain (w/ and w/o DP) of the four DP
discretizers (¢ = 1,100 or 1,000) and two DP generative models (¢ = 1,100 or 1,000) on a target record
inside the domain of the remaining data.



