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ABSTRACT

Deep generative models (DGMs) aim at characterizing the distribution of the
training set by maximizing the marginal likelihood of inputs in an unsupervised
manner, making them a promising option for unsupervised out-of-distribution
(OOD) detection. However, recent works have reported that DGMs often assign
higher likelihoods to OOD data than in-distribution (ID) data, i.e., overestima-
tion, leading to their failures in OOD detection. Although several pioneer works
have tried to analyze this phenomenon, and some VAE-based methods have also
attempted to alleviate this issue by modifying their score functions for OOD detec-
tion, the root cause of the overestimation in VAE has never been revealed to our
best knowledge. To fill this gap, this paper provides a thorough theoretical analysis
on the overestimation issue of VAE, and reveals that this phenomenon arises from
two aspects: 1) the improper design of prior distribution; 2) the gap of dataset
entropy-mutual integration (sum of dataset entropy and mutual information gap
terms) between ID and OOD datasets. Based on these findings, we propose a novel
score function to Alleviate VAE’s Overestimation In unsupervised OOD Detection,
named “AVOID”, which contains two novel techniques, specifically post-hoc prior
and dataset entropy-mutual calibration. Experimental results verify our theoret-
ical analysis, demonstrating that the proposed method is effective in alleviating
overestimation and improving unsupervised OOD detection performance.

1 INTRODUCTION

The detection of out-of-distribution (OOD) data, i.e., identifying data that differ from the in-
distribution (ID) training set, is crucial for ensuring the reliability and safety of real-world applications
(Hendrycks & Gimpel, 2017; Goodfellow et al., 2015; Nguyen et al., 2015; Wei et al., 2022b). While
the most commonly used OOD detection methods rely on supervised classifiers (Alemi et al., 2018;
Liu et al., 2020; Wei et al., 2022a; Huang et al., 2022; Wei et al., 2022c; Yu et al., 2023; Galil et al.,
2023), which require labeled data, this paper focuses on designing an unsupervised OOD detector.
Unsupervised OOD detection refers to the task of designing a detector, based solely on the unlabeled
training data, that can determine whether an input is ID or OOD (Ren et al., 2019a; Serrà et al., 2020;
Xiao et al., 2020; Maaløe et al., 2019; Floto et al., 2023; Havtorn et al., 2021; Li et al., 2022). This
unsupervised approach is more practical for real-world scenarios where the data lack labels.

Deep generative models (DGMs) are a highly attractive option for unsupervised OOD detection.
DGMs, mainly including the auto-regressive model (van den Oord et al., 2016; Salimans et al.,
2017), flow model (Dinh et al., 2017; Kingma & Dhariwal, 2018), diffusion model (Ho et al., 2020),
generative adversarial network (Goodfellow et al., 2020), and variational autoencoder (VAE) (Kingma
& Welling, 2014), are designed to model the distribution of the training set by explicitly or implicitly
maximizing the likelihood estimation of p(x) for its input x without category label supervision or
additional OOD auxiliary data. They have achieved great success in a wide range of applications,
such as image and text generation. Since generative models are promising at modeling the distribution
of the training set, they could be seen as an ideal unsupervised OOD detector, where the likelihood of
the unseen OOD data output by the model should be lower than that of the in-distribution data.

Unfortunately, developing a flawless unsupervised OOD detector using DGMs is not as easy as it
seems to be. Recent experiments have revealed a paradoxical phenomenon that directly applying
the likelihood of generative models as an OOD detector can result in overestimation, i.e., DGMs
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assign higher likelihoods to OOD data than ID data (Ren et al., 2019a; Serrà et al., 2020; Havtorn
et al., 2021; Li et al., 2022). For instance, a generative model trained on the FashionMNIST
dataset could assign higher likelihoods to data samples from the MNIST dataset (OOD) than those
from the FashionMNIST dataset (ID), as shown in Figure 5(a). Since OOD detection can be
viewed as a verification of whether a generative model has learned to model the distribution of the
training set accurately, the counterfactual phenomenon of overestimation not only poses challenges to
unsupervised OOD detection but also raises doubts about the generative model’s fundamental ability
in modeling the data distribution. Therefore, it highlights the need for developing more effective
methods for unsupervised OOD detection and, more importantly, a more thorough understanding of
the reasons behind the overestimation in deep generative models.

To develop more effective methods for unsupervised OOD detection, some approaches modified
the likelihood to new score functions with empirical assumptions, such as likelihood-ratio methods
(Havtorn et al., 2021; Li et al., 2022) and ensemble approaches (Choi et al., 2018). While these
methods, particularly the VAE-based ones (Li et al., 2022), have achieved state-of-the-art (SOTA)
performance in unsupervised OOD detection, none of them provides a clear explanation for the
overestimation issue. To gain insight into the overestimation issue in DGMs, some works attribute
the overestimation to the typical set hypothesis, where ID and OOD data have overlapping supports
(Choi et al., 2018; Wang et al., 2020; Morningstar et al., 2021). However, Zhang et al. (2021) prove
that this hypothesis is not correct and appeal for more future works on analyzing the estimation
error of the DGMs. In contrast to the analysis for exact-marginal-likelihood DGMs like flow and
auto-regressive models (Nalisnick et al., 2019a; Kirichenko et al., 2020), VAE utilizes a variational
evidence lower bound (ELBO) of the likelihood, making it difficult to analyze. Overall, the reasons
behind the overestimation issue of VAE are still not fully understood, especially for a trained VAE in
practice without assuming the model distribution could exactly converge to the true data distribution.

In this paper, we try to address the research gap by providing a theoretical analysis of VAE’s
overestimation issue in unsupervised OOD detection and corresponding methods for alleviating it.
Our contributions can be summarized as follows:

1. Through theoretical analyses, we are the first to identify two factors that cause the overestima-
tion issue of VAE: 1) the improper design of prior distribution; 2) the intrinsic gap of dataset
entropy-mutual integration (sum of the dataset entropy and the mutual information gap terms
between the inputs and latent variables) between ID and OOD datasets;

2. Focused on these two discovered factors, we propose a new score function, named “AVOID”,
to alleviate the overestimation issue by ensembling two remedies for each factor: i) post-hoc
prior (PHP) for the improper design of prior distribution, i.e., replacing the Gaussian prior
p(z) with the approximated ID training set’s aggregated posterior distribution q̂id(z) in the
ELBO; ii) dataset entropy-mutual calibration (DEC) for the second factor, which employs a
data compression method to calibrate the gap of entropy-mutual integration between ID and
OOD datasets and designs a regularized scale to balance the weight of PHP method;

3. Extensive experiments, including the commonly acknowledged “harder” tasks, demonstrate
our method’s theoretically guaranteed effectiveness in improving the performance of VAE-
based methods on unsupervised OOD detection.

2 PRELIMINARIES

2.1 UNSUPERVISED OUT-OF-DISTRIBUTION DETECTION

Problem statement. While deploying a machine learning system, it is possible to encounter inputs
from unknown distributions that are semantically (e.g., category) and/or statistically (e.g., data
complexity) different from the training data, and such inputs are referred to as OOD data (Choi
et al., 2018; Serrà et al., 2020). Processing OOD data could potentially introduce critical errors that
compromise the safety of the system (Hendrycks & Gimpel, 2017). Thus, the OOD detection task is
to identify these OOD data, which could be seen as a binary classification task: determining whether
an input x is more likely ID or OOD. An ID-OOD classifier D(x) could be formalized as a level-set
estimation:

D(x) =

�
ID, if S(x) > λ,

OOD, if S(x) � λ,
(1)
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whereS(x ) denotes the score function,i.e., OOD detector, and the threshold� is commonly chosen
to make a high fraction (e.g., 95%) of ID data correctly classi�ed (Wei et al., 2022c). In conclusion,
OOD detection aims at designing theS(x ) that could assign higher scores to ID data than OOD data.

Setup.Denoting the input space withX , anunlabeledtraining datasetDtrain = f x i gN
i =1 containing

of N data points can be obtained by samplingi.i.d. from a data distributionPX . Typically, we treat
thePX aspid, which represents the in-distribution (ID) (Havtorn et al., 2021; Nalisnick et al., 2019a).
With this unlabeledtraining set, unsupervised OOD detection is to design a score functionS(x ) that
can determine whether an input is ID or OOD. This is different from supervised OOD detection,
which typically leverages a classi�er that is trained on labeled data and primarily focuses on semantic
difference (Wei et al., 2022a;b;c). We provide a detailed discussion in Appendix A.

2.2 VAE-BASED UNSUPERVISEDOOD DETECTION

Among DGMs, VAE can offer great �exibility and strong representation ability (Xiao et al., 2022),
leading to a series of unsupervised OOD detection methods based on VAE that have achieved
SOTA performance (Havtorn et al., 2021; Li et al., 2022). Speci�cally, VAE estimates the marginal
likelihood by training with the variational evidence lower bound (ELBO),i.e.,

ELBO(x ) = Eq� (z jx ) [logp� (x jz)] � DKL (q� (z jx )jjp(z)) ; (2)

where posteriorq� (z jx ) is modeled by an encoder, decoder distributionp� (x jz) is modeled by a
decoder, and priorp(z) is set as a Gaussian distributionN (0; I ). After training,ELBO(x ) is an
estimation of true data distributionp(x ) that could be seen asS(x ) to do OOD detection. However,
it would suffer from theoverestimationissue. MoreRelated Work, especially a comprehensive
literature about analyzing DGMs' failure in OOD detection, can be seen in Appendix B.

3 ANALYSIS OF VAE' S overestimationIN UNSUPERVISEDOOD DETECTION

We will �rst conduct an analysis to identify the factors contributing to VAE'soverestimation, i.e., the
improper design of prior distribution and the gap of dataset entropy-mutual integration.

3.1 IDENTIFYING FACTORS OFVAE' S OverestimationISSUE

Following the common analysis procedure (Nalisnick et al., 2019a), an ideal score functionS(x ) that
could achieve well-behaved OOD detection performance with VAEs is expected to have the following
property for any OOD dataset:

G = Ex � pid(x ) [S(x )] � Ex � pood(x ) [S(x )] > 0; (3)

wherepid(x ) andpood(x ) denote the true distribution of the ID and OOD dataset, respectively. A
larger gap between these two expectation terms can usually lead to better OOD detection performance.

Using theELBO(x ) as the score functionS(x ), we could give a formal de�nition of the repeatedly
reported VAE'soverestimationissue in the context of unsupervised OOD detection (Choi et al., 2018;
Havtorn et al., 2021; Li et al., 2022).

De�nition 1 (VAE's overestimationin unsupervised OOD Detection). Assume we have a VAE
trained on a training set and we use theELBO(x ) as the score function to distinguish data points
sampledi.i.d. from the in-distribution testing setpid(x ) and an OOD datasetpood(x ). When

G = Ex � pid(x ) [ELBO(x )] � Ex � pood(x ) [ELBO(x )] � 0; (4)

which is called VAE'soverestimationin unsupervised OOD detection.

With a clear set-level de�nition ofoverestimation(a discussion on the instance-level de�nition could
be seen in Appendix K.8), we could now investigate the underlying factors causing theoverestimation
in VAE. After training a VAE, we could reformulate the expectation terms ofEx � p(x ) [ELBO(x )]
from the perspective of information theory (Cover, 1999),i.e.,

Ex � p(x ) [Ez � q� (z jx ) logp� (x jz)] = Ep(x )q� (z jx ) [log
p� (z jx )

p(z)
p(x )] = Î q;p(x ; z) � H p(x );

Ex � p(x ) [DKL (q� (z jx )jjp(z))] = Ep(x )q� (z jx ) [log
q� (z jx )

q(z)
q(z)
p(z)

] = Î q(x ; z) + DKL (q(z)jjp(z)) ;
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whereq(z) = Ex � p(x ) q� (z jx ) denotes the aggregated posterior distribution of the latent variables
z, andÎ q;p(x ; z) andÎ q(x ; z) is de�ned as

Î q;p(x ; z) = � Ĥ q;p(z jx ) + Ĥ q;p(z) = Ep(x )q� (z jx ) [logp� (z jx )] � Eq(z ) [logp(z)]; (5)

Î q(x ; z) = � Ĥ q(z jx ) + Ĥ q(z) = Ep(x )q� (z jx ) [logq� (z jx )] � Eq(z ) [logq(z)]; (6)

Therefore, the expectation of the ELBO(x ) on the data distributionp(x ) could be rewritten as

Ex � p(x ) [ELBO(x )] = Ex � p(x ) [Ez � q� (z jx ) logp� (x jz)] � Ex � p(x ) [DKL (q� (z jx )jjp(z))] (7)

= � DKL (q(z)jjp(z)) � [H p(x ) + Î q(x ; z) � Î q;p(x ; z)] = � DKL (q(z)jjp(z)) � Ent-Mut(�; �; p );

where we term the dataset entropy-mutual integration asEnt-Mut(�; �; p ), which is a constant that is
only related to the data distribution and the model parameters, and its value would not be changed
with our proposed methods. Thus, the gapGin Eq. 4 could be rewritten as

G = [ � DKL (qid(z)jjp(z)) + DKL (qood(z)jjp(z))] � [Ent-Mut(�; �; p id ) � Ent-Mut(�; �; p ood)]; (8)

where the priorp(z) is typically set as a standard (multivariate) Gaussian distributionN (0; I ) to
enable reparameterization for ef�cient gradient descent optimization (Kingma & Welling, 2014).
Please kindly note that this work focuses on developing a general post-hoc method that could be
directly applied to alleviate the VAE'soverestimationregardless of its model architecture or training
scheme, so we do not develop methods to change the value of theEnt-Mut(�; �; p ) term in this paper.
We leave the detailed de�nition and derivation in Appendix C.1.

Through analyzing the most widely used criterion, speci�cally the expectation of ELBO reformulated
in Eq. 8, for VAE-based unsupervised OOD detection, we �nd that there will be two potential factors
that lead to theoverestimationissue of VAE,i.e., G � 0:

Factor I: The improper design of prior distribution p(z). Several studies have also argued that the
aggregated posterior distribution of latent variablesq(z) cannot always equalN (0; I ), particularly
when the dataset exhibits intrinsic multimodality (Xiao et al., 2022; Rosca et al., 2018; Sohl-Dickstein
et al., 2015; Feller, 2015). Thus, the value ofDKL (qid(z)jjp(z)) could be overestimated, potentially
contributing toG � 0. Please note that our analysis is applicable to all trained VAEs in practice
because we do not assume that theELBO(x ), a lower bound of the model distributionp� (x ), can
converge exactly to the true onep(x ). Even if it is possible in theory, the observations in (Dai &
Wipf, 2019; Dai et al., 2021) will prevent this from happening in practice.

Factor II: The gap of dataset entropy-mutual integration Ent-Mut (�; �; p ) between ID and OOD
datasets .Considering the dataset's statistics, such as the variance of pixel values, different datasets
exhibit various levels of entropy. As an example, the FashionMNIST dataset should possess higher
entropy compared to the MNIST dataset. Therefore, when the entropy of an observed ID dataset is
too high, the value of�H pid (x ) + H pood(x ) could be small, potentially leading tooverestimation.
The mutual information term̂I q;p(x ; z) � Î q(x ; z) measures the optimality of the parameters� and
� on data distributionp and it could also causeoverestimationfor OOD detection since the trained
VAEs in practice are always not optimal (Dai & Wipf, 2019; Dai et al., 2021).

3.2 FURTHER ANALYSIS ON FACTOR I

Since factor I can be counter-intuitive and challenging to comprehend, we provide a further analysis.

When the design of prior is proper? Assuming a datasetf x i gN
i =1 sampledi.i.d. from p(x ) =

N (x j0; � x ) as shown in Figure 1(a), and we construct a linear VAE to estimatep(x ), formulated as:

p(z) = N (zj0; I ); q� (z jx ) = N (zjA x + B ; C); p� (x jz) = N (x jEz + F; � 2I ); (9)

where all learnable parameters' optimal values can be obtained by the derivation in Appendix C.3.
As depicted in Figure 1(c), we �nd that the linear VAE can accurately estimate thep(x ). Figures 1(b)
and 1(d) indicate that the design of the prior distribution is proper, whereq(z) equalsp(z).
When the design of prior is NOT proper? Consider a more complex data distribution,e.g., a
mixture of Gaussians as shown in Figure 1(e) (More details are in Appendix C.2), we could also get
the optimal parameters of the same linear VAE in Eq. 9. After the derivation in Appendix C.4, Figure
1(f) illustrates thatq(z) is a multi-modal distribution instead ofp(z) = N (zj0; I ), i.e., the design of
the prior is not proper, which leads tooverestimationas seen in Figure 1(g). However, as analyzed in
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