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Abstract

As a staple of data analysis and unsupervised
learning, the problem of private clustering has
been widely studied under various privacy mod-
els. Centralized differential privacy is the first of
them, and the problem has also been studied for
the local and the shuffle variation. In each case,
the goal is to design an algorithm that computes
privately a clustering, with the smallest possible
error. The study of each variation gave rise to new
algorithms: the landscape of private clustering
algorithms is therefore quite intricate. In this pa-
per, we show that a 20-year-old algorithm can be
slightly modified to work for any of these models.
This provides a unified picture: while matching
almost all previously known results, it allows us
to improve some of them and extend it to a new
privacy model, the continual observation setting,
where the input is changing over time and the al-
gorithm must output a new solution at each time
step.

1. Introduction

The massive, continuous and automatic collection of per-
sonal data by public as well as private organisations has
raised privacy concerns, both legally (Union, |[2018), and in
terms of citizens’ demands (The Editorial Board of the New
York Times|, 2020; Deming} [2021)). To address those con-
cerns, formal privacy standards for algorithms were defined
and developed, with the most prominent one being Differen-
tial Privacy (Dwork et al.,|2006)). This standard allows for
a formal definition of privacy, enabling the development of
algorithms with provable privacy guarantees. Differentially
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private algorithms are now widely deployed. For instance,
the U.S. Census Bureau uses them to release information
from a private Census (Abowd, 2018)), Apple employs them
to collect data from its phone users (WWDC| 2016; Apple,
2016), and Google has developed an extensive library of
private algorithms ready to be used (Guevara, [2019).

The standard definition of centralized Differential Privacy
ensures that these algorithms “behave roughly the same way”
on two databases differing by only a single element. The
motivation behind this is to prevent inferring from the result
whether a specific element is present in the database, thereby
protecting against membership-inference attacks. Stronger
notions of privacy exist: most notably, the local model,
where the adversary observes not only the result but also
all communications between a server and data owners. The
communication must not reveal the presence of a specific
element in the database. This guarantee is much stronger
but comes at a price: achieving it significantly degrades the
accuracy of the algorithm’s answers. Therefore, some inter-
mediate models have been defined, offering stronger privacy
guarantees than the centralized model while maintaining
better accuracy than in the local model.

Those guarantees are only valid for a static database. How-
ever, real-life data often evolves over time, as seen in Ap-
ple’s case, where personal data is collected and transferred
daily. Therefore, a definition of privacy that accounts for
such changes is necessary. This is formalized in the contin-
ual observation (or continual release) model (Dwork et al.,
2010).

In this article, we consider one of the most common data-
analysis and unsupervised learning primitive, namely k-
means clustering. This problem has been extensively studied
under various notions of privacy: essentially each privacy
model gives rise to a new algorithm, with a new and often
delicate analysis. We describe this complex landscape in de-
tail in Appendix[A.T] However, all these privacy definitions
share common ground: it seems possible that, instead of
having specialized algorithms for each of them, one could
identify the key properties of the private k-means problem
and exploit them to design a unified algorithm. This is
precisely the question we consider in this paper:
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Is there a single clustering algorithm that could
perform well in all privacy models?

We answer this question positively for all privacy models
in which clustering is known to be possible. This has a
significant benefit: when studying a new privacy model
(there are already more than 225 variations of differential
privacy! (Desfontaines & Pejo} 2020)), there is a go-to algo-
rithm to try that is likely to succeed. Indeed, we show that
this algorithm can easily be made private under continual
observation, which is the first such result for that model.

1.1. Our Results

We show that a 20-year-old greedy algorithm from Mettu
and Plaxton (Mettu & Plaxton, |2000) can be easily made
differentially private (DP). This algorithm provides a non-
private approximation to the more general (k, z)-clustering
problem. In this problem, the input data consists of a set of
points P in R?, and the goal is to find a set S of k points
(the centers) in order to minimize the cost, defined as

cost(P, S) = Z min dist(p, s)*.
peP
We focus especially on the case where z = 2, which is the
popular k-means problem (while z = 1 is k-median), and
also provide results for general z. We denote the optimal
cost for the (k, z)-clustering problem as OPT, ,.

We show that a slight variation of the algorithm from Mettu
and Plaxton is private, provided that one can privately solve
a generalized version of the max summation problem. Given
a fixed, non-private set of balls in R? and a private set of
points P C RY, each point in P contributes a value to
each ball that contains it. The goal is to output a ball with
approximately the maximum value; an algorithm for this
problem has error 6 if the absolute value of the difference
between the actual maximum value and the one returned
is at most 6. This is a simplified version of the problem
we need to solve, referred to as the generalized summation
problem, which we formally define in Section

Before stating our result, we note that the quality of the
private k-means solution .S has to be measured by two pa-
rameters: S has multiplicative approximation M and addi-
tive error A when cost(S) < M - OPTj , + A. Since even
the non-private problem is NP-hard to approximate within
1.06 (Cohen-Addad et al., [2022b), we must have M > 1
if we insist on a polynomial-time algorithm. The privacy
constraints enforce A > 0 as well; when the input is in
the d-dimensional ball By4(0, A) in R?, (Chaturvedi et al.,
2021) showed that A has to be at least kv/d - A? for any
(e, 9) differentially-private mechanism. In light of this lower
bound, we will assume A = 1 in the following.

Our meta-theorem shows how to reduce the computation of

a k-means solution to a repeated application of an algorithm
solving the max summation problem. To provide some
intuition, a (perhaps too much) simplified version of the
algorithm from Mettu and Plaxton repeats the following
process k times: select a ball with approximately maximum
value, and remove all balls intersecting with the selected one.
Thus, we can use an algorithm for repeated max summation
as a black-box. Our main result relates the error of the
max summation algorithm to the error of the clustering
algorithm:

Informal Theorem 1.1 (see Theorem Theorem [4.3]
and Lemma[F1). Let 5 > 0. If one can solve privately the
repeated max summation problem such that, with probability
at least 2/3, the error is 0, then one can solve DP k-means
such that, with probability 1 — (3, either of the following
guarantees is achievable:

 multiplicative approximation O(1) and additive error
~ kpolylog(n/8) - 6,

* ormultiplicative approximation w* (1+«) and additive
error = \/dpoly(k,log(n/j3)) -0, where w* is the best
non-private approximation ratio|

For the more general (k, z)-clustering, in the second case
the multiplicative approximation is w* (2% + «) and additive
error = v/dpoly(k/,log(n)) - 6.

To illustrate the above informal theorem, in centralized
(e,6)-DP we can use the exponential mechanism to solve
the repeated max summation problem. This is formalized in
Lemrna with = v/dpolylog(n/d)/e.

We highlight a few features of our k-means results: in the
first case, the additive error is optimal, as it matches the
lower bound of (Chaturvedi et al., 2021). In the second
case, the multiplicative approximation is close to optimal,
in the sense that it is almost as good as any polynomial-time
non-private algorithm. Furthermore, even starting from an
algorithm with constant probability of success, we show
that the probability can be boosted arbitrarily high.

Our result is actually even stronger: it computes a solution
not only to k-means, but to all k’-means for &’ < k, with the
same multiplicative and additive error guarantee as above.
This allows the use of the so-called elbow method to select
the *correct’ value for k without any further loss of privacy.

We refer to Appendix

We apply this meta-theorem to several different privacy set-
tings, and state the bounds obtained in Table[I] We present
in this table the bounds for (e, §)-privacy (see Section [1.3);
we address the particular case 6 = 0 in Appendix [G}

To summarize our contribution, we match the previous
bounds in almost all settings, and make improvements in

"For this result, we actually need something slightly stronger
than max summation, see Definition
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several cases. For Local and Shuffle DP in one round, we
improve exponentially the dependency in the probability for
k-means and extend the results to (k, z)-clustering, which
partially answers an open question from (Chang et al., [2021)).
In the MPC model, we improve the dependency in k to get
an optimal bound. Finally, we present the first result in the
Continual Observation setting. We summarize our bounds
in Table[I] and discuss in greater detail the previous algo-
rithms — and why they do not work in full generality — in

Appendix

1.2. Brief Overview

To show the first point of Informal Theorem [I.1] we rely
on the algorithm from Mettu and Plaxton. We reinterpret
this algorithm, introducing some key changes: first, to make
it private, and second, to enable implementation based on
an algorithm for the generalized summation problem. To
provide some intuition, this algorithm iteratively chooses
cluster centers, intuitively by selecting smaller and smaller
regions that are far away from any center previously selected,
based on the region’s “value” (a proxy for the contribution
to the cost). For any k, the first k& centers form a constant-
factor approximation to (k, z)-clustering. It turns out that
we can repeatedly use a generalized summation algorithm to
compute those “values”: we show that, if we have a private
generalized summation algorithm with an error of 6, then
we can solve (k, z)-clustering with additive error k6 (see
Section[3).

We start this paper by formalizing some general building
blocks for private clustering in Section[2} namely techniques
that can be used to simplify the input and the problem. We
show how to perform all of them based only on estimating
the size of the clusters and other related quantities. This
includes for k-means (a) a dimension-reduction technique;
(b) a technique that improves the approximation ratio from
O(1) to almost w*, the best non-private approximation ratio;
(c) a new way of boosting the success probability for k-
means. (a) and (b) are well-known for k-means, we extend
them for the general (k, z)-clustering problem.

We combine these techniques in Section[d]to obtain the near-
optimal approximation factor that we presented in Table
For this, we show that the max summation problem can
be solved privately using histograms to estimate the value
of each ball, and then to select the maximum estimated
value. This leads directly to a novel private algorithm for
the centralized model that is also much simpler than prior
algorithms. However, applying the other building blocks (a)-
(c) requires estimating the size of each cluster. This would
be doable with histograms if the clusters were known a pri-
ori and remained fixed throughout the algorithm; however,
the clusters depend on the input data and are not known a
priori, and, thus, computing their size cannot be reduced

to a simple histogram query. To solve this issue, we intro-
duce a structural result on the shape of clusters: we show
that each cluster is the disjoint union of a small number
of pre-determined sets. Therefore, to estimate the size of
each cluster, it is enough to apply a general summation al-
gorithm on the pre-determined sets, and combine the results
on those.

Finally, we present another option: instead of histograms,
one can use the exponential mechanism in Section [3] to
show that the max summation problem can be solved (in
some privacy settings) with a very tiny 6, resulting in a
near-optimal additive error.

1.3. Privacy Models

As it is common in the differential privacy literature (see e.g.
(Dwork & Roth, 2014)), we will assume our input is given
as a multiset, as formalized in Appendix [B.1]

Central Differential Privacy: We will use the formalism
of (Dwork & Roth, 2014). A dataset is a multiset P of
points of a universe X. We say that two datasets P, P’
are neighboring when they differ by a single point, namely
> wex |P(x) — P'(x)] = 1. We say that a mechanism M
is (e, 0)-differentially private if for any two neighboring
datasets P, P’ and any set .S, we have:

P(M(P) € S) <exp(e) - P(M(P') € S) +6.

We say that an algorithm is e-differentially private if it is
(e, 0)-differentially private. To emphasize the difference to
other models, we will refer to this privacy model as central
differential privacy.

In this paper, we will also study the following other privacy
models, deferring the formal definitions to Appendix

Local Model (Kasiviswanathan et al.,|[2011)): In the local
model, there is no trusted central server with access to the
entire raw database. Instead, we have n individuals, each
with one data point. Two inputs are adjacent if the data
of a single user changes. The transcript of an algorithm
is the sequence of messages exchanged between clients
and the server: an algorithm is (e, §)-local differentially-
private (LDP) if the transcript is (¢, d)-DP. In this paper,
we focus on the local privacy model with a single round of
communication from clients to the server, also known as the
non-interactive model.

Shuffle Model (Bittau et al., 2017): Similarly to the local
model, we have n individuals, each with one data point.
However, in the shuffle model, a trusted intermediary comes
into play between the individuals and the server: the shuffler.
The shuffler gathers the messages from the individuals and
shuffles them randomly before sending them to the server,
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Table 1. Comparison with the previous state-of-the-art for (¢, §) privacy. The success probability is 1 — 3. « € (0,1/4] and ¢ > 0 are
precision parameters. For simplicity, dependency in log(1/53),1/e,1log(1/6), polylog(nd) and loglog T (for continual observation) are
hidden, and the diameter is assumed to be A = 1. The notation O (1) is to insist that the constant hidden depends on « — here it is

log(1/a) /.

Model Approximation Error
. w1+« k=) + kv/d (Ghazi et al, 2020), Cor. 4.4
Centralized DP (0(1) ) kvd (Chaturvedi et al., 2021), Lem. E
w* (1 + ) Vn- ((k/ﬁ)oa(l) + k\/g) k-means only, 1 round, (Chang et al.,[2021))
Local DP w* (1 + ) Vn- (koa(l) + k\/ﬁ) k-means only, 1 round, Cor. ﬂ
w*(2* + ) R ((k/ﬂ)oa(l) + k\/&) (k, z)-clustering, 1 round, Cor. 4.4

O(1/c) Vnd - k101 k-means only, (Chaturvedi et al.L202_2L

w*(1 + «) ((k/ﬂ)O“(l) + k\/&) k-means only, (Chang et al.,[2021)
Shuffle DP, 1 round w* (1 + «) kO 1 E/d k-means only, Cor. E
w*(2% + ) (k/B)C>M) + kvd (k, z)-clustering, Cor. 4.4
w* (1 + «) kO 4 k/d (Cohen-Addad et al., 2022a)), Thm 5_2_
MPC Oo(1) k25 4 kM01/d (Cohen-Addad et al., 2022a)
O(1) kvd Theorem|5.2
Continual w* (1 + «) (kO 4 k\/d) log™? (T) k-means only, Cor. 4.4
observation w* (2% + ) ((k/ﬂ)oﬂ(l) + k\/&) log™?(T) (k, z)-clustering, Cor. (4.4

preventing the server from attributing a specific message to
a particular individualE] Only the transcript of interactions
between the server and the shuffler has to be DP.

Continual Observation Model (Dwork et al.l 2010):
In the continual observation model, the input is not static
but evolves over time. The algorithm is given a stream of
updates (insertion or deletion) to its dataset, one per time
step, and outputs a solution for the input so far at each
time step. Two streams are (event-level) neighboring if they
differ by a single update. The algorithm is (&, §)-DP under
continual observation if the algorithm mapping a stream to
a sequence of outputs is (&, §)-DP.

Massively Parallel Computing Model (MPC) : The
MPC model is a model for distributed, scalable compu-
tation — not necessarily private. The input is initially split
among several machines, each of them having local memory
sub-polynomial in the total database size (n", for some fixed
k € (0,1)). The machines can send and receive messages
from other machines, but the message length cannot ex-
ceed the machine’s local memory. As opposed to the Local
Model, the messages exchanged don’t have to be private:
the algorithm is (g, 6)-private if its output is (e, §)-DP.

’The original motivation behind this is that the random shuf-
fling can be done via secure cryptographic protocols.

2. General Building Blocks for Private
Clustering

In this section, we present several techniques used in the
literature as preprocessing or postprocessing steps to sim-
plify the task of computing a private clustering. We also
extend some of these techniques to allow for greater gen-
erality. We will not fixate on a specific privacy model in
order to present the results in a modular way. The lemmas
in this section will apply to any privacy model, assuming
that we are given a partition of the space into k subsets
S1, ..., Sk corresponding to a clustering, and that we can
estimate for all 4, [S; N P|, > prg, poand - prg. [Pl2-
We will prove the existence of private algorithms to compute
such a partition and the corresponding estimation in the next
sections.

Property 2.1. We say that three sequences (n;)1<i<k,
(SUMi)lgiglw (SUMNORM,‘)1S1‘S]€ verify the Property
for a partition of the space R¢ = S} U - - - U Sy, with error
parameter e > 0 if:

. |ni— |Pﬂ51|| <e.

* ISUM; — 3 cpns, Pll2 <.

* |[SUMNORM; — Zpepmsl

pll2] <e.

2.1. Reducing the dimension

Dimension-reduction techniques based on the Johnson-
Lindenstrauss lemma allow the projection of the dataset
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ontod = O (2* - log(k/B)a~?) dimensions, such that with
probability 1 — /2 the clustering cost is preserved up to
a (1 £ «) factor. We call 7(P) the projected and rescaled
dataset. We provide a more detailed description in Ap-
pendix and concentrate here on the main challenge,
which is to ”lift up” the solution: given a clustering of
the projected dataset, how can we compute centers in the
original space?

Our main lifting” technique is modular, as it merely re-
quires approximating the size of each cluster and the sum
of the points inside each cluster. Following the analysis of
(Ghazi et al.| 2020), by applying a standard concentration
bound, it holds with probability at least 1 — 5/2 that all the
points of the projected and rescaled dataset 7(P) lie within
the ball B;(0,+/2log(n/f3)). Using a private algorithm
A, we compute a solution to (k, z)-clustering C of m(P),
with multiplicative approximation M and additive error A.
The set of centers C induces a private partition Sl, ey Sk

of ]R‘i, defined by the Voronoi diagram of C, and a private
partition S, . .., S, of the original space R?, defined as the
preimage 7 1(S1, ..., Sk).

The natural way of defining centers in R? to lift the partition
would be to take the k optimal centers p, for the (1, z)-
clustering of each S; N P. We say that the cost induced by
the partition St, ..., Sk is Zle cost(P NS, u(PNS;)).
To lift privately a partition, we will use an approximation
ZpEP,i P
| Pi
SfTM where (n;)1<i<k, (SUM;)1<i<k are two sequences
cotlnputed privately and verifying Property [2.1|for the parti-
tion S1, ..., Sk. This is formalized in the next lemma.

of each average ps(S; N P) = by the quantity

Lemma 2.2. Let d = O(z* - log(k/B8)a™2), and let m(P)
be the projected and rescaled dataset in RY, Suppose that
we are given a partition §1, ey Sk of R that induces a
(M, A)-approximation of the (k, z)-clustering problem on

w(P).

Let Si,...,Sy be the partition of R? that we obtain by
taking the preimage ©~' of Si,..., Sk Assume that
we have two sequences (n;) and (SUM;) verifying Prop-
erty 2. 1| for this partition, and consider the set of centers

S = qSun SUMy, } The following holds with proba-

et T (-
bility 1 — B

In the case of k-means (z = 2), we have cost(P,S) <
(1 + a)M - OPTy 2(P) + polylogn - A + O(ke). For
general (k, z)-clustering, we have instead cost(P,S) <
2%(1 4+ a)M - oPTy »(P) + polylogn - A+ O(ke).

The previous result for k-means is a direct application of the
dimension reduction results, but we introduce here the gen-
eralization to (k, z)-clustering. This relies on the following
new lemma:

Lemma 2.3. Let P be a multiset of points in R? with
optimal center i, for (1, z)-clustering and optimal (1, 2)-
clustering solution |1 = o. Then,

Slp—plF <22 lp— pall*

peP peP

2.2. Boosting the multiplicative approximation

Let w* be the best approximation ratio achievable non-
privately for (k, z)-clustering. An observation of (Nguyen,
2020) allows the conversion of any private algorithm
with constant approximation into an algorithm with ap-
proximation almost w* while increasing the additive er-
ror: any O(1)-approximation of (k’, z)-clustering, with
k' = a~9dElog(n/a), is an a-approximation for (k, z)-
clustering. If we can compute privately such a solution, one
can convert it into a true solution for k-means with approxi-
mation w*(1 4 «), while preserving the additive error (see
Lemma|C.T). This yields the following result:

Lemma 2.4 (Theorem 4 in (Nguyen, [2020)). Suppose we
are given a private algorithm A for (k, z)-clustering that
has multiplicative approximation M and additive error
A(k,d). Suppose we can privately compute a sequence
(n;) verifying Property|2.1|for the Voronoi diagram of the
centers output by A. And let w* be the best approximation
ratio achievable non-privately for (k, z)-clustering. Then,
for any 1/4 > « > 0, there is a private algorithm that
computes a solution for (k, z)-clustering with cost at most

w*(1 + a) - OPTy , + O(A(K,d) + K'e), where k' =
(a/M)~CDElog(nM/a).

This can be combined with dimension reduction from the
previous section, i.e., we apply this lemma in dimension
log(k)/a?, resulting in k' = k9~ log(n/a).

2.3. Boosting the success probability

Assume we are given a private algorithm A that computes
with probability 2/3 (or any constant > 1/2) a (M, A)-
approximation to (k, z)-clustering. To increase the suc-
cess probability to 1 — 3, the standard technique is to run
log(1/5) copies of A in parallel, and select (privately) the
one with the best output. This can be easily implemented
using the exponential mechanism, which requires comput-
ing the cost of each solution. While this is possible in many
settings, in some settings (e.g., Local DP or continual obser-
vation), it is not obvious how to do so without “losing” too
much privacy.

In the particular case of k-means, we show how this can
be done using mere histogram queries. This relies on the
following new lemma: the k-means cost of a cluster can be
expressed as a function of the points of a cluster, regardless
of the location of its center.
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Lemma 2.5. For any multiset E, 9

> p”
Z” 12 - HPEE|2

peEE
Together with the algorithms of the second point of Prop-
erty [2.1] this yields the following corollary:

Corollary 2.6. Let Sy, ..., Sk be a partition of B4(0, A),
and suppose we can privately compute the three sequences
(ni)lgigk, (SUMi)lgiglm (SUMNORMi)lgiSk verifying
the Property[2.1] Then one can estimate the k-means cost
induced by the partition up to an additive error O (ke).

cost(E, u(E

Therefore, given an (e, §)-DP algorithm A with multiplica-
tive approximation M (g, ) and additive error A(e, §) that
succeeds with probability 2/3, there exists a private algo-
rithm that succeeds with probability 1—  with multiplicative
approximation M (e/log(1/5),0/log(1/B)) and additive
error A(e/log(1/5),0/log(1/B)) + O(ke).

3. The Greedy Algorithm

In this section, we present the original non-private algo-
rithm by Mettu and Plaxton (Mettu & Plaxton, 2000). This
algorithm takes as input a multiset P of points of X, and
outputs a sequence (ci, ..., ¢,) in such a way that, for all
k < n,the set C}, = {cy, ..., cr} approximates the optimal
(k, z)-clustering cost.

Definition 3.1. Given a ball B = B(x, = {y €
X, dist(z,y) < r}, the value of B is Value( )
ZPEBOP(T dist(z, p))*.

A child of aball B(x,r) is any ball B(y,r/2), wherey € P
and dist(z,y) < 10r.

For any point + € X and a set of centers C, let
isolated(x, C) denote the ball B(x, dist(x, C')/100) if C'is
not empty; and B(z, max,cp d(z,y)) if C = (). Intuitively,
this corresponds to very large ball centered at x that is far
away from any center of C' E]

The algorithm is a simple greedy procedure, that starts with
C = () and repeats n times the following steps: start with
the ball isolated(x, C') with maximum value over all z € P
(with ties broken arbitrarily), and as long as this ball has
more than one child (i.e. as long that there are at least two
distinct points of the input P close” to the ball) replace it
with the child with maximum value. Let = be the center of
the last chosen ball: add x to C, and repeat. We give the

3This particular variant, initially referred to as “online” by
Mettu and Plaxton, has undergone a name change in more recent
literature to “incremental.” This change was made to avoid any
confusion with other, more common meanings of “online.”

“In those definitions, we chose the scalar constants 2, 10, 100
for convenience: the whole analysis can be parameterized more
carefully in order to optimize the approximation ratio. We opted
for simplicity.

pseudo-code of the procedure in the appendix (see Algo-
rithm ). We call C}, the solution C after k repetitions of
the loop.

Theorem 3.2. (Mettu & Plaxton| 2000) For any fixed z
and for all k, the cost of Cy, is a O(1)-approximation of the
optimal (k, z)-clustering cost.

This algorithm is not private for two reasons: the balls in
the sequences o; are centered at points of the input, and
the value is computed non-privately. To ensure privacy, we
introduce the following key modifications to Algorithm 4}
resulting in Algorithm [I]

Algorithm 1 RECURSIVEGREEDYMODIFIED(P, )

1: A= B, (Ais the set of available balls)

2: Let Cy = 0

3: for ¢ from O ton — 1 do

4:  Let o, denote the singleton sequence (B) where B €
A has a maximum value up to § among the available
balls.

5:  while The last element of o; has level less than
[logn]| do

6: Select a child with maximum value up to 6 of the

last element of o;, and append it to o;.

end while

c;+1 18 the center of the last ball of o;

Ciy1 =C; U{cit1}

10:  Remove from A the balls forbidden by c; 41

11: end for

o e

Modification 1 : We fix a set of balls 13 independent from
the data: BB consists essentially of balls centered at the points
of a fine-grained discretization of the space based on nets
instead of input data. An n-net of X is a subset N’ C X
satisfying the two following properties: Packing: for all
distinct z, z’ € N we have dist(z,2") > 7, and Covering:
for all z € X we have dist(z, N') < 7 (see Appendix .

Forany i € {1,...,[logn]}, we let N; be a 27%/2-net of
B(0,1). An element of N; is a net point of level i. We
use the notation level(z) to denote the level of a net point
ZCE] We further define B; to be the set of balls of radius 2~
centered in the points of N, and B = B U - - - U Byign]-

We change the while condition to stop when we reach a ball
of the last level [logn]: at that level, the region considered
is so small that any point in it is a good center.

To replace the (non-private) concept of isolated balls
isolated(x, C), we introduce the following new definitions:
We say that a ball B(z,27%) € B; is forbidden by a center
c € B(0,1) if dist(z,c) < 100 - 27%. A ball is available

3In order to uniquely define the level of a net point, we make
the assumption that all ; are disjoint.
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when it is not forbidden. Note that the radius under consid-
eration is now only dependent on the level ¢ and no longer
on the distance of x to the centers. This is a new point of
view on the algorithm of (Mettu & Plaxton, 2000), that we
believe sheds a new, simplified light on the algorithm.

Modification 2 : The algorithm does not have access to
the actual values of the balls. Instead of selecting the ball
with the maximum value, the modified algorithm chooses
any ball whose value is sufficiently close to the maximum
value, with an additive error of #. Depending on the privacy
model, this selection will be performed using either the
standard exponential mechanism (Lemma [B.T)), or using
private noisy values instead of the actual values.

Definition 3.3. Let > 0. For any set of balls .S, we say
that a ball B € S has a maximum value in S up fo 0, if
Value(B) > maxaes Value(A) — 6.

Theorem 3.4. For any fixed z > 0, for all integer k > 0
and for all 0 > 1, the centers Cy, produced by Algorithm
have cost at most O(1) - OPTy, ., + O(k6).

Thus Algorithm [I{and Theorem [3.4|reduces private (k, z)-
clustering to the problem of privately maintaining the ball
with maximum value. We show how to solve the latter
problem in the next section.

4. Near Optimal Multiplicative Approximation
from Histograms

The combination of results from Section 3] and Section 2]
shows that, to compute a solution to (k, z)-clustering pri-
vately (in any privacy model), one merely needs to compute
privately the values of each ball (for Theorem [3.4)), the size

of each cluster, and Zp e p, p (for Property .

All this can be done through generalized bucketized vector
summation (which we abbreviate to generalized summation)
which is a generalization of histograms: given sets, standard
histograms estimate the size of each set, while generalized
summation allows for the summation over more complex
functions of the sets’ elements:

Definition 4.1. [Generalized bucketized vector summa-
tion] Let Sq,...,5,, € X be fixed subsets of the uni-
verse X, and fori = 1,...,m, let f; : X — Bp(0,1)
be a function, where Bp(0,1) is the D-dimensional unit
ball. Given a set P C X, a generalized bucketized vec-
tor summation algorithm computes an m-dimensional vec-
tor v, whose i-th entry v; € RP fori = 1,...,m, es-
timates > png, fi(p). It has additive error n if 7 >

Vi — ZpGPﬂSi fi(p)H2 .

One important parameter for the performance of such an
algorithm is the maximum frequency b such that each item
x € X appears in at most b sets: b = max,, |{i : € S;}|.

maX;e[1,m] ‘

For example, generalized summation for f;(p) = 1 esti-
mates the number of input points |S; N P|in each S; ; in
that case, the summation problem can be solved by a his-
togram algorithm, where each column/item corresponds to
a set S;. We show in Appendix how to turn an algo-
rithm for private histogram into one for private generalized
summation. As an illustration, we prove in Lemma
that there exists a private algorithm for generalized sum-
mation under continual observation, with additive error
roughly = bv/Dlog(mDT)3/?log(blog T)/e. (Chang
et al.,[2021)) shows an equivalent result for Local and Shuf-
fle DP.

Using generalized summation for clustering. To pri-
vately estimate the value of each ball, we apply a general-
ized summation algorithm with the sets being the balls, and
for the j-th ball B(z;,r;), fj(e) = r; — dist(z;, e) when
e € B(zj,7;), fj(e) = 0 otherwise. If the private gener-
alized summation has additive error 7, then Theorem [3.4]
implies that our algorithm is differentially private with mul-
tiplicative approximation O(1) and additive error k7. Thus,
we only need to show the existence of a generalized summa-
tion algorithm in the different privacy models, and bound
the additive error 7.

We additionally boost the multiplicative approximation and
success probability using the techniques from Section [2}
This requires estimating the size of each cluster (see Prop-
erty 2.1). While this is very similar to a generalized sum-
mation problem, there is a key difficulty: the clusters are
not fixed in advance, as opposed to the sets Sq, ..., 5!
Therefore, it is not possible to directly apply a generalized
summation algorithm for the cluster size estimation.

To resolve this issue, we introduce in the next subsection
a decomposition of the space that allows the expression of
each cluster as a union of pre-determined sets. Our approach
is then to apply private generalized summation to these sets,
to estimate the size of each cluster (and all other quantities
required for the results in Section [2)).

4.1. Structured clusters

‘We show in this section how to transform the clusters into
sets with enough structure, to be able to estimate their size
using the generalized summation algorithm.

Lemma 4.2. [See formal statement in Lemma [El|] Fix
a > 0. There exists a family of sets G = {G1,...,Gm },
independent of P, efficiently computable, with m = n°(®),
and with the following properties. (1) Any point from
B4(0,1) is part of at most O(logn) sets G;. (2) Any possi-
ble cluster can be transformed to consist of the union of at
most k- a9 log(n) sets G;. (3) This transformation pre-
serves the cost up to an additive error of a cost(P,C) + %.
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Using this lemma, we can describe more formally our algo-
rithm, which is made of two main parts: first, an algorithm
that computes an (O(1), A(k, d))-approximation — with an
exponential dependency in d in the additive error; second,
an algorithm that uses the techniques from Section [2| with
a generalized histogram and Lemma[4.2]to boost the multi-
plicative approximation and reduce the dependency in the
dimension.

Algorithm 2 Private-Clustering-low-Dimension(P, k, €, )
1: Input: A dataset P, a number of clusters k
2: Compute the values of balls with the private generalized
summation algorithm.
3: Run the algorithm from Section [3]to compute a partition
(S1, .5 Sk)
4: Output: (S, ...

7Sk)

Algorithm 3 Private-Clustering(P, k, €, §)
1: Input: A dataset P, a number of clusters &

2: Project P onto a lower-dimensional space R¢, with
d = O(z*log(k)a~2) as in Lem.

3: Use Lem. 2.4|to compute a partition (S7, ..., S;,): the
clustering algorithm is first Algorithm 2] (with parameter
k' as defined in Lem. , then transform the partition
with Lem. .2 and estimate the n; with the private
generalized summation algorithm.

4: Transform the partition (57, ...,.S},) into a structured
one with Lem. and estimate n;, SUM;, SUMNORM;
for this partition using the private generalized summa-
tion algorithm.

5: Use Lemma|2.2|to transform the partition into centers in
R?, and Lem. [2.6|to compute the cost of the clustering.

6: Output: the centers, with the cost of the clustering.

This algorithm provides a good approximation with proba-
bility 2/3. The probability can then be easily boosted using

Corollary 2.6

Using this structural lemma, we get our first theorem: if
for a given privacy model there exists a private algorithm
for generalized summation with small additive error, then
we can apply Theorem [3.4] Lemma4.2] and the results of
Sectionto get an efficient algorithm for (k, z)-clustering
with arbitrarily high success probability.

Theorem 4.3. [See full statement in Lemma Fix a
privacy model where there exists a private generalized buck-
etized vector summation such that with probability at least
2/3 the additive error is A(m,b, D), where m is the num-
ber of sets, b is the maximal number of sets that any given
item is contained in, and D is the dimension of the image
of the f;. Assume that the error A is non-decreasing in all
parameters.

Then, for any «a,8 > 0 there is a private algorithm

for k-means clustering of points in R? that, with prob-
ability at least 1 — (3, computes a solution with multi-
plicative approximation w*(1 + «) and additive error
A(m, k9«1 log(n), d)-m polylog(n) log(1/3), withm =
1,Oa (log(k))

There is also a private algorithm for (k, z)-clustering of
points in R? that, with probability at least 2/3, computes a
solution with multiplicative approximation w* (2% + «) and
additive error A(m, k%=1 .log(n), d) - m polylog(n).

Together with the private generalized summation algorithms
that we present in the appendix, this leads to the results
presented in Table|[T}

Corollary 4.4. There are algorithms for k-means with mul-
tiplicative approximation w* (1 4 «) that achieve with prob-
ability at least 1 — [3:

* additive error /nD - k9~ /¢ . polylog(n) -log(1/3)
in the local (e, §)-DP model with one round of commu-
nication,

s additive error /D - k9+() /e . polylog(nD/s) -
log(1/p) in the shuffle (¢, 0)-DP model with one round
of communication,

e additive error /D - k9 /e . polylog(n)
log"®(DT) loglog(T)+/log(1/6) -log(1/B) in (&, §)-

DP under continual observation.

The same additive guarantee hold for (k, z)-clustering, with
multiplicative approximation w* (2% + «) and probability
2/3.

5. Low Additive Error via Exponential
Mechanism

A different view on the algorithm of Algorithm |l|is the
following: “the algorithm iteratively selects the ball with
the largest value. To initialize the ¢-th sequence o;, the
algorithm selects a ball out of the set of available balls (line
4 of Algorithm|T), and to extend the sequence it chooses a
child of the current ball (line 6). Instead of using a histogram
to compute privately the value of the balls, one can use
the exponential mechanism on the non-private values to
make each decision. This approach works directly for the
Centralized DP setting — though it requires a delicate privacy
proof — and its adaptation to the MPC setting requires new
ideas.

5.1. Centralized DP

Our first result is an application to centralized DP. For this,
we directly apply the algorithm of Section (3| where all balls
are chosen with the exponential mechanism: out of a set
S of balls, select a ball B randomly with probability pro-
portional to exp(e’ Value(B)). Properties of the exponen-
tial distribution ensure that the value of each ball selected
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will be, with high probability, off from the optimal choice
by an additive error O(log(|S|n)/¢’). In that case, Theo-
rem [3.4]ensures that the algorithm computes a solution with
constant multiplicative approximation and additive error
klog(k) loga(,"/‘s”k\/a. We formalize this in Lemma and
show in Lemma that when run with ¢’ = the
algorithm is (e, 0)-DP.

e
4log(n/d)’

5.2. MPC

Implementing Algorithm[I]in a parallel setting is not obvi-
ous because of the iterative nature of the greedy choices:
selecting the i-th center influences dramatically the subse-
quent choices, and it is not clear how to parallelize those
choices in fewer than k parallel rounds.

Thus, we present a slightly different algorithm building
heavily on the analysis of Algorithm[I] We introduce two
key modifications. First, we show that instead of iteratively
selecting smaller and smaller balls each level can be treated
independently. Our observation is that it is enough to run
Algorithm E] for all levels of the decomposition, without the
inner loop of line 5-7. The second modification allows us
to run a relaxed version of this greedy algorithm, tailored to
a MPC setting: we extract the key elements of the proof of
Theorem [3.4]to allow some slack in the implementation.

To formalize this, we refine the definition of availability: a
ball B(x,27%) is available at scale D for a set of centers
Cifforall c € C,dist(z,c) > D27 (in Algorithm we
defined D = 100). For each level £ € 1,..., [logn], our
algorithm will compute a set C of 2k centers, and returns
C =UuC,.

Lemma 5.1. Suppose there is a constant c 4 such that, for
any level {, (1) the distance between two distinct centers of
Cy is greater than 3 - 2~; and (2) for any center ¢ € Cy,
the value of the ball B(c,27*) is greater (up to an additive
error 0) than the value of any ball of B, available at scale
c from Cy. Then, cost(P,C) < O(1) - OPTy ., + O(k9).

Therefore, each level can be treated independently, and we
are left with the following problem: given the set B, of all
balls at level ¢, compute privately a set of 2k balls that are
(1) far apart and (2) have larger value than any available ball
at scale c 4 from them. Doing so yields:

Theorem 5.2. Suppose each machine has memory k€M n*,
for k € (0,1). Then, there is an (g,0)-private MPC al-
gorithm, running in O(1) rounds of communication that
computes with probability 1 — 8 a solution to (k,z)-
clustering with cost at most O(1)OPTy . + kvd/e -
polylog(n,1/6,1/p). Alternatively, the algorithm can com-
pute a solution with cost w*(1 + a)oPTy , + kP> /¢ .
polylog(n,1/6,1/3).

If all balls of a single level were to fit in a single machine,

we would be done, as a simple greedy algorithm would
achieve the guarantee of Lemma until 2k balls have
been selected, select privately (using the exponential mech-
anism) the largest value ball that is available at scale D = 3
from the previously selected ones. This would ensure all se-
lected balls are at distance at least 3 - 27¢, and that they have
value greater than any available ball at scale 3. However,
the memory is limited to £°()n* for some fixed & € (0, 1),
and there are n°(%) many balls.

We propose instead a “merge-and-reduce” algorithm. Each
machine gets assigned a set of balls, and runs the greedy
algorithm restricted to those balls, with scale parameter
Dy = 3-2'/%. The outcome in each machine is 2k balls.
Then, one can merge the results from n” machines as fol-
lows: centralize the 2kn" selected balls on a single machine,
and run the greedy only on those balls, with parameter
Dy = Dg/2. Therefore, in one communication round, we
can reduce the number of selected balls by a factor n". Re-
peating this process with D; = D,;_1/2 yields 2k balls
after 1/k rounds. We show in Lemmathat they satisfy
the guarantee of Lemma [5.1| with ¢4 = 2'/%1 . 3. This
concludes the proof of Theorem [5.2]

6. Conclusion

We show that a simple greedy algorithm unifies the prob-
lem of private clustering. We believe this unification will
help further research and that our algorithm can be used
as a baseline for new privacy models, as we illustrate with
continual observation.

To achieve this, we revisited an old greedy algorithm from
(Mettu & Plaxton, 2000). Despite the complexity of its
analysis, this algorithm seems to be quite flexible and pow-
erful. Through our novel analysis, we aim to enhance the
understanding of this algorithm, thereby encouraging its
application in new contexts.
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A. Extended Introduction

A.1. Previous works and their limits

Most of the works in central DP rely on a process that iteratively selects k “dense” balls and removes the points lying in that
ball (Stemmer & Kaplan, 2018};|Ghazi et al., 2020; |Chaturvedi et al.,|2021). While such a process can be optimal both for the
multiplicative approximation (Ghazi et al., 2020) and the additive error (Chaturvedi et al.,[2021), its iterative nature makes it
hard to implement in other models. In particular, because the points of dense balls are removed, this method appears very
difficult to implement in the MPC model with fewer than k rounds or in the continual observation model.

The Local-DP algorithm of (Chang et al.,2021)) requires only histogram queries and uses them to build a private coreset —
i.e., a set such that the cost of any k-means solution in the coreset is roughly the same as in the original dataset. The additive
error for it is inherently 2¢ (where d can be assumed to be O(log k)), and it seems hard to use this algorithm to achieve
tight additive error. Furthermore, to achieve a success probability of 1 — (3, the dimension d has to be log(k/f3): therefore,
the additive error 2¢ reduces to poly(k/f3), and it is not clear how to boost the success probability using a single round of
communication.

The MPC model differs from the others (e.g. Local DP) as only the output needs to be private, not the communication. Here,
the key is to find a summary of the data that fits on a single machine and allows for computing a solution. This summary
does not need to be completely private, which is different from the algorithm for Local DP (and from our algorithm for
continual observation). In particular, the MPC algorithms of (Cohen-Addad et al.;|2022a) compute a summary consisting of
weighted input points. This is clearly not private, and cannot be applied to Local DP or other models. Furthermore, the
lowest additive error they achieve is a suboptimal (k2° + k-°1d) polylog(n).

We describe in slightly more detail the MPC algorithms of (Cohen-Addad et al., 2022a) to explain how ours can be seen as a
simplification. Both algorithms for low approximation ratio or additive error work in two steps as follows. First, embed the
metric into a quadtree: at each level, the space is partitioned by a grid centered at a random location. Then, the algorithm
selects, at each level, the k grid cells containing most points. Their centers provide an initial bi-criteria solution, with small
additive error but multiplicative poly(d). To reduce this multiplicative error, the authors use a sampling technique from the
coreset literature. Starting from this poly(d) approximation, they construct poly (k, logn) many disjoint instances with the
following guarantees. First, each instance has small size, such that it fits on a single machine, allowing the use of any private
non-MPC algorithm. Second, as the instances are disjoint, taking the union of the solutions for each of them results in a
good bi-criteria solution: it has too many centers, but a good cost. It is then standard to reduce the number of centers, as we
describe in greater detail later.

Our algorithm is very similar to the first step, with the key difference being that at each level we allow overlap between the
grid cells, instead of a partition. We show that this is directly an O(1)-approximation, which avoid the need of building the
subinstances.

Parallel work on Continual Observation. Epasto, Mukherjee, and Zhong (Epasto et al., [2023) recently released similar
work on private k-means under dynamic updates. Their results are incomparable with ours: their main focus was on
designing an algorithm using low memory, which they manage to do in insertion-only streams. For those streams, they can
achieve a smaller additive error at the cost of a larger constant multiplicative error, see their Corollary 14.

A.2. Technical lemma and Definitions

To work with powered distances, we will often use a modification of the triangle inequality:

Lemma A.1 (Triangle Inequality for Powers, see e.g. (Makarychev et al., 2019)). Let a, b, c be three arbitrary points in a
metric space with distance function dist and let z be a positive integer. Then for any € > 0

1+¢
13

z—1
dist(a, b)* < (1 +¢)* ! dist(a,c)* + ( > dist(b, c)*

Net Decomposition: A n-net of X is a subset Z C X satisfying the following two properties: Packing: for all distinct
z,2z' € Z we have dist(z, 2’) > 7, and Covering: for all x € X we have dist(z, Z) < 7. Itis well known that the unit ball
in R has a n-net for all > 0 (Gupta et al.,|2003). Standard net constructions allow to efficiently decode: given any point

20 (@)
T

p € By4(0,1), one can find in time

all net points at distance at most 7 of p. By the packing property of a -net, there
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20(d)

can be at most =—— such points, and therefore decoding is done efficiently. We refer to (Har-Peled & Mendel, [2006) for
more details, and to the notion of Efficiently List-Decodable Covers of (Ghazi et al., 2020).

A.3. About the Elbow Method

The elbow method is a heuristic used to determine the “right” number of clusters. The idea is that the curve of the
(k, z)-clustering cost as a function of k is decreasing, and typically admits an “elbow” point, where the gain of adding one
new cluster significantly decreases. The elbow method chooses this value of k as the true number of clusters.

To plot this curve, one therefore needs to compute the (k, z)-clustering cost for all value of &: Theoremprecisely allows
that, as for all &’ the set of centers Cy, computed with Algon’thm@]is a good approximation of optimal k’-means solution.
Provided a general summation algorithm, our analysis shows how to run privately the elbow method as a post-processing.
Indeed, we can evaluate the cost of all those solutions without leaking any privacy, using Lemma [2.5] shows that we can
evaluate the cost of this solution using the structure of clusters and the general summation algorithm (as for boosting the
probabilities). Lifting the result up in R? can also be done as post-processing, using the result of the general summation
algorithm.

B. About Differential Privacy
B.1. Formal Definitions
In this section, we define formally the different models of privacy considered.

All of those use multisets, that are standardly defined as follows. A multiset P of points in a universe X is a function
P : X — N. We will use set notation and vocabulary for multisets. In particular for any function f we will denote by
> pep f(P) =2 cx P(x) - f(z), and for any subset Y of X, PN Y is the multiset 7 — P(z) - Lyey.

We lete > 0 and 0 € [0, 1] be the privacy parameters.

Local Differential Privacy : This model was formally defined in (Kasiviswanathan et al., 2011)), although having old roots
in the study of randomized response (see e.g. (Warner, 1965} |Evfimievski et al.,2003)). We follow here the presentation
of (Dwork & Rothl| 2014). In the local model of privacy, there are n users. User ¢ holds a datapoint p;, and the server is
interacting with users via local randomizers: which are simply algorithms taking as input a database of size 1.

The server runs an algorithm that interacts with users via those local randomizers: this algorithm is (e, §)-DP in the local
model if, for any user 7, the mechanism outputting the results of all local-randomizer run by user i is (¢, §)-DP.

In this paper, we consider non-interactive setting, where the server interacts only once with each user.

Shuffle Differential Privacy : This model is an attempt to provide the best of the two worlds between centralized and
local DP: achieving the utility of centralized while preserving a stronger privacy as in local. This stronger privacy is obtained
as the intermediate shuffling step can be implemented via secure cryptographic protocols, therefore strongly protecting
individual’s privacy.

In the shuffle model of privacy, there are n users and one shuffler. Each user holds a datapoint p;, and the interaction goes in
rounds. At each round, users run local-randomizers, and communicate the results to the shuffler. The shuffler releases the
results, shuffled uniformly at randomized. The server then receives those messages and goes on with the computation. The
procedure is (&, J)-DP in the shuffle model when the set of output of the shuffler is (&, §)-DP.

This model was introduced by (Bittau et al.,[2017), and studied e.g. for aggregation (Balle et al., 2019; (Ghazi et al.| [2021b)),
histograms and heavy hitters (Ghazi et al.| 2021a), or counting distinct elements (Balcer et al., 2021). Recently clustering
(Chang et al., 2021).

Continual Observation Model : Let o be a stream of updates to a multiset (the dataset): o (¢) corresponds to either the
addition of a new item to the dataset, the removal of one, or a “no operation” time (where nothing happens to the dataset).
Two streams are neighboring if they differ by the addition of a single item at a single time step (and possibly its subsequent
removal). This is the so-called event-level privacy (Dwork et al[2010). Let M be a randomized mechanism that associates a
stream o to an output M (o) € X. Forane € R*, M is (e, §)-DP under continual observation if M is (¢, §)-DP. Formally,
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for any pair of neighboring streams o, o’, and any possible set of outcomes S C X, it holds that

Pr[M(o) € S] < exp(e) Pr[M(c’) € §] + 6.

The Massively Parellel Computation Model This model is not a privacy model per se, but a restricted model of
computation (regardless of privacy). The input data is spread on many machines, each having sublinear memory (typically
n, for k € (0,1)). The computation happens in round. At each round, the machines can send and receive messages one
message from each machine, but the message length cannot exceed the memory n”. In the setting we consider, at the end of
the computation each machine knows the solution and can output it. This model was formalized in (Karloff et al., [2010;
Goodrich et al.,|2011; [Beame et al.l 2017) and is now a standard for analyzing parallel algorithms designed for large-scale
environments. The privacy constraint is that outputing this solution is (&, §)-DP. Note that there is no privacy constraints on
how exactly the communication happens: we assume the exchanges between machines are trusted. This is different from the
Local privacy model, where both the output and the exchanges have to be private.

B.2. The Exponential Mechanism

The exponential mechanism is a standard tool in the literature, that allows the following: given a set of n items with private
value, select privately an item with value almost maximum. Formally, we have:

Lemma B.1 (Exponential Mechanism (McSherry & Talwar|, 2007)). Let R be some arbitrary range set, and let | :
NX xR = R Let Ay = mazrermax | p_pr|,=1|f(P,r) — f(P',r)| be the {1-sensitivity of f. The exponential

mechanism M g (P, f,€) outputs an element v € R with probability proportional to emp(%).

* The exponential mechanism is e-differentially private.

 Forallt > 0, with probability at least 1 — e~ we have:
2-Ay
me&%f(Rr) - f(P7ME(P,f,5)) < T 1I1(|IR’| +t)
"
B.3. Private generalized bucketized vector summation algorithm

Recall first the definition of general summation.

Definition 4.1. [Generalized bucketized vector summation] Let St, ..., S;,, C X be fixed subsets of the universe X, and for
1=1,...,m,let f; : X — Bp(0,1) be a function, where Bp (0, 1) is the D-dimensional unit ball. Givenaset P C X, a
generalized bucketized vector summation algorithm computes an m-dimensional vector v, whose i-th entry v; € R for

v = Yyerns, i D)

One important parameter for the performance of such an algorithm is the maximum frequency b such that each item z € X
appears in at most b sets: b = max, |{i : x € S;}|.

i =1,...,m, estimates ZpGPﬁSi fi(p). It has additive error 7 if 7 > max;c(y m) ‘

Note that we use a somewhat unusual error definition: The error is the maximum over all sets S; of the /5-norm of the error
within each set.

We now show how to use a private histogram algorithm to create a private algorithm for generalized summation. Private
histogram is a well-studied problem, which is the general summation problem with b = 1 and Vi, p, f;(p) = 1. We will
show first how to turn a generalized summation problem with b > 1 into a generalized summation problem with b = 1, and
will show afterwards how to solve the latter in different settings.

B.3.1. FRoMb=1TOb>1

We start by presenting a simple lemma, that uses group privacy to reduce the general summation to the case where each item
is in a single set.

Lemma B.2. Let 6,8 > 0, and 1 > ¢ > 0. Assume we are given an (e, d)-differentially private algorithm for gen-
eralized summation with b = 1 that has, with probability at least 1 — (3, additive error n(m, |P|, ¢, 4, 8) and runs in
time T (m, |P|,,d), where m is the total number of sets and |P| is the size of the input. Then there exists an (g, 9)-
differentially private algorithm for generalized summation with b > 1, that has, with probability at least 1 — (3, additive
error n(m,b|P|, g, %, ) and runs in time T'(m, b|P|, £, %, B).
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Proof. We transform the input to the generalized summation problem with b > 1 to a generalized summation problem with
b = 1 by creating a new input as follows: for each input data x in the original input, z is duplicated |{i : € S;}| times,
and each copy is added to the new input as part of a different single set S;, followed by b — |{i : € S;}| all-zero inputs.
Thus each data item in the original input is replaced by exactly b data items in the new input.

As a consequence the size of the new input is exactly b| P|, and each item belongs to a single set. Running the generalized
summation algorithm for b = 1 with parameters €', §’, 3, it is (¢/, 0")-differentially private and has, with probability at least
1 — 3, an additive error of n(m, b|P|,&’,¢’, B) and runs in time T'(m, b|P|,’, 0", B).

This is, however, not directly private with respect to the original input, as two neighboring inputs for the original problem
(which, by definition differ by at most one item) might differ in up to b input items in the new problem. By group privacy,
the algorithm is, thus, (be’, bexp((b—1)&’)¢")-DP. Choosing ¢’ = £/band ¢’ = 6/(3b) yields an algorithm that is (e, §)-DP,
as desired (where we used € < 1 to bound exp(e((b — 1)/b)) < 3). O

B.3.2. GENERALIZED SUMMATION UNDER CONTINUAL OBSERVATION

We now show how to build a general summation algorithm that is private under continual observation. Recall that there
are T time steps and a stream o of updates is given as input one by one such that o (¢) corresponds to either the addition,
resp., removal of an item of X to resp. from the dataset P or to a “no operation”, where the dataset remains unchanged.
Two neighboring input streams differ in the operation in at most one time step.

Lemma B.3. There exists an algorithm for generalized bucketized vector summation that is (g,0)-DP under
continual observation, and has with probability 1 — [ additive error (simultaneously over all time steps) of

0 (Wﬁ - e~ log(DT)+/log(mDT/B) log(blog(T) /5)).

When § = 0, the additive error (simultaneously over all time steps) is, with probability 1 — 3, O(bDe =" log® T'log(m/3)).

Proof. In our setting, at each time step ¢ the algorithm needs to output an m-dimensional vector v whose ¢-th entry v; is a
D-dimensional vector that approximates Zp epns,; i (p), where P is the current dataset. We first describe and analyze the
algorithm for one set S;, i.e., the case m = 1, and then extend it to m > 1.

Case 1: m = 1. This is the case where only one set with a corresponding function exists, which we call Sy, resp. f; for
simplicity of notation. For § > 0, we will use the Gaussian mechanism, and, therefore, we need to bound the ¢5-sensitivity
of Zp epns, J1 (p). As two neighboring input streams differ in the operation in at most one time step, the datasets of two
neighboring input streams differ in at most two points. As the function f; returns a value from the unit ¢5-ball By (0, 1), the
{>-sensitivity of the function >° . prg, f1(p) is L2 = 2.

For § = 0, we will use the Laplace mechanism and need to bound the ¢;-sensitivity of the function Zpe prs, 11 (p): The
Cauchy-Schwarz inequality shows that it is 2v/D.

Case 1.1: D = 1. In the special case D = 1 (i.e., f; returnsa scalar) and m = 1 (i.e., there is a single set), the problem is
called continual counting, which can be solved by the so-called binary-tree mechanism, studied by (Dwork et al., 2010;
Chan et al.,|2011; [Fichtenberger et al., 2021 )E] It works as follows: there is a data structure storing, for each multiple of a
power of 2 (namely j - 2°), the value of the sum between time steps j - 2¢ and (j + 1)2° — 1, plus an additive noise drawn
from the Laplace distribution with parameter 2log(T)/e. Let Uy(j) be this noisy sum. Then, to compute the sum of all
values before time ¢, the algorithm computes the binary decomposition of ¢, say t = > y 2% with £ ; increasing, and outputs

> y Ue, (Zj/>j 2t =t ) One can verify that each time ¢’ € [1,¢] appears exactly once in this sum: more visually, the
algorithm maintains a binary tree, where the leafs are the input sequence and each node contains a noisy sum of all leaves
below it, and decomposes the segment (0, ¢] as a disjoint union of nodes.

The privacy of this mechanism stems from the fact that each input value appears in log 7" many Uy () — one for each £ with
2¢ < T. The ¢, -sensitivity of continual counting is at most 2, as each input value is in [—1, 1]: therefore, standard properties
of the Laplace mechanism show that the whole process is e-DP. More generally, if f; has ¢;-sensitivity L;, the mechanism
adds to this sum Laplace noise with parameter ©(L; log(T")/e) and remains e-DP.

SNote that the proof given in these references only shows the claim for numbers from {—1, 41}, but the same proof goes through
verbatim for real numbers from [—1, 1].
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For (&, 6)-DP we will replace the Laplace mechanism by the Gaussian. As a consequence we need to show privacy
and accuracy for the sum of up to logT" Gaussian variables. Theorem A.1 in (Dwork & Roth, [2014) shows that adding
Gaussian noise A (0, 0?) to the value of a function f gives an (g, §)-DP mechanism if o > /21n(1.25/8) L /e, where
L5 is the /5-sensitivity of the function computed. Theorem B.1 in (Dwork & Roth| 2014) shows that the composition

of k > 2 (e,0)-DP mechanisms is (ke, kd)-DP. Note that the privacy loss of outputting >, U, (Z 2‘%’—4;‘) is
e 251”4) value individually, which corresponds to the composition of up
to logT many Gaussian mechanisms. If each Gaussian mechanism is ((¢/logT), (6/logT'))-DP, then the resulting
mechanism is (e, §)-DP. Thus to guarantee (g, §)-DP, we choose the noise for each Gaussian variable to be N'(0, 0'2) with

o' =/2In((1.2510g T)/8)L2(log T) /e = O(L2+/log(log(T)/5) - log(T)/¢).

For the utility, (Jain et al.,2021)) observed that for e-DP, with probability 1 — ', the bound on the additive error for any
individual time step is O(L1e 1 log(T)+/log(1/8')(y/1og(T) + /log(1/8'))). This is because to output the sum over time
steps between 1 and ¢, the noise computed is O(log T') Laplace noise with parameter ©(L; log(T)e~1). The concentration
bound of random Laplacian variable from (Chan et al., 2011) bounds this sum of noise as desired. Rescaling ' by T, a
union-bound over all time steps ensures that with probability 1 — 3, over all time steps simultaneously, the maximum
error is O (L1e~ ' log(T')?log(1/8")). For (e, §)-DP, we can get an improved error bound (see (Jain et al., [2021)): with

probability 1 — 3, simultaneously over all time steps the error is at most O <L2€_1 log(T")\/log(T/B") log(log(T)/(S)).

J'>3

no larger than outputting each Up, (E

Case 1.2: D > 1. We extend this result to the case D > 1 as follows: instead of scalar values, the inputs and outputs are
(D-dimensional) vectors in Bp (0, 1) and, in the same way as for D = 1, the noisy sum of a suitable subset of these vectors
is stored at the nodes of the binary tree mechanism. We call this a D-dimensional continual counting algorithm.

Case § = 0: Recall that the ¢;-sensitivity L; of Zpe pns, fi (p) is O(\/ﬁ) in this case. Thus, to ensure e-DP, we use at
each node of the binary tree D-dimensional Laplace noise with parameter ©(v/D log(T')e ') for each coordinate and the
standard privacy proof applies. This gives, with probability at least 1 — 3’ simultaneously for all time steps, an additive
{o-error over all D dimensions of O (\/5 e~ 1log(T)?log(1/p )) This then implies, with probability at least 1 — /3

simultaneously for all time steps, an additive £5-error over the D dimensions of O (D - e~ !log(T)?log(1/3")).

Case § > 0: To ensure (,0)-DP, we use a D-dimensional Gaussian noise vector with standard deviation

0 (\/Wlog(T)/es): since the (>-sensitivity of > . prg, fi(p) is O(1), this noise ensures privacy. Fur-
thermore, with probability at least 1 — 3’ simultaneously for all time steps, it results in an additive £.,-error over all
D dimensions for all time steps simultaneously of O (5_1 log(DT)\/ log(DT/B")log(log(T)/ 6)> This in turn im-
plies, with probability at least 1 — 3’ simultaneously for all time steps, an additive ¢s-error over all D dimensions of

O (VD - 4 10g(DT)/log(DT/B") log(log(T) /3) ).

Case 2: m > 1. Now we extend this result to the histogram case: for this, it is enough to run m D-dimensional continual
counting algorithm in parallel, one for each set. Since each element is part of at most b sets, the difference between the input
of two neighboring streams is only on b different executions of continual counting mechanism: therefore, this composition
of algorithms is (be, b§)-DP. For completeness, we provide a detailed proof in Claim We therefore rescale € and d by b,
to get an e-DP algorithm, with error at any individual time step and for any fixed set of O (bD - ¢~ log(T)*log(1/8’))
with probability 1 — 3. We set 3’ = 8/m to do a union-bound for all sets, and conclude the bound of the lemma. The same
settings of parameters conclude the bound for (e, ¢)-DP.

O

Claim B.4. Consider the following procedure for generalized summation under continual observation. Let A1, ..., A, be
D-dimensional continual counting algorithms that use independent randomness. The procedure creates m streams of input,
one for each set S;, and feeds it to A;. If each A; is e-DP and each input element is part of b sets, then the procedure is
be-DP. When 6 > 0, the procedure is (be, bd)-DP.

Proof. On an input stream D, the algorithm creates one stream per set, say D; for set S;, and feeds it to a continual counting
algorithm A;. Let A be the whole mechanism that outputs (A (D1), ..., Am(D.y)). For a dataset D and any potential
solution s = (s1, ..., $;,) we have Pr[A(D) = s] = [[12, HJDZI Pr[A;(D;) = s;], because the random choices of the A;

17



Making Old Things New: A Unified Algorithm for DP Clustering

are independent.
Consider two neighboring streams D, D’ : by assumption, only b of the D; differ from D}, and those at a single time step.

Case 0 = 0. We analyze the ratio of probability

The ratio inside the product is equal to 1 for at least (m — b) many D; (the ones where D; = D), and since the A; are -DP,
the ratio is at most exp(e) for the remaining b of them. Therefore,

Pr[A(D) = 5]

m < exp(be),

which concludes the proof when § = 0.

Case § > 0. For simplicity, we reorder the sets such that only the streams D;, ..., D, differ. The standard proof of
composition (see e.g. Corollary B.2 in (Dwork & Rothl 2014))) gives that

Pr[(A1(D1), ..., Ap(Dp)) = (81, .-, 80)] < exp(be) - Pr[(A1(D]), .., Ap(Dy)) = (81, -, 8p)] + bO.

Indeed, for b = 2 we have (using that the .4; are independent, which simplifies compared to (Dwork & Roth} 2014)):

Pr[(A1(D1), A2(D2)) = (s1,52)] = Pr[A1(Dr)
< Pr[A(Dy) =
< 8+ Pr[Aq(
<6+ (exp(e
< 28 + exp(
< 26 + exp(

s1] - PrlAz(D2) = s2]
s1] - min (1, exp(e) Pr[A2(Dj) = so] + 0)
D;) = s1) - min (1, exp(e) Pr[Ax( ’2) sa])
) Pr[A; (D}) = s1] +6) - min (1, exp(e) Pr[A2(Dy) = s0])
2¢) Pr[A1(D]) = s1] Pr[A2(D}) = s5]
2¢) Pr((A1(D}), A2(D3)) = (s1,52)]-

Generalizing to larger b is a simple induction.

For any ¢ > b+ 1, we have Pr[A4;(D;) = s;] = Pr[A4;(D}) = s;], and furthermore all .A; use independent randomness.
Therefore, Pr[A(D) = s] < exp(be) Pr[A(D’) = s] + bd.

Using the same argument as for § = 0 to consider streams D; that do not differ concludes the proof. O

C. Missing Proof and Statement for Section 2|
C.1. From Bi-criteria to Proper Solutions

One of the idea used repeatedly in literature is to relax the constraint on k: instead of looking for a set of exactly & centers
with good cost, one can first look for k’ centers (with &’ > k). Given k' centers, one can compute a private version of the
dataset, where each center is weighted by the number of points in its cluster (with appropriate noise). This is private, and
therefore one can use any clustering algorithm to find % centers. Furthermore, triangle inequality ensures that the quality of
the solution computed will be good, provided that the &k’ centers are good as well.

Formally, we have:

Lemma C.1. Let S be a set of k centers, with cost(P, S) < MOPTy , + A. For each center s; € S, let S; be its cluster, and
n; be such that |n; — |S;|| < e. Let C be a set of k centers that is a M' approximation on the dataset containing n; copies
of each s;. Then, for any o > 0 C'is a solution with multiplicative approximation (2(1+1/a)* ' M + (1 + «)*~ 1) M’
and additive error (1 +1/a)*" 1A+ O(K'e).

To help parse the bounds of this lemma, we note here the two applications we will make: when M = O(1), we will use
a = 1 to get a multiplicative approximation O(1) and additive error O(A + k’e); and when is much more tiny (e.g. M = o'”
for some o/ < 1) we will use @ = o/ /z to get multiplicative approximation 1+ O(«/) and additive error O(A/a/* ™" + Ke).
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Proof. Let OPT be the optimal solution for (k, z)-clustering on P. Fix a point p € P, in cluster S;. We have, by the
generalized triangle inequality (Lemma[A.T)):

cost(s;, OPT) < (1 + 1/a)* ! cost(p, OPT) + (1 + a)* ! cost(p, s;).
Since C'is a M’ approximation, we have

K’ K’

Z n; cost(s;, OPT) < Z |S;| cost(s;, OPT) + k'e
i=1 i=1
¥
= Z Z cost(s;, OPT) + k’e
i=1 peS;

k/
<)Y (1 +1/a) eost(p, si) + (1 + a)* ! cost(p, OPT) + K'e
i=1 peS;
=(14+1/a)*cost(P,S) + (1+a)* topTy . + ke
< (14 1/a)* teost(P,S) + (1 +a)* torTy . + ke (1

Then, we can bound the cost of the full dataset P in solution C"

cost(P,C) = Z cost(p, C)

peEP

k/
< Z Z (14 1/a)* cost(p, s;) + (14 a)* ! cost(s;, C)
i=1 peS;
k/
=(1+1/a)*tcost(P,S)+ (14 a)* ! Z |S;i| cost(s;, C)
i=1
k/
< (14 1/a)* teost(P,S) + (1 +a)*? an cost(s;, C) + (1 +a)* ke
i=1
k/
< (14 1/a)* tcost(P,S) + (1 +a)* ' M’ an cost(s;,0PT) + (1 4+ )" 'k'e
i=1
Using cost(P, S) < MOPTy, ., + A and Equation @), we conclude
cost(P,C) < (2(14+1/a)* "M + (1 4+ a)* ') M’ - 0PTk . + (1 +1/a)* A+ O(K'e).

O

This implies in particular Lemma since (Nguyen, 2020) showed that, for k¥’ = ka~?(® log(n/a), the optimal cost
for (k’, z)-clustering is at most «OPTy, namely an a-fraction of the optimal cost with k centers. Thus, we can chose S in
Lemma|C.1|to be an M -approximation to (', z)-clustering, which yields Lemma[2.4]

C.2. Reducing the dimension

In the next theorem, a clustering is viewed as a partition P, ..., Py, and the center serving part P; is the optimal center
p=(P;) for (1, z)-clustering on P;. Therefore, the clustering cost of a partition is »; >~ p, dist(p, z-(F;))?. The next
theorem states that one can randomly project into O(log k) dimension while preserving the clustering cost of any partition:
Lemma C.2 (see Theorem 1.3 in (Makarychev et al) 2019), also Becchetti et al. (Becchetti et al., [2019)). Fix some
1/4>a > 0and1 > f > 0. There exists a family of random projection 7 : RY — R? for some d = O(z* - log(k/3)a~2)
such that, for any multiset P € R, it holds with probability 1 — j3 that for any partition of P into k parts Py, ..., Py,

k 5 k
Zcost (7(P), p=(m(P}))) € 1 £ @) - (g)zm ) Zcost(Pj,uz(Pj)).
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Lemma 2.2. Let d = O(z* - log(k/B)o2), and let w(P) be the projected and rescaled dataset in R, Suppose that we are
given a partition Sy, . . ., Sy, of R that induces a (M, A)-approximation of the (k, z)-clustering problem on w(P).

Let S1, ..., Sy be the partition of R? that we obtain by taking the preimage ©=' of §1, ..., Sk. Assume that we have two

SUM; SuM
7”1 ,...,7nk .

sequences (n;) and (SUM; ) verifying Property or this partition, and consider the set of centers S = {
The following holds with probability 1 — (:

In the case of k-means (z = 2), we have cost(P,S) < (1 + a)M - OPT; 2(P) + polylogn - A + O(ke). For general
(k, z)-clustering, we have instead cost(P, S) < 2%(1 + a)M - OPTy, ,(P) + polylogn - A + O(ke).

Proof. We start with the k-means case. With probability 1 — 5/2, Lemma ensures that the cost of any partition
is preserved up to a factor (1 & «), then any (a, b)-approximation for 7(P) is an ((1 + «)a, b)-approximation for P.
Moreover with probability at least 1 — /2, all the points of projected and rescaled dataset = (P) lie within the ball
B;(0,+/21log(n/f3)). We condition on both of those events: by our assumptions, clustering each P; to its optimal center is

then a (M, \/2log(n/B)" - A(k, d))-approximation.
ZpEP' p

Note that the optimal 1-mean center for a cluster P; is its average u(P;) := T2 We now bound the additive error

incurred by using n; and SUM; instead | P;| and Zpepi p. By assumption, we have n; = | P;| +-¢ and H SuMm; — Zpepi pH <
€.

Weletc; = SUMl be our estimate on p(P;). We first prove that ¢, is close to x(F;) and then bound the desired cost difference:
For this, we use that both the numerator and denominator are well approximated.

First, if a cluster contains fewer than e points, then regardless of the position of ¢; its 1-means cost is upper-bounded by e,
and this is accounted for by the additive error. Otherwise, we can show that ¢; is very close to u(F;) as follows:

HSUMZ- (P B H(SUMZ B Mi) N (SUMi B Pz-u(Pi))
e Y, P P AR
1 1 [Sum; — | P;|uu(P)]],
< Isoml, [ = —
< lsowile (g7 ~ 3y * P

Using the bound on SUM;, and (1 — z)~! < 1 + 2x for x < 1/2, this is upper-bounded by:
< [sumi| ( 1 N 2e 1 > e
B AR PP P ||

Now, note that ||SUM; ||, < HZPGP' pH + e < |P;| + e. Therefore, we get the upper bound
P

— u(F)

H SUM;

ng

2

SumMm; 2e(|P;| +€) e
—uP)|| £ ——55—+
H n; 5 | P52 | P;|
5e
< ; 2
g

where the last line follows from |P;| > e.

Finally, we get, using the folklore property that for any set P and point x, cost(P, z) = cost(P, u(P)) + | P| ||u(P) — :r||§
(see e.g. (Inaba et al.l [1994)) proof of Theorem 2):

cost(P;, ¢;) = cost(P;, u(Py)) + | Pi| - lle; — (Pl
O(e?)

| P;]
< cost(P;, u(P;)) + O(e),

< cost(P, u(F;)) +
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where the last line uses again |P;| > e. Summing over all clusters concludes the proof: the additive error in addition to
polylog(n) - A(d) is k - e, and the multiplicative approximation is (1 + «) M (from the dimension reduction guarantee).

For (k, z)-clustering, we use the fact that 1(P;) is a 2-approximation for (1, z)-clustering on P;, as shown in Lemma[2.3]
below. Therefore, cost(P;, u(P;)) < 27 cost(P;, m;), where m; is the optimal (1, z)-center for P;: using Equation (2)) and
Generalized triangle inequality Lemma[A.T] therefore yield

cost(Pi, ;) < (1 + a) cost(Pi, u(P)) + (42/a) P - [lei — (P13
< 2%(1 + a) cost(P;, m;) + O(e).

Summing over all clusters, this shows that the ¢; yields an multiplicative approximation 2*(1 4+ «) M and additive error
polylog(n) - A(d) + k - e. O

Lemma 2.3. Let P be a multiset of points in R? with optimal center y., for (1, z)-clustering and optimal (1,2)-clustering
solution p = ps. Then,

STlp—ull <273 llp — pell”.

pEP pEP

Proof. Our goal is to bound the distance between ., and p. Consider the line ¢ going through pi. and p. Let Py be the

multiset P projected onto ¢, and py the projection of any point p. Since the mean is linear, u is also the mean of P, i.e.,
szepz ppePy PLHz

p = =*pr— - Therefore, we have pu — 1. = ZT, and | P|||pp — piz|l <32, p, [[Pe — pi:|: since projection only
decrease the norm, [|p, — || < [[p — p-||, and the sum is at most 3 p [P — p- -

This means that ||p — p.|| < Wand Jensen’s inequality yields ||u — p.||* < W. Therefore,
Sopep P —ul? <2275 cp (Ip — pal* + llw — p:lI?) <2230 e p [lp — p2]|*. This concludes the lemma. O
C.3. Boosting the probabilities
Lemma 2.5. For any multiset E,
2
[Zyezr]|
cost(E, p(E)) = 3 lplff — =2,
oy |El
Proof. Using properties of squared distances, we have the following:
cost(E, u(E)) = Y |p— w(E H2_ZZ|pz )il
peEE peEE i=1
7221)7 +/j, *2pz (E)z
peE i=1
d
= > lIpll3 + Ie(B)5 — 2 pin(E
peEE =1
ere, we note that = & y: therefore, I = : = I=ver ¥l - Fyrthermore,
H hat ji(E) = 7 2 epy: theref ver (B3 = |B| - |u(E)]3 ”Zyﬁj"HQ Furth
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w(E); = ﬁ > yer Yi» and so:

d d
1
Z ZPW(E)Z‘ = Z ﬁ Yi Zpi
peEE i=1 i=1 yek peEL
2
14
= m 2 | 2P
i=1 \peFE
2
%7,
Bl
Combining those equations concludes the lemma:
d
cost(E, u(E)) = Y [Ipll3 + lu(E)3 — 2D pin(E)i
peE i=1
2
> Il [Zrez1], =
= p _—_—,
e B

We now turn to the proof of Corollary

Corollary 2.6. Let Sy,...,Sy be a partition of B4(0,A), and suppose we can privately compute the three sequences
(ni)1<i<k (SUM;)1<i<k, (SUMNORM;)1<i<) verifying the Property Then one can estimate the k-means cost induced
by the partition up to an additive error O (ke).

Therefore, given an (g,0)-DP algorithm A with multiplicative approximation M (g,0) and additive error A(e, ) that
succeeds with probability 2/3, there exists a private algorithm that succeeds with probability 1 — [ with multiplicative
approximation M (e/log(1/5),0/log(1/B)) and additive error A(e/log(1/8),6/log(1/8)) + O(ke).

Proof. To boost the probability from 2/3 to 1 — 3, one merely needs to run log(1/4) independent copies of the algorithm,
estimate the cost and output the solution with cheapest cost. If the estimate of the cost for each cluster is within an additive
O(e) of the true cost, Chernoff bounds ensure the desired guarantees. Therefore, we only need to show that one can estimate
the cost of a clustering, provided the estimate values of the lemma.

By assumption, we have n; = |P;| £ e, ||SUM,||2 = HzpeP» pH + e and SUMNORM; = > te.
T2

pEP;

First, in the case where n; < 2e, then we know | P;| < e and the cost of the cluster is at most e: therefore, the estimation e is
fine enough.

=

Otherwise, we have from Lemma 2.5|that the cost of the clusteris 3 . || pll3 — 2 The first term is estimated by

SUMNORM;, up to an additive e. For the second one, we have (dropping for simp11c1ty the subscript p € F;):

\Hzp||2—||sw 13]

somZ |2 - L
] ill2

|P;|  ni|

2
X Pl lISuml3

|Pi] n;

We bound the first term using the guarantees on [|SUM;|2: [[SUM;||3 = (|Xpll, £ e)’ = ||ZpH2 (2|P le + e?), where

=2

we used in the last inequality that ||> p||, < |P;|. Therefore, using | P;| > e, the first term is T? + O(e).

For the second term, we first bound ‘W -0 ‘: using standard approximation of (1 + z)~!, this is at most AL P ‘2 Now,

the term ||SUM;||3 can be bounded as follows: ||[SUM;||3 < 2|3 pl|, + 2¢? < 2(|P;|? + €?). Using again |P;| > e, we
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conclude
1
[Pl ni

2e

<2APP+¢) [
K3

[Sum;|3

= O(e).

Combining all those guarantees, we get:
2

su, [Zoer.r]
SUMNORM; + [Sumifls H2 = lpll3 - == W2 1 o).
peP; i

This estimation of the cost concludes the proof. O

D. Missing Proof of Section 3]
D.1. The Original Algorithm of (Mettu & Plaxton,|2000)

To emphasize that our algorithmic modifications are light, we state the original algorithm of (Mettu & Plaxton, 2000) in
Algorithm[4] in order to allow comparison with our Algorithm 1]
Algorithm 4 RECURSIVEGREEDY(P)

1: Let Co =0

2: for i fromOton —1do

3:  Let g; denote the singleton sequence (B) where B is a maximum value ball in {isolated(x, C;)|x € P\ C;}

4:  while The last element of ¢; has more than one child do

5: Select a maximum value child of the last element of ¢;, and append it to o;.
6: end while

7:  c;+1 18 the center of the last ball of o;

8: Civ1=C; U {Ci+1}

9: end for

D.2. The Proof of Theorem 3.4]

This section is devoted to the proof of Theorem [3.4] All the proof follow the original proof of (Mettu & Plaxton, [2000),
adapted to our setting. We restate for convenience both the algorithm and theorem we seek to proof:
Algorithm 3 RECURSIVEGREEDYMODIFIED(P, )

1: A = B, (Ais the set of available balls)
2: LetCyp =10
3: for i fromOton — 1 do
Let o, denote the singleton sequence (B) where B € A has a maximum value up to § among the available balls.
while The last element of o; has level less than [logn| do
Select a child with maximum value up to 6 of the last element of o;, and append it to o;.
end while
c;+1 18 the center of the last ball of ¢;
Civ1=C;U{ciq1}
10:  Remove from A the balls forbidden by ¢; 11
11: end for
Theorem 3.4. For any fixed z > 0, for all integer k > 0 and for all 0 > 1, the centers C}, produced by Algorithm|l|have
cost at most O(1) - OPTy, , + O(k0).

R A A

In what follows, we consider a fixed solution I" with k centers. For the purpose of this analysis, we assume that the algorithm
stops after selecting k centers and outputs Cx. Our objective is to compare the cost of the solution C}, to the cost of I', and
show that cost(P, C},) < O(1) cost(P,T") + O(k#). Fixing I to be the optimal (k, z)-clustering solution will conclude.

To reuse the first part of this section in a different context later (Appendix [F.2)), we introduce a new parameter ¢4 > 100.
We denote A(c 4, Cy,) as the set of balls of the form B(z,27%) € B; such that for all centers ¢ € Cy, dist(x,c) > c4 - 2%
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When c 4 = 100, this corresponds exactly to the set of available balls at the end of the algorithm. We will state the next few
definitions and lemmas with c 4, however in order to prove Theorem [3.4] we will only use the case ¢4 = 100.

For a center v € T, we let P, denote «’s cluster, which consists of all points in P assigned to vy in the solution I'. We
analyze the cost of each cluster independently as follows.

We split I" into two parts: T'g is the set of v € T" such that there exists a center of C, at distance less than (¢4 + 1) - 2~ log n]
from ~, and let I’y = I" — I'y. Centers in I'y are very close to centers in C}, and the cost of their cluster is therefore almost
the same in C}. The bulk of the work is to show that clusters in I'; are also well approximated.

To analyze the cost of those clusters, we will consider the largest ball centered at - that is still available at the end of the
algorithm. The next lemma shows that this is well defined; we show later that points outside of this ball have roughly the
same cost in C and I', as they are far from every center in both case; and most of the work is spent on showing points
inside of this ball (called the inner cluster) have also a cheap cost: we will relate their cost to the value of the ball. The key
observation for this is that, since the ball is still available, the algorithm selected balls with larger value. As the value is a
measure of how expensive a region is, we can show that the ball selected as larger cost in I" than the inner cluster in Cj,. A
careful analysis concludes from this that the cost of C; is cheap relative to the one of T'.

Lemma D.1. For any v € I'y, the following set is not empty:

{B = B(z,r) € B:dist(z,7) <r/2and B € A(ca,C)}

Proof. Let x be the closest point to v in N Mogn]- BY the covering property of nets, we know that dist(x,y) < 27 [log n] /2.

We show that the ball B(z,2~1°¢"1) is in A(c_4, Cy,). For this, assume by contradiction that it is not the case. There exists
a center ¢ € Oy, such that dist(z, ¢) < cq - 27 o8],

Using the triangle inequality, we get dist (7, ¢) < dist(y, z)+dist(z, ¢) < 2710871 /24 ¢4 .27 ogn] < (¢4 41).2 Mogn],
Therefore -y is in the set I'g, contradicting the assumption that it is in I';. This contradiction completes the proof. O

For any v € I', let B, = B(z.,,27!7) € B be a ball of maximum radius in the set defined in Lemma|D.1} We split P, into
two parts: In(P,) := P, N B, and Out(P,) = Py, — In(Py).

Intuitively, points in Out(P,) are about the same distance to -y than to a center in C}, which allows to easily bound their
cost. On the other hand, In(P,) consists of points from the cluster P, that are much closer to v than to any selected center.
We can relate the cost of In(P,) for the solution C to the value of B, as done in the following lemma.

Lemma D.2. Forall v € 'y, we have:

cost(In(Py), Cr) < (16ca + 24)7 - (cost(In(Py),T') + Value(B,)) 3)
cost(Out(Py),C) < (4dea + 3)7 - cost(Out(P,),T). “4)

And for all v € T'y, we have:

cost(Py, Cy) <27 - (cost(Py,T) + |Py| - ((ca +1)/n)%). Q)

Proof. We begin by examining the (more interesting) case where v € I';. The first step is to establish the existence of a
center in C, at a distance of O(277) from 7.

Essentially, since the ball ., has maximal radius among available balls close to -, there is one center not too far from that
ball. We formalize now this idea. When the first center c; is selected by the algorithm, the entire universe B(0, 1) is included
in B(cy,ca-271), and therefore none of the balls of level 1 are in A(c.4, Cy). By definition, B, is in A(c4, Cy), so L, > 2.
According to the covering property of nets, there exists therefore z € ./\/17_1 such that dist(y,z) < 2~ (h=1) /2 =27,
Furthermore, the maximality of the radius of B., ensures that the ball B(z,2~(>~Y) € Bis not in A(c4,C)). Thus,
dist(x, Cy) < ca -2~ (=Y = 2¢4 - 271, Combining these two inequalities, we get:

dist(y, Cy) < dist(y, ) + dist(x, C) < 275 +2c4 270 = (2c4 +1) - 271, (6)
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Proof of Equation : Let p € In(P,), we want to bound the cost of p for the solution Cj. We have, with triangle
inequality: cost(p, Ck) = dist(p, Cx)* < (dist(p,~y) + dist(vy, Ck))?.

We already have a bound on dist (7, Cy), so we turn to dist(p, v). Given p € B, = B(x,,27), we have dist(p, z.,) <
27!~ and by the definition of B.,, dist(z.,~) < 27 /2. Combining these with the triangle inequality, we obtain:

dist(p,y) < dist(p, z,) + dist(z,,7) <27 4270 /2 < 2. 270

This yields
cost(p,Cx) < (2-271 4 (24 + 1) -275)% = (2c4 +3)7 - 27%1. @)

We now bound 27!~ as follows. Either dist(p, v) < 27! /4: then, we get by the triangle inequality

dist(p, xv) < dist(p7 v) + dist (7, )
bjg427b/2=3.271/4
= 2717 <4275 —dist(p, 2+)).

Or, 271 /4 < dist(p, ). Then, we have 27y < 4. dist(p,y). Therefore, in both cases it holds that 27l < max(4 -
dist(p,7),4 - (2= — dist(p, x,))) < 4 - (dist(p,v) + 27!+ — dist(p, z,)). Raising both sides to the power of z yields:
27l <47 . (dist(p, y) + 270 — dist(p, z.,))*
<8 (dist(p,7)* + (27 — dist(p, z-))%),
Plugging this inequality in the bound on cost(p, Cy) given by Equation , we obtain

cost(p, Cx) < (2c4+3)7 -8 (dist(p, 7)* + (27" —dist(p, 2+))*) = (16c.4+24)7 - (dist(p, v)* + (27" —dist(p, x4))?).

Summing this inequality over all p € In(P,), we get

cost(In(Py),Cr) < (16c4 + 24)7 Z dist(p,v)* + Z b — dist(p, z.,))?)
peln(Py) In(Py)
< (1604 +24)7 - (cost(In(Py),7) + Y (271 —dist(p, z,))?)
peEB,NP

= (16c4 +24)* - (cost(In(Py),T') + Value(B,)).

Proving Equation (d): We turn to Out( ), and let p € Out(P,). As previously, we have from Equation (6):
cost(p, Cx) < (dist(p, ) + (2c4 + 1) - 27)*. We provide in this case as well a bound on 2~

The point p is outside the ball B, = B(z.,,27") and therefore dist(p,z,) > 27!, Moreover, by definition of B.,,
dist(y, z,) < 2717 /2. Thus, we get:

dist(p, ) > dist(p, z) — dist(y, z)

>27b 97l g =97l /2

= 270 < 2.dist(p,7).
Hence
< (dist(p,7) + (2c4 + 1) - 275)?
< (dist(p,y) + (2ca + 1) - 2 dist(p, 7))
< (4cq + 3)7 - dist(p, ).

cost(p, Ci)

Summing this inequality over all p € Out(P,) concludes:

cost(Out(Py),Cr) < (4dea + 3)* - cost(Out(Py),T).
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Proving Equation : Finally, we consider the case v € T'g: by definition, dist (7, C%) < (c4 4 1) - 2~ °8"1. Therefore
forany p € P,

cost(p, Cy) = dist(p, Cx)* < (dist(p, y) + dist(7, Cx))*
< 2% - (dist(p, v)* + dist(y, Ck)*)

< 2%. (dist(p, Y+ (ca+1)*- 2_Zrl°g’”)
< 27 - (dist(p,7)” + ((ca +1)/n)7) .
Summing this inequality over all p € P,

cost(Py,Cy) <27 - (cost(Py,I') + | Py - ((ca +1)/n)?). O

Lemma|[D.2]allows us to derive a first bound on cost(P, Cy). Indeed, summing Equation (3)) for all 7 € T'y, we get

cost( U In(P,),Ck) = Z cost(In(Py), Cr) < (16ca + 24)7 Z cost(In(P. Z Value(B
vel el vel vel
< (16¢c4 + 24)* - cost( U In(P. + (16c4 + 24)* Z Value(B
vyel vyel

Summing Equation (@) for all v € 'y, we get

cost( U Out(P, Z cost(Out(Py), Cr) < (4dca + 3)? Z cost(Out(Py),T')
Y€ y€ely vyely
< (4ca + 3)* - cost( U Out(P,),T).
vel

Summing Equation (5) for all v € Ty, we get

cost( () Py, Cr) <27 () cost(Py, T) + > |Py] - ((lea+1)/n)7)
Y€l Y€To v€To
< 27 - cost( U P, T)+ (2c4 + 2)* - n/n”.
v€lo

And finally summing the three parts, we obtain
cost(P, Cy) < (16c4 + 24)* - cost(P,T') + (2c4 4+ 2)7 - n' ™% + (16c4 + 24)* Z Value(B (8)
yel'y

From now on, we will fix the constant ¢4 = 100 for the rest of the proof. Equation (8] allows us to prove Theorem [3.4]in
the easy case where all the available balls at the end of the algorithm have values less than 6. Indeed all the balls B, are
available at the end of the algorithm, in that case ) Value(B,) < k - 0 and the theorem follows immediately from
Equation () (Recall that § > 1).

vely

We note My,1ue the maximum value of an available ball at the end of the algorithm. In the rest of the proof, we show how to
bound Zvel“l Value(B,) in the remaining case, when Mvyaiue > 6.

D.3. Bounding the Values

To do so, we start by showing a first lemma lower bounding the cost of the balls that do not intersect I'. We say that a ball
B € Bis covered by T if BN T # () (and recall that in our analysis T plays the role of the optimal solution).

Lemma D.3. Ifa ball B € B is not covered by T', then cost(B N P,I") > Value(B).

Proof. Consider B = B(x,r) € B, a ball not covered by I'. Here, dist(z,I") > r. For any p € B N P, the triangle
inequality implies dist(p, ") > dist(z, ') — dist(z, p) > r — dist(z, p). Raising both sides to the power of z and summing
forallp € BN P, we getcost(BN P L) =3 ppdist(p,I)* >3 pp(r —dist(z, p))* = Value(B). O
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The strategy for bounding the sum of values » ~ery val(B,) relies on the preceding lemma. Our objective is to match each
B, (for v € I'y) with an uncovered ball of at least the same value (approximately), ensuring that all the uncovered balls are
disjoint. Consequently, we can then upper bound the sum of values by the cost for I' of those uncovered balls, as established
in Lemma

In order to define the matching, we recall the notations from Algorithm [I] During the i-th loop, the algorithm defines a
sequence of balls o; = (O',L-l, 0?, ...), that are smaller and smaller, such that the initial ball has maximum value (up to )
among the available balls, and for 7 > 2 the ball o'g has maximum value (up to ) among the children of ag -t

In the following lemma, we show that we can prune all the sequences o; to establish some separation property. This
pruning removes some balls in each sequence, ensuring that the value of the first remaining ball in each sequence is at least
Myawe — 0, while guaranteeing that none of the remaining balls intersect. We denote xf the center of the ball aﬁ.

Lemma D.4. Foralli € {1,...,k}, there exists an index l; such that:

N Value(crﬁi) > Mvawe — 0.

« Foralli,i € {1,...,k}, andforalll > 1;,I' > ly, ol Nol, =0

D.3.1. PROOF OF THE LEMMA [D.4]

To compute each [;, the pruning procedure works as follows. Start with [; = 1 for all <. The first condition is clearly satisfied:
when o} is selected, it maximizes the value among the available balls up to 6.

The procedure enforces the second condition as follows: as long as there exist sequences o;, o with ¢ < i’ and two levels
£>1;, ¢ > l; such that af N af, # (), setl; = £ + 1 (i.e., prune the sequence o; to remove its entries before £ + 1)

We will demonstrate that this procedure is well-defined and inductively preserves the first property. Consequently, when it
terminates, both conditions are satisfied.

Before proving Lemma|[D.4] we need some preliminary results. Our first remark on the algorithm is as follows: at the time
when a ball o7 is selected by the algorithm, it is available. This is clearly true when the first ball of the sequence is picked in
line 4. To prove that it is also true for the balls picked in line 6, it suffices to prove the following lemma.

Lemma D.5. Ar any moment of Algorithm[d} if a ball is available, its children are also available.

Proof. Let By = B(x1,r) € B be aball and let By = B(xz3,r/2) € B be a child of B;. By definition, we have
dist(z1,22) < 10- 7. Suppose By is forbidden by some center ¢: then dist(c, x2) < 100 - r/2. Using the triangle inequality
yields

dist(c, z1) < dist(c, z2) + dist(zg,21) < 10-7+50-r < 100 - r.

Therefore B; is also forbidden by c. O

We now establish a simple lemma that sets a limit on the distance between the center of two balls appearing in a same
sequence o;.

Lemma D.6. Let vy = B(zo,70),-..,uw = B(xy, 1) be a sequence of balls of B such that for all i, u;41 is a child of u;.
Then dist(x1, z;) < 20 - 7.

Proof. By definition, the distance between the center of a ball w = B(x, ) and the center of any child is at most 10 - r. By
induction, we get:

-1
dist(ug, u;) < dist(w;, uj11)

-1

10"/’0
1().73:2:T
=0

0'7“0. O

-
Il
= o

IN

IN
S
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The next Lemma is the key to prove that the procedure to compute the I;’s terminates and verifies the conditions of
Lemma[D.4l

Lemma D.7. Foreveryi,i' 1,1' suchthati < i and o' N af/ = (),

o level(z}) > level(xl) + 2

* Value(o!t) > Value(o},) — 6.
Proof. Let i, 1,1’ such that i < ¢’ and o} N o, # (). We start by proving the first point by contradiction: suppose that
level(x},) < level(z!) + 1. We extend the sequence starting from xﬁi to prove the existence of a “descendant” of x}, of level

level(z!) + 1 close to z}. We will then prove that this descendant became unavailable when ¢; was selected, contradicting
Lemma

More precisely, we pick recursively a sequence ¥o, . . . , ¥j,..., such that g = xil, and B(y;41,2~ level(y;+1)) {5 an arbitrary
child of B(y;, 27 '¢vel:)) such that in o} N B(y;41,27 ¢ve1Ws+1)) =£ () and we stop when level(y;, . ) > level(x!) + 1.

We prove by induction that this sequence can be defined: assume that B(y;, 2~ level(y; NN ol # 0, and let z be a point lying
in the intersection. By the covering property of nets, there exists a net point ¥, in /\/level(yj ,,) such that dist(z, y;j41) <
2~ level(ys+1) /2. We have dist(y;, yj+1) < dist(y;, z) + dist(z, yj1) < 27 1evelws) 4 g=levellysra) /o < (. 27 level(us),
Therefore B(y;1,27 '*v!¥i+1)) is a child of B(y;, 2~ '*v*!¥:)) and by construction x € ot N B(y;41,27 evelwi+1)),

There exists a net point y in the sequence x},, . .. ,xﬁ//, Y1, - -+ Yjma. Of level level(z!) + 1. This point y is either y;, . if

’ . . .
level 2}, < level(z!) + 1, or some point in the sequence z}, ..., x!, = yo = y;, . otherwise.

By construction, the two balls ¢! and B(y;,,.., 2~ '*V*!(Winaz)) are intersecting, and therefore
dlst(ﬂ?i, yjmaz) < 92— lcvcl(mi) +9- level(Yjmax ) < 2.9~ lcvcl(zﬁ) —4.9" lcvcl(y).

Applying Lemma to the sequence B(y,27veW) .. B(y;,...,27 v Wina)), we get dist(y;,,,.,y) < 20 -
2~ level(v)  Using the triangle inequality, we finally obtain

dist(z!, y) < dist(al, ;... ) + dist(y;,,..,y) < 24 - 27 levelW),

On the other hand, applying Lemma again, we get dist(c;, 2!) < 20 . 27 level@) = 40 . 2~ level®) and therefore
dist(c;,y) < dist(c;, 2b) 4 dist(z!,y) < 64 - 271evel®) < 100 - 27 1evel®), Hence, the ball B(y,2~ '*"*!®)) became
unavailable when ¢; was selected and is not available when ¢, is picked because i’ > i. But Lemma guarantees
the availability of all the balls within the sequence o};,. .., a, B(yy, 27 vy . B(y, 27 1velWimaz)), including

B(y,2~ level(y)) | when the algorithm selects o). We have a contradiction and this concludes the proof of the first point.

We turn to the second point. The idea is to prove the existence of a net point x of level level(z!) + 1 such that the ball
B(x,27'*v1(*)) is a child of ¢!, and such that Value(B(x, 2~ '*v*!(*))) is greater than Value(c}, ). Given that the algorithm
selects a child with the maximum value up to 6, this will allow us to conclude.

More precisely, we start by deriving a bound on dist (!, z},). Applying Lemma we get dist(x,lii, z}) <20-27 level(z;,)
By the fist point of the Lemma, we know that level(z,) > level(2!) + 2 and therefore dist(z,, z) < 5 - 2~ level@)_On
the other hand we have o! N o*éﬁ # () and so dist(x!, xﬁj) <2.27 level(w;) Using the triangle inequality, we finally get
dist (!, 21) < dist(z}, al) + dist(zl), 2},) < 7.2 levellal),

Now let z be a net point of level level(z}) + 1 such that =}, € B(x, 27 '¢ve!(#) /2) such a point exist by the covering property
of nets. We have dist(z!, z) < dist(z}, z},) + dist(z},2) < 7.2~ level(a}) 4 9= level(z) /9 < 10 - 9~ level(}) Therefore
the ball B(z, 2~ '*v°!(#)) is a child of o' and could have been chosen by the algorithm instead of Uﬁ“. The algorithm selects

a child of o} with the maximum value up to 6. Hence Value(c! ™) > Value(B(z, 2~ '¢vel(®))) — ¢,

To conclude the proof, it just remains to show that Value(B(z,2~'¢¥!(®))) > Value(c},). We will show that for any
pe PN ail,, the contribution of p to the value of o’il, is lower than its contribution to the value of B(xz, 2~ ICVCI(m)). Letp
be a point of P N o}, the contribution of p to the value of o}, is (2~ level(}s) _ gist, (p,z}))*. We have established that
level(zL) > level(z!) + 2 = level(z) + 1. Therefore we can bound 2~ 1evel(ziy) < 9=level(x) /2 Moreover, z) is by
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construction in B(x, 27 '*v*1(*) /2)  hence using the triangle inequality we get dist(p,z},) > dist(p, z) — dist(z,z},) >
dist(p, x) — 27 1*v¢1(*) /2. We can now bound the contribution of p to the value of o},
(27level(wi,) _ diSt(p, (E}/))Z < (271eve1(a:)/2 _ (dist(p, LC) _ 271eve1(:p)/2))z
< (2—1evel(m) _ dist(p, JJ))Z

This is precisely the contribution of p to the value of B(x, 2~ '¢v/(#)), Summing this inequality for all p € P N o}, we
obtain Value(B(x, 2~ ¢v/®))) > Value(c},), concluding the proof. O

Proof Lemma We are now ready to prove Lemma|[D.4] We recall for convenience the procedure to compute the /;’s,
described at the beginning of Appendix Start with [; = 1 for all ¢, and note that with this choice, the first condition is
verified by the design of the algorithm: when o7} is picked, it maximizes the value up to § among the available balls. In
particular, o} has a value larger up to 6 than any ball still available at the end of the algorithm.

To enforce the second condition, proceed as follows: as long as we can find ¢ < 4" and [ > [;, I’ > [;» such that aé N oﬁj £,
update [; = [ 4+ 1. The first item of Lemma guarantees that this procedure is well-defined, namely that o! is not
the last ball of the sequence, and that aﬁ'H does indeed exist. Furthermore, the second item of that Lemma ensures that
Value(af-iﬂ) > Value(a},) — 0 > Myuae — 6. Therefore, the first condition remains satisfied after each update.

At each step, one of the /; gets incremented, so this procedure must terminate because the maximum level is [log(n)]: when
it ends, both conditions are satisfied, concluding the proof. O
D.3.2. BACK TO THE PROOF OF THEOREM [3.4]

Our goal is to identify £ disjoint balls with values greater than those of B, using Lemma and then apply Lemma to

finalize the proof.

Proof of Theorem To prove the theorem, we define a function ¢ that maps the center of 'y to balls of B such that for all
v eTly:
1. forally’ € Ty withy # 7/, ¢(v) N p(y') =0,

2. ¢(v) is not covered by T,
3. The value of B, is less than Value(¢(v)) + 6.

Given such a matching ¢, we can conclude as follows. Summing the inequality of the third property of ¢ gives
Z Value(B,) < k-0 + Z Value(o(7)).
vyel vel

Each ¢(7) is not covered by the second property of ¢, so we can apply Lemma Moreover those balls are disjoint
because of the first property of ¢ and we obtain

Z Value(o (7)) < Z cost(o(v),T)

vyel vyel

< cost( | 6(2).1)

Y€
< cost(P,T).

Putting everything together we finally get

Z Value(B,) < k- 6 + cost(P,T").
vel

Combining this with Equation (), this conclude the proof of Theorem 3.4]
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The rest of the proof is dedicated to the construction of the matching ¢ with the three desired properties. We construct a
more general function ¢ that can also map the centers of I'y. The restriction of ¢ to I'; will verify the desired properties. Let
l; be the indices provided by Lemma|[D.4] We have 3 steps in the construction of ¢:

* First, for any ¢ such that the last ball of the sequence o; is covered, we let B = (¢, 9~ [log "W) be this last ball (with
center at ¢; € Cf) and chose arbitrarily v; € T covering B. We define ¢(~y;) = B. We note that, in this case, v; € T'g —
since dist(c;, ;) < 2~ Mognl |

* Second, for any ¢ such that at least one of balls of the pruned sequence (aﬁ) 1>1, 1s covered but not the last one. We

define )\; > [; to be the smallest index such that for all [ > ); aﬁ is not covered. Let 7y; be an arbitrary element of I"
that covers o, 1. We define ¢(y;) = o).

%

¢ Last, for any element in I'y that is still unmatched, we extend ¢ to form an arbitrary one-to-one matching between
the remaining elements v € I'; and all Ué", where i is such that none of the balls in the pruned sequence (');>;, are
covered.

Note that the second item of Lemma [D.4] guarantees that if -y € T" covers a ball of a pruned sequence, it cannot cover a ball
of another pruned sequence (as those balls are disjoints): this ensures that our definition of ¢ is consistent and that ¢ is
one-to-one. We can now verify it satisfies the three desired properties.

Property 1. For any ,+’ € Ty, let i such that ¢(7) is a ball of the pruned sequence (c!);>;,, and let i’ such that ¢(v')
is a ball of the pruned sequence (c?,) 1>1,,- By construction of ¢ we have i # i’ and therefore Lemma ensures that

() No(y) =0.
Property 2. For any v € I'1, ¢() is not covered by I" by construction.

Property 3. Fix ay € T';. We distinguish two cases, based on whether ¢ () was defined at the second or last step of the
procedure (it cannot be defined at the first, as +y involved there are in I'y). We aim at showing Value(B,) < Value(¢(7))+6.

* If ¢(7y) is defined in the last step, then it is of the form J,ﬁf‘, and Lemmaensures that Value(aﬁi) > Mvae — 0.
Combined with the fact that B, is available at the end of the algorithm (and therefore by definition of Myalye,
Value(B,) < Myalue), we obtain directly Value(B,) < Value(¢(7)) + 6.

* Otherwise, ¢(7) is defined in the second step, and ¢(vy) = ai)‘i. The proof follows a structure similar to the one of
Lemma|D.4] We will show that there exists a ball B(x, 2~ le"81("”?1‘)) in B, that contains B, and is a child of 0;\1’71. In
that case, since the algorithm opted for o over B(z, 2~ level (27 we get Value(o) > Value(B(x, 2~ level(@7)))
6. Since this ball contains B.,, it has greater value, which concludes the proof of Property 3. Therefore, we only need

to show the existence of such a ball. Note that we don’t actually need that B, is contained in it, only that its value is
greater than Value(B,): we will only show this simpler property.

Let ., be the center of B,. We start by proving that level(z.) > level(z]%) + 1. Assume by contradiction that
level(z,) < level(z]). We are going to prove that in that case, ., is too close to the center ¢; and therefore is not
available at the end of the algorithm, contradicting the definition of B,,.

First, by definition of B., we know that dist(z, ) < 27 '°¥¢1(#1) /2. Second, since 7 is an element covering o\,

it holds that dist(vy, =} ™) < 2~ level(z; ") — 9. g level(a}") < 2.2 levellzy) Third applying Lemma m we

get dist(z !, ¢;) < 2027 level(#;* ") < 40 . 9= level(z+) | Combining these three inequalities using the triangle
inequality we obtain

dist(z.y, ¢;) < dist(z,7) + dist(y, 2] 1) 4 dist(z) 1, ¢;)
< (0.5 4 2 +40) - 27 levell@)
S 100 . 2—1evel(.’c.y).

Therefore B, is not available at the end of the algorithm, contradicting the definition of .,. This finalize the proof of
the inequality level(x,) > level(z)*) + 1.
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We now identify the desired child of o "*. Let x be a net point of level level(z}) such that dist(z,z,) <

9~ level(z") /2 (such a point exist by the covering property of nets). We show that B(z,2~'¢v*!(*)) is a child of
Ad .- .
o)1, Since ~ is covering Jg\i_l, it holds that dist(x;\’i_l, y) < 227 level(zi*) - Additionally, by definition of B, we

know that dist(y, z.,) < 27 1evel@) /2 < 2~ level () /4. Combining these three inequalities, and using the triangle
inequality, we obtain

dist(z} 1, ) < dist(z) 1, ) + dist(y, ) 4 dist(z, z)
< (24 0.25 4 0.5) - 27 level@l)
<20-2° level(m?i)

S 10 . 2— level(l?iil)'

Therefore the ball B(x, 2~ '°ve!(#)) is a child of ai)‘i*l and could have been chosen by the algorithm instead of o'i)‘i. The
algorithm selects a child of o} with the maximum value up to 6. Hence Value(o;") > Value(B(x, 2~ 'vel(®))) — g,
To conclude the proof, it just remains to show that Value(B(x, 2~ '*V*1(*))) > Value(B,). We will show that for any
p € PN By, the contribution of p to the value of B,, is lower than its contribution to the value of B(x,2~ level(2)) et
p be a point of PN B,,, the contribution of p to the value of B., is (271*V*!(2) —dist(p, x,))*. We have established that
level(z,) > level(z)" ') 4-2 = level(z) + 1. Therefore we can bound 2~ 'evel(#+) < 2= level(z) /9 Moreover, ., is by
construction in B(x, 27 '°v*1(#) /2) ‘hence using the triangle inequality we get dist(p, z) > dist(p, z) — dist(z, 2. ) >
dist(p, z) — 27 1v*1®) /2. We can now bound the contribution of p to the value of B,

(27 level(zy) _ dist(p, l‘»y))z S (27 level(I)/Q - (diSt(pv l‘) — 27 level(z) /2))2
< (27 19@) _ dist(p, x))*.

This is precisely the contribution of p to the value of B(z, 2~ level(=) ). Summing this inequality for all p € P N B, we
obtain Value(B(x, 2~ '*v1(*))) > Value(B, ), concluding the proof.

E. Missing Proofs of Section 4]

E.1. Direct application to centralized DP

As an illustration, we sketch an application of previous results to the centralized DP setting. A more formal and general
argument will be given later in Theorem In centralized DP, when each element is part of at most b sets, standard
result show the existence of generalized histograms with additive error O (\/ bD -log(m/(003))/ s). To compute the

values of each cell, D = 1, there are m = n°@ many cells, and b = 20(d) logn. Therefore, those results and
Theorem [3.4]yield an (e, §)-DP algorithm A for (k, z)-clustering with multiplicative approximation O(1) and additive error

0 (kQO(d) -log(n/(86))log'/? (n)/s) with probability 1 — 5.

This can be combined with the results of Section [2f to get multiplicative approximation w*(1 4+ «) and additive error
kCM 10g3/%(n) /e + O (k\/alog(k)/e) as follows: first reduce the dimension to O (log(k)/a?), then use algorithm A
and the Laplace mechanism to apply Lemma[2.4] To lift the result back up to the original space, estimate the mean of each
cluster as follow: simply estimate the size of each cluster (D = 1,b =1, m = k) and Zpe p, p with a Laplace mechanism

(the ¢, sensitivity is 1 in the first case, v/d in the second): Property is satisfied with e = v/d /€. Lemma shows
that this gives a solution with the desired cost. Finally, repeat log(1/43) times to boost the probability, which increases the
additive error by log(1/0).

For (k, z)-clustering, instead of lifting the clustering using the average of each cluster, we can solve the (1, z)-clustering
problem on each, which can be done efficiently with additive error \/Epolylog(n/ J) (see (Ghazi et al., 2020)). This
therefore reduces the multiplicative approximation to w* (1 + «), as in the k-means case.
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E.2. Structured Clusters

We start by providing a formal statement for Lemma 4.2}

Lemma E.1. There exists a family of set G = {G1, ..., Gy, } efficiently computable, with m = nOD  and with the following
properties. First, any point from B4(0,1) is part of at most O(logn) sets G;. Second, each cluster can be transformed
to consist of the union of few G;. Formally, fixany 1 > « > 0, and let C = {c1, ..., c, } be any set of centers. Then, it is
possible to compute a partition A of B4(0, 1) together with an assignment a : A — C of parts to centers, such that (1) each
part of Ais a set from G, (2) |A| < k- a=9D log(n), and (3) for any multiset P,

cost(P,C) — Z Z dist(p,a(A))| < acost(P,C) + g
AeApePnA a

Proof. To define the sets Gy, ...G,,, we make use of a hierarchical decomposition G = {Gi, ..., Gfiog(n)] } With the
following properties:

1. foralli =0, ..., [log(n)], G; is a partition of B4(0, 1). Each part A of G; is called a cell of level ¢, denoted level(A) = 4,
and has diameter at most 27°.

2. The partition G, is a refinement of the partition G;, namely every part of G, is strictly contained in one part of G;.
Go is defined as {B4(0,1)}.

3. for any point p € By(0,1), any level i and any r > 1, the ball B4(p,72~) intersects at most (%) many cells of level
1.

Such a recursive decomposition can be computed using e.g. the net tree of (Har-Peled & Mendel, 2006)). this construction
ensures |G;| = 2-00d) We let G = UG;: this has size nO(@  as desired. For the first property, since the depth of the
decomposition is [log(n)] + 1 and each level is a partition, each point from By(0, 1) appears in exactly [log(n)]| + 1 many
G;.

We now show the second property. Fix a set of centers C = {cy, ..., ¢; }. We show how to construct a partition A of B4(0, 1)
and assign each part to a center as in the lemma.

For a cell A of level i + 1, we denote by PARENT(A) the unique cell of level ¢ containing A. Let £ = [10/«]. For any cell
A of the decomposition, fix an arbitrary point v4 € A. We call the /-neighborhood of A all cells at the same level as A that
intersect with the ball B (v, £27¢v°1(4)). Note that this includes A.

Let A be the set of cells A such that their /-neighborhood does not contain a center of C, but the ¢-neighborhood of
PARENT(A) does contain one. Add furthermore to .A the cells at level [log(n)] that contain a center in their ¢-neighborhood.
We verify now that .4 has the desired properties: first, that its size is bounded; second, it is a partition; and finally, that each
cell can be fully assigned to a center while preserving the cost.

Size of A. We first bound the size of the set A obtained. For this, we will count for each level how many cells have a center
in their ¢-neighborhood, and how many children each cell has. The product of those two quantities is an upper bound on
|A|. First, for a fixed level i and center c*, the decomposition ensures that there are at most (%) many cells intersecting
Bg(c*,2027%). Note that any cell A that contains c* in its £-neighborhood must intersect By(c*,2¢27%): indeed, if B is the
cell containing ¢* this means there is a point in B at distance at most £2~% of v 4. Since the diameter of B is at most 2%, c*
is at distance at most £2~¢ 4+ 27% of v 4, and therefore A intersects with the ball By(c*, 2¢27%).

Now, using the third property of decomposition, any cell A of level i is the parent of at most 2°(9) many cells. Indeed, all
those cells are included in A: this means they are contained in a ball of radius 2% and since they are at level ¢ + 1, third
property ensures that there are at most 2°(4) many of them. Therefore, at any level, at most & - £9(4) = k. =9 cells A
are added, as N*(PARENT(A)) must contain one center. Hence, |A| < k - o= 9@ log(n).

A is a partition of B;(0, 1). Now, we show that A is a partition of B4(0, 1). For this, we observe that if a cell A contains a
center in its /-neighborhood, then PARENT(A) also contains one. First, we argue that the cells in .A cover the whole unit
ball. For a point p in the ball, consider the sequence of parts containing it. There are two cases: Either the smallest part at
level [log(n)] contains a center in its £-neighborhood, and, thus, it is added to .A4; or it does not, and then the largest part of
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the sequence that does not contain a center in its £-neighborhood is added to .A. Note that such a largest part must exist, as
the cell of level O contains all centers.

Next we argue that all cells in A are disjoint. Consider two intersecting cells A and B in A. By property 2 of the
decomposition, it must be that one is included in the other: assume wlog that A C B (therefore level(A4) > level(B)). Note
that if A is on level log(n) and has a center in its /-neighborhood, then trivially N*(PARENT(A)) contains a center. Thus,
for all A € A it holds that N*(PARENT(A)) contains a center. But PARENT(A) C B: therefore, N*(B) contains a center,
which implies that B ¢ A. Thus, A and B cannot be both in .A, which concludes the proof that A is a partition of By(0, 1).

Assigning cells to center. We can now define c as follows: for each cell A € A, we define a(A) = argmin,; dist(va, ¢;) to
be the closest point from C to v 4.

We first define an assignment for a cell A € A at level log(n). In this case, triangle inequality ensures that paying the
diameter of A for each point allows to serve all points in A with the same center. Formally, let a(A) be the closest center to
v4. Forany p € A, we have using Lemmal[A.T}

2 < (2dist(p, va) + dist(p, C))?

~—

dist(p, a(A))? < (dist(p,va) + dist(va, a(A))
1

< (1+ /2)dist(p,C)* + (1 +

< (14 «/2) dist(p,C)? + g : %

) -4 dlSt(pv UA)2

Rl

Therefore, summing all points in cells at level log(n) gives an additive error at most %

Now, fix acell A € A atlevel > log(n), and a point p € A. Since, by construction of A, the ¢-neighborhood of A contains
at most one center from C, it holds that:

* either p is already assigned to a(A), and then dist(p, a(A)) = dist(p, C),

* or the center serving p in C is outside of the ¢-neighborhood of A: in particular, dist(p,C) > ¢ - dist(p,v4). In that
case, we use the modified triangle inequality from Lemmal[A.T] This yields similarly as above:

dist(p, a(A))? < (dist(p,va) + dist(va, a(A)))? < (2dist(p,va) + dist(p, C))?

< (14 a/2)dist(p,C)* + (1 + %) -4 dist(p,va)?

< (1+«/2)dist(p,C)* + (1 + %) 4. E%dist(p,C)g
(14 a/2) dist(p, 0% + (4+ 2) - 2 dist(p, C)?
- P, o’ 100 P,

< (14 «)dist(p,C)>.

Summing over all p € P and combining with the cells at level log(n), we conclude that:

Z Z dist(p, a(A))?* < (1 + ) cost(P,C) + %.

AeApePNA
The other direction is straightforward: since a(A) € C, we have by definition for any p € A dist(p,C) < dist(p,a(A4)), and
therefore cost(P,C) < 3 4y 4 22 e pra dist(p, a(A4))?. O
E.3. Main Approximation Result

Lemma E.2. Fix a privacy model where there exist private generalized bucketized vector summation such that with
probability 2/3 the additive error is A(m, b, D), where m is the number of sets, b the maximal number of set containing any
given element, and D the dimension of the image of the f;. Assume that the error A is non-decreasing.

Then, there is a private algorithm for k-means of points in R¢ that, with probability 1 — 3, computes a solution with
multiplicative approximation w*(1 + ) and additive error (A(m, k%>Mb, 1) + A(m,b,d)) - k9«1 polylog(n) log(1/3),
with m = n9=1°8() gnd b = log(n).
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There is also a private algorithm for (k, z)-clustering of points in R that, with probability 2/3, computes a solution with
multiplicative approximation w*(2* + o) and additive error (A(m, k9=Wb, 1) + A(m,b,d)) - k91 polylog(n).

Proof. This theorem combines all previous results.

We first describe and analyze our private algorithm designed for low-dimensions d=0, (log k). To use Algorithm one
needs to estimate the value of each balls. There are at most m; = n°(® of them, and each input point is in b; = 2°@ logn
many balls. This can be done with a summation algorithm, with additive error A(my, b1, 1) on the values. Therefore,
Theorem shows that this implementation of Algorithm computes a solution with multiplicative approximation O(1)

and additive error kA(mq, b1, 1).

Then, one can apply Lemma to get structured cluster, with same multiplicative approximation, and additive error
increased by O(1/a). We have the following guarantee: each cluster is described with ko~ log(n) many sets of G, each
element appears in at most log n sets of G, and |G| = n®=(1°8 %) Therefore, using the summation algorithm, one can compute
the size of each cluster up to an additive error e; = A(|G|,logn,1) - a~?log(n). Similarly, one can compute SUM; for
each cluster ¢ up to an additive error A(|G|,logn,d). Therefore, Property [2.1]is satisfied with an error e = A(|G|,logn, d).
This is enough to boost the approximation ratio using Lemmal[2.4] and get a multiplicative approximation w* in the space
R¢. The additive error increases to k' A(my, by, 1) + keq, for k' = kM log(n).

Now, we show how to use this algorithm as a subroutine, to solve the problem in large dimension d. The algorithm starts by
applying the dimension reduction of Lemma to reduce the dimension to d = O, (log k). Then, it computes a clustering

using the previous argument, and turns the result into a structured partition using Lemma|E.T] Using generalized summation
algorithms, the algorithm computes n;, SUM; and SUMNORM; that satisfy Property The additive error in the estimation

ise:= A(|g],logn,1) - a—d polylog(n) (note crucially that the exponent of « is still d, as the clusters are structured in R).

We conclude the theorem for k-means by plugging those estimations in Lemmal[2.2)for dimension reduction and Corollary
to boost the probabilities: with probability 1 — 3, the total additive error is

k' A(mq,b1,1) + A(|Gl,logn, 1) - k - a‘dlog(n) + A(|G|,log n, d) - a4 polylog(n)
Compute initial solution Boost approx. Lift up the results and boost proba.

< (A(noaﬂogk), k=W log(n), 1) + A(nC=18M logn 1) + A(nC~1eh 10gp, d)) - kO« polylog(n)

< (A(nO“(IOg ) kO=Wlogn, 1) + A(nC=1ek) logn, d)) - k9= polylog(n).

For (k, z)-clustering, the same holds, although we cannot boost the success probability, and the multiplicative approximation
is (2% + a)w*. O

Corollary 4.4. There are algorithms for k-means with multiplicative approximation w* (1 + «) that achieve with probability
at least 1 — f3:

* additive error v/nD - k9«(1) /< - polylog(n) - log(1/3) in the local (&, §)-DP model with one round of communication,

s additive error /D - k9«1 /< . polylog(nD/§) - log(1/3) in the shuffle (¢, 8)-DP model with one round of communi-
cation,

o additive error /D - k9« /e - polylog(n) - log™® (DT) log log(T')/log(1/6) - log(1/8) in (¢, §)-DP under continual

observation.

The same additive guarantee hold for (k, z)-clustering, with multiplicative approximation w*(2* + «) and probability 2/3.

Proof. The guarantee for the local model stem from Lemma 28 in (Chang et al.| 2021) combined with Lemma[B.2] which
gives a generalized bucketized summation algorithm with desired guarantee (even for § = 0): the additive error is with

probability 2/3 A(m, b, D) = VP18 Eor the (¢, §)-shuffle model, this is Theorem 33 of (Chang et al., 2021): the

additive error is with probability 2/3 A(m,b, D) = D polylog(mTD) (with an unspecified polylog).

£

Under continual observation, we give in Lemma a generalized counting mechanism that has with probability 2/3, at
all time step simultaneously, an additive error O (bv/D - e~ ! log(DT)/log(mDT/3) 1og(blog(T)/6)). Plugging in the
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values of b, m and using Theorem [.3] concludes. O

F. Missing Proofs of Section
F.1. Centralized DP

Lemma F.1. Algorithm l| implemented with the exponential mechanism computes a solution to (k, z)-clustering with

kv/dpolylog(n/3)
E/

multiplicative approximation O(1) and additive error . Furthermore, the running time is k) - nlog? n.

Proof. For the initial choice of the sequence (line 4 of Algorithm|T)), the exponential mechanism takes a decision out of
dlog(n/B)
5/

)

n°(@) many balls: therefore, the value of the chosen ball deviates from the optimum by an additive error O (
with probability 1 — . Each choice made in the while loop line 5 takes a decision out of the children of the current ball, and
there are at most 29(4) of them: therefore, the additive error is O (M), with probability 1 — 3.

In total, k log n choices are made: therefore, taking 8 = 1/(3k logn) ensures that all errors are bounded by O (M)

with probability 2/3. Combined with Theorem this shows that the additive error of Algorithmis (0] (M) .

Dimension reduction reduces d to d = O(log(k)) while preserving a multiplicative approximation O(1), and the additive

polylog(n)kv/d
6’

error induced by lifting the clustering up in the original space with Lemma|[2.2|is O < ) Indeed, one can

estimate the size of each cluster and Zpe p, p with the Gaussian mechanism: in the both cases, the £5 sensitivity is O(1).

The Gaussian mechanism ensures that, for each of those estimates, the additive error is bounded by v/d/<’ log(1/£) with
probability 1 — 3. Therefore, a union-bound over all 2k estimates shows that Propertyis satisfied with e = v/dlog(k) /e’
This concludes the approximation guarantee.

The running time of a naive implementation of this algorithm is n‘i, to run the exponential mechanism. However, note that
only 2dp, log n balls are non-empty (since at each level, each point is in at most 2d many balls). All empty balls have same
value, equal to 0. Therefore, the exponential mechanism can be implemented in time 2dp logn = k°Mnlogn. As the
algorithm makes O(k logn) calls to the exponential mechanism, this concludes the complexity analysis. O

To show that the procedure is (g, §)-DP, we follow the analysis of (Gupta et al.,|2010) for weighted set cover (adapted
by (Chaturvedi et al.,[2021) for k-means): in our language, they analyzed the exponential mechanism for a process that
selects iteratively balls with largest value, and then remove all points of the selected ball. Our process is more intricate, as it
combines selecting the heads with constructing the sequence. We manage nonetheless to adapt their proof in the following
lemma:

Lemma F.2. Algorithmwhen implemented using the exponential mechanism with parameter &' = m, is (¢,0)-DP.

Proof. We follow the proof of (Gupta et al., 2010) for set cover. Our two step process incurs some complication: analyzing
the selection of the first ball of each sequence o; is similar to (Gupta et al.,[2010), but in our case it is interlaced with the
recursive greedy choices, which makes thing more technical.

We consider the outcome of the algorithm to be the & sequences of balls o1, ..., 0% (instead of merely the k centers), and
we will show that this is (¢, d)-DP. For this, we will fix a given set of sequences C = (o1, ..., o)) and will compare the
probability that the outcome of A is C on two neighboring inputs X and X'. Note that fixing a sequence C also fixes the
center chosen by the algorithm: the i-th center is the (geometric) center of the last ball in ;.

We start with some notations. We write A(X )z to be the j-th choice made by the algorithm in the -th sequence, on input X.
We denote {0, < i,< j} the event A(X)’, = ¢/ for all i’, j' such that either i’ < i or 7’ =i and j/ < j. We write {7, < i}
for {0, < i, < co}. Furthermore, for a ball B, we write C'(B) the children of B (see Section [3|for the definition of children,
forbidden and available)

For any ball B € B and dataset X, we write Value;(B, X) = —oo when B is forbidden by some center among the first
i — 1 of C; and Value,; (B, X) := Value(B, X)) otherwise (when B is still available after choosing the first i — 1 centers
from C).
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Pr[A(X)=C]

Let X and X' be two neighboring datasets, with symmetric difference X AX’ = {p}. We aim at bounding A =0T

There are two different choices in the algorithm: the choice of the first elements of each sequence, and then the recursive
construction of the sequences themselves.

exp(e’ Value(a}, X))
> pepexp(e’ Value;(B, X))’
exp(e’ Value(a?, X))
Y cec(or—1) exp(e Value(c, X))

Pr[AX)! = o} | {0, < i}] =

Pr [A(X)]f = ol |{o,<i,< j}} -

?

Note that, if there is i such that o} is not available at the i-th step, then Pr[A(X) = C] = Pr[A(X’) = C] = 0; and
similarly if there are some 4, 7 such that af is not a children of 05 - namely Uf ¢ C (af _1). Therefore, we only need to
focus on admissible sequences, where the previous cases cannot happen. This ensures that one input point p can appear only
in log n many o7 and C(07), one per level of the ball hierarchy. Indeed, if p € o7, then all balls containing p at the level of
Jf and the level below are forbidden by the algorithm, and thus in any subsequent admissible sequence p cannot appear in
another ball at those levels; since there are log n levels, p appears in at most log n balls or children of balls in an admissible
sequence of balls.

We now analyse the ratio of the probabilities. We write:
PrlA(X) = C|
PrlAX") = C]

_ ﬁ exp(e’ Value; (o}, X))
N - exp(e’ Value(a}, X))

(C))

1T 25 exp(e Value; (B, X))
H > g exp(e Value; (B, X))

len(o;)

(10)
exp(e’ Value(a?, X))
exp(e’ Value(a?, X))

ﬁ H ZBEC( i1y eXp(E Value( X’))
i=1 j=1 Y Bec(oi- 1)eXp(€’Value(B X))

k
=1 j=1
len(

Y

0'

12)

We start by bounding the two easier Equation (II) and Equation (I2)). Those are the standard terms from the exponential
mechanism: for twe neighboring dataset differing on a single point p, the value of any ball changes by at most A, and does
exp(e’ Value(o?,X))
exp(e’ Valuc(crJ X))

s0 only when p is part of the ball. So, when p is part of the ball aj we have: < exp(e’A), and when p
EBeC(gJ 1, exp(e’ Value(B,X"))

is part of a ball among C(af), we have: <= 3 e Valua(B,X))
Bec(sd™h

< exp(e’A).

As mentloned before, is an admlsmble sequence p is part of at most logn o7 ' and logn C(o ) therefore, the products of
Equation (11)) and Equation (12)) is bounded by exp(2logn - £’A).

We can now focus on the two more intricate terms, Equation @]) and Equation . In the case where X = X' U {p}, then
for any ball B and any 4, Value; (B, X’) < Value; (B, X), and therefore term in Equation is at most one. On the other
hand, Value(B, X) < Value;(B, X’) + A when B contains the point p, and Value;(B, X) = Value(B, X') if B doesn’t
contain p. Since at most logn of the o} contain p, the term in Equation @) is at most exp(log n - €). Therefore,

Pr[A(X) = C] < exp(logn - ) Pr[A(X") = C].

The second case, where X’ = X U {p}, is more intricate. There, Equation @) is at most one, and we bound Equation 1i

as follows: first, we write for simplicity 7;(B) := Pr[A(X)! = z | {0, < i,< j}] = Z;’E’X(;(Y%:mig);(,)).
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> g exp(e Value; (B, X))
Y exp( 'Value; (B', X))

= Z mi(B') exp (¢'(Value;(B’, X') — Value;(B’, X)))

< Z 7:(B")(1 4 2¢'(Value; (B, X') — Value;(B', X))/A)

<1+ 2¢ Z 7:(B')(Value; (B', X') — Value; (B, X))
<exp (25 Zm )(Value;(B', X") — Valuei(B’,X))>

<exp | 2¢'A Z mi(B')

B’ s.t. peB’

The sum in the exponent corresponds to the probability to chose a ball B’ that contains p, after having made the choices
{0, < i,< j}. We write 7; this probability.

Therefore, combining with the bounds on Equation (IT)) and Equation (I2), we have:

Pr[A(x) =C , k /
Pr[[A((X2):(,]‘] < exp <25Az7fi> -exp (2logn - €'A).

i=1

The analysis of (Gupta et al.,2010) works black box from this point. They show that the above equations implies that, for
any set of possible outcomes C, it holds that

Pr[A(z) € C] < exp(2’Alog(1/6) + 2logn - €' A) Pr[A(X') = C] + 6,

which, with our choice of &', concludes the proof.

F.2. Parallel algorithm for MPC

Lemma 5.1. Suppose there is a constant c 4 such that, for any level ¢, (1) the distance between two distinct centers of Cy is
greater than 3 - 2=%; and (2) for any center c € Cy, the value of the ball B(c,27") is greater (up to an additive error 6)
than the value of any ball of B, available at scale c 4 from Cy. Then, cost(P,C) < O(1) - OPTy ., + O(k9).

Proof. The proof of this lemma is grounded in the analysis of Algorithm [T} which we conducted in Appendix [D} We
define A(c4,C),I',To, I'1, and the B,’s for v € T'; as detailed in Appendix @ Note that A(c.4,C) is the set of balls of
B available at scale ¢ 4 from C. Using Lemma and Equation (8], we can reduce the task of proving Lemma to
bounding ~er, Value B,,. Note that the constants appearing in Lemma depend on c 4, but we consider c 4 as a fixed
constant that does not appear in the O(-) notation.

In the proof of Theorem o> ~ers Value B., the proof defines a function ¢ that maps the center of I'; to balls of B
such that for all v € T';:

1. forally/ € Ty withy # 7/, ¢(7) Np(y') = 0,
2. ¢(7) is not covered by T,

3. The value of B, is less than Value(¢(7)) + 6.
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Given such a mapping, the proof of Theorem shows VeTy Value B, < cost(P,T"). The same proof can be applied
here: therefore, it is enough to construct the mapping ¢. For this, we use the following procedure.

At the beginning of the procedure, the set ® consists of all balls that can be matched to a ~: this is all the balls of the form
B(c,27%) with ¢ € Cy, for all £. Until all v € T'; have been matched, repeat the following process. Let v € T'; be such
that the radius of B, is minimal, among the centers of I'; that have not yet been matched. +y is matched to an arbitrary ball
B(c,27%) € ® (ensuring that the radius of B., is also 2~¢ and ¢ € Cy). All balls intersecting B(c, 2~¢) or containing -y are
removed from ®; repeat the procedure for the next .

We begin by demonstrating that this procedure is well defined, namely that there is always a ball B(c,27¢) in ®. Once a
ball B(c, 2_‘5) is selected, at most 2 balls per level £ < £ are eliminated. This is due to condition (1) of the lemma, which
ensures that the distance between two distinct centers of Cy is greater than 3 - 2~ This condition has two implications:
first, the balls B(c/,27¢) with ¢ € C} are disjoint, and therefore at most one contains -y. Second, a single ball B(¢/,2~)
at level ' can intersect B(c,2~%). Indeed, assuming by contradiction that two balls B(¢},2~¢) and B(c},2~*) intersect
B(c,27%), we have, by the triangle inequality, dist(c}, ¢5) < 2-27¢ +27¢ < 3.2 because we assumed ¢’ < /.

The procedure defines ¢ by increasing order of the radii of the B.,’s. Therefore, when the center 1" with B, = B(c/, 2_[)
is considered in the procedure, all centers «y previously matched had B., = B(c, 27%) with ¢’ < ¢: the previous discussion
implies that each of those removed at most two balls with radius 2~ from ®.

By construction of our algorithm, each C contains 2k centers: since there are & centers in I', the matching ¢ is well defined.
We can now verify that this matching satisfies the three desired properties.

1. The procedure guarantees that for all 7,7 € T'1, ¢(7) Nd(v') = () because when a ball is selected, any ball intersecting
it is removed from ®.

2. Lety € T'. Assume by contradiction that there exists 7/ € I covering ¢(7), and let B, = B(z,27%), ¢(v) = B(c,27%)
(the procedure ensures that ¢(-y) has same radius as B.), and B, = B(%/, 2-¢"). By definition of covering, 7" € ¢(7).
First, in the case where ¢/ > ¢, v/ is processed before  in the procedure: all the balls containing 7’ have been removed
from ® when ¢(7’) is defined, and in particular ¢(-y). This yields to a contradiction. In the other case, when ¢’ < ¢, we
note the following inequality: dist(c,~’) < 27¢ < 27", Moreover by definition of B, dist(v',2") < 27 /2. Using
the triangle inequality we obtain dist(c, 2/) < 1.5-27¢ < ¢4 - 27, this implies that B., is not available at scale c 4
from C, which contradicts the definition of B... Those two cases concludes that there is no ' covering ¢(7y).

3. By definition, B, is in A(c., C), and the condition 3. of the lemma states that the value of the ball ¢(v) = B(c,27¢)
is greater (up to an additive error #) than the value of any ball of 5, available at scale c 4 from Cp: this set contains
A(ca, C), and therefore it contains B.,, and the third condition holds.

This conclude the proof of Lemma[5.1] O

We describe more formally the greedy algorithm described in the main body. We suppose that machines are organized in a
tree structure, where the degree of every node is n" — so that the depth of the tree is 1/x. We also suppose the dimension is
reduced to d = O(log(k)). The algorithm works as in the centralized case: first solve (k, z)-clustering in this projected
space, then lift-up the centers in R¢.

Initially, each possible ball is assigned randomly to one of the leaf (this can be implemented with a simple hash-function).
Using standard MPC procedure, each machine can compute the value of each non-empty ball assigned to it.

For a leaf M, let B(M) be the set of non-empty balls assigned to M. For each round i = 0, ..., 1/k, the following process
happens. First, each machine M at height 4 in the tree runs the greedy algorithm with distance parameter D; := 2 - 321/%
Let Sy, be the 2k balls selected by M: M sends Sy to its parent. For each machine at height ¢ + 1, let B(M) be the set of
balls received by M. This marks the end of the round.

First, the privacy of this algorithm follows directly from composition: at each level of the tree, properties of the exponential
mechanism (or, more precisely, the proof of Lemma|F.2) ensure that process is (¢, §)-DP, and there are 1/x = O(1) many
levels.
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We verify that this algorithm can indeed be implemented in MPC when machines have memory £°()n*. Note there are at
most 2%n = k°(Mp non-empty balls at each level: therefore it is possible to represent all non-empty balls in the memory:
each of the n' ~* machine has memory k©()n* polylog(n). Assigning uniformly at random the balls to leafs ensures that
with high probability they are assigned in a balanced way, and that they fit in memory.

To implement the exponential mechanism, the algorithm do not actually have access to all balls assigned to the machine
M — only the non-empty ones. Instead, the algorithm uses the exponential mechanism on the following set: all possible
balls, with value 0, and all non-empty balls assigned to M, with their true value. This can be efficiently implemented in
time kM n* polylog(n), and ensures that with probability 1 — 3’, the ball selected by one exponential mechanism have

maximum value up to § = O (M)

allows to do a union bound, and

The exponential mechanism is used 2k times on each machine: choosing 3’ = an%

shows that all ball selected have maximum value up to 6 = O (M)

We will condition all our analysis on the fact that the exponential mechanism selects ball with maximal value, up to an
additive error . To compute 6, note that the exponential mechanism is used 2k times in each machine, each time to select

one ball out of n? many balls. in total it is used 2kn'~" times To analyse this greedy algorithm, we note the following
crucial claims:

Claim F.3. Let M be a machine and M’ be its parent. Then, the smallest value in Sy is larger (up to 0) than the smallest
value in Syy.

Proof. The greedy process ensures all balls in Sy are at distance at least 2~*(M)¢ 4 - 2=¢ of each other, where k(1) is the
height of M in the tree. Therefore, by triangle inequality every ball selected in S, forbids at most one ball of Sy (due to
the exponential decrease of the distance parameter): as a consequence, at any choice made by the greedy on M, at least
a ball of Sy, is still available. Therefore, the value of selected balls in Sj; are only larger than the ones in Sy, (up to an
additive error # due to the exponential mechanism). O

Claim F4. Let B be a ball in B(M ) forbidden by some B’ € Sy at scale y .,y r) Di. Then, Value(B) < Value(B') +
h(M)6.
Proof. Let M; be the machine at height i such that B € B(M;). Define B; as follows:

1. if B;_1 € S]VIW B, = B;_1
2. if B;_4 is available at scale D; from Sy, let B; be an arbitrary ball in Sy,

3. otherwise, B;_; is forbidden by some ball in Sy;,. Let B; be the first ball in the greedy process to forbid B;_;.

Now, we claim that Value(B;) > Value(B) — if. This is obvious in the first case. In the second case, this is directly due to
the greedy procedure: for each choice of the greedy on M;, the ball B;_; is available, and therefore the ball selected has
value at least Value(B;_1) — 6. In the third case, at the moment B; is chosen by the greedy procedure on M;, B;_ is still
available and therefore Value(B;) > Value(B;_1) — 6.

Since B’ = By, this concludes the claim. O

we can now show this implementation of the greedy achieve the guarantees required by Lemma[5.1]

Lemma F.5. Let Cy be the set of balls selected by the merge-and-reduce process described above after 1/« rounds. The
balls of Cy are at distance at least 3 - 2~ from each other, and the value of any ball in C, is larger (up to 0/) than the
value of any ball available at scale 2*/%+1 . 3.

Proof. The first part of the statement follows directly from the greedy merging: at the root of the tree, the ball selected are
at distance 3 - 2~ from each other. For the second, we proceed by induction.

We start with few notations: for a machine M, we let (M) be the height of M in the tree, and ¢(M ) be the set of children
of M. We define inductively Bas := Upsrec(ary)Bu to be the set of balls covered by machine M (for a leaf M By, be the
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balls assigned to the leaf M by the random assignment). We define Sy, be the set of balls selected by the greedy procedure
run on M.

Our inductive claim is that the balls selected in Sj; have larger values, up to an additive error Oh(M ), than the balls in B,
available at scale ) _, <h(M) D; -27¢ from S);. When h(M) = 0, this property stems directly from the greedy algorithm.

For h(M) = 1, we proceed as follows: let B be a ball available at scale ;5 Di - 27¢ from Sys. Let M’ be the children
of M such that B € B);.. First, in the case where B € Sy, B is part of the greedy process on machine M since it is
available and not selected, it has smaller value than any ball selected in S, up to an additive error .2 Second, in the case
where B ¢ Sy either B is forbidden at scale Dj,(y;/y by some ball B’ € Sy, or B is available at scale Dy, g1y from

S

* First, suppose B is forbidden by some B’ € Sy at scale Zig (M) D;. Tt cannot be that B’ € S}, as otherwise B
would be forbidden at scale > i<h(M) D; from S. Therefore, either B’ is forbidden at scale D, (M) from S, or
it is still available at the end of the greedy on M. In the first case, triangle inequality shows that B is at distance at
most ), <h(M) D; of Sy, which contradicts the initial condition on B. On the second case, if B’ is still available at
scale Dj,(pr) from Sy, then the greedy ensures that its value is smaller than that of any ball selected in Sy, up to an
additive error #. Hence, combined with Claim@ this shows that the value of B is smaller than any ball of S/, up to
an additive error h(M)6.

* In the case B is available at scale ) , h(M") D; from Sy, then we know by induction that its value is less than any
selected ball in S/, up to an additive h(M')6. As shown in Claim this implies its value is less than any selected
ball in Sj as well, up to an additive error h(M')60 + 0 = h(M), which concludes the inductive claim.

Therefore, at height 2'/% (i.e., the root of the merge-and-reduce tree), the balls selected have higher values than the one
available at scale Y, 51/x D;27¢. As D; = 21/5_this is at most 21/#+1 . 2=¢ \which concludes the lemma. O

Combining those lemmas proves Theorem[5.2}

Proof of Theorem[5.2] Lemma [F.5|shows that, at each level, the set Cy computed by the algorithm satisfies the conditions
of Lemma(with cqa =21 .3and 0 =0 (M)): therefore, C' = UC verifies cost(P, C') < O(1)OPTy . +
0 (k dlogin/ﬁ)))_

Furthermore, C has size O(klogn): it can be aggregated in a single machine. The techniques from Appendixallows
then to reduce the number of centers selected to k, without increasing the error.

Finally, to lift-up the solution in the original space, we use Lemma[2.2} using noisy average, we can estimate the mean of

each cluster up to an additive error O (\/ﬁ/ a), which yields a solution with cost O(1)0OPTy, . + O (polylog(n) . kT\/a)

For the second part of the lemma, we need to boost the approximation ratio using Section[2.2] For this, Lemma 2.4] directly
applies, if we can lift up the solution to the original space. For k-means, we can simply compute the noisy average of each
cluster — which gives an extra additive error O (kv/dlog(1/68)/¢), as in the proof of Lemma

Recovering the optimal (1, z)-clustering in each cluster, using low memory, is more intricate. For this, we apply the
techniques presented in Theorem E.6 of (Cohen-Addad et al., [2022a), to get an additive error (2¢ + k+/d) polylog(n/§)/e.

In both cases, this provides a solution with cost (1 + a)w*0OPTy, , 4 (k9> 4 kv/d) polylog(n/) /e. O

G. A note on c-Differential Privacy

Our results partially extend to pure-DP, i.e. when 6 = 0. In that case, we can adapt our algorithm for the optimal
multiplicative approximation : in most models, there is a general summation algorithm with additive error essentially worsen
by a v/b factor, compared to (&, §)-DP. For centralized DP, the additive error is bv/D log(m//3) /< — this is a direct extension
of histograms. In local DP, the additive error we presented already worked in the case § = 0 — as the summation result of
(Chang et al.,|2021)) that we used readily works in this case.
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For e-DP under continual observation, we can apply the second part of our Lemma|[B.3|to get that an additive error worsen
by a \/dlog(T) - leading to a (k, z)-clustering with additive error dk©~(") log®(n) log?(T") log(1/2).
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