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Abstract
Anomaly detection on multivariate sensor time
series is critical for industrial monitoring of cyber-
physical systems (CPS), where even subtle devia-
tions from normal behavior can indicate process
disruption. Recent graph-based approaches have
made significant progress, but they often strug-
gle in small-scale physical systems with scarce
labeled anomalies and limited normal data. In
such settings, graph-based models tend to capture
spurious correlations and produce unstable sensor
topologies. We propose DPR-GM (Domain-Prior-
Regularized Graph Modeling), a forecasting-
based framework that incorporates system design
knowledge into graph construction. DPR-GM
leverages a large language model (LLM) to ex-
tract directed physical couplings between sensor
pairs from system documentation, which are en-
coded as a binary domain adjacency matrix serv-
ing as a structural gate over sensor relations. This
gate is then modulated by Pearson correlations es-
timated from normal training data. The anomaly
score is further weighted by sensor-level relia-
bility derived from the coefficient of variation.
All graph and weighting components are fixed
prior to training and add no learnable parameters.
On the SKAB benchmark, DPR-GM outperforms
graph-based, statistical, and deep learning base-
lines across F1, AUROC, and AUPRC, showing
that domain-structured graph priors are a practi-
cal alternative to fully learned topologies in data-
scarce CPS.

1. Introduction
Anomaly detection in multivariate sensor time series is a
critical task in industrial cyber-physical systems (CPS), such
as water treatment plants, water distribution networks, and

1Anonymous Institution, Anonymous City, Anonymous Region,
Anonymous Country. Correspondence to: Anonymous Author
<anon.email@domain.com>.

Submitted to the AI for Science workshop (ICML 2026).

chemical process control systems (Mathur & Tippenhauer,
2016; Ahmed et al., 2017; Downs & Vogel, 1993; Katser
& Kozitsin, 2020). In such systems, early fault or attack
identification can prevent costly downtime, safety incidents,
and operational disruptions. Because labeled fault examples
are scarce in practice, the problem is commonly approached
in an unsupervised setting, where models learn normal dy-
namics from clean operational data and flag deviations at
inference time (Ruff et al., 2018; Su et al., 2019a; Zhang
et al., 2019).

Recent work has shown that modeling inter-sensor rela-
tionships via Graph Neural Networks (GNNs) substantially
improves detection quality by capturing propagation pat-
terns across physically coupled sensors (Deng & Hooi,
2021; Zhao et al., 2020a; Dai & Chen, 2022a; Liu et al.,
2025). However, existing approaches construct the sensor
graph either by end-to-end learning (Deng & Hooi, 2021;
Zhang et al., 2022) or by thresholding empirical correla-
tions, both of which are unreliable when normal-operation
data is limited. Learned graphs absorb spurious correlations,
and correlation-only graphs are destabilized by transient
co-movements unrelated to physical causality.

Figure 1 illustrates how system design documentation can
constrain noisy data-driven graphs and support more pre-
cise anomaly localization. In many CPS, the system design
already encodes physical sensor coupling, subsystem mem-
bership, and output variable roles. This domain prior should
constrain graph topology before any data-driven modulation
is applied, yet current methods rely solely on inter-sensor
correlation, producing noisy graphs and ambiguous local-
ization.

We propose DPR-GM (Domain-Prior-Regularized Graph
Modeling), a framework that uses a binary domain adja-
cency matrix as a structural gate, suppressing any edge not
sanctioned by domain knowledge, while modulating per-
mitted edge weights via Pearson correlation estimated from
normal training data. Anomaly scoring further incorporates
per-sensor reliability weights derived from the coefficient
of variation (CV), giving higher influence to sensors that
exhibit stable behavior under normal operation. Neither the
graph structure nor the node weights involve any learnable
parameters, making the prior entirely grounded in domain
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DPR-GM for Anomaly Detection in Cyber-Physical Systems

Figure 1. Motivation for domain-prior regularized graph modeling.

knowledge. In this work, we use a large language model
(LLM) to automatically extract directed physical couplings
from system documentation (Anthropic, 2026), broadening
applicability to systems without manual expert annotation.

We evaluate DPR-GM on the SKAB benchmark (Katser
& Kozitsin, 2020) under the strict point-wise evaluation
protocol, the most demanding regime for cyber-physical
system anomaly detection. Through systematic ablation
over graph construction variants, we demonstrate that com-
bining domain structure with data-driven edge modulation
consistently outperforms each information source in isola-
tion, and improves over graph-based, statistical, and deep
learning baselines on threshold-free ranking metrics.

We summarize our contributions as follows:

• We propose DPR-GM, which gates sensor graph topol-
ogy using domain knowledge and modulates edge
weights via Pearson correlation, with CV-based relia-
bility weighting for anomaly scoring.

• We demonstrate on SKAB that DPR-GM outperforms
graph-based, statistical, and deep learning baselines on
threshold-free ranking metrics under the strict point-
wise evaluation protocol.

• We show that domain priors in DPR-GM can be au-
tomatically extracted from system documentation via
LLM, broadening applicability to CPS without manual
expert annotation.

2. Related Work
2.1. Multivariate Time-Series Anomaly Detection

Classical approaches to multivariate time-series anomaly
detection include statistical process monitoring (Box et al.,
2015; Hotelling, 1947), PCA-based reconstruction (Shyu

et al., 2003), one-class classifiers (Schölkopf et al., 2001;
Tax & Duin, 2004), and density-based methods such as
Local Outlier Factor (Breunig et al., 2000) and Isolation For-
est (Liu et al., 2008). These methods are computationally
efficient and interpretable, but rely on stationarity or linear-
ity assumptions and struggle to capture nonlinear temporal
dynamics and high-order inter-variable dependencies.

Deep learning methods overcome these limitations by mod-
eling normal temporal dynamics using forecasting, recon-
struction, or hybrid objectives. Forecasting-based models
detect anomalies when future observations deviate from
predicted values. LSTM-NDT (Hundman et al., 2018) ap-
plies stacked LSTMs with non-parametric dynamic thresh-
olding, while THOC (Shen et al., 2020) introduces a di-
lated RNN with a temporal hierarchical one-class objective.
TimesNet (Wu et al., 2023) reshapes 1D time series into
2D tensors via FFT-based period decomposition to jointly
capture intra- and inter-period variations. Reconstruction-
based models detect anomalies as poorly reconstructed in-
puts. LSTM-VAE (Park et al., 2018) models probabilistic
temporal dynamics but ignores explicit inter-variable depen-
dencies; OmniAnomaly (Su et al., 2019b) addresses this
via stochastic recurrent networks with Gaussian state-space
models; USAD (Audibert et al., 2020) further improves
stability through an adversarial autoencoder framework. Hy-
brid methods combine both objectives: TranAD (Tuli et al.,
2022) uses attention-based encoders with adversarial train-
ing; Anomaly Transformer (Xu et al., 2022) introduces an
Association Discrepancy criterion that exploits the weaker
series associations of anomalous points.

Despite their effectiveness, these non-graph methods treat
inter-sensor dependencies only implicitly through shared
latent representations. In CPS, faults propagate across elec-
trically, mechanically, hydraulically, and thermally coupled
subsystems. Without explicit relational structure, mod-
els cannot distinguish a physically meaningful dependency
change from an independent channel-level fluctuation, and
with limited normal-operation data they have little incentive
to learn dependency structure that matches physical causal
pathways.

2.2. Graph-Based Multivariate Time-Series Anomaly
Detection

Graph-based approaches address this by representing sen-
sors as nodes and inter-sensor dependencies as edges, en-
abling GNNs to combine spatial and temporal modeling (Wu
et al., 2020; Jin et al., 2024). GDN (Deng & Hooi, 2021)
learns a sparse sensor graph through embedding similar-
ity and scores anomalies as normalized forecast deviations.
MTAD-GAT (Zhao et al., 2020b) applies graph attention
over both feature and temporal dimensions with a joint
forecasting and reconstruction objective. GReLeN (Zhang
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et al., 2022) infers latent graph structure via variational re-
lational inference, using changes in the inferred structure
itself as an anomaly signal. Another direction treats the
sensor graph as a directed or causal structure. GANF (Dai
& Chen, 2022b) places a Bayesian network over time series
and decomposes the joint density into conditional normaliz-
ing flows for density-based anomaly scoring. GCAD (Liu
et al., 2025) estimates dynamic Granger causality and de-
fines anomalies as deviations from learned causal depen-
dency patterns. DVGCRN (Chen et al., 2022) further com-
bines graph learning with variational recurrent modeling to
capture fine-grained spatio-temporal dependencies.

However, most graph-based methods rely on data-driven
graph construction, which is unreliable when normal-
operation data are limited. Learned correlations may reflect
coincidental statistical patterns rather than physical causal
pathways, and the resulting graph can be unstable across
training runs. DPR-GM addresses this by using a directed
domain adjacency matrix as an explicit structural prior, an-
choring the graph in known physical coupling rather than
treating it as a free parameter to be learned. DPR-GM also
differs from prior methods by incorporating sensor relia-
bility into anomaly scoring via the coefficient of variation
rather than learning channel importance end-to-end, con-
sistent with the finding in CATCH (Wu et al., 2024) that
channel importance is critical for multivariate anomaly de-
tection.

3. Methodology
We present DPR-GM, a forecasting-based anomaly detec-
tion framework built on the principle that domain knowl-
edge determines which edges may exist, while data statistics
determine how strong those edges are. As illustrated in Fig-
ure 2, the framework proceeds in two stages: (1) Domain-
prior graph construction uses an LLM to extract directed
physical dependencies from system documentation, forming
a binary domain adjacency matrix whose edge weights are
modulated by signed Pearson correlation estimated from
normal training data. (2) GNN-based forecasting encodes
sensor time series with a shared temporal encoder and propa-
gates them over the resulting domain-prior graph to generate
multi-step predictions. Anomaly scores are further weighted
by per-sensor reliability derived from the coefficient of vari-
ation.

3.1. Domain-Prior-Regularized Graph Construction

Domain prior extraction. In a physical sensor system,
sensor relationships are governed by the underlying phys-
ical processes rather than being arbitrary. An upstream
driving variable predictably propagates its effect to a down-
stream response variable through a known physical pathway,
giving rise to a directed dependency that is asymmetric in

Figure 2. Overview of DPR-GM for domain-prior graph construc-
tion and GNN-based forecasting with CV-based node reliability
weighting.

general. Such structural knowledge is encoded in system de-
sign documentation before any data is collected, yet current
graph-based methods discard it entirely.

We extract this prior by prompting an LLM with system
design documents, sensor metadata, and subsystem descrip-
tions. Specifically, we use Claude Sonnet (Anthropic, 2026)
in this work. The full prompt is provided in Appendix A.
The prompt instructs the model to identify directed physi-
cal couplings between sensor pairs, specifying the source
sensor, the target sensor, and the physical mechanism of
influence. The output is a structured list of directed sen-
sor pairs (i → j) that are physically sanctioned, which
we use to construct the binary domain adjacency matrix D.
Directed structure that cannot be reliably recovered from
correlation alone is thus made available to the model before
training begins.

Domain adjacency matrix. Let G = (V, E) denote the
sensor graph, where each node vi ∈ V corresponds to a
physical sensor and each directed edge (i, j) ∈ E represents
a physically sanctioned dependency from sensor i to sensor
j. We encode this structural knowledge as a binary domain
adjacency matrix D ∈ {0, 1}N×N , where Dij = 1 if and
only if a directed physical coupling from sensor i to sensor
j is specified by system design documentation. All entries
outside this specification are set to zero unconditionally,
regardless of any empirical evidence. The matrix D is
therefore asymmetric in general: the presence of an edge
(i, j) does not imply the existence of the reverse edge (j, i).

Correlation modulation. Domain knowledge determines
the topology of the graph, but not the relative importance of
individual edges. To modulate edge strength by empirical
evidence, we estimate the Pearson correlation matrix ρ ∈
[−1, 1]N×N from normal training data Xtrain only:

ρij =
Cov(xi, xj)

σiσj
, (1)
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where xi denotes the time series of sensor i over the training
set. The final DPR-GM adjacency matrix A is defined as:

Aij = Dij ·
(
0.5 + 0.5 ρij

)
. (2)

The formulation in Equation (2) encodes two properties si-
multaneously. First, D acts as a binary gate: any edge not
sanctioned by domain knowledge receives zero weight re-
gardless of empirical correlation, preventing spurious sensor-
pair associations from entering the graph. Second, for do-
main edges, the signed correlation term maps positive, zero,
and negative correlations to edge weights above, equal to,
and below the neutral baseline of 0.5, respectively. Table 1
summarizes representative boundary cases of the resulting
signed edge-weighting rule.

Table 1. Edge weight Aij under representative signed-correlation
conditions.

Condition Dij ρij Aij

Domain edge, positive correlation 1 1.0 1.0
Domain edge, no correlation 1 0.0 0.5
Domain edge, negative correlation 1 −1.0 0.0
No domain edge 0 any 0.0

The use of signed correlation ρij encodes an additional
semantic in the edge modulation rule. For domain edges,
positively correlated sensor pairs receive larger message-
passing weights, uncorrelated pairs receive a neutral weight
of 0.5, and negatively correlated pairs are downweighted,
reaching zero when ρij = −1. This signed modulation
makes the edge strength sensitive to the direction of normal-
operation co-movement while still respecting the domain
gate D. The 0.5 baseline ensures that domain edges with
no observed correlation remain structurally active, prevent-
ing physically motivated edges from being silenced solely
by insufficient training statistics. Table 1 illustrates rep-
resentative boundary cases of this signed edge-weighting
rule.

3.2. CV-Based Node Reliability Weights

Sensors exhibit heterogeneous variability during normal
operation. A sensor with low temporal variability in the
normal regime constitutes a reliable reference point: devia-
tions in its readings are more likely to reflect genuine fault
conditions than measurement noise. We operationalize this
intuition via the CV:

CVi =
σi

|µi|+ ε
× 100, (3)

and define the reliability score r and normalized node
weight w as:

ri =
1

CVi + ε
, wi =

ri∑N
j=1 rj

, (4)

where ε > 0 is a small constant for numerical stability. Fig-
ure 3 visually contrasts low-CV stable signals with high-CV
variable signals underlying the proposed reliability weight-
ing. Both A and w are computed exclusively fromXtrain and
CPS documentation, and remain fixed throughout training
and inference without introducing any data-driven parame-
ters into the graph structure.

Figure 3. Illustration of CV-based node reliability weighting,
where stable low-CV sensors receive higher reliability scores than
highly variable high-CV sensors.

3.3. Model Architecture

Input. The model receives a sliding window X ∈
RB×T×N , where B is the mini-batch size, T is the win-
dow length, and N is the number of sensors.

Temporal encoding. A weight-shared GRU is applied
independently to each normalized sensor channel. The in-
put is reshaped from RB×T×N to RBN×T×1 so that all N
channels share the same recurrent weights. This parameter-
efficient design treats the GRU as a common temporal motif
encoder for standardized univariate sensor sequences, which
helps reduce overfitting in small-scale datasets.

Let H ∈ RBN×T×dh denote the hidden sequence produced
by the shared GRU. To capture temporal information beyond
the final hidden state, we aggregate the hidden sequence
using the final state, temporal mean pooling, and temporal
max pooling, followed by a linear projection:

h = Linear
(
hlast ∥hmean ∥hmax

)
∈ RBN×d. (5)

Sensor identity embedding. Because the GRU is shared
across channels, sensors with similar normalized temporal

4
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patterns may produce similar hidden representations. We
therefore concatenate a learnable sensor embedding ei ∈
Rde to each temporal representation before graph message
passing, allowing the model to distinguish which physical
sensor generated the pattern. The sensor embeddings are
repeated across the batch to form E ∈ RBN×de :

h←
[
h ∥E

]
∈ RBN×(d+de). (6)

Graph message passing. The DPR-GM adjacency A is
converted to a sparse edge list. For each mini-batch, the
same sensor graph is replicated B times and batched by node
offset for a single GNN call. A general message-passing
layer first aggregates incoming messages:

M
(ℓ)
b,i = AGGREGATE

j∈Nin(i)
m
(
h
(ℓ)
b,i ,h

(ℓ)
b,j , Aji

)
, (7)

and then updates the node representation as

h
(ℓ+1)
b,i = UPDATE

(
h
(ℓ)
b,i ,M

(ℓ)
b,i

)
. (8)

Here, Nin(i) = {j | Aji > 0} denotes the in-neighborhood
of node i, and Aji denotes the edge weight from source node
j to target node i. The function m(·) denotes the backbone-
specific message sent from source node j to target node i. It
may apply a linear transformation, edge-weight modulation,
or attention-based reweighting before the resulting messages
are combined by the permutation-invariant aggregation op-
erator. The specific instantiation of Equations (7)–(8) is
determined by the choice of backbone.

We consider GCN (Kipf & Welling, 2016), Graph-
SAGE (Hamilton et al., 2017), GAT (Veličković et al., 2017),
and Graph Transformer (Shi et al., 2020) backbones. In
our implementation, GCN and weighted GraphSAGE ex-
plicitly consume the DPR-GM edge weights during mes-
sage passing. GAT and Graph Transformer use only the
nonzero graph support induced by A, while their aggrega-
tion weights are learned from node features. Unless oth-
erwise stated, we use weighted GraphSAGE as the default
backbone.

Forecasting head. The node representations are projected
to k-step-ahead predictions:

Ŷ = reshape
(
Linear(h)

)
∈ RB×k×N . (9)

The model is trained to minimize the mean squared error
(MSE) between Ŷ and the corresponding future ground-
truth window Y ∈ RB×k×N .

3.4. Anomaly Scoring

At inference, the per-sensor forecast error for each window
is computed as:

eb,i =
1

k

k∑
τ=1

(
Ŷb,τ,i − Yb,τ,i

)2
. (10)

To obtain a distribution-free normalized error, IQR normal-
ization is applied using statistics fitted on the training set:

ẽb,i = max

(
0,

eb,i −median(etraini )

IQR(etraini )

)
. (11)

The window-level anomaly score aggregates the weighted
per-sensor errors using a combination of a mean term and a
max term:

sb = (1− α)
1

N

N∑
i=1

wi ẽb,i + αmax
i

wi ẽb,i, (12)

where α = 0.2 and wi are the CV-based reliability weights
from Equation (4). The mean term captures distributed
multi-sensor anomalies, while the max term retains sen-
sitivity to localized high-amplitude deviations in a single
sensor.

4. Experiments
4.1. Dataset

We evaluate DPR-GM on the Skoltech Anomaly Bench-
mark (SKAB) (Katser & Kozitsin, 2020), a multivariate
time series benchmark collected from a physical water pump
testbed under controlled industrial fault conditions. The
testbed consists of a water pump, an electric motor, an in-
verter, two electromagnetic valves, and a set of sensors
measuring current, voltage, vibration (two axes), pressure,
flow rate, temperature, and thermocouple readings (N = 8
sensors in total). The dataset contains 34 fault scenarios
across three splits: valve1 (18,130 time steps), valve2
(4,312 time steps), and other (14,920 time steps), total-
ing 37,362 time steps in the overall split. The anomaly
fraction is approximately 35% across all splits. We use the
overall split as the primary evaluation target.

4.2. Evaluation Protocol and Experimental Setup

We adopt a strict point-wise evaluation protocol, where each
time step is scored independently and classified as anoma-
lous only if its anomaly score exceeds a threshold. We do
not use point adjustment, event-level matching, or window-
based correction, since such post-processing can obscure
whether a method detects anomalies at the correct time step.
This conservative protocol is motivated by recent critiques
showing that common benchmark and evaluation choices in
time-series anomaly detection can lead to unreliable compar-
isons and an inflated impression of progress (Wu & Keogh,
2021). We therefore treat strict point-wise performance as
the primary evaluation criterion.

Let TP, FP, TN, and FN denote the point-wise entries of the
confusion matrix. We report Precision, Recall, F1 score,
Matthews Correlation Coefficient (MCC), area under the
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Table 2. Graph-based method comparison on SKAB (strict point-wise). Mean (std) over five repeated runs. Bold / underline: best /
second-best in overall. See Section 4.3 for method references.

METHOD FAULT PRECISION RECALL F1 AUROC AUPRC BF-F1

GDN

VALVE1 0.4190(0.3873) 0.0003(0.0004) 0.0007(0.0007) 0.4947(0.0098) 0.3436(0.0063) 0.5166(0.0008)
VALVE2 0.0000(0.0000) 0.0000(0.0000) 0.0000(0.0000) 0.5270(0.0112) 0.3604(0.0060) 0.5252(0.0057)
OTHER 0.3555(0.3185) 0.1143(0.1262) 0.1493(0.1515) 0.5788(0.0872) 0.4672(0.0775) 0.5388(0.0221)

OVERALL 0.4750(0.2713) 0.0460(0.0507) 0.0753(0.0795) 0.5314(0.0314) 0.3820(0.0228) 0.5223(0.0047)

GRELEN

VALVE1 0.3147(0.1668) 0.0996(0.1256) 0.1180(0.1433) 0.4836(0.0278) 0.3492(0.0149) 0.5261(0.0001)
VALVE2 0.2199(0.1799) 0.1102(0.1346) 0.1283(0.1533) 0.4990(0.0171) 0.3601(0.0099) 0.5318(0.0005)
OTHER 0.5154(0.1758) 0.0566(0.0523) 0.0947(0.0830) 0.5116(0.0633) 0.3899(0.0698) 0.5308(0.0001)

OVERALL 0.4866(0.1872) 0.0836(0.0877) 0.1161(0.1138) 0.4971(0.0337) 0.3666(0.0348) 0.5286(0.0001)

MTAD-GAT

VALVE1 0.3493(0.0000) 1.0000(0.0000) 0.5178(0.0000) 0.6050(0.0058) 0.5234(0.0128) 0.5246(0.0001)
VALVE2 0.3518(0.0000) 1.0000(0.0000) 0.5205(0.0000) 0.5898(0.0171) 0.4423(0.0142) 0.5277(0.0061)
OTHER 0.4402(0.0011) 0.9174(0.0064) 0.5949(0.0008) 0.7506(0.0090) 0.6852(0.0103) 0.6051(0.0065)

OVERALL 0.3795(0.0002) 0.9669(0.0026) 0.5450(0.0004) 0.5794(0.0027) 0.4566(0.0075) 0.5476(0.0018)

DPR-GM (OURS)

VALVE1 0.3480(0.0000) 1.0000(0.0000) 0.5163(0.0000) 0.8315(0.0154) 0.8225(0.0162) 0.7194(0.0165)
VALVE2 0.3518(0.0000) 1.0000(0.0000) 0.5205(0.0000) 0.8616(0.0187) 0.8590(0.0131) 0.7817(0.0097)
OTHER 0.4995(0.0428) 0.8890(0.0306) 0.6377(0.0267) 0.8131(0.0008) 0.7638(0.0007) 0.6781(0.0057)

OVERALL 0.3922(0.0086) 0.9555(0.0123) 0.5560(0.0066) 0.7256(0.0058) 0.7165(0.0084) 0.6063(0.0094)

ROC curve (AUROC), and area under the precision-recall
curve (AUPRC). MCC is defined as:

MCC =
TP · TN− FP · FN√

(TP+FP)(TP+FN)(TN+FP)(TN+FN)
. (13)

AUROC and AUPRC integrate threshold-free ranking qual-
ity over all decision boundaries where TPR = TP/(TP +
FN), FPR = FP/(FP + TN), and Prec, Rec are preci-
sion and recall parameterized by threshold. For thresholded
metrics, the anomaly threshold is selected by Peak-over-
Threshold (PoT). The oracle best-F1 (BF-F1), obtained by
sweeping all thresholds, is reported only as a diagnostic
upper bound on classification performance.

Experimental setup. Unless otherwise specified, we use
an input window length of T = 30, a forecasting horizon
of k = 10, N = 8 sensors, and a batch size of B = 256.
All models are trained on normal training windows and
evaluated on held-out fault scenarios using the same prepro-
cessing, windowing, thresholding, and metric computation
pipeline. We report mean and standard deviation over five
repeated runs. Details of the computational environment are
provided in Appendix B.

4.3. Baselines

We compare DPR-GM with two groups of baselines. Graph-
based baselines test the advantage of the proposed domain-
prior graph over learned or inferred sensor graphs. Non-
graph baselines assess the benefit of explicit physical depen-
dency modeling over standard statistical and deep anomaly
detection models without graph structure.

Graph-based baselines. We re-implement GDN (Deng
& Hooi, 2021), which learns a sparse sensor graph from em-

bedding similarity; MTAD-GAT (Zhao et al., 2020a), which
applies feature- and time-oriented graph attention with fore-
casting and reconstruction losses; and GReLeN (Zhang
et al., 2022), which infers latent relations via variational
graph learning.

Non-graph baselines. We also compare against statistical
methods (T2+Q, T-squared, MSET), density-based detec-
tion (ISF (Liu et al., 2008)), and deep reconstruction-based
models (Conv-AE, Vanilla AE, Vanilla LSTM (Hochreiter
& Schmidhuber, 1997), LSTM-AE, LSTM-VAE (Park et al.,
2018), MSCRED (Zhang et al., 2019)).

4.4. Results

Table 2 compares DPR-GM with graph-based anomaly de-
tection methods across all SKAB fault splits. Table 3 com-
pares DPR-GM with statistical and deep learning baselines
on the overall split. Table 4 evaluates four GNN architec-
tures within the same DPR-GM framework. Table 5 reports
an ablation study over five repeated runs that isolates the
contribution of each design component.

Graph-based comparison (Table 2). GDN and GReLeN
collapse on SKAB, achieving near-zero F1 scores of 0.075
and 0.116, respectively, with large run-to-run variance. This
failure mode is characteristic of end-to-end graph learning
under limited normal-operation data. Without sufficient
observations to stabilize the learned topology, the model
captures spurious correlations, yielding graph structures
that vary across runs and degrade detection quality. Be-
cause neither method is anchored by domain knowledge,
any transient co-movement in the training window can enter
the graph as a false edge, leading to inconsistent message-
passing behavior at inference.
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Table 3. Comparison with statistical and deep learning baselines on SKAB overall (strict point-wise, PoT threshold). Mean (std).
Bold: best overall. Underline: best among non-graph baselines.

METHOD PRECISION RECALL F1 MCC AUROC AUPRC BF-F1

T2+Q 0.3737 0.9693 0.5394 0.1571 0.6656 0.6133 0.5490
T-SQUARED 0.3745 0.9705 0.5404 0.1614 0.6737 0.6246 0.5580
MSET 0.3695(0.0017) 0.8422(0.0138) 0.5136(0.0042) 0.0823(0.0091) 0.6388(0.0003) 0.5908(0.0006) 0.5336(0.0004)
ISF 0.3452(0.0034) 0.5272(0.1538) 0.4077(0.0591) −0.0086(0.0056) 0.5105(0.0013) 0.3494(0.0020) 0.5316(0.0007)
CONV-AE 0.3567(0.0025) 0.9942(0.0067) 0.5250(0.0022) 0.0911(0.0155) 0.6296(0.0239) 0.5428(0.0476) 0.5491(0.0026)
VANILLA AE 0.3751(0.0013) 0.9697(0.0003) 0.5409(0.0013) 0.1631(0.0054) 0.6374(0.0015) 0.5634(0.0018) 0.5481(0.0022)
VANILLA LSTM 0.3627(0.0010) 0.9821(0.0023) 0.5298(0.0010) 0.1149(0.0052) 0.6359(0.0013) 0.5623(0.0036) 0.5558(0.0003)
LSTM-AE 0.3557(0.0009) 0.9986(0.0011) 0.5246(0.0009) 0.0919(0.0062) 0.6337(0.0012) 0.5608(0.0019) 0.5525(0.0009)
LSTM-VAE 0.3550(0.0010) 0.9993(0.0015) 0.5238(0.0011) 0.0873(0.0093) 0.6694(0.0019) 0.6194(0.0041) 0.5507(0.0013)
MSCRED 0.3690(0.0002) 0.9721(0.0004) 0.5349(0.0002) 0.1381(0.0008) 0.7029(0.0186) 0.6809(0.0312) 0.5809(0.0309)

DPR-GM (OURS) 0.3922(0.0086) 0.9555(0.0123) 0.5560(0.0066) 0.2129(0.0181) 0.7256(0.0058) 0.7165(0.0084) 0.6063(0.0094)

MTAD-GAT avoids this collapse by deriving aggregation
weights from node features via attention rather than learning
the graph topology end-to-end, recovering competitive F1
(0.545) through near-universal recall. However, its AUROC
(0.579) and AUPRC (0.457) remain substantially weaker,
revealing that high F1 here is a threshold artifact rather than
a reflection of genuine score discrimination. A method that
flags nearly every time step as nomalous will inevitably
achieve high recall, but its anomaly scores carry little in-
formation about the true degree of anomalousness at each
point.

DPR-GM addresses both failure modes by grounding the
graph in domain knowledge before any data-driven mod-
ulation is applied. The binary domain adjacency matrix
eliminates spurious edges unconditionally, providing the
stable topology that learned methods cannot recover from
limited data. Signed Pearson correlation then modulates
permitted edge weights by empirical co-movement, so the
graph encodes both structural and statistical information
without conflating the two. The gains are consistent across
all three fault splits. On valve1 and valve2, DPR-GM
achieves AUROC above 0.83 and 0.86 respectively, substan-
tially outperforming MTAD-GAT, indicating that domain-
prior structure is particularly effective for valve-type faults
where physical coupling between sensors is well-defined.
On other, DPR-GM still achieves AUROC 0.813 and
AUPRC 0.764, suggesting that the domain prior generalizes
beyond the fault types present during graph construction.
The consistency of these improvements further supports the
view that DPR-GM’s gains stem from a structurally sounder
graph rather than from overfitting to a particular anomaly
pattern. Overall, DPR-GM attains the best F1, AUROC,
AUPRC, and BF-F1 simultaneously, evidence that domain-
structured priors yield discriminative anomaly scores rather
than recall-biased ones.

Non-graph comparison (Table 3). Among non-graph
baselines, Vanilla AE attains the strongest threshold-
dependent performance, while MSCRED leads on all
threshold-free metrics. DPR-GM improves over every non-

graph baseline on every reported metric, with AUROC and
AUPRC gains of +0.023 and +0.036 over MSCRED. The
MCC improvement over Vanilla AE (+0.050) is particu-
larly informative: because MCC penalizes class-imbalance-
driven strategies more strictly than F1, this gain suggests
that DPR-GM’s decision boundary is genuinely better cali-
brated rather than simply exploiting the skewed base rate of
anomalies. In contrast, classical statistical methods sustain
near-saturated recall yet trail substantially on threshold-free
metrics, the signature of over-detection.

Backbone comparison (Table 4). We evaluate four GNN
backbones within the same DPR-GM framework to iden-
tify the most effective aggregation strategy for the domain-
prior graph. In our implementation, GCN and SAGE ex-
plicitly consume DPR-GM edge weights during message
passing, whereas GAT and GT use only the nonzero graph
support and learn attention weights from node features. GT
follows as a close second on point estimates but exhibits
notably higher run-to-run variance. GT’s attention mech-
anism, which is computed from node features rather than
domain-prior edge weights, appears to be more sensitive
to variations in input representations across runs, trading
stability for representational flexibility. SAGE achieves the
best performance across every reported metric. The gap be-
tween GCN and SAGE suggests that SAGE’s separation of
self- and neighbor-transformations interacts more favorably
with sparse domain-prior graphs than GCN’s symmetric
normalization. GAT performs substantially worse than all
three alternatives since GAT differs from the edge-weight-
aware backbones primarily in discarding the prior weights
and re-deriving attention from node features. Overall, these
results indicate that explicitly consuming domain-prior edge
weights during message passing is more effective than re-
learning interaction strength from node features, and that
among edge-weight-aware backbones, the choice of aggre-
gation scheme further modulates how well the prior is ex-
ploited.
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Table 4. Backbone comparison on SKAB overall over five
repeated runs under the strict point-wise protocol. Mean (std).
Bold / underline: best / second-best. SAGE: GraphSAGE. GT:
Graph Transformer.

Backbone Edge-W Prac-F1 AUROC AUPRC

GCN Yes 0.5471(0.0021) 0.7145(0.0268) 0.6981(0.0371)
GAT No 0.5236(0.0029) 0.6091(0.0042) 0.5023(0.0054)
SAGE Yes 0.5565(0.0024) 0.7261(0.0115) 0.7188(0.0168)
GT No 0.5508(0.0006) 0.7140(0.0201) 0.6959(0.0347)

Ablation study (Table 5). We evaluate the contribution
of Edge-W, the signed correlation-based edge weighting,
and Node-W, the CV-based node reliability weighting,
while keeping the backbone fixed to weighted GraphSAGE.
Across five repeated runs, the full DPR-GM achieves the
best Prac-F1, AUROC, and AUPRC, and each ablated vari-
ant trails this configuration on every metric we report. Re-
moving Edge-W produces a consistent drop across all three
metrics, indicating that signed correlation modulation con-
tributes meaningfully to ranking quality even when the do-
main topology is preserved. Removing Node-W yields a
similarly consistent degradation across all three metrics,
confirming that CV-based reliability weighting provides
information complementary to the graph structure alone.
Removing both components produces the weakest ranking
performance, with the lowest AUROC and AUPRC in the
ablation, showing that the domain-prior topology by itself is
not sufficient for the strongest ranking quality. Overall, both
Edge-W and Node-W consistently contribute to DPR-GM,
and their combination produces the most reliable balance
of thresholded detection quality and threshold-free ranking
performance.

Table 5. Ablation study on SKAB overall over five repeated
runs under the strict point-wise protocol. Mean (std). Bold /
underline: best / second-best. Edge-W denotes signed correlation-
based edge weighting, and Node-W denotes CV-based node relia-
bility weighting.

Variant Prac-F1 AUROC AUPRC

w/o Edge-W & Node-W 0.5547(0.0040) 0.7091(0.0169) 0.6899(0.0292)
w/o Edge-W 0.5518(0.0031) 0.7209(0.0110) 0.7113(0.0159)
w/o Node-W 0.5539(0.0023) 0.7175(0.0152) 0.7028(0.0270)
DPR-GM 0.5565(0.0024) 0.7261(0.0115) 0.7188(0.0168)

5. Conclusion
We presented DPR-GM, a forecasting-based anomaly de-
tection framework that constructs sensor graphs from do-
main knowledge rather than fully data-driven graph learning.
DPR-GM uses a binary domain adjacency matrix extracted
via an LLM from system design documentation to gate edge
existence, Pearson correlation to modulate permitted edge
strengths, and CV-based node reliability weights to reflect
sensor stability in anomaly scoring. All graph and relia-
bility priors are fixed before model training and introduce
no additional learnable parameters, making the framework

well-suited for data-scarce CPS where overfitting to limited
normal-operation statistics is a practical concern. Experi-
ments on the SKAB benchmark under a strict point-wise
protocol show that DPR-GM outperforms graph-based, sta-
tistical, and deep learning baselines across F1, AUROC,
AUPRC, MCC, and BF-F1, demonstrating that explicit do-
main priors provide a robust and stable alternative to learned
graph topology in data-scarce CPS.

6. Limitations and Future Work
DPR-GM is limited by the granularity of available domain
knowledge. In SKAB, the documentation provides subsys-
tem membership and signal-flow direction, but not precise
causal strengths between sensor pairs. Thus, DPR-GM cap-
tures coarse structural constraints rather than fine-grained
physical causality. We also validate DPR-GM on a single
CPS benchmark using a single LLM, Claude Sonnet 4.6 (An-
thropic, 2026). Future work will improve LLM-based prior
extraction through cross-LLM validation, prompt robustness
analysis, confidence-aware edge extraction, and evaluation
across more diverse CPS datasets.

Beyond CPS anomaly detection, many scientific discovery
domains generate sensor-based spatio-temporal time-series
data together with system documentation, experimental pro-
tocols, or domain descriptions. DPR-GM suggests a broader
direction in which LLMs transform such documentation
into explicit structural priors for graph-based learning. Such
priors may support downstream tasks such as forecasting,
anomaly detection, imputation, and sensor-state estimation
in domains including climate, neuroscience, transportation,
maritime systems, and autonomous laboratories. This points
toward documentation-grounded AI systems that incorpo-
rate symbolic or causal priors into scientific time-series
modeling, rather than relying only on correlations learned
from limited observations.
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A. LLM Prompt for Domain Prior Extraction
The following prompt is used to extract directed sensor dependencies from system design documentation using Claude
Sonnet 4.6 (Anthropic, 2026). The output is parsed into a structured list of directed sensor pairs (i→ j), which is used to
construct the binary domain adjacency matrix D.

System Prompt for Domain Prior Extraction (N = 8)

You are a physical systems expert specializing in sensor-based monitoring of industrial equipment. Given a natural language
description of a physical sensor system, your task is to identify all directed physical dependencies between sensor pairs based on
the underlying physical processes and system design.

Definition. A directed dependency from sensor A to sensor B, written as A → B, means that a change in the physical quantity
measured by A causally and predictably influences the physical quantity measured by B through a known physical mechanism,
such as electrical → mechanical, mechanical → hydraulic, hydraulic → thermal, or mechanical → mechanical propagation. The
dependency is asymmetric: A → B does not imply B → A.

System description:

{SYSTEM DESCRIPTION}
At each extraction step, you must:

• Identify all sensors in the description.

• For each sensor, record its name, the physical quantity it measures, and the subsystem it belongs to: electrical, mechanical,
hydraulic, or thermal.

• Determine whether each ordered sensor pair has a directed physical dependency based on the system design.

• Include only dependencies that are physically motivated by the system design.

• Do not include sensor pairs that merely co-move statistically without a physical causal pathway.

Physical pathways to consider:

• Electrical → Mechanical: voltage or current driving motor torque, rotation, vibration, or speed.

• Mechanical → Hydraulic: shaft rotation, pump impeller motion, or mechanical actuation driving flow rate or pressure.

• Hydraulic → Thermal: fluid flow, pressure, or circulation affecting temperature or heat dissipation.

• Mechanical → Mechanical: vibration, imbalance, or shaft displacement propagating through connected components.

For each directed dependency, provide:

• The source sensor.

• The physical quantity measured by the source sensor.

• The target sensor.

• The physical quantity measured by the target sensor.

• A one-sentence explanation of the physical mechanism.

Output format. Return the complete result as a JSON list. Do not include any preamble, explanation, or markdown formatting
outside the JSON.
[

{
"source": "<sensor name>",
"source_quantity": "<physical quantity>",
"target": "<sensor name>",
"target_quantity": "<physical quantity>",
"mechanism": "<one-sentence physical explanation>"

},
...

]
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B. Computational Environment
All experiments were conducted on an Ubuntu 24.04.4 LTS server equipped with two AMD EPYC 7502 32-core CPUs,
2.0 TiB RAM, and four NVIDIA GeForce RTX 3090 GPUs with 24 GB memory each. The server used NVIDIA driver
580.126.09 and CUDA 13.0.
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