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Abstract

As AI advances, copyrighted content faces grow-
ing risk of unauthorized use, whether through
model training or direct misuse. Building upon
invisible adversarial perturbation, recent works de-
veloped copyright protections against specific AI
techniques such as unauthorized personalization
through DreamBooth that are misused. However,
these methods offer only short-term security, as
they require retraining whenever the underlying
model architectures change. To establish long-term
protection aiming at better robustness, we go be-
yond invisible perturbation, and propose a univer-
sal approach that embeds visible watermarks that
are hard-to-remove into images. Grounded in a new
probabilistic and inverse problem-based formula-
tion, our framework maximizes the discrepancy be-
tween the optimal reconstruction and the original
content. We develop an effective and efficient ap-
proximation algorithm to circumvent a intractable
bi-level optimization. Experimental results demon-
strate superiority of our approach across diverse
scenarios.

1 INTRODUCTION

Deep generative models (DGMs), such as diffusion mod-
els [71, 28], have shown remarkable success in various
vision tasks, including text-to-image generation [65], im-
age editing [10, 69], and style transfer [35]. Moreover,
these models exhibit impressive personalization capabil-
ities [24, 66]. For example, DreamBooth [66] fine-tunes
diffusion models using a few representative reference im-
ages, enabling the generation of personalized images with
high fidelity. This capability significantly reduces the cost
of AI-assisted personalized generation, paving the way for
a wider range of AI-driven applications [81].

However, these advances also introduce new risks. Artists
and photographers frequently share their works online for
promotional purposes. Yet, off-the-shelf AI tools enable ma-
licious users to obtain unauthorized copies without purchas-
ing rights or to directly plagiarize art styles by fine-tuning
personalized models using these images [74, 52]. These
threats greatly undermine the profits of art creators [68].

Recent studies developed adversarial attacks to defend
against unauthorized use of AI tools [67, 68, 43, 74]. These
methods learn invisible perturbations to disrupt the image
generation process in DGMs like diffusion models. For ex-
ample, [67] push the latent codes of text-to-image diffusion
models toward unrelated targets, and AdvDM [44] mini-
mizes the likelihood of perturbed images from diffusion
models to degrade their performance on them. Poisoning
attacks have also been used to trick fine-tuning based Dream-
Booth into learning false correlations, preventing it from
capturing desired styles [74], and MetaCloak [52] incor-
porated meta-learning to attack an ensemble of diffusion
models, improving the poisoning transferability.

Although effective on targeted models, these invisible attack-
based solutions heavily rely on adversarial vulnerabilities,
resulting in two key limitations. First, the adversarial attack-
based mechanism makes them fall short to generalize well
to broader DGMs [31, 52]. Specifically, their performance
on black-box DGMs is largely unpredictable [16], and on
white-box DGMs, they only provide short-term protection:
when facing new DGMs, the perturbation must also be up-
dated or retrained [80]. Second, their invisibility inherently
limits their strength from two aspects. On one hand, in-
visible watermarks are prone to distortion and purification
attacks [3, 52, 86]. On the other, since these protections are
designed to be invisible, they cannot prevent direct misuse
such as scraping copyrighted content for commercial use
without authorization.

In response, we propose a new paradigm for copyright pro-
tection. Our approach revisits the visible watermark, a tra-
ditional tool for copyright protection. We demonstrate that
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visiblewatermarks offer strong protection: with clear copy-
right information displayed, the image becomes largely un-
usable. Additionally, when a prominent visible watermark
is present, AI tools like DreamBooth learn the watermark
pattern due to their backdoor mechanism [64, 59, 11], re-
sulting in unsatisfactory outputs. Finally, our protection is
agnostic to misuse: unlike attack-based methods, visible
watermarking does not target speci�c misuses or DGMs,
thus providing a universal protection.

Another advantage of visible watermarking is its robustness
to distortion attack, such as JPEG compression and Gaus-
sian blur, that can easily compromise its invisible counter-
part [3, 86]. The existence ofwatermark removalastargeted
attack on visible watermarking also poses a signi�cant chal-
lenge [51, 45, 55, 48]. Since standard mechanism that adds
visible watermarks in a consistent way can be bypassed by
specialized attacks [15], and manually placing watermarks
in appropriate areas [76] can be labor-intensive and not
scalable, we proposeHARVIM , whichlearnsa visible wa-
termark that is hard to remove in an automated way.To our
best knowledge, this is the �rst learning-based visible wa-
termark for copyright protection of human-created content
in the AI era. This new exploration is a key contributions.

Formally,HARVIM transforms watermark removal into an
inpainting problem of reconstructing the watermarked area,
and learns a watermark to make the reconstruction harder.
This entails a bi-level optimization. The lower-level opti-
mization reconstructs the watermarked area, and the upper-
level optimization adjusts the watermark to push the re-
construction away from the original image. Through this
formulation,HARVIM identi�es a hard-to-reconstruct region
of the image, usually containing rich visual details. Impor-
tantly, This region is anintrinsic characteristic of the image,
allowing HARVIM to create watermarks that areinherently
hard to remove, regardless of the removal method used.The
new hard-to-remove watermark formulation as a universal
copyright protection is also a key contribution of this work.

In execution, HARVIM uses a pre-trained generative model
as aprior to guide lower-level optimization [5, 2, 58]. How-
ever, this generative prior makes the bi-level problem NP-
hard [40, 70], due to the complexity of how the watermark
impacts the lower-level optimal solution involving a deep
neural network (DNN). Following prior work [31, 52], we
use meta-learning [22] for an approximate solution, replac-
ing the exact lower-level solution with one that takesK
gradient descent steps from the initial value [22]. Express-
ing the gradients as functions of the watermark allows the
approximation to be written as an explicit function of the
watermark. Meta-learning requiresK to be small, usually
leading to approximation errors [31, 25]. Nonetheless, re-
cent work showed that a special family of deep generative
priors allows the lower-level optimization to be replaced by
a series of subproblems, each solvablein a few steps[48].
Built upon this, we derive a new, effective solution to learn

watermark.This new bi-level solver is our third contribution.

Our paper is organized as follows. Sec 2 discusses the
HARVIM formulation and its approximate solution. Sec 3
evaluatesHARVIM 's performance on various image sets and
tests its robustness against different watermark removers.
Sec 4 reviews related works, and Sec 5 conclude the paper.

2 PROPOSED METHOD

Grounded in a probabilistic view, We proposeHARVIM to
learnhard-to-removevisible watermarks to protect copy-
righted images from direct and AI-assisted misuse.

2.1 PRELIMINARY

Notations.As in previous works [58, 79, 48], we represent
(�attened) images as vectors denoted by lowercase boldface
letters. Uppercase boldface letters mark matrices.

Inverse problems.Given a corrupted observationy 2 Rm

of an unknown imagex T 2 Rn (m � n), inverse problems
aim to reconstruct cleanx T assuming thaty is generated by

y = f (x T ) + e; (1)

wheref (�) is a known forward operator that corruptsx T ,
ande is a noise that has independently and identically dis-
tributed elements [5, 58]. Inverse problems, like compressed
sensing and inpainting, are associated with a speci�c opera-
tor f . For more background, see [58]. Our work focuses on
image inpainting.

Image inpainting. This task aims to recover an image with
masked content. Formally, inpainting assumes thaty =
A x T + e, whereA 2 Rn � n is a diagonal matrix with
binary entries indicating whether a pixel is observed or
missing, ande � G (0; � 2I ) is an isotropic Gaussian noise
with known variance� 2.

Deep Generative Prior. Inverse problems are generally
under-determined, in the sense that Eq(1) admits in�nitely
many possible solutions. To address this, deep generative
models (DGMs) pre-trained on large datasets can be used as
priors to assess the plausibility of reconstructions and help
�nd the optimal one [58]. From a Bayesian perspective, this
entails amaximum-a-posterior(MAP) problem. LetG be a
DGM prior. We solve the inverse problem by �nding

x � = argmax x logpG (x j y ; � ) (2)

= argmax x logpe(y � f (x )) + � logpG (x );

logpe(�) andlogpG (�) represent the log-likelihood of noise
e and imagex , respectively. The hyperparameter� > 0 con-
trols the weight of the priorG, acting as a regularizer [79].

Copyrighted Image Protection.The advance of DGMs
also enables unauthorized use of copyrighted content. For



instance, DreamBooth [66] allows text-to-image diffusion
models [65] to generate personalized images. However, by
�ne-tuning on a few of an artist's work, it can mimic and
plagiarize their style [74]. This has raised signi�cant con-
cerns about copyright protection [68]. To counter this, re-
cent works [43, 74] proposedtargetedattacks on DGMs
like DreamBooth being misused. Conceptually, given a mis-
used DGMG with training loss̀ (G; x ) for any x , these
works protected copyrighted imagex T by learning an invisi-
ble perturbation� via max� :k� k1 <" `(G; x + � ) to degrade
G's performance onx + � , where" limits pixel-level per-
turbation. This de�nes an adversarial attack onG. WhenG
is inaccessible,� is learned by attacking (an ensemble of)
open-source surrogate models [52].

2.2 HARVIM: TOWARDS A UNIVERSAL
PROTECTION BY VISIBLE WATERMARKING

As outlined before, although attack-based safeguards can
effectively address targeted misuse, they have key weakness.
First, the attack-based formulation limits their applicability
in untargetedscenarios. Speci�cally, their performance on
black-box AI is largely unpredictable due to the nature of
the attack [16, 52], and in white-box settings, they provide
only short-termprotection, in the sense that new personal-
ization techniques may render current safeguards (e.g., those
against DreamBooth) ineffective [52, 80]. In addition, thein-
visiblenature of existing protections also poses two inherent
limitations. First, these protections are prone to distortion or
puri�cation attack [3, 52, 86]. Second, theinvisibility offers
no protection againstdirect misuse. We refer to a misuse as
direct if it does not involve AI, but rather unauthorized use
such as piracy. For instance, users may scrape copyrighted
images for commercial purposes without purchasing rights,
undermining creators' pro�ts. Such misuse doesn't involve
AI tools and cannot be addressed by existing attack-based
methods. Consequently, existing safeguards often provide
unsatisfactory protection in execution [52, 86]. Hence, a
more general formulation for protection is needed.

In light of these limitations, we resort to visible watermark-
ing for stronger protection. First, visible watermarks ren-
der protected images largely unusable in direct use. In AI-
involved misuse scenarios, when a prominent watermark
presents, AI such as personalization with DreamBooth will
also be affected due to the backdoor mechanism [64, 59, 11].
As shown in Fig 1, DreamBooth learns watermark patterns
from watermarked training images, leading to unusable
outputs. Notably, adding visible watermarks requires no
prior domain knowledge of misuse scenarios or mechanisms.
Thus, it provides a broader protection. In addition, visible
watermarking are much more robust to distortion attacks.
In Fig 2 we applied JPEG compression [20, 4] and Gaus-
sian blur [84] at varied intensities to distort watermarked
images, and observed that the watermarks remain readable

even when the images are greatly destroyed.

Our �nding indicates that visible watermark offers an ex-
cellent level of robustness against standard transformation
attack, and pave the way for more reliable copyright pro-
tection than existing attempts. Nonetheless, conventional
watermarks are typically added in a consistent manner to
the images, which offers limited resistance against more tar-
geted watermark removal attack [15, 45, 73]. While manual
or rule-based watermark placement can provide some pro-
tection [32], it requires signi�cant human effort and lacks
scalability. To address this, we propose anautomatedso-
lution by learninga visible watermark that is resistant to
remove. We refer to our approach ashard-to-removevisible
watermark (HARVIM ) and provide details below.

2.3 FORMAL FORMULATION OF HARVIM

We formulate the proposedHARVIM as an optimization
problem. To this end, we de�ne a watermarkm 2 Rn as an
image with the same dimensions1 as the copyrighted image
x T . Then, watermark removal can be formulated as an in-
verse problem [58], where the watermarked observation is2

y (m ) = A m x T + e. Similar to inpainting,A m is a diago-
nal matrix where entries indicate if a pixel is watermarked.
Treating the watermarked area as missing, inpainting serves
as a surrogate for visible watermark removal [30].

Built upon this formulation,HARVIM seeks anm that
makesx T hard to reconstructfrom observationy (m ). The
reconstruction hardnessis measured by a similarity score
s(x � (m ); x T ) between the optimal reconstructionx � (m )
from y(m ) to the ground truthx T .

Watermarking constraints. When learningm for copy-
righted image protection, two standardreadability con-
straints must be met [57, 32]. First, image readability re-
quires that the watermarked observation's readability must
remain. Otherwise, while an excessive watermark occupying
the entire image can make it unrecoverable, audience will
also fail to recognize the image content, which could nega-
tively compromise the creator's �nancial gains and public
visibility. This constraint is solved by adding a regulariza-
tion termR(m ) to penalize the size of watermark. Second,
watermark readability requires that the watermark itself
should convey clear copyright information, such as the cre-
ator's logo or name. To satisfy this constraint, we use a small
pre-trained generative model to controlm , as detailed in
Appendix A.1 due to page limit.

Put together,HARVIM learnsm to watermark imagex T by

1The background is also part of the image.
2We write the observationy (or reconstructionx � ) as a func-

tion of m (and hyperparameter� ) to highlight the dependence.
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