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Abstract

We study a multi-agent multi-armed bandit
problem (MA-MAB) in open systems, where
multiple agents can enter and leave at any
time and face multiple bandit problems to
minimize the group-wise cumulative regret.
To our knowledge, this is the first work to
consider a dynamic set of agents that arrive
and depart according to stochastic processes,
systematically evolving over time. We also
extend to a permissionless blockchain-based
MA-MAB (PB-MA-MAB) problem, where
agents may behave either honestly or mali-
ciously depending on compliance with the
mechanism, and malicious agents may disrupt
honest ones. These formulations pose new
challenges, as regret grows with the increasing
number of agents. To this end, we design new
UCB-based methodologies for both MA-MAB
and PB-MA-MAB, introducing information-
integration rules for existing agents and
information-access mechanisms for new agents
to fully leverage available information. We
derive regret bounds for our algorithms and
characterize the complexity of the formula-
tion via regret lower bounds in both set-
tings. We establish regret upper bounds of or-

2
der maX{O(MO),O(logT),O(%)l{Aw}}
(a significant improvement over the naive
bound (My + T)logT), where My is the ini-
tial number of agents and C' reflects the ar-
rival/departure rate. We also prove lower
bounds of O(logT) and O(M,) for all con-
sistent algorithms, and tighter bounds of
O(log T + M) or O(log® T) for a subset in-
cluding ours. These imply that our algorithm
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is nearly optimal in general and optimal in
certain cases.

1 INTRODUCTION
Multi-armed bandit (MAB) (Auer et al., 2002a,b) is

a classical online learning paradigm in which, over a
finite time horizon, a decision-maker (or agent) selects
an arm at each time step, receives a reward, and adds
it to their cumulative reward. The goal is to maximize
the total reward by the end of the game, or equiva-
lently, to minimize the regret compared to the total
reward from always pulling the arm with the highest
expected reward. It has become increasingly popu-
lar and is extensively applied in e-commerce (Xiang
et al., 2022; Jiang et al., 2021), recommender systems
(Barraza-Urbina and Glowacka, 2020; Zhu and Van Roy,
2023), healthcare (Zhou et al., 2023; Mate et al., 2020),
and, more recently, large language models (Bounef-
fouf and Féraud, 2024; Behari et al., 2024). Recent
distributed applications with multiple decision-makers
motivate the cooperative multi-agent multi-armed ban-
dit (MA-MAB) framework, which drives advances in
network routing (Zhu et al., 2021; Yang et al., 2024),
e-commerce (Agarwal et al., 2022; Feng et al., 2018),
and biology (Azim et al., 2025; Lin et al., 2024), an ac-
tive area of research. It is categorized into two settings
by reward structure: stochastic, where rewards follow
time-invariant distributions, and adversarial, where re-
wards are chosen arbitrarily by an adversary. We focus
on the stochastic setting due to its wide applicability,
referred to as MA-MAB. Here, multiple agents interact
with multiple bandit problems and aim to maximize
the global cumulative reward by selecting the arm with
the highest average expected reward across all agents.

To date, research on MA-MAB has primarily focused
on a static/bounded set of agents, assuming a fixed or
bounded pool that does not change over time, or that
has an upper bound on the number of agents (Landgren
et al., 2016a,b, 2021; Zhu et al., 2020; Martinez-Rubio
et al., 2019; Agarwal et al., 2022; Wang et al., 2022,
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2020; Li and Song, 2022; Sankararaman et al., 2019;
Chawla et al., 2020; Xu and Klabjan, 2023, 2024, 2025;
Rosenski et al., 2016; Trinh and Combes, 2021). How-
ever, emerging applications often violate it, particularly
with the rise of digital currencies and platforms (Hel-
liar et al., 2020). A prominent example is blockchain
systems: Bitcoin, one of the largest digital currency
platforms, operates as an open-ended system where
agents can freely join and leave at any time, namely
permissionless blockchain (Deuber et al., 2019; Esmaili
and Christensen, 2025; Li et al., 2023; Thai et al.,
2019). Recently, Nakamura et al. (2023) studies the
adversarial case but imposes strong assumptions on
how agents enter and exit the system. In practice, yet,
agent dynamics can be entirely random, contradicting
these assumptions. Moreover, the stochastic rewards,
despite their large community, have not yet been ex-
plored. Consequently, it remains an open question how
to design a mechanism that captures the stochastic
nature of agents and how to address it in MA-MAB,
which we address herein.

A dynamic agent mechanism provides flexibility and
attracts more agents to join, but it also raises a natural
question: is the system robust to the new dynamics
introduced by openness? Historically, the robust multi-
agent multi-armed bandit framework has been widely
studied, where some agents may behave maliciously
(Vial et al., 2021, 2022; Zhu et al., 2023). Yet, this
line of work focuses only on (1) risks from a fixed set
of agents, and (2) primarily in the form of misleading
information. In contrast, (1) a dynamic set of agents
poses greater challenges, since new agents can join at
any time, and (2) cyberattacks introduce more dis-
ruptive risks, including threats to the stability of the
entire system. These gaps remain largely unexplored,
motivating the work herein.

Stochastic processes are widely used to model random-
ness in complex systems (Cinlar, 2013; Cox, 2017).
Queuing systems, for example, analyze how customers
arrive at and are served by a facility (Simaiakis and
Balakrishnan, 2016; Avi-Itzhak and Heyman, 1973).
When the facility is busy, customers form a queue;
these join/leave events are modeled as arrival and de-
parture processes. This framework naturally aligns
with the random agent dynamics in MA-MAB. In per-
missionless blockchains, it is often assumed that agents
are randomly sampled from a candidate pool (bino-
mial) (Esmaili and Christensen, 2025; Thai et al., 2019).
Since the binomial distribution approaches a Poisson
distribution as the pool size grows (Chen, 1974), the se-
quential arrivals naturally form a Poisson point process,
one of the most widely used stochastic models. Thus,
Poisson process can effectively model randomness in
distributed and blockchain systems. Yet its role has

not been understood, a gap we address herein.

Notably, blockchain systems offer potential for a robust
multi-agent multi-armed bandit framework to defend
against cyberattacks. In turn, the MA-MAB online
learning framework holds great promise for intelligent
blockchain systems, where agents can learn to make
decisions autonomously. Xu and Klabjan (2024) in-
tegrates blockchain with MA-MAB by characterizing
blockchain-based MA-MAB with a fixed set of agents,
known as a permissioned blockchain. However, the case
where agents can join or leave freely, corresponding to
permissionless blockchains, remains largely unexplored,
motivating the study of robust MA-MAB in open sys-
tems. In current permissionless blockchains, a common
assumption is that the candidate pool of agents is finite.
However, this is often unrealistic, as the global user
base can be infinite. Whether sampling from an infi-
nite pool in permissionless blockchains, together with
MA-MAB, ensures robustness remains open.

The key question we answer is: Can we design open
MA-MAB that captures agent stochasticity motivated
by permissionless blockchains and, in turn, apply this
mechanism to blockchain systems to ensure robustness?

1.1 Main Contributions

We answer the above question affirmatively through the
following contributions. We formulate the open multi-
agent multi-armed bandit (MA-MAB) problem with a
dynamic agent set, considering both the absence and
presence of agent departures, bridging MA-MAB and
stochastic processes. The agent set evolves according to
Poisson processes: arrivals follow a time-homogeneous
Poisson process, and departures follow another. We
further integrate permissionless blockchains with MA-
MAB, formulating a robust PB-MA-MAB problem,
addressing the new challenges induced by openness.

Methodologically, we design new information-
integration rules for existing agents and information-
access mechanisms for new agents to intelligently
leverage available information. In MA-MAB, initial
agents collect all reward information at each time
step and maintain an aggregated reward estimator via
simple averaging, thereby reducing sample complexity.
To compensate for missing information, new agents
follow the reward estimators maintained by existing
agents. Agents employ Upper Confidence Bounds
(UCB) based on their estimators. In PB-MA-MAB,
we develop robust approaches given the presence of
malicious agents. Specifically, initial agents construct
robust estimators by placing less weight on historical
data and more on recent information. New agents then
rely on reward estimators verified by the blockchain
after consensus among agents. Agents proceed
according to blockchain operations.
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Analytically, we derive regret upper bounds for our
algorithms and characterize the complexity of the new
formulation via lower bounds in both settings. Specifi-
cally, we show that the regret upper bound is of order

max{O(Mo),O(logT),O(%)l{Aw}L where My is
the size of the initial agent set and C' depends on
the arrival and departure rates. Notably, without
careful handling, a trivial bound could be as large
as O((Mo+T) -logT) in expectation. We eliminate
the linear 7" term by reducing the sample complexity.
Moreover, we prove that the regret lower bound is of
order O(log T') and O(My) for all consistent algorithms,
matching the upper bound up to a logT factor. We
further establish that the lower bound can grow as large
as O(log T 4 My) or O(log® T') when considering a new
family of consistent algorithms, whose regret upper
bounds scale polynomially in T" based on M, and logT'.
These results rely on analyzing the sample complexity
in our new setting, adapting the seminal techniques
from Lai and Robbins (1985) with a modified sample
complexity that influences the sample log-likelihood.

2 PROBLEM FORMULATION
2.1 Open Multi-agent Multi-armed Bandit

We begin by introducing the notation; a full notation
table is provided in Appendix E. Consistent with the
traditional multi-armed bandit (MAB) framework, we
consider K arms, the set of which is denoted by [K] =
{1,2,...,K}. The time horizon is denoted by T', and
each time step is indexed by 1 <t < T. It is worth
noting that unlike traditional multi-agent MAB, we
allow the set of participating agents to change over
time. We study a multi-agent MAB problem with
M, agents at time ¢, labeled 1 through M;, where all
agents face the same set of arms and share the same
unknown reward dynamics. The agents are distributed
over a fully connected graph G; = (V;, E;), where
Vi ={1,2,..., M;} and E; is the edge set. Specifically,
E; = {(m,n) : m € Vi, n € V;}. We use N, (¢) to
denote the neighbor set of agent m, where agent n is a
neighbor of agent m (i.e., n € N, (¢)) if (m,n) € E.

Next, we consider the reward dynamics in the stochastic
setting. Specifically, at each time step 1 < t < T,
the reward observed by agent 1 < m < M; for arm
1 <i < K is denoted by r? (t), which is drawn from
a time-invariant distribution with mean p;. In other
words, all agents share the same reward distribution
(homogeneous setting). Let a’, denote the arm selected
by agent m at time ¢, and let n,, ;(t) denote the number
of times agent m has pulled arm ¢ up to time ¢. Let
Np,i(t) be the total number of times arm ¢ has been
pulled by agent m’s neighbors (i.e., all agents) by t.

Additionally, open systems exhibit agent dynamics. We
model the agent population M; as consisting of a fixed

initial set of agents My (which does not change over
time), together with stochastic arrivals and departures
governed by Poisson point processes. Formally, the
agent population at time ¢ is given by: M; = My +
M2 — MP where M and MP denote the number of
agents that arrive and depart at time ¢, respectively.

The number of agents at time ¢, denoted MtA7 follows
a Poisson distribution, forming a Poisson point process.
Specifically, for any integer N € Z* U {0}, P(M# =

_ (Aa)Ne A . .
N) = LA where A4 > 0 is the arrival rate.

Similarly, we model agent departures using a Pois-
son point process with parameter A\p. The number
of agents leaving the system at time ¢, denoted MP,
follows a Poisson distribution. Specifically, for any in-
teger N € ZTU{0}, P(MP = N) = %, where
Ap > 0 is the departure rate.

The rationale for such an agent mechanism is as follows.
Notably, if the total pool of potential agents is infinite
but only a finite number are active at any given time
(i.e. Binomial), this captures a realistic and practical
scenario, also seen in permissionless blockchains. It is
well known that the Poisson distribution arises as the
limit of a Binomial distribution Bin(n,p) as n — oo
with n - p = Aa. This connection motivates modeling
the arrival process using a Poisson distribution with
rate A4 with an infinite agent pool. A similar argu-
ment applies to departures: if each agent leaves the
system with a small probability during each time in-
terval, then in the limit the total number of departing
agents follows a Poisson distribution. Broadly, Poisson
point processes are widely used to model real-world
queuing and service systems, and our modeling pro-
vides a systematic way to incorporate dynamic agent
sets through these stochastic processes. It reduces
to existing MA-MAB when Ay = Ap = 0, implying
consistency.

The objective is to minimize the group-wise regret,
defined as the cumulative regret summed over all ac-
tive agents: Ry = max; Zthl ZmeMt ri(t)— 23:1 ro
and the group-wise pseudo regret defined as Ry =
max; ZtT:l Y men, bt — Elrr], with respect to the
difference between the cumulative reward of always
pulling the optimal arm and the total reward actually
obtained rr, reading as rr = Z;‘ll D memH ra (t).

2.2 Permissionless Blockchain Bandit

Motivated by the agent mechanism of randomly sam-
pling from an infinite pool in permissionless blockchain,
we next study an important application of this new
agent mechanism in permissionless blockchain-based
multi-agent multi-armed bandits (PB-MA-MAB). To
the best of our knowledge, this is the first work to
study bandits on permissionless blockchains, thereby
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making a novel contribution to the robust multi-agent
multi-armed bandit literature under corruptions.

Blockchain formulation. We denote the sets of
honest and malicious agents at time step ¢ by M/ and
M, respectively, which are not known a priori. We
assume that M and M7 evolve according to Poisson
processes, with arrival and departure rates (A%, A1)
for honest agents and (A4, A\3}) for malicious agents.

Let Sy (t) denote the set of validators at time ¢, selected
algorithmically, and S¢(t) the set of commanders, also
selected algorithmically. The total number of blocks
is denoted by B = T'. The process at each iteration
follows the structure in Xu and Klabjan (2024), except
that the agent sets M/ and M/ evolve over time.

Following Xu and Klabjan (2023), each agent m is asso-
ciated with a public and secret key pair (PK,,, SK,,)
for 1 < m < M;. The list of public keys is publicly
available and ordered according to the agent set. Block
approval at time ¢ is denoted by b7 € {0, 1}.

The objective is R = max; 23:1 ZmeM’H ri(t) —rp

and pseudo regret Ry = max; Y, Dmemp My —
T

Elry], where rp =3, Z'rneMtH TZ} () 1pp=1-

Remark. This formulation poses additional challenges
beyond Section 2.1 and prior blockchain bandits (Xu
and Klabjan, 2024). Compared to MA-MAB, it includes
the term 1ym—1, reflecting that unapproved blocks incur
higher regret. The dynamic agent mechanism also com-
plicates the setting relative to Xu and Klabjan (2024),
since permissionless blockchains require accurate infor-
mation: new agents must fetch data, and misleading
information may propagate, causing regret to grow lin-
early with the number of agents.

3 METHODOLOGY

In this section, we propose new methods to minimize
the regret defined above in light of the newly introduced
challenges. For the two problem settings (MA-MAB
and PB-MA-MAB), we develop two algorithmic frame-
works: one for MA-MAB in Section 3.1, and one for
PB-MA-MAB in Section 3.2. The full pseudocode is
provided in Appendix C.

3.1 Open Multi-agent Multi-armed Bandit

We begin with MA-MAB in the dynamic-agent setting,
illustrating both the burn-in and learning periods. The
detailed steps of the algorithm are described below.

Burn-in. During the burn-in period of length L,
which will be specified in the regret statement, we
treat the setting as a standard MA-MAB problem with
a fixed set of agents in a homogeneous environment,
except that agents may arrive and depart according

to the stochastic processes. Specifically, for the first
L = O(logT) steps, the initial set of agents interacts
with the bandit game using an algorithm designed for
homogeneous multi-agent MAB problems on fully con-
nected graphs, as in Landgren et al. (2021) (used here
for illustration purposes; in practice, any homogeneous
multi-agent bandit algorithm could be applied). Newly
arriving agents randomly select arms during this phase.

At the end of the burn-in period, the initial set of
agents, i.e. for m € My, it updates the number of arm
pulls and their local reward estimators with respect to

arm i as follows: Ny (1) = 3 e n, ) i (1), 17" (1) =

m m
Zsiafn:i Tah;(S) ﬂm (t) = m stap, =t T“fn (S)
N, (£) R Nm,i(t) )

Here, n,, ;(t) and i7" (t) denote the local sample counts
and reward estimates of arm ¢ at agent m, while N, ;(¢)
and i7" (t) denote the global sample counts and reward
estimates of arm 7 at agent m.

Using the information accumulated during the explo-
ration phase, we proceed to the learning period, where
agents employ more informed strategies. Newly arriv-
ing agents are incorporated intelligently into the system,
as the regret depends heavily on their participation.

Arm selection. As in the standard MAB framework,
agents decide which arm to pull at each time step.
Specifically, during the burn-in period, each agent m
selects arm a!, = t mod K. During the learning period,
each agent follows a UCB-like approach by construct-
ing an Upper Confidence Bound (UCB) index for each
arm, i.e., a score assigned to every arm ¢, and then
selecting the arm with the highest score. Precisely,
at, = argmax, i7" (t — 1) + F(m,i,t — 1) where g (t)
is the aforementioned global estimator at agent m, and
quantity F(m,i,t) = (gjnhjit) )? represents the uncer-
tainty in the global estimator ji*(t), with constant
C1, B being specified in the theorems.

Broadcasting. During broadcasting, the agents sent
information to neighbors. Each agent m broadcast
M i (8)y Nom s (), B (8), A7 () to agent 1 < j < M.

Aggregation. For agents 1 through M;, informa-
tion is aggregated across all agents, i.e., Ny, ;(t) =
2 jeNm(y i (s 17 (1) = (X jenn o) i} (t—1)m;i(t)+
D ieN () . (t) - 1a;:i)/Nm,i(t). For newly arriving
agents, i.e., m € My \ M, they update their infor-
mation as Ny, ;(t) = N;,(t), g™ (t) = il (t),j € M.

Update. The agents subsequently update their local
estimators as follows: ny, ;(t) = np,i(t — 1) + 1p,=1 -
Lagymin B (0) = (6= 1) 4728 (0) - Log —i) im0,
3.2 Permissionless Blockchain Bandit

Next, we present the algorithm steps for permissionless
blockchains, following the structure of Xu and Klabjan
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(2024) but highlighting key differences in each module.

Information fetch. Agents arrive according to a
Poisson point process M;, and new agents begin by
fetching the available information on the chain upon
arrival. This highlights a key innovation compared to
permissioned blockchains, where all agents are assumed
to remain synchronized. For each new agent m (i.e.,
m ¢ M; and m € M), the agent first updates its
global estimators as " (t+1) = 1;(¢) and Ny, ;(t+1) =
N;(t) where fi;(t) and Nj(t) are the global reward and
sample count estimators of arm ¢ after the consensus
step at time t. Then, the agent initializes its local
sample counts and reward estimators for arm ¢ as:
nm,i(t) = 0, @ (t) = 0.

For existing agents that have not departed at time ¢
(i.e., m € M;_1 and m € M), they proceed directly to
the next stage of arm selection.

Arm selection. At each time step, agents choose
which arm to pull, with the strategy depending on
whether the agent is honest or malicious. This pro-
cedure builds upon Xu and Klabjan (2024), with the
key modifications being in the construction of f;* and
F(m,i,t —1). Honest agents adopt a UCB-style pol-
icy: during the burn-in phase, each honest agent m
cycles through the arms via a!, = ¢t mod K. In the
learning phase, each arm 7 is assigned a score, and
the agent selects the arm with the maximum score,

ie., atf! = arg max; (ﬂ;”(t) + F(m,1i, t)), where i (t)
denotes the reward estimator maintained by agent m,

B
and F(m,i,t) = (%1&%’5) , with constants C; and 3

newly designed in the theoretical statements.

By contrast, malicious agents j adopt arbitrary (adver-
sarial) strategies, often referred to as Byzantine attacks,
formalized as a} = h}(F;) € [K], where F; represents
the information history up to time ¢, including the
blockchain state and any additional data disseminated
by other agents.

Broadcasting. As in Xu and Klabjan (2024), agents
enter a broadcasting phase to exchange information
(see details therein). Each agent sends its local estima-
tors to the validators (selection is referred to Xu and
Klabjan (2024)) for aggregation: a malicious agent j
may broadcast i} (t) and @] (t) using black-box strate-
gies (e.g., Byzantine or backdoor attacks), while an
honest agent m truthfully reports z*(¢t) and g (t).

Aggregation. A key feature of the algorithm in per-
missioned blockchains is reduced reliance on historical
data during aggregation, which improves robustness
against adversarial attacks. Following this principle,
we adopt a similar aggregation rule to that in Xu and
Klabjan (2024), with the key difference that aggrega-

tion is now performed over all active agents m € [M],
rather than a fixed set.

In the aggregation step, validators combine the infor-
mation they receive. For each honest validator j, two
sets, A7 and B, are constructed as follows.

For t > L, the set A is defined by m €

Al & Npa(t) > 560 for every i, where ki(t) >
maXye M w is a threshold parameter that can

be securely computed via a multi-party computation
protocol as in Asharov et al. (2012), ensuring privacy
without revealing the exact values of N, ;(t). Specif-
ically, each agent m submits Ny, ;(t) and k;(t) to the
protocol, which outputs whether m € A{. The set
B{ is then determined based on the size of Aj. If
|A]| > 2f, where f = M, and t > L (ie., dur-
ing the learning phase), then B{ = [J,{(m,a"(t)) :
fi"(t) is smaller than the top f values in A? and

larger than the bottom f values in A{} O.w., during
the burn-in phase, we set B = {¢t mod K} and A} = 0.

As before, malicious agents may construct their own
sets A; and B; arbitrarily in a black-box manner.

Consensus. The consensus protocol is central to the
operation of the blockchain and ensures the security of
the chain. Assuming that the public keys of all agents
are known to all agents, we adopt the same consensus
protocol used in the permissioned blockchain framework
presented in Xu and Klabjan (2024). The rationale
behind this assumption is as follows. It aligns with
existing work on quasi-permissionless blockchains, such
as Algorand, where public key availability is standard.
Moreover, as noted in Lewis-Pye and Roughgarden
(2023), for permissionless blockchains without a public
key list, such as dynamically available or fully per-
missionless systems, it is currently infeasible to design
provably secure consensus mechanisms.

Global update. The set B; is forwarded to the
validators, who then compute the global update by
averaging the estimators contained in B;. Define
Ni(t) = ni(t) = >_,,cp, "m,i(t) as the total number of
times arm i has been pulled by the agents in ;. Accord-

ingly, for each arm ¢ at time ¢, the estimator is given by:
~ . ~ N Yomen, M (=) (t—1)
pa(t) = 5 () + (7)), fui(t) = =250

where 7 = max;<; {bs = 1} is the most recent time
a block was approved. When B; is empty: [,;(t) =
00, f1i(t) = oo.

Block verification. Smart contracts support both
permissionless and permissioned blockchains as in Liang
et al. (2024). A block is approved (i.e., by = 1) if the
condition fi;(t) < 2 is satisfied. Otherwise, the block is
disapproved, and b; = 0.
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Block operation. The smart contract outputs the
validated estimator fi;(¢), the set By, and the approval
indicator b;, and sends this information to the envi-
ronment. Based on the output, the environment per-
forms the block operation, distributing rewards accord-
ingly. Unlike Xu and Klabjan (2024), we remove the
cost mechanism here, since both honest and malicious
agents enter the system through the dynamic agent
mechanism which may not necessarily follow a cost
mechanism. This removes the need to incentivize ma-
licious agents, since agents are free to depart at any
time, and marks a key algorithmic improvement. Case
1: If by = 1, the environment allocates rj; (t) to agent
m (1 <m < M;). Case 2: If by = 0, then no agent
receives a reward.

Information update. After receiving information
from the environment, agents update their estimators:
For fiI"(t), a honest agent updates it upon receiving
i(t), L., f(E) = fis(1); 0., it sets A (t) = M (2).
The number of arm pulls and the local reward esti-
mators are updated similarly: 1, ;(¢) = nm,(t —1) +
_ A=)+ ()1 -

Tp,=1 - Lot =i, 17" (t) = nm‘:”(t) m—  Malicious
agents update information arbitrarily: it is defined as
f;"“ = g+(f}, Ft), where ff is the information main-
tained by the malicious agents at time ¢, a 4-dim mes-
sage tuple (1m,i(t), Nmi(t), 27" (¢), @ (t)). The term
F, is the information history (filtration) in R 2 5=1 M-
(i.e., K arms’ message across M, agents over ¢ steps),
and g; is any mapping from R**4K Y Ms g message
space R*.

Remark. Our method is fundamentally different from
that of (Xu and Klabjan, 2024). First, the aggrega-
tions in Ay and By use info. from the currently active
agents Ny, i, not the local counts ny, ;. This seem-
ingly intuitive change introduces nontrivial analytical
challenges. Second, newly arriving agents fetch info.
from the chain, avoiding the synchronization required
in permissioned cases and ensuring robustness, since
all on-chain info. is verified. Third, our estimators
and updates [1;(t) explicitly account for the changing
agent set through weighted averages, unlike their vanilla
average. Lastly and most importantly, a key distinction
lies in the block operation: theirs relies on a cost mech-
anism agreed upon by all agents to maintain a fized
agent set. The env. must assign extra rewards for par-
ticipation, depending on each agent’s contribution, an
extremely hard quantification in real-world. Their anal-
ysis also depends on assumptions on the mechanism,
e.g., distance-based or constant costs. In contrast, our
open system imposes no such cost mechanism or extra
reward structure and allows agents to join and leave
freely; malicious agents and the env. are not required
to comply with any such mechanism. This removes
a stringent assumption and leads to a fundamentally

different algorithm and analysis.

4 REGRET UPPER BOUNDS

In this section, we analyze the theoretical effectiveness
of the proposed methods across different settings by
establishing their regret upper bounds. Our evaluation
metric, group-wise regret, aligns with existing work on
multi-agent multi-armed bandits (except that we allow
for a dynamic set of agents) and serves as the stan-
dard measure for validating algorithms. We present
regret guarantees for both the MA-MAB setting in Sec-
tion 4.1 and the permissionless blockchain-based MA-
MAB setting (PB-MA-MAB) in Section 4.2. Proofs of
all theoretical results, as well as remarks on the novelty
and proof intuition, and Table 2 summarizing these
technical results, are provided in Appendix F.

4.1 Open Multi-agent Multi-armed Bandit

We begin with MA-MAB involving a dynamic set of
agents. By tuning the arrival and departure rates A4
and Ap, our framework offers flexibility and generality
while being consistent with existing models under spe-
cific settings. The absence or presence of departures
yields fundamentally different agent sets; accordingly,
we present separate results in Section 4.1.1 and 4.2.1.

If there is no departure (i.e., Ap = 0), the agent set be-
comes monotone non-decreasing over time. This aligns
with the assumption made in Nakamura et al. (2023),
effectively providing a solution under that assumption.
However, we emphasize that our stochastic setting dif-
fers significantly and leads to more refined regret bound
compared to v/T', which underscores the novelty of our
work. We study this case in Section 4.1.1.

In contrast, when a departure process is present (i.e.,
Ap > 0), the agent set is no longer monotone non-
decreasing, and a previously departed agent may rejoin
the game at a later time. These behaviors directly
contradict the assumption in Nakamura et al. (2023)
and motivate the new agent mechanisms developed and
analyzed in our work. The corresponding results are
presented in Section 4.2.1.

4.1.1 Without Departures

When Ap = 0, the number of agents grows over time,
which can potentially cause regret to increase. Our
proposed algorithm addresses this challenge, yielding
the following sublinear regret upper bound.

Theorem 1. Let us assume that the parameter of
the Poisson process for departures is Ap = 0, while
that for arrivals satisfies Ag > 1. Let us assume that

L= [%] Then the regret of the proposed algorithm

satisfies E[Rp|A] < (Mo + Aa - My - [lﬁ?])[lﬁ?] +

1+ 3[4 T) 4 22 = O(My +log T + A '%1-) =

max{O (M), O(log T), O(2%55) - 1, 5} where A =
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{IMy, — Mo — Aa - logT| < 1} captures the arrival
randomness, and P(A) > 1 — %, Ci=2and B = %
Remark (Comparison with the existing work). Un-
like existing work on bandits with a dynamic agent set
(Nakamura et al., 2023), our setting is stochastic, with
rewards drawn from time-invariant distributions. This
enables a more refined, instance-dependent regret upper
bound of order log T, rather than \T. We also intro-
duce a novel stochastic agent mechanism without the
stringent assumptions of Nakamura et al. (2023) and
account for it in the regret bound, where complexity
in the number of agents is governed by My and Aa.
Relative to fized-agent models (Martinez-Rubio et al.,
2019), we further establish a logT regret bound when
Aa = 0, which uniquely incorporates dependence on
both My and X4, a factor previously overlooked.

Remark. It is worth noting that three dominant terms
appear in our bound: long “1x,>0, logT, and M.
When Aa > 0, this differs from the existing regret
bound of order log T in the setting of multi-agent multi-
armed bandits with a fized set of agents. The difference
mainly arises because newly arriving agents contribute
additional regret whenever Ay > 0. Intuitively, while
new agents provide extra information about the arms,
they also increase the group regret by definition. This
highlights a fundamental trade-off between information
gain and regret growth in the number of agents, which
may explain the extra logT factor when My is small.
By contrast, when My is large, the regret is dominated
by My, a phenomenon not captured in earlier stud-
ies, where My is typically treated as a constant. In
practice, however, My may depend on the horizon. Im-
portantly, when Ay = 0, our regret bound is of order
max{O(logT), My}, consistent with existing results in
terms of T, but with an additional dependence on the
number of agents My, which the existing literature does
not account for.

Remark (Improvement over the naive regret bound).
Notably, it improves upon the naive upper bound, which
is linear in the number of agents and arises when ignor-
ing information aggregation or fetching across agents,
even when each agent plays optimally and incurs the
minimal logT regret. Precisely, if existing agents do
not aggregate, or if new agents act from scratch without
fetching, the total regret is the per-agent regret (logT)
multiplied by the agent size (= Mo+T by 2T/ rounds;
w.l.g. My <T), yielding (Mo + T)logT. The numeri-
cal comparisons with existing methods (either a fized or
bounded agent set), further validate this: methods that
do not properly handle new agents incur larger regret.

4.1.2 With Departures

We now consider the general case with Ap > 0, incor-
porating departures into the regret analysis.
Theorem 2. Let us assume that the arrival and

departure processes are Poisson with rates Aa >
0 and Ap > 0, respectively. Let us suppose

that (v/(Aa) — v/(Ap))? > 1.  Then we have

E[Rp|A] < (Mo + (Aa — Ap) - Mo - [SEED B + 1+

S48  52 = O(My+log T+ (Aa—Ap) L") =

max{O(My), O(log T),O(I?J%/IZ) Jx,—rp>0) where A=
My — My — (Aa—Ap) - t] < l,Vl <t <T} captures
{l 3

the randomness in the arrival/departure process, and

2 1 1
P(A) 2 l_ﬁ— 7( %(AA)— ,7()\[)))2, C] =2 andﬁ = 5-
Remark (Discussion on the order). The regret remains
of the same order as in the case A\p = 0. Howewver,
the complexity is now determined by Aa — Ap, indicat-
ing that departures reduce the regret upper bound. A
stronger dominating term arises only when Ag > Ap
instead of when Aa > 0. This again highlights the trade-
off between gaining more information from additional
agents and incurring less regret with fewer agents.

4.2 Permissionless Blockchain Bandit

As introduced earlier, the open agent mechanism is
inspired by permissionless blockchains. Hence, as an
application of the open system, we now analyze the
methods for robust MA-MAB with a permissionless
blockchain that presents an open system and agents
may behave maliciously in multiple ways. We first
present the regret guarantee without departures for
both honest and malicious agents (i.e., the departure
rates A& A4 = 0) in Section 4.2.1, and then examine
the general setting with departures (i.e., the departure
rates A2, A4 > 0) in Section 4.2.2.

4.2.1 Without Departures

Notably, even in the absence of a departure process, in-
troducing malicious components into the system brings
in two key parameters: A\ and A, which denote the
arrival rates of honest and malicious agents, respec-
tively. The relationship between these two parameters
determines the ratio of honest to malicious agents, mak-
ing it a crucial aspect of the blockchain structure and a
key factor in the regret upper bounds of the algorithms.

Consequently, we show that the regret bound for the
permissionless blockchain can be derived from that of
the permissioned blockchain, under standard assump-
tions with appropriate modifications. To the best of
our knowledge, this constitutes the first theoretical re-
sult in the context of permissionless blockchains. The
formal statement is presented below.

Theorem 3. Let us assume that \/(A{)—1/(2A4) > 1,

and that MIT > 2M64. Further, let us suppose that
the malicious agents are capable of performing exis-
tential forgery on the signatures of honest agents un-
der an adaptive chosen-message attack. Finally, let
us assume that all agents operate within a standard
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universal composability framework when constructing
A: (as defined in the algorithm) for any t. We then
obtain the following result on the regret: E[Rp|A] <
(c+1)- (M + () - M- L) - L+ K(55%E) +

ZCmaxl AN+ M)+ +1 < O(MEF +log T+ +

2
N - IET5) = max{O(M{1), 0108 T), O(ZEF ) L o}
c=1,

where L is the length of the burn-in period &L
o >1, 02>

MH ’
B[N ki MH ;
A; is the sub-optimality gap, 1 is the length of the sig-
nature of the agents, and k; is the threshold parameter
used in the construction of Ay. Here the high probability
event A is defined asA* {V1 <t <T by =1, MH >

A —
2M7}; P(A) 21 = g=r — e \/(QAA))Q

It is worth noting that the dominant term in the regret
bound is of the same order as in the bound without
blockchains (i.e., Theorem 1). In addition, the non-
dominant term M{ + M\ + 1, capture the additional
complexity introduced by permissionless blockchains.

C1 meets the condition that

4.2.2 With Departures

Next, we consider the PB-MA-MAB setting with de-
partures (A2, A4 > 0). The result for the case without
departures extends here by incorporating the depar-
ture process into the analysis, while the dominant term
remains unchanged. The statement is as follows.

Theorem 4. Let us assume that the malicious agents
perform existential forgery on the signatures of honest
agents with an adaptive chosen message attack. Lastly,
let us assume that the agents are in a standard universal
composability framework when constructing A; for any
t. Then we have that E[Rp|A] < (c+1)- (M + (M —
MNEYMo- L) - L+ K ([2C 8T ) 4 2 Cmax; Ay) + (M) +
(A =A2)+1 < O(Mg +log T+ (A —Ap)+ (AN =A%)
e 7) = max{O(M{"), O(log T), O(ET=) 11 _yn-0}

(M) (M)
where L is the length of the burn-in perzod 1;’;3, c=
1, C1 meets the condition that >1, 0% >

6|MH|k

MH , A; s the sub-optimality gap, | is the length of
the signature of the agents, and k; is the threshold
parameter used in the construction of A;. Here the
set A is defined as A = {¥V1 <t < T,by = 1, M >
2MPA} which satisfies that P(A) > 1 — 1/(TIT—1) —

V(TG/OF +23) — /(204 +208))%).
5 REGRET LOWER BOUNDS

We first claim that the regret lower bounds for MA-
MAB also apply to PB-MA-MAB by replacing M
with M{?, since the regret in the latter is always at
least as large as in the former. The formal result, via
information-theoretic arguments, is given below. All
proof steps are provided in Appendix F.

Theorem 5. For decentralized multi-agent problems

with any number of malicious agents, we have Ry <
REEB for all instances, where REB denotes the regret in
PB-MA-MAB with the same initial number of honest
agents as in MA-MAB.

As a result, we focus on characterizing regret lower
bounds for the MA-MAB setting and omit the corre-
sponding statements for PB-MA-MAB.

For MA-MAB, we establish regret lower bounds for
both the case without departures and the case with
departures, since it is not a priori clear, nor mathemat-
ically straightforward, which one dominates in terms
of regret. These two cases are presented in Section 5.1
and Section 5.2, respectively.

5.1 Without Departures

Traditionally, lower bounds characterize the regret in
the worst-case scenario (with respect to the problem
instance) for any consistent algorithm. Notably, this
does not hold for all algorithms—for example, a deter-
ministic algorithm may achieve zero regret in certain
cases but incur regret of order T in others. Such al-
gorithms tend to be unstable and fail to generalize
across problem instances. By consistency, we refer to
algorithms that achieve o(T*) regret for all instances
and for any positive real number a, algorithms that
consistently achieve sublinear regret.

Focusing first on the setting without departures (i.e.,
0), we analyze general consistent algorithms
and establish two types of regret lower bounds, in
terms of both My and T'. These capture two layers of
problem complexity, extending beyond the traditional
focus solely on T with a fixed set of agents. Notably,
even deriving a regret lower bound matching existing
MA-MAB results requires new techniques, as known
bounds may not hold with an evolving agent set.
Theorem 6. Let us assume that the algorithms we con-
sider are consistent in the sense that E[Rr|A] < (Aa -
St+T - My)® for any a > 0 where St T(T;l). Then
we have that E[Rr|A] > O(log T +1log (Aa - T + My))}.
Theorem 7 (Corollary). Assuming the same condition
as in Theorem 6, E[Rr|A] > O(My).

Ap =

Our proofs adapt existing analyses by focusing on the
information likelihood & the algorithm class, with a key
novelty: While existing work on lower bounds over the
past decades has relied on the commonly used family of
consistent algorithms, we prove the explicit connection
between lower bounds and algorithm classes.

The dominant terms in the two theorems above are M,
and log T', which align with the regret upper bounds
up to a logT factor. This demonstrates the near-
optimality of our algorithm but also suggests room
for improvement through tighter lower bounds. To ad-
dress this, we establish regret lower bounds that exactly
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match the upper bounds by modifying the assumptions
on algorithm consistency: instead of requiring o(7T)
regret for all @ > 0, we allow the exponent a to exceed
a threshold. This new class of algorithms may include
more suboptimal cases, enabling stronger lower bounds.
Our approach provides a new perspective for regret
lower bounds, even in the single-agent setting.
Theorem 8. Assume the same condition as in Theo-
rem 6 with a > %8:?. It then follows that, E[Ry|A] >
O(Mp) -logT > O(My) + O(log T).

Theorem 9 (Corollary). Under Theorem 6’s condi-
tions with a > lloogg%, E[Rr|A] > O(log® T).
Remark. The lower bound on the power index a
depends on considering My or T, thereby uniquely
highlighting the connection between problem complezx-
ity (regret lower bounds) and the class of algorithms.
In both cases, the regret lower bounds, My + logT
and log2 T, match the upper bounds of order at most
max{O(log? T), O(My)}. Moreover, our algorithm is
consistent under the new definition of consistency, the
above lower bounds also apply, thereby establishing the
(near-) optimality of our algorithm. Deriving matching
bounds for all consistent algorithms remains open.

5.2 With Departures

With A\p > 0, the regret lower bounds remain un-
changed, since departures do not affect sample com-
plexity or their order. Theorems 10, 11, 12, and 13
present these bounds; they are mostly corollaries of
the lower-bound results in Section 5.1: 10 and 11 for
general consistent algorithms and 12 and 13 under the
new consistency assumptions.

Theorem 10 (Corollary). Let us assume that Aa >
Ap. Let us assume that the algorithms we con-
sider are consistent in the sense that E[Rp|A] <
((Aa — Ap) - Sp + T - My)* for any a > 0 where
St = @ Then we have that E[Rr|A] > O(log T+
log (Aa — Ap) - T'+ Mo)).

Theorem 11 (Corollary). E[Rr|A] > O(My).
Theorem 12 (Corollary). Assuming the same condi-
tion as in Theorem 10 with any a > %g:f, E[Rr|A] >
O(Mpy) - O(logT) > O(My) + O(logT).

Theorem 13 (Corollary). Under the same condition as

in Theorem 10 with a > llgéﬂ;:i, E[Rr|A] > O(log? T).

Remark. Importantly, the regret upper bound estab-
lished for our algorithm ensures that the policy is con-
sistent under the new definition of consistency. As a
result, the preceding lower bounds hold in this setting as
well, confirming the (near-)optimality of our algorithm
in both asymptotic and finite-time analyses given the
newly added dimension of departure processes.

For the established upper and lower bounds across var-
ious settings, we refer to Table 1 in Appendix A for
a summary of the theorems, implying the comprehen-
siveness and tightness of the results.

6 NUMERICAL EXPERIMENTS

We compare our algorithm to the existing benchmarks.
The simulation evaluated ours, SE-AAC-ODC (Wang
et al., 2025), UCB-ODC (Chen et al., 2023), and Ran-
domized KL-UCB (Trinh and Combes, 2021). Re-
garding scalability with respect to A, we observe that
even a moderate arrival rate A = 0.2 can significantly
disrupt the benchmark algorithms, while our method
remains stable under the same conditions (our sensitiv-
ity study below even pushes A to be 2.5). To ensure a
fair comparison, we conducted the experiments using
a relatively small value of A\, and we expect the perfor-
mance improvement of our algorithm to become even
more pronounced as A increases.

A plot visualizing regret is in Appendix D; among all
algorithms, ours exhibits substantially smaller regret
and even tighter confidence intervals, indicating both
superior performance and greater stability. In contrast,
the benchmark algorithms display a clear linear trend.
These observations demonstrate both the necessity of
developing new algorithms for settings with agent dy-
namics and the sufficiency of our proposed method in
addressing these challenges.

We also report the table (Appendix D) summarizing
the regret of the methods, along with the improve-
ment of our algorithm relative to each benchmark. We
observe that the regret improvement (defined as the
absolute regret difference divided by our algorithm’s re-
gret) increases as the time horizon grows and becomes
highly significant, as the agent population expands over
time. The average improvement over the second-best
approach (UCB-ODC (Chen et al., 2023)) is 60% for
0 <t < 25K, rising to 215% for 2.5K <t < 5K. This
highlights the increased benefits of accounting for agent
dynamics and more precisely demonstrates the superi-
ority of our algorithm compared to the benchmarks.

In addition, we conduct further experiments on real-
world data beyond simulations, using a real-world e-
commerce dataset where customers arrive and make
purchases each day, naturally forming a dynamic agent
model. An example of such data is the Brazilian E-
Commerce Public Dataset by Olist on Kaggle. The
results are also shown in the table using the real dataset
(with a total of 609 time steps; Appendix D). Our algo-
rithm demonstrates significant improvements over the
existing benchmarks (at least 130%). We also evaluate
on a simulator derived from the real-world dataset at a
longer horizon (7' = 5000), where our algorithm again
outperforms benchmarks. These strongly support the
practical effectiveness and significance of our method.

We also present a comprehensive study on the parame-
ters T', My, and \, and defer the details to Appendix D.
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A CONCLUSION AND FUTURE WORK

Without departure

With departure

MA-MAB

PB-MA-MAB

Lower Bound

Upper Bound

Lower Bound

Upper Bound

O(lOg T)a O(M0>
O(log T + M), O(logT?)
Theorems 6, 7, 8, 9
consistency; &
modified consistency

max{O(My), O(logT),

.2
0 ( 1(01%470T) ) Ixa>o0 }
Theorem 1
nearly tight in general;
tight under assumptions

O(log T), O(My)
O(log T + M), O(log T?)
No smaller than MA-MAB
consistency; &
modified consistency

O(log® T
max{O(MH),0(log T),
O(ET2)1 -0}
Theorem 3
nearly tight in general;
tight under assumptions

O(IOgT)7 O(MO)
O(log T + My), O(log T?)
Theorems 10, 11, 12, 13
consistency; &
modified consistency

max{O(Mo), O(log T,

2
O(l(()j%/[f) Mxa-rp>0}
Theorem 2
nearly tight in general;
tight under assumptions

O(log T), O(My)
O(log T + My), O(log T?)
No smaller than MA-MAB
consistency; &
modified consistency

O(log? T)
max{O(M),O(log T),
O(%)lxg—,\gw}
Theorem 4
nearly tight in general;
tight under assumptions

Relationship:

Comparison:

MA-MAB serves as the baseline,
while PB-MA-MAB introduces robustness challenges;
departures further complicate both settings.

MA-MAB has a smaller lower bound than PB-MA-MAB,
since PB-MA-MAB adds robustness constraints.

Theorem 5;

the sufficiency of proving lower bounds for MA-MAB.

Table 1: Regret upper and lower bounds for MA-MAB and PB-MA-MAB under different agent dynamics, along with their
relationship and comparison.
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In this paper, we present the first study of the open multi-agent multi-armed bandit (MA-MAB) problem with
a randomly evolving set of agents, motivated by and also applied to applications in permissionless blockchains
(PB-MA-MAB) where agents typically join the game randomly from a candidate pool. Unlike existing MA-MAB
formulations that assume a fixed set of agents, we allow agents to arrive and depart according to a systematic and
probabilistic mechanism, namely a Poisson point process. This choice is natural since the asymptotic distribution
of arrivals from an infinite pool is Poisson, thereby capturing the dynamics of permissionless blockchains more
accurately. This setting necessitates a new problem formulation, as the regret now grows with the number of
agents, introducing significant challenges. To address these, we design new methodologies inspired by the Upper
Confidence Bound (UCB) principle. Each agent selects an arm that maximizes its UCB index based on empirical
reward estimators. Importantly, newly arriving agents do not start from scratch: they either adopt the estimators
of agents who remain in the system or use estimators stored on the blockchain, depending on whether the context
is blockchain-based or not. Meanwhile, existing agents collaborate to accelerate the learning process, reduce
sample complexity, and thereby lower regret. We provide theoretical guarantees for the proposed algorithms
in terms of both upper and lower bounds on regret. Specifically, we show that the regret upper bound is of
order max{My,logT, %1>\A>0}, and the lower bound is max{M{? log T} for consistent algorithms, implying
near-optimality. Moreover, for a new class of consistent algorithms, we establish matching lower bound log T2,
demonstrating optimality in this refined setting.

‘We summarize the statements in Table 1 for both MA-MAB and PB-MA-MAB, with and without
departures, and with respect to both lower and upper bounds. The table also indicates the tightness of
our theoretical results.

Looking ahead, an important direction is to explore alternative stochastic models for agent dynamics, which can
further broaden the applicability of this framework to real-world multi-agent systems. Another promising avenue
is to adapt existing MA-MAB techniques to handle open systems.

B RELATED WORK

Multi-agent Multi-armed Bandit with fixed agents Recently, numerous studies on MA-MAB with a fixed
set of agents have gained attention, driven by the rapid development of networked systems in online learning
(Landgren et al., 2016a,b, 2021; Zhu et al., 2020; Martinez-Rubio et al., 2019; Agarwal et al., 2022; Wang et al.,
2022, 2020; Li and Song, 2022; Sankararaman et al., 2019; Chawla et al., 2020; Xu and Klabjan, 2023, 2024, 2025).
Importantly, if the reward distributions for the same arm are identical across agents, the setting is referred to as
homogeneous MA-MAB (Landgren et al., 2016a,b, 2021; Zhu et al., 2020; Martinez-Rubio et al., 2019); otherwise,
it is heterogeneous MA-MAB (Xu and Klabjan, 2023). Homogeneous MA-MAB is relatively well understood and
is the focus of our work. Depending on whether there is an underlying communication topology among agents,
the setting can be further categorized into centralized and decentralized variants. In the centralized case, agents
communicate with a central server; in the decentralized case, agents communicate directly with one another based
on a graph structure. Notably, decentralized MA-MAB is more general and introduces new challenges due to
varying graph topologies. Examples include fully connected graphs (Landgren et al., 2016a) (where all agents are
connected), connected graphs (where a path exists between any two agents) (Wang et al., 2022; Chawla et al.,
2020; Sankararaman et al., 2019), random graphs (where edges exist independently with some fixed probability)
(Xu and Klabjan, 2023), and stochastic block models (where edge probabilities depend on a cluster structure)
(Xu et al., 2025). Nevertheless, all of this prior work assumes a fixed set of agents—a key distinction from our
setting. This difference significantly impacts both the problem formulation and the definition of regret.

Multi-agent Multi-armed Bandit with unbounded sets of agents To the best of our knowledge, only
one prior work has considered a dynamic and unbounded set of agents (Nakamura et al., 2023). They recently
studied the adversarial setting, while our work focuses on the stochastic setting—highlighting a key difference.
More importantly, their model imposes strong assumptions, such as agents never returning once they leave the
system and a monotonic number of agents over time. While these assumptions may be mathematically convenient,
they fail to reflect many real-world scenarios where randomness is inherent, and such deterministic conditions
often break down. In contrast, we address this challenge by modeling agent arrivals and departures as stochastic
processes, allowing us to better handle noise and align with practical applications.

Multi-agent Multi-armed Bandit with bounded sets of agents Overall, compared to (Wang et al.,
2025; Chen et al., 2023; Rosenski et al., 2016; Trinh and Combes, 2021), our formulation is novel in capturing
real-world applications in which the platform is open to anyone worldwide without capacity constraints, the global
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population evolves according to branching processes, and thus there is no precise upper bound independent of T
on the total number of agents. Our regret bounds (both upper and lower) reflect this complexity, and addresses
the open problem. We also address malicious scenarios. This formulation further opens the door to incorporating
richer stochastic processes from queueing theory into decision-making platforms (where, instead of merely being
served, agents can make decisions) as the world becomes increasingly digital and agentic.

More precisely, the main difference between our agent model and the models in (Wang et al., 2025) and (Chen
et al., 2023) is that, in their settings, the active agents are subsets of a fixed set whose size is bounded by a
constant M independent of T' (i.e., no more than M agents participate). Moreover, (Wang et al., 2025) and
(Chen et al., 2023) focus on communication cost and regret without capturing dynamic agent activation patterns,
nor do they consider malicious agents. In contrast, in our setting any agent can enter the game, potentially
from an infinite pool, and the number of agents grows with ¢ according to a Poisson process, yielding roughly
AT agents in expectation by the end of the game. This introduces new challenges, as the regret is defined with
respect to all active agents and may grow linearly in expectation. And our focus is on the regret and its scaling
under a dynamic agent model. Deriving algorithms with guarantees that (1) grow sublinearly and (2) reflect
the complexity of the arrival/departure process is therefore novel; we additionally incorporate malicious agents
and establish robust guarantees. Compared to (Rosenski et al., 2016), that paper also considers a changing set
of agents but explicitly assumes that “Generally, we assume K, N, N; are all much smaller than 7',” where N,
denotes the dynamic agent count and N the fixed set size. In (Rosenski et al., 2016), the regret scales with
N and N2, and the setting involves collisions in which two agents selecting the same arm both receive zero
reward. In our setting, however, N; can be comparable to T because arrivals follow a Poisson process, and in
expectation F[Ny] = At can exceed T. This directly impacts the regret, yet we show that it does not scale linearly
with E[V;]; instead, it scales as Mog? T or My. We also consider both cooperative and malicious agents, where
disruptions go far beyond collisions: if a block is not approved by the disruptive behaviors of agents, no agent
receives reward. Compared to (Trinh and Combes, 2021), that paper assumes a fixed, bounded set of agents and
analyzes collisions without collision sensing, further creatively extending to a dynamic agent setting only where a
queue with capacity K is imposed for numerical experiments. In other words, the total number of agents will
not exceed K, which directly constrains the regret. Also, the analysis for this setting is pointed out as an open
problem. In contrast, our work employs a fully dynamic agent model with no queue-capacity limitation on the
number of agents and hence no such constraint on regret. We further theoretically provide both upper and lower
bounds that capture the inherent complexity of this setting that addresses this open problem. We also conduct
experiments under the dynamic regime, and additionally incorporate malicious agents.

Stochastic/Queuing systems Stochastic systems are those that involve significant randomness and uncertainty
in their operations, giving rise to a broad area of research on stochastic processes, which rely on mathematical
modeling and probabilistic tools (Cinlar, 2013; Cox, 2017; Simaiakis and Balakrishnan, 2016; Avi-Itzhak and
Heyman, 1973). Common examples include queuing models (Simaiakis and Balakrishnan, 2016; Avi-Itzhak
and Heyman, 1973) and Markov decision processes (Bellman, 1957; Wiesemann et al., 2013; Even-Dar et al.,
2009). Among these, queuing models are particularly important—they describe systems where “customers” (i.e.,
entities in the system) arrive and are then served by “servers”. In such models, both the arrival and service
processes follow probabilistic patterns, with the Poisson process and compound Poisson processes being the most
commonly used. Traditionally, queuing theory has focused on metrics such as customer waiting time and server
utilization. However, queuing models have broader potential due to their general structure and flexibility. In
particular, they have not been widely explored in settings where the “customers” are intelligent agents making
online decisions—enabled by artificial intelligence—rather than passively receiving service. This opens up a new
opportunity: modeling agent mechanisms in online learning systems using queuing theory. Motivated by this, we
explore the use of queuing models—specifically, Poisson processes (Samuels, 1974; Pasupathy, 2010; Barbour,
1988; Janson, 1987)—to model agent arrival and departure dynamics in the multi-agent multi-armed bandit
framework. This perspective could pave the way for incorporating more advanced queuing models in future
research.

Robust Multi-agent Multi-armed Bandit Another key aspect of the multi-agent multi-armed bandit
(MA-MAB) framework is robustness to the presence of malicious agents, which has been gaining increasing
attention in digital platforms. To this end, researchers have proposed robust MA-MAB algorithms under various
types of attacks, including noisy or distribution-shifted rewards, or adversarial rewards generated by malicious
agents (Vial et al., 2021, 2022; Zhu et al., 2023; Xu and Klabjan, 2024). However, to the best of our knowledge,
existing work does not consider cyberattacks—such as cases where the entire reward or game mechanism is
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compromised by malicious agents, or where malicious agents disrupt or obscure the system itself. Recently, Xu
and Klabjan (2024) explored the role of blockchain in ensuring robustness against such cyberattacks. However,
their work focuses solely on permissioned blockchains, and does not address the more challenging permissionless
blockchain setting. In this paper, we address this gap.

Permissioned and Permissionless Blockchain Blockchains are decentralized, secure ledgers where a group
of agents (possibly malicious) perform transactions and receive feedback only if the transactions are verified as
secure. Blockchains can be categorized as permissioned (Iyengar et al., 2023; Amiri et al., 2019; Arenas and
Fernandez, 2018; Rouhani et al., 2021) or permissionless (Esmaili and Christensen, 2025; Thai et al., 2019; Falazi
et al., 2019; Deuber et al., 2019; Liang et al., 2024; Fisch et al., 2025), where the former has a fixed, pre-selected
set of agents, and the latter allows a dynamic set of agents—anyone can join at any time. While permissioned
blockchains are relatively well understood in terms of both applications and methodologies, they are mostly
limited to consortium-based use cases. In contrast, widely used blockchains such as Bitcoin and Ethereum are
permissionless—yet remain largely unexplored in terms of agent mechanisms and learning methodologies. In the
context of intelligent decision-making, Xu and Klabjan (2024) recently studied how permissioned blockchains can
be integrated with a multi-agent multi-armed bandit (MA-MAB) framework. This integration not only enables
robust decision-making in the presence of malicious attacks but also supports agent-level intelligence—crucial in
the era of AIl. However, the corresponding concept in permissionless blockchains has not yet been explored. In this
work, we aim to close two gaps: (1) we show that MA-MAB with a dynamic set of agents naturally enables the
characterization of agent mechanisms in permissionless blockchains, and (2) we demonstrate that permissionless
blockchains can also provide robustness, in a way similar to Xu and Klabjan (2024).

The following table further highlights the contributions of this work relative to the existing literature.

Section Existing work  Open-MA-MAB

Agent set fixed/subset;  dynamic from an
infinite pool;

Agent size at most M completely Pois-
son

Regret M agents’ re- E[Myp] = AT

bounded gret agents’ regret

by

Algorithm aggregation fetching/aggregation

Upper bound  logT {log T, My, )\%}

Lower bound  logT {log T, My, log® T'}

Complexity of T T, X\, My

Experiments benchmarks significant  im-
provements

References (Wang et al., this paper

2025;  Chen
et al., 2023)
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Section Existing work PB-MA-MAB
Agent set dynamic dynamic  with
bounded; malice;
Agent size at most K completely Pois-
son
Regret K agents’ re- AT agents +
bounded gret from corruptions
by
Algorithm MC; KL-UCB  plus blockchains
Upper bound /T or NA {log T, My, )\%}
Lower bound  NA {log T, My, log> T’}
Complexity of T or NA T, \E A, ME,
Mgt
Experiments benchmarks in progress
References (Rosenski this paper
et al., 2016;
Trinh and
Combes,
2021)

C ALGORITHM PSEUDOCODE

C.1 Open Multi-agent Multi-armed Bandit

Algorithm 1 Open-MA-MAB

Input: Horizon T', number of arms K, burn-in length L, parameters C1, 8
Initialize the initial active set My and local/global estimators for ¢t =1,2,...,7 do
Update the active set M; if ¢ < L then

‘ OpenBurnIn (¢, M;, My, K)
else

L OpenSelect (¢, My, K, C1, )

OpenBroadcastAndAggregate (¢, M;)
| OpenUpdate (¢, M})
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Algorithm 2 Open-MA-MAB subroutines

Function OpenBurnIn(t, My, My, K)
foreach agent m € M; do
if m € M, then
| Run a homogeneous MA-MAB algorithm on the fully connected graph
else
| Select an arm randomly

Function OpenSelect (t, M, K,C1, 3)
foreach agent m € M; do

foreach arm i € [K] do
Compute

Cqlogt f
1)

F(m,i,t—1)= (N =
m,i

Select

aj" « arg max (@ (t = 1)+ F(m,i,t — 1))
1€

Pull arm a" and observe reward rym (t)

Algorithm 3 Open-MA-MAB aggregation and update

Function OpenBroadcastAndAggregate (¢, M;)
foreach agent m € M, do

| Broadeast {1 (), Now (), 5" (8), i (1) bic
foreach existing agent m € My N M;_, do

foreach arm i € [K] do
Update

N i(t) Z nji(t)

FENM(t)

| Update aggregated estimator {["(¢) using neighbors’ counts, local estimators, and current rewards

foreach new agent m € My \ M;_; do
foreach arm i € [K] do
Pick an existing agent j € M;_, and set

N i(t) < Nja(t), A (t) « il (t)

Function OpenUpdate (¢, M;)
foreach agent m € M; do

foreach arm i € [K] do
Update

N, i () <= N i (t — 1) + 1{ai* =i}
if aj” = then
L Update the local estimator fi;"(t) using ryi (t)
Set 1" (t) <= fi;" ()
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C.2 Permissionless Blockchain Bandit

Algorithm 4 PB-MA-MAB
Input: Horizon T, number of arms K, burn-in length L, parameters C1, 3
s Initialize the blockchain state and the honest/malicious active sets for t =1,2,...,T do
9 L Update the active set M; PBFetch(t,M;) PBSelect(t,M;,K,L,C1,5) PBAggregate(t,M;)
PBConsensusUpdate (¢) PBLocalUpdate (¢, M;)

Algorithm 5 PB-MA-MARB: fetch and arm selection
Function PBFetch (¢, M;)
foreach new honest agent m € My \ M;_; do

foreach arm i € [K] do
Fetch on-chain information and set

fit () < fs(t — 1), Np,i(t) < Ni(t —1)

Initialize

Function PBSelect (¢, M;, K, L,C,3)
foreach honest agent m € M} do
if t < L then
Select
ay* < tmod K

else
foreach arm i € [K] do
Compute
Cilogt\”
;(t) )

F(m,i,t) = (

| Select the arm with the largest UCB index

foreach malicious agent j € M{* do
| Choose an arm adversarially according to the maintained information filtration

foreach agent m € M; do
| Pull arm aj®
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Algorithm 6 PB-MA-MAB: broadcasting, trusted aggregation, and consensus

Function PBAggregate (¢, M;)
foreach honest agent m € M} do
| Broadcast truthful local/global estimators to validators

foreach malicious agent j € M do
| Broadcast arbitrary messages

foreach honest validator j € Sy (t) do
if t > L then
Construct the trusted set A7 if [A/| > 2f then
‘ Trim the largest f and smallest f values and obtain Bg
else

| Set B} « 0
else ' '
| Set A7 « () and B} « {t mod K}

Function PBConsensusUpdate ()
Run the blockchain consensus protocol among validators and commanders
Produce the agreed set B;
foreach arm i € [K] do
Compute 7;(t) from By if B; # ) then
| Compute fi;(t) and update fi;(t)
else
| Set f1;(t) < oo and fi;(t) - o0

| Verify the block and determine b,

Algorithm 7 PB-MA-MAB: block operation and local information update

Function PBLocalUpdate (¢, M})

Output fi;(t), B, and by via the smart contract if by = 1 then
| Allocate rewards to all active agents

else
| No agent receives reward

foreach honest agent m € M} do

foreach arm i € [K] do
Update the maintained global estimator using the chain output if received; otherwise use the local

estimator Update
N i () <= N s (8 — 1) + 1{by = 1}1{a}" = i}
if ai®* =4 and by = 1 then
| Update the local estimator using the received reward

foreach malicious agent j € M/ do
| Update information arbitrarily
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D ADDITIONAL EXPERIMENTAL RESULTS

D.1 Comparison with benchmarks

Cumulative regret

Cumulative regret

Open-system comparison (T=5000, A_a=0.005, A_d=0.0)
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Figure 1: Synthetic Dataset.

Generative MAB Comparison (T=5000, A_a=14.60, p_d=0.8000, 3 Arms)
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Figure 2: Synthetic Dataset.
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Synthetic dataset

Time steps 1,000 2,000 5,000
Regret of Open-MA-MAB 134 203 296
Regret of SE-AAC-ODC (Wang et al., 2025) 376 1122 3459
Regret of UCB-ODC (Chen et al., 2023) 177 396 1148
Regret of Randomized KL-UCB (Trinh and Combes, 2021) 175 380 1031
Improvement vs. (Wang et al., 2025) 181% 454% 1069%
Improvement vs. (Chen et al., 2023) 32%  96%  288%
Improvement vs. (Trinh and Combes, 2021) 31%  87%  249%

Real-world dataset

time steps 609
Regret of Open-MA-MAB 694
Regret of SE-AAC-ODC (Wang et al., 2025) 1655
Regret of UCB-ODC (Chen et al., 2023) 2639
Regret of Randomized KL-UCB (Trinh and Combes, 2021) 2738
Improvement vs. (Wang et al., 2025) 138%
Improvement vs. (Chen et al., 2023) 280%
Improvement vs. (Trinh and Combes, 2021) 294%

D.2 Validation of T'

lojg\;DT,log T, My) suggests that the regret should be comparable to log? T

(small Mp), thereby dominating the log T term while still being better than 7' and +/T. To validate this, we
conduct the following numerical experiments; we do not validate the log T regime for My = O(logT), as this
order also appears in the single-agent case.

The regret upper bound of order max(

The simulation was run for 5,000 rounds with 20 runs, using My = 5 initial agents (commonly used in MA-MAB)
and a randomly chosen arrival rate of A = 0.2.

We generated a plot visualizing the mean regret with a 95% CI band over time. The chart shows a sublinear
trend with smaller confidence intervals, indicating effective learning and stability over time. We fit a linear model
with respect to log2 T: coefficient is 8.36, with a Relative MSE of 0.1%.

More precisely, we also report a table showing the regret and its ratios (round to integers) with various functions
of t. Both regret/t and regret/\/t decrease significantly over time, confirming sublinear behavior. In contrast,
regret/logt increases noticeably over time, indicating that the regret grows faster than logt. Meanwhile,
regret / log? t increases more slowly and approaches flat, consistent with the regret order in our theorem.

time regret regret/t regret/\/t regret/logt regret/log®t

100 46 0 5 10 2
500 195 0 9 31 )
1,000 286 0 9 41 6
2,000 370 0 8 49 6
5,000 469 0 7 55 6
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Open-system comparison (T=5000, A_a=0.005, A_d=0.0)
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3000 -

2500

2000

Cumulative regret

1500 +

1000

o 1000 2000 3000 4000 5000
Round t

Figure 3: Synthetic Dataset.

D.3 Validation of M

We also examine the dependence of exact regret on My. As the regret depends on the maximum of O(My) and
2 2

O(loj%%T), we expect the regret to first decrease with My when My is small (so that 101%/[0T is the dominating

term), and then increase with My when M, becomes large enough for the linear My term to dominate. The

numerical results below validate this. The simulation evaluated My = [2, 5,10, 20].

We generated a plot of regret versus M, which shows a monotonic decrease in regret as M, increases initially,

followed by a monotonic increase for larger My, matching the upper bound. We fit a linear model with respect

to max(Mo, 101%/120T), obtaining a coeflicient of 1.53 and a relative MSE of 0.1%.

We also report the table summarizing the regret values for different My. Again, regret first decreases with My

2
(consistent with the dominance of the 1°§40T term) and then increases once My becomes the dominating term.

regret My log® T/M

305 2 36
256 ) 15
274 10 7

279 20 3
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Mean Cumulative Regret vs. Initial Number of Agents (M0O)

600 ]
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450 ~

Mean Cumulative Regret at T

400 +
L]

20 40 60 80
Initial Number of Agents (M0)

Figure 4: Synthetic Dataset.

D.4 Validation of A

Additionally, if we examine the small factors in the regret upper bound more precisely, rather than just their
2

orders, the dependence on )\IOI%/IOT suggests that the regret should be piecewise linear and monotone in A.

Accordingly, we conduct an additional sensitivity study to examine the effect of A\: The simulation evaluated

A =1[0.3,0.8,1.5,2,2.5].

We generated a plot showing the dependence of regret on A, which is piecewise linear and monotone increasing
trend as A increases, consistent with the theoretical bound. We also fit a linear model and obtain a coefficient of
216, with a relative MSE of 0.3%.

We also report a table displaying the regret for different values of A\. As predicted by our theorem, regret increases
with A (since My is small, the Alog? T term dominates).

A regret
0.3 223
0.8 300
1.5 317
2.0 339

2.5 402
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Mean Cumulative Regret vs. Arrival Rate (lambda_a)
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Figure 5: Synthetic Dataset.

The code is available at this link https://github.com/mengfanxul997/aistats_26.


https://github.com/mengfanxu1997/aistats_26

Open Multi-agent Multi-armed Bandit with Applications in Permissionless Blockchain

E NOTATIONS

Notation Description

K number of arms

[K] the arm set {1,2,..., K}

T time horizon

t time index, 1 <t < T

My the size of initial agent set

My, Mt"‘, MP  number of active, arrival, departure agents at time ¢
m agent index, 1 < m < M,

Gy = (Vi, E;) agent graph at time ¢

N (8) neighbor set of agent m (all agents in fully connected graph)
i (t) reward for agent m selecting arm ¢ at time ¢

i mean reward of arm ¢ (homogeneous across agents)
a” arm selected by agent m at time ¢

T i (1) number of times agent m has pulled arm ¢ up to ¢
N i(t) total number of times arm ¢ has been pulled by all active agents up to ¢
A arrival rate

AD departure rate

ar(t) local reward estimator of arm i for agent m

ar(t) aggregated reward estimator of arm 7 for agent m
F(m,i,t) uncertainty estimator of g ()

C1,p parameters in UCB index that can be tuned

ME, MA honest and malicious agents at time ¢

M4 arrival rate of honest and malicious agents

M departure rate of honest and malicious agents

set of validators and commanders
the total number of approved blocks by end of the game

by an indicator of whether a block is approved at time ¢ for agent m
L the length of the burn-in period
t information of malicious agent j at time ¢
Fi information filtration at time ¢
h(-) arbitrary mapping governing malicious agent decisions
A;(t), Bi(t) set of trusted agents and estimators at agent 4
B(t) the set B;(t) that achieves consensus among agents
i (t) instantaneous estimator of arm ¢ based on B(t) at time ¢
7, (t) the number of pulls of arm ¢ based on B(t) at time ¢
i (t) overall estimator of arm i at time ¢

F PROOF OF THEORETICAL RESULTS

F.1 Proof intuition and novelty

Remark on proof intuition. The key idea behind the upper bounds is to turn openness from a source of
extra regret into a source of shared information. In the MA-MAB setting, after the burn-in phase, the initial
agents have already accumulated informative reward estimates, and the aggregation mechanism allows the active
agents to learn from the system-level sample counts rather than only their own local pulls. Thus, newly arriving
agents do not restart the learning process from scratch; instead, they inherit the information already accumulated
in the system. This is what removes the naive linear-in-T" penalty that would appear if every new agent had to
relearn independently.

More specifically, the proofs of Theorems 1 and 2 decompose the regret into a burn-in term and a post-burn-in
learning term, and then control the latter using UCB concentration with respect to aggregated sample counts.
When departures are present, the same proof structure continues to hold after replacing the gross population
growth by the net growth of the active set, which explains why the dominant term depends on A4 — Ap.

For the permissionless-blockchain setting in Theorems 3 and 4, the proof follows a similar decomposition but must
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additionally control robustness events. The central high-probability event is that honest agents remain sufficiently
dominant and that the on-chain aggregation and verification mechanism filters out harmful information, so that
the blockchain estimator behaves as a robustified analogue of the open-system estimator. This preserves the
dominant learning term while adding only lower-order overheads due to consensus, verification, and robustness
constraints.

Result Main contribution Status Reason

Theorem 1 Upper bound for New First stochastic regret upper bound for MA-
open MA-MAB MAB with a dynamically growing agent set under
without departures the proposed aggregation and information-sharing

mechanism.

Theorem 2 Upper bound for | Carefully adapted | Extends Theorem 1 to the setting with departures,
open MA-MAB with but the analysis must account for the nontrivial
departures effect of departures through the net growth of the

active population.

Theorem 3 Upper bound for PB- | Carefully adapted | Uses the permissioned-blockchain proof architec-
MA-MAB without de- ture at a high level, but requires substantial new
partures arguments for open participation, dynamic arrivals,

and robust on-chain aggregation.

Theorem 4 Upper bound for PB- New Extends Theorem 3 to the setting with departures,
MA-MAB with depar- with additional work needed to control robustness
tures and regret under a dynamically changing active

population.

Theorem 5 PB-MA-MAB lower New Uses a tailored information-set comparison be-
bound reduction tween the two formulations rather than a direct
to MA-MAB lower import of a standard theorem.
bound

Theorem 6 Logarithmic  lower New Adapts Lai—Robbins-type likelihood arguments to

bound for MA-MAB
without departures

the open-system sample complexity induced by
the evolving agent set.

Theorem 7 (Corollary)

Q(Mo) lower bound
for MA-MAB without
departures

Carefully adapted

Captures the unavoidable exploration cost of the
initial agent population, which does not appear in
the same form in fixed-agent settings.

Theorem 8

Stronger lower bound
under refined consis-
tency without depar-
tures

New

Relies on the newly introduced refined consistency
class and shows stronger dependence on both My
and 7.

Theorem 9 (Corollary)

Stronger lower bound
under refined consis-
tency without depar-
tures

Carefully adapted

Further sharpens the lower bound in the refined
class and helps match the corresponding upper-
bound regime more tightly.

%‘ggﬁﬁg - 1)0 Logarithmic  lower | Directly adapted | Departure analogue of Theorem 6 with the same
y bound with depar- lower-bound logic under net population growth.
tures
Theorem 11 . s
Q(Mpy) lower bound | Directly adapted | Departure analogue of Theorem 7; the initial ex-
(Corollary) . . : X
with departures ploration obstruction remains the same.
Theorem 12 Stronger lower bound | Directly adapted | Departure counterpart of Theorem 8 under the
(Corollary) . .
under refined consis- same refined-consistency argument.
tency with departures
%‘ggﬁﬁﬁ r;)?) Stronger lower bound | Directly adapted | Departure counterpart of Theorem 9 with the same

under refined consis-
tency with departures

proof logic under the modified agent dynamics.

Table 2: Summary of the role of each main theoretical result. Here, “new” means that the result or phenomenon is specific
to the open-system formulation introduced in this paper; “carefully adapted” means that the proof uses prior machinery
but requires nontrivial analytical adaptation for dynamic agents or robustness; and “directly adapted” means that the
result is a relatively clean extension of an earlier theorem in the paper under a modified agent-dynamics regime.

For the lower bounds, the main proof idea is to reinterpret classical likelihood-ratio arguments in an open system.
In particular, the relevant “sample size” is no longer only T, but the cumulative opportunity for information
acquisition generated by the evolving agent set. This yields the logarithmic lower bounds in Theorems 6 and 10
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after adapting the Lai-Robbins argument to the modified sample complexity. The Q(Mp) terms in Theorems 7
and 11 arise from the unavoidable initial exploration cost of the starting agents. Finally, Theorems 8-9 and 12-13
strengthen the lower bounds by considering a refined algorithm class; under this stronger notion, the lower bound
tightens to the same order as the upper bound, thereby explaining the near-optimality, and in some regimes
optimality, of the proposed algorithms.

Remark on technical novelty. The technical novelty is not merely that existing MA-MAB or blockchain
arguments are applied in a new setting; rather, the openness of the system changes the mathematical object
being analyzed. First, the evolving agent set creates a new notion of effective sample complexity, since the
amount of information available by time T is governed by cumulative agent-time rather than by the horizon alone.
This change propagates throughout the analysis: it affects the estimator design, the confidence radii, the regret
decomposition, and the lower-bound likelihood calculations.

Second, the algorithmic mechanisms are genuinely open-system mechanisms. In the MA-MAB setting, the
aggregation rule and the estimator transfer to newly arriving agents prevent repeated relearning. In the
permissionless-blockchain setting, this must be combined with a robust on-chain filtering and verification
procedure that works with a changing set of honest and malicious agents, rather than a fixed synchronized
population. This requires weighted updates and high-probability control of the honest-majority event, which are
absent from prior permissioned formulations.

Third, the lower-bound analysis introduces a new viewpoint on algorithm classes. Under the standard consistency
notion, one obtains logarithmic and My-type lower bounds. Under the refined consistency notion introduced here,
one obtains stronger lower bounds such as Q(Mylog T') and Q(log? T'). This explicit connection between openness,
effective sample complexity, and algorithm-class-dependent lower bounds is itself a conceptual contribution of the
paper.

Lastly, we summarize the technical novelty of each theorem in Table 2.

Next, we present the complete proofs of the theoretical results from the main body.

The proofs for the theoretical results proceed in two stages: we establish the lemmas first and then the theorems.

F.2 Lemmas

We first present a lemma that characterizes the number of agents at the end of the burn-in period in the absence
of departures.

Lemma 1. Let us denote A = {|My, — My —2Xa -logT| < 3}. Let us further assume that Aa > 1. Then we
have that P(A) > 1 — ;.

Proof. The proof of this results follow from the Chernoff-Hoeffding’s inequality applied to Poisson distribution.

Specifically, note that M;, — My ~ Pois(A4L). By the Chernoff bound, for any € > 0, we have
4(AalogT + €)?
Pr(|Mp — My —2XalogT|>€) <2 —_—

r(’ v 0 4708 ‘_6)_ exp( 2(AalogT +¢€)

Taking € = % and noting the assumption that A4 > 1, it follows that

2 2

Pr(A°) < T2 and hence Pr(4) >1- —.

We then present a lemma that characterizes the relationship between the arrival and departure processes.
Lemma 2. Let us assume that the arrival process and departure process of agents follows a Poisson process with
arrival rate Aa and departure rate Ap, respectively. Let us further assume that (v/(Aa) — /(Ap))?> > 1. Then we
have the following result holds, for any t >0, P(|(My, — My) —2(Aa — Ap) -logT| < 3) > 1— 5.

Proof. The proof of this result follows from applying the Chernoff-Hoeffding inequality to the Skellam distribution,

which represents the difference between two Poisson random variables, Pois(A4 - I‘EOT) and Pois(Ap - %)




Mengfan Xu, Diego Klabjan

Let Ap, ~ Pois(AsL) and Dy, ~ Pois(ApL) denote the numbers of arrivals and departures over horizon L > 0,
independently of each other. Then
My, —My = A — Dy = Zy,

where 7, follows a Skellam distribution:
ZL ~ Skellam()\AL, /\DL)7 E[ZL] = ()\A - )\D)L

The moment generating function (mgf) of Zy, is

E[e?%r] = exp( — (M +Ap)L+AaLe’ + A\pL 670), 0 eR.

1x € = 5. By the Chernoft method, for any ¢ > 0,
Fi ; By the Ch ff hod, f 0>0
Pr(ZL—()\A—)\D)LS —5) < eXp(—()\A+)\D)L+>\AL€79+)\DL€9+9€).

Optimizing the exponent over 6 > 0 yields the choice 6* = %log(i—g), for which Age=?" + Ape?” = 2v/ A 0D,
and hence

Pr(ZL <(Aa-— )\D)Lfe) < exp( — L(\/Hf \/E)2 +0*6> < exp(fL(\/Ef \/E)Q),

where the last inequality uses € = % and absorbs the constant 8*¢ into the exponent (the same bound is standard

for the one-sided Skellam tail; see also the monotonicity of the bound in € for fixed L). An analogous argument
with —6 < 0 gives the upper tail:

Pr(Zp > (Aa—Ap)L+¢) < exp(—L(vAa — V/Ap)?).
< 2 exp( — L(vAa = VAp)?).

By a union bound,
Pr( |Zp — (Aa — Ap)L| >

N[ =
SN—
N

Then we have that

Pr(|Zy —2(Aa — Ap)MoL| > 1) < 2exp(—2MyL(\/Aa — VAp)?).
Now take log T
L= (j)\“j and (v da — V)2 > 1.
0
Then 5
2 exp( — 2MoL(v/Aa — VAp)?) < 2e72l8T < T
Therefore,
2
Pr(|[(Mg, — M) —2(Aa —Ap)L| < i) > 1- T

Substituting L = I?\%OT completes the proof.

O

We then present a lemma that characterizes the relationship between the honest and malicious agents when there
is no departure process.
Lemma 3. Let us assume that the arrival process of honest agents and malicious agents follows a Poisson process

with arrival rate N¥ and N4, respectively. Let us further assume that \/(A\T) — /(M) > 1 and MIT > 2M.

Then we have the following result about the number of honest and malicious agents hold, for anyt > 0,

P(MHE —2M2 > 0)

-1
7 2 k
> 1 - e~ WOD-VEAD) > (o) 2 Iy (24 (M) (2X4)1)
k=—o0

> 1 — e~ (WD)

where I (1) (-) denotes the modified Bessel function of the first kind associated with integer k and co = 2/\)\—'4};
A
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Proof. Let M ~ Pois(Aft) and M/ ~ Pois(A\4t) denote the numbers of honest and malicious agents by time ¢,
respectively. Since M/T and M/ are independent Poisson random variables, their difference

Zy = M} —2M

follows a Skellam distribution:
Z; ~ Skellam(\ ¢, 224¢).
The probability mass function of Z; is then given by
i oniye (M
Pr(Z, = k) = e~ Mat220)t (2;}4> Ik <2 (M2)4) t) , kez,
A

where Ij(-) denotes the modified Bessel function of the first kind.
We are interested in the event M/ — 2M7 > 0, i.e., Pr(Z; > 0). From the definition of the Skellam distribution,

0

H N\ k/2
Pz <0)= 3 W (S8 (2y/0ade).

k=—oc0
By applying Chernoff-Hoeffding’s inequality for the Skellam distribution, and using the assumption
VAT /204 >1 and M > Mg,

we obtain the bound

-1

Pr(Z, > 0) > 1 — e”(WAI-V2D™ {3 <2AAA£> Iy (2 (Ai{%ﬁ)t) :

k=—o0

Finally, the inequality

Pr(Z, > 0) > 1 — e~ (WM-V2AD)%
follows by bounding the Bessel summation term related to I. This establishes the desired result.
O

Remark. The above lemma essentially states that if the arrival rate of honest agents exceeds that of malicious
agents, and the initial ratio of honest to malicious agents is greater than one, then with high probability the number
of honest agents remains larger at every time step. This guarantees that the blockchain can proceed with approved
blocks with high probability, which is crucial for establishing the regret bound, analogous to the permissioned case.

Lastly, we establish a lemma that characterizes the relationship between the honest and malicious agents when
the departure process exists.

Lemma 4. Let us assume that the arrival process of honest agents and malicious agents follows a Poisson process
with arrival rate N and )\2‘, respectively, and the corresponding departure rate N and /\g, respectively. Let us

further assume that \/(/\g +A3) — (\/(2/\11'31 +2X4) > 1 and M¥ > 2M¢§'. Then we have the following result
about the number of honest and malicious agents hold, for anyt > 0,

P(MHP —2M2 > 0)
-1

> 1 — ¢~ WOTRE) -V T+221)% 3 (eo)
k=—oc0

> 1 — e~ (WOTRAE) - /@AE+23D)%

k
2 Ty (2y/ (V] + A3) (203 + 204)0)

A4

where I (+) denotes the modified Bessel function of the first kind associated with integer k, and co = v emyed
D A
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Proof. Consider the number of honest and malicious agents by time ¢, denoted by
M ~ Pois(Mf + MAB)t), M ~ Pois(\] + AB)t).
Since these two processes are independent, their difference
Zy = MHI —o2MmA

follows a Skellam distribution:
Z; ~ Skellam(( A + AD)t, 2(\4 + AD)t).

The probability mass function of Z; is

C((\H_yA A H M4 A k/2
Pr(Z, = k) = ¢ (OH+A8)+r 4 +22E))t (M) Iy <2\/()\§ + )«3)(2)\2 + 2)2H) t) ,
A D

where I () is the modified Bessel function of the first kind.
We are interested in bounding Pr(M/ — M > 0), i.e., Pr(Z; > 0). By definition,

0 k/2
)\H _,’_/\A
Pz <0)= 3 e (OEnd e (M) I (2\/(>\g+>«g)(mg+2>\g)t>.
A D

k=—o00

Applying Chernoff-Hoeffding’s inequality to the Skellam distribution, and using the assumption

VM 4B =20 oM > 1, and MY > 2,

we obtain

Ho A A )2 . M4 k2
Pr(Z,>0)>1— o~ (VATRAD =224 +23])%t Z % Iy 2\/()\21 +A3) (224 + 20 ¢ ).
204 +2Xp

k=—o0

Finally, bounding the summation term yields

Pr(Z, > 0) > 1 — e (VAT -V2214200)%

which completes the proof.

F.3 Proof of Regret Upper Bounds in Section 4

F.3.1 Proof of Theorem 1

Proof. Let us assume that the length of the burn-in period is L = I‘EOT. Then after L steps, the number of

participants in the game is M. Based on Lemma 1, we have that with probability 1 — %

|(ML—M0)—)\A‘%| <3,

which we denote as event A. This also implies that My < Mg+ A4 - % + 1. Notably, after L steps, we also have

that there are total My - Ay - I‘EOT = A4 - logT number of samples. Based on the Chernoff Hoeffding’s inequality,

we have that with probability 1 — €

~ Cyp1
Pfim,i(t) = i > ) 55255 14) < 5iay wg,ee

~ Cilogt
P(pi = fomi(t) 2/ 555 1A) < 5

1
Nim,i(t) (A)Mt2

We consider the number of pulls of arms resulting from the UCB strategies as follows.

We claim that what lead to pulling an sub-optimal arm 4 are explicit by the decision rule of the method, meaning
that the result a}* =4 holds when any of the following conditions is met:
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o Case 1: [y, — i > \/%7
 Ome 2 —fimie e >\
o Case 3: pj= — p; < 2\/%

Then we formally consider the number of pulling arms Ny, ;(T') starting from L + 1. For any [ > 1, we have that
based on the above listed conditions

T

Nei(T) <14+ Y Yap—in, .00
t=L+1

<+ 1
t:zL:H {WL*\/%NM N s (t=1)>1}
T

+ 1
t—ZL;rl {a +\/N(j%(z‘%tl)<m Nim,i (t—1)>1}
+ Z 1 Cqlogt

Py {pi+2 4@ 1)>IJ«7’,*7Nm,'i(t_1)Zl}

Consequently, the expected value of n, ;(t) conditional on A reads as

E[nm,i(T)|A]

- C1l
=3+ Y P =\ mtE sy > (= 1) = 52 |4)
t=L+1

+ D PET A+ ) oSy < s n(t = 1) = 57]4)
t=L+1

+ Z Nz+2 %>Mz*,nmz(t_1)2]\%|l4)

t=L+1
T T
= ﬁL + Z P(Case2, Ny, ;(t — 1) > l|A) + Z P(Casel, Ny, ;(t —1) > l|A)
t=L+1 t=L+1
+ Z (Case3, Np.i(t — 1) > 1| A) (1)
t=L+1
where [ = [74%}20A%T].

Subsequently, we obtain that

E[Nm,z(T)|A]
T M,
=1+ > > P(Case2 Ny ;(t—1) > 1]A) + Z ZPCasel Npi(t —1) > 1|A)
t=L+1m=1 t=L+1m=1

T M
+ > N P(Case3, Ny i(t—1) > 1]A)
t=L+1m=1
For the last term in (1), we have

T

Y P(Cased: pi+2) g8 > i, Npi(t = 1) > 1) = 0 (2)

t=L+1
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since the choice of [ satisfies [ > [%] with A; = p- —

2 -

Henceforth, we obtain that

T M,

where M; denotes the total number of participants at time ¢.

For the first two terms, we have on event A

T
< S Plima > SR A) + 30 P+ i >[5 EEE
t=1

Z Z P(Case3 : y; +2\/% > e, N it —1) > 1) =
—1m=1

T
> P(Case2,Npi(t—1) > I|A) + > P(Case3, Ny i(t — 1) > 1|A)
t=1

4)

3)

where the first inequality holds by the property of the probability measure when removing the event n,, ;(t —1) > 1
and the second inequality holds by the Chernoff-Hoeffding inequalities (C-H), which holds by the assumption

that 6 < c.

Subsequently, we obtain that

T
Z Z P(Case2, Ny i(t — 1) > I|A) + Y P(Case3, Ny i(t — 1) > 1| A)
t=1

t=L+1m=1

T M, T My

1

< (se) + 2 > Gz

t=1m=1 t=1m=1

2

T
<3

Consequently, we obtain that

E[Nm,i(T)|A]

T My

T M
=1+ Z ZP(C’aseQ,Nm,i(t— >1|A) + Z ZPCasel Nyi(t —

t=L+1m=1 t=L+1m=1

T M,
+ Z Z P(Case3, Ny i(t — 1) > 1|A)
t=L+1m=1
<i+% = [40nel] o

i

1) > 1]4)

Subsequently, we derive the following regret upper bound. Precisely, for the proposed regret, we have that for any
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constant L,

=Mp-L+ > Npi(T)(u — ")

where the first inequality is by taking the absolute value and the second inequality results from the assumption
that 0 < ] < 1 for any arm ¢ and agent j.

Subsequently, we obtain

< Mo+ A4 550+ 14 D (9] 4+ 5

This implies the final regret upper bound on the regret and thus completes the proof.

F.3.2 Proof of Theorem 2

Proof. Here again, let us denote the length of the burn-in period is L = ](E(:‘F. Based on Lemma 2, we again

derive that with probability 1 — %

(Mg, — My) — (Aa — Ap) - L[ < &,

Then the remainder of the proof follows from that of Theorem 1, by replacing A 4 with A4 —Ap in the corresponding
steps, which represents the net increase in the number of agents per time step. This net increase also reflects the

growth of information about the unknown bandit problems, thereby determining the corresponding regret upper
bound.

O

F.3.3 Proof of Theorem 3

Proof. Notably, in this setting, the arrival is further categorized into the arrival of honest agents and the arrival of
malicious agents. Dealing with the mixture of honest and malicious agents require the following new proof steps.

Based on Lemma 3, we have that the probability of M/ > 2MA holding for any L <t < T is at least
T
1 _ Z e~ (WO =V (@2x1)*t
t=1L

>

1— 1
- T(/ () =/ (22%))?
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Then, related to the new regret that is defined with respect to honest agents, we have the following regret
decomposition using the proof framework in (Xu and Klabjan, 2024).

Define b; to be an indicator variable that specifies if the block at time ¢ has been approved. Similarly, let
h; indicate whether, at time ¢, the estimators contributed by malicious participants are incorporated into the
aggregated estimator. Denote the burn-in horizon by L. Here the choice of L is different from the previous ones,
and it depends on the mechanisms.

Based on the proof steps in (Xu and Klabjan, 2024) but with modifications since we have a dynamic set of honest
and malicious agents, we have

T T T
Rp = max E E Hi — E E Hat, 1p,=1 + E E clp,=1
3
meMH t=1 meMM t=1 meM[ t=1
and

T T
Rp<L+c-Lt+ > > (i —par,loy=1)+ > > clp=1

t=L+1 mEMtH mEMtH t=L+1
=(c+1)- L+Ti+ T, )
It is worth noting that based on Lemma 1, we have that with probability 1 — %

(M = Mg") = M4 - | <
0

1

2

We begin by analyzing the second term T5. Observe that h; = 1 holds precisely when the set {m | m € B; and m ¢
MM} is nonempty. Since the cost is strictly positive, it follows that B; cannot be empty.

Taking expectation on Ts gives

T
BDAl= Y > cE[lp,-]

meMH t=L+1

T
= Y Y CElmmenomgny )
mGM{Ht:L+1

With Lemma 2 from (Zhu et al., 2023), we derive that

LimimeB.nmgm#y20 = Lja,|<2f
and subsequently,

T

E[flAl= Y > cE[ln-]

meMH t=L+1

T
- Z Z CEL(mmeB,nmgME ) £0)

meMH t=L+1

= Z Z CE[1|At\<2f]'

meMH t=L+1

Note that after the burn-in phase, the definition of A; guarantees inclusion of all honest validators. Specifically,
for each j € M we have,

m € Ay & kit i(t) >n;i(t) & me M
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where 1 < k; < 2.

This condition is satisfied at the conclusion of the burn-in phase, which is immediate since all participants are
honest. Beyond this phase, the honest validators follow the same decision rule.

al, = argmaz; ;" (t) + F(m,i,t)

where f"(t) = fi?(t). In other words, each honest participant uses the validated estimator fi%(t). Since both

Nm,i(t) and n; ;(t) are larger than %, then we have that there exists k; = %, such as k;ng, i(t) > n;,(t) for

every m € MH

This implies that
A > | M| > 2f (5)

according to Lemma 3 (with high probability the fraction of honest participants is no less than % of My).

In other words, we derive that

E[l14,527] = 1

and subsequently, we have

T2|A Z Z CE 1|At\<2f

HLEMHt L+1
=0

Observe that A; is constructed without access to the number of arm pulls made by other participants. This is
achieved through the homomorphic result stated in Theorem 5.2 of (Asharov et al., 2012), within the universal
composability framework.

Our next step is to establish a bound on the first term 77. In particular, we note that

T1|A Z Z Nz* _Na' 1bt 1)

t=L+1meMH

= (T = L) M) e = 1Pb=1)
t=L meMH
Meanwhile, we note that
E[Uaﬁn |bt = 1]
K
= B[ g - Lag,=slbe = 1]
k=1

K
= Z [0, —k|be = 1]

M= T

i ey + (Ellas, =] = P(by = 0)).

>
Il

1
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Consequently, we obtain that

B [T1 |A]

T K
<Z|Mt e = > (D > - =y - (Bllag, =] — P(by = 0))P(by = 1)

t=L meMH k=1

| tHlm*—Z > Zuk Lot —4] — P(by = 0))

t=L meMH k=1

MH | — Z > ZukElt_k—kZ > Zukat—O. (6)

t= LmeMHk 1 t= LmeMHk 1

I
Mﬂ ;“

H_
Il
h

I
Me

o
Il
h

As established in Theorem 2 of (Lamport et al., 2019), consensus (b; = 1) is guaranteed so long as the signatures
of honest validators cannot be forged. In our model, adversaries are restricted to existential forgery in an
adaptive chosen-message attack. By the main result of (Goldwasser et al., 1988), the probability of such an attack
succeeding is bounded above by ﬁ, for any polynomial (Q and sufficiently large signature length [.

Formally, the honest participants’ signatures are unforgeable with probability at least 1 — #, ensuring
consensus (by = 1), which is formally expressed as

Consequently, we observe the following:

<Z|MH|W—Z > ZukE at, =] Z > > wwlaprr)

t=LmeMH k=1 t=LmeMH k=1
S50 (T SIS 3 o ST
mEMHt L t=LmeMH
K
> AvEnm(t) +Z o KR
meMp k=1 t= L77LeMH

=To1 + T

Meanwhile, we derive that with probability 1 — %
(M — Mo) = N 1| < 5

Subsequently, we derive that the second term is upper bounded by the following

T22<Z Z Kasl"™" < (Mo) + M +1

t=LmeM}

And for each honest participant, they are using the estimators based on the validated estimators, as long as the
block is approved. Consider the following event, A = {V1 <t < T,b; = 1}. Based on (7) and the Bonferroni’s
inequality, we obtained that
P(A)=PNV1<t<T b =1)
=1-PE1<t<T,by =0)

T
>1— ZP(bt =
t=1

>1— or

B 1
T () —/(2x))?”
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On event A, the blockchain always gets approved, and then all the honest participants follow the validated
estimators from the validators. By (5) and Lemma 2 in (Zhu et al., 2023), we have that the validated estimator
f1;(t) can be expressed as

HOEEDY i (6] ()

where the weight w; ;(t) meets the condition

jeANME

which immediately implies that
Bl ()] = pi.
We note that the variance of fi;(t), var(f;(t)), satisfies that,

var(fii(t)) = var( Y w; (O (1)

jeANMH

<[ANME] ST wya()?var(@ (1))
jeANMH

<lanmf] Y wliel st
jGAthtH

<AnM| Y wiit)e’ i
jEANMH

= M) hm Y w
jeMH

<|MH|N

where the inequality holds by the Cauchy-Schwarz inequality, the second inequality holds by the definition of
sub-Gaussian distributions, the third inequality results from the construction of A;, and the last inequality is as a
result of (a + b)? > a® + b.

Next, we show by induction that var(f;(t)) < 3|M{!| % for t > 3K.

o2
i (t)

At time step 3K, we have that var(fi;(t)) <1 since E[uz(t)] = p; < 1. In the meantime,

31M/ | e
> 3!
= |MH|kio? > 1

since we have k; > 1 and o —g >

H with probability 1 — =5

First, assume that for ¢ — 1, we have var(ji;(t — 1)) < 3|MH |Nm @(t L

Meanwhile, by the update rule such that f;(t) = (1 — P)fi;(t) + Pifi;(7) where 7 = maxs<¢{bs = 1}.

Note that with probability at least P(A) =1 — ﬁ, bs =1 for all s < t. This implies that on event A, 7 =¢—1.
Therefore, by the cauchy-schwartz inequality, we obtain that

var(fii(t)) < 2(1 = Py)*(var(i(t))) + 2P2W?"(ﬂz‘(t - 1))
s 2|MH‘NN ot 33IM{ | (t )
< 3|MH|E

Nm 1(15
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where the last inequality holds by the fact that Ny, ;(t — 1) > Ny, ;(t) =1 > 2N, ;(t) when t > 3 K.

Subsequently, we have that

2var(af)

[Cilogt
_ ( Nm,?%t))Q }

k‘i0'2

Cil
:eXP{—W%} <z (8)

where the first inequality holds by Chernoff bound, the second inequality is derived by plugging in the above

upper bound on var (i (t)), and the last inequality results from then choice of C; that satisfies fSIMSW > 1.
Likewise, by symmetry, we have
PR () + ) 542%5 <t Nt = 1) 2 1) < 5. (9)
Meanwhile, we have that
T
Y Pl 420/ 5B > e, Nips(t = 1) > 1) = 0 (10)
t=L+1

if the choice of [ satisfies { > [%] with A; = e — ;.

i

Based on the decision rule, we have the following hold for N,, ;(T) with { > [% ,

i
T

Ny i(T) <1+ Z Lam=i,Np s (6)>1}
t=L+1
T

<l+ Y 1
- ~ Cilogt
m_ [ 1108t ) o
t=L+1 i\ Nm/}i(t,1)>u1,Nm,1(t 1)>1}
T
+ 21 o
omg |_Cailogt e
tmL1 VR N =Ty <M Nmi (=120
T
R o _
; _Chalogt - e
o1 A ey e Nm (=121

By taking the expectation over n,, ;(t), we obtain

T
E[Np ()] <1+ Z P(pi(t) — ﬁ;lf%f) > piy N it —1) > 1)

t=L+1
T
2L PN+ R < s Nt = 1) 21)
t=L+1
T
D0 P+ 24 5 > e, N st — 1) > )
t=L+1
T T
Sl+ > F+ D) &40
t=L+1 t=L+1

<l+ % = [Ael] 4 o (11)
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where the second inequality holds by using (8), (9), and (10).
Then by the definition of T5;, we derive

K

E[Tn|A] =) Y ApE[Nni(t)]

k=1meMH

=) N i(T) (i — ")
< K([228T) 4 = Cmax A)

min; A;
where the inequality results from (11).
Consequently, we obtain

(6) < E[T51|A] + E[T52]
< K([4GloeT) | = Omax A,) + (Mo) + A + 1. (12)

mini Al

1

1 J—
T(v/ () -/ T

(4) < (c+1)- L+ E[T1|A] + E[T»|A]

Furthermore, we have probability 1 —

< (e+1)- L4 K([4eT) L =2 Cmax A) + (M) + M +1+0 (13)
X2 2 7
= O(Mg" +10g T+ N + X - 1£875) (14)

which completes the proof.

F.3.4 Proof of Theorem 4

Proof. Here again, let us denote the length of the burn-in period is L = %. Based on Lemma 2, we again
derive that with probability 1 — 75

(Mg — Mo) — (A — Ay 18T < 1

In a like manner, we obtain that for any 1 <t < T, the following relation holds between the numbers of honest
and malicious agents. In particular, by Lemma 4, the probability that M/ > 2MA for all L <t < T is at least

T
1— Z o~ (VTR =/ @3 +22 )%t
t=L
>1- 1
- T((/OF+A3) =/ (A5 +20))2

The remainder of the proof proceeds analogously to that of Theorem 3, except that A is replaced with A\ + )\‘g
and /\f‘ with )\ﬁ + A in the corresponding steps. These substitutions represent the net growth of honest agents
per time step. This growth captures both the accumulation of honest information about the unknown bandit
problems and the relative proportion of honest versus malicious agents, which together determine the regret
upper bound.

This completes the proof of Theorem 4.
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F.4 Proof of Regret Lower Bounds in Section 5

Proof of Theorem 5. Consider any policy w € llpg where Ilpp represents all possible policies in PB-MA-MAB.

Let us denote the c-algebra induced by the full information I7 of agent j at time step s as Uﬁ,’g =

o({{1;}jen,.(s)}s<t), where I? represents the information of all arms available to agent j at time step s.
Similarly, let us denote the o-algebra induced by the limited information I7(a}) corresponding to the pulled
arm as oy = o({{I5(al)}jen,.(s) }s<t), where I?(a]) represents the information of arm a] available to agent j
at time step s. In other words, aﬁfg captures the history of the information corresponding to agent m and its
(malicious) neighbors’ time-dependent actions up to time ¢, whereas Ugm contains the information corresponding
to agent m and its neighbors’ time-dependent actions up to time ¢. Hence, we have

t,m t,m
opgp Copg .

Since the policy only requires the information of agents’ actions ¢*, and &5 C oly (with respect to all agents;
honest information may be polluted by malicious agents), it follows that 7 € I, where IIp denotes the set of
policies in MA-MAB. Consequently, we obtain IIpg C Ilg by the arbitrary choice of 7, which implies

min R < min R7T,
wellp w€llpp

or equivalently,

Ry < REP.

Therefore, the lower bound on Ry also serves as a lower bound on REZ | which completes the proof.

F.4.1 Proof of Theorems 6

Let us assume that the malicious agents perform existential forgery on the signatures of honest agents with an
adaptive chosen message attack. Let us assume that the algorithms we consider are consistent in the sense that

E[Ni(T)] < o((Aa- St +T - Mo)*)

T(T+1)

- Then we have that

for any a > 0 where Sy =

E[Rr|A] > O(logT) + O(log (Aa - T + My))

Proof. First, we adopt the standard conditions from the seminal work of (Lai and Robbins, 1985), while keeping
the notation consistent with theirs.

0<I(6,\) <oo whenever u(A) > u(6). (15)

Ve >0, YA with p(\) > p(0), 36 > 0: |I(6,\) — I(0,N)] < e
if p(A) < p(N) < p() +6. (16)

VO €O, ¥§ >0, 30" € © such that u(0) < p(0') < u(f) + 6. (17)

To fix ideas, let j = 1, € ©1, and 6* = 5. Then u(0*) > w(61) and p(6*) > wu(d;) for 3 < i < k. Fix any
0 < d < 1. By (21), (22), and (23), we can choose A € © such that

@(0%) < p(\), and I(61,\) —I(61,0%) < 5I(6:,6%).
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Define the new parameter vector v = (X, 0s,...,60;). Then v € O7, so by the assumption that
E[N;(T)] < o((Aa - S+ T - My)?),
we derive
> B Ni(T) = o((Aa - Sr + T - My)*),
i#1

for any a > 0 where Sp = @

Also, notably, we have with probability 1 — %

|(M; — Mo) — (Aa) - 1] <

1
27
Therefore, for some 0 < a < 4,
(Mo +Aa - TE1)T = Ni(T)
= ZNz‘(T)
i#1
=o(((Aa- St +T-Mg'))").

This implies

P{Ny(T) < (1 —a)(Mo+ A - T)T}

< Eq[(Mo+Aa-T)T—N1(T)]
= a(MotAa-T)T

=o((Aa - St +T - My)* ).

Let Y1,Y5, ... be successive observations from II;, and define

_ f(Yi;01)
Ly = Zlog f((Yi;Al) )
i=1

Then,
Py(Cpn) = o((Aa - Sp +T - Mo)*™1),
where
Cpn ={Ni(T) < (1 =96)(log(Aa - ST+ T- Méq))/](ﬁh)\)7 Ly, < (1—a)logT}.
Note that

PV{Nl(T) = Tl,,NK(T) = TKaLNl(T) S (]. - Ck)lOg(AA . ST +TMO)}

Ty K T;
:/Hf(yi;)\)HHf(yﬁei)dy
i=1

i=2j=1
< exp(f(l — a) log()\A -Sr+T- Mo)) Pg{Nl(T) =1Ti,.. .,NK(T) = TKvLNl(T)
S (1 — Oé) 10g(>\A . ST +T1- Mo)}

Summing over disjoint events gives

Py (Cn) < (Aa - ST+ T My)* ' Py(Cy).

By the strong law of large numbers, L, /m — I(61,\) a.s. under Py. Since I(61,) > 0, it follows that

Po{Ly, > (1 —a)log(Aa - S+ T - My)
for some m < (1 — &)(log(Aa - S+ T - My))/1(61,A)} — 0.
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Combining these bounds shows that
Jim Py{Ny(T) < (1= 6)(log(\a - Sp+T - M{"))/1(61,67)} =0,

which yields the conclusion in the regret statement.

F.4.2 Proof of Theorem 7

Let us assume that the malicious agents perform existential forgery on the signatures of honest agents with an
adaptive chosen message attack. Let us assume that the algorithms we consider are consistent in the sense that

En,(T)] < (Aa-Sr+T-My)*

for any a > 0 where Sy = T(TQH). Then we have that

E[Rr|A] > O(My)

Proof. Notably, before any arms are pulled, the agents have no prior knowledge of the bandit problems.

If we assume that the initial set of agents must explore once, then the lower bound holds. This completes the
first part of the proof.

If a linear proportion of the initial set of agents pull sub-optimal arms at least once, then the lower bound also
holds, which also completes the proof.

Otherwise, without this assumption, we consider the following. The equivalent statement of this assumption is
that: only sublinear subset of agents o(Mj) pull sub-optimal arms at least once, i.e. linear set of agents (among
all agents) Zthl My — o(My), only pull the same optimal arms (unique), namely arm *, from the beginning until
the end, which means that they do not explore at all.

If we switch the optimal arm and sub-optimal arm (where the sub-optimality gap meets the condition in (Bubeck
et al., 2013)), then the algorithm would incur linear regret (the two setting makes no difference for the initial set
of agents at the beginning), as they have no prior information. In this case, there would exist instances in which
the algorithm incurs linear regret, contradicting the assumption of consistency.

Consequently, in any case, the regret is at least O(Mj) as the result of exploration of the initial set of agents,
which completes the proof.

O

F.4.3 Proof of Theorem 8

Proof. First, we adopt the standard conditions from the seminal work of (Lai and Robbins, 1985), while keeping
the notation consistent with theirs.

0<I(0,\) <oo whenever u(A) > u(6). (18)

Ve > 0, VA with p(\) > pu(60), 36 > 0 [I(0,\) — I(0,N)| < &
if p(N) < p(N) < p(N) + 0. (19)

VO €O, V5 >0, 30" € © such that u(0) < p(0’) < p(f) + 6. (20)

To fix ideas, let j = 1, § € ©1, and 60* = 5. Then p(6*) > (1) and p(0*) > p(d;) for 3 < i < k. Fix any
0 < < 1. By (21), (22), and (23), we can choose A € © such that

@(0%) < p(\), and I(61,\) —I(61,0%) < 5I(6:,6%).
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Define the new parameter vector v = (X, 0s,...,60;). Then v € O7, so by the assumption that
E[N;(T)) <o((Aa- ST+ T - My)*),

we derive
> B Ni(T) = o((Aa - Sr +T - My)*),
i#£1

Mo—2 _ T(T+1)
= =

for any a > M1 where St

Also, notably, we have with probability 1 — %

(M — Mo) — (Xa) -t < 3,

Therefore, for some 0 < o < 46,

!

(Mg + Aa - ;1)T — Ni(T)
= ZNi(T)

it
= 0((()\,4 ST +T- Mo))a).

This implies

P {N:(T) < (1= 6)Mg" (log(Aa - S + T - My))/1(61, 1)}

< _By[(Mo+Aa T)T—N(T)]
= (@)(Mo+Xxa-T)T—O(Mo log T)

=o((Aa - Sp+T-M)* ).

Let Y7,Y5,... be successive observations from II;, and define

_ f(Yi;61)
Ly = Zlog f(Yi;Al) )
i=1

Then,
Py(Cn) = o((Aa - Sp + T - Mo)* ™),
where
C = {N1(T) < (1= 8)Mo(log(Aa - S+ T - My))/T(61,\),
Ly, (ry < (1 —a)Molog(Aa - St +T - Mo)}.
Note that

PAN(T)=T1,...,Ng(T) =Tk, Ln,(7) < (1 — a)Molog(Aa - Sr + T - Mo)}

i

T K T
— /Hf(yi;A)HHf(yﬁ@i)dy

i=2j=1
< exp(—(l - Oé)Mo log()\A ST+ T - Mo)) Pg{Nl(T) =Ti,... ,NK(T) =Tk, LNl(T)
< (1 — a)MO lOg()\A . ST +T- Mo)}

Mo—2
Moy—1

Summing over disjoint events gives when a >

Py(Cy) < (Aa- St +T - My)* 1 Py(Cy).
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By the strong law of large numbers, L, /m — I(61,\) a.s. under Py. Since I(61,) > 0, it follows that

Pg{Lm > (1 — Oé)Mo IOg(AA -Sp+T- MQ)
for some m < (1 — 5)M0(10g()\,4 -Sr+T- MO))/I(91, /\)} — 0.

Combining these bounds shows that
TlE>Ic1>o Pg{Nl(T) < (1 — 5)M0(10g()\,4 S +T- Mo))/l(al, 9*)} =0,
Tll_I)I(lX) Pg{Nl(T) <(1- 5)(M0 +log(Aa - Sp+T- M()))/I(th*)}

which yields the conclusion in the regret statement, by noting that

Mo-log()\A - St +T~M0)
> Mo+ log(Aa - ST+ T - My)

holds for My > 1+ @.

In other words, the regret lower bound matches the upper bound asymptotically conditional on (1) the new
stricter family of consistent algorithms and (2) My > 1+ . This completes the proof step, and thus concludes
the proof of Theorem 8.

1
logT
U

F.4.4 Proof of Theorem 9

Proof. First, we adopt the standard conditions from the seminal work of (Lai and Robbins, 1985), while keeping
the notation consistent with theirs.

0<I(0,\) <oo whenever p(X) > p(0). (21)

Ve > 0, VA with p(\) > u(0), 36 >0: |[I(0,\) —I(0,\)| <e
if 1) < p(N) < p(A) + 8. (22)

VO €O, ¥§ >0, 30" € © such that u(0) < p(0') < p(f) + 6. (23)

To fix ideas, let j = 1, 0 € O, and 6* = 0. Then p(6*) > w(61) and w(6*) > w(d;) for 3 < i < k. Fix any
0 <é < 1. By (21), (22), and (23), we can choose A € © such that

w(®) < u(\), and I(61,\) — 1(0y,0%) < 61(6y,0%).

Define the new parameter vector v = (X, 02,...,60;). Then v € 67, so by the assumption that

E[N{(T)] < o((Aa - St + T - Mp)*),

we derive
> E\N(T) = o((Aa- St +T - Mo)®),
i£1

for any a > %8:? where Sp = @

Also, notably, we have with probability 1 — %

[(My — My) — (Aa) - t] < 3,
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Therefore, for some 0 < a < 4,
(Mo +Xa-L )T N1 (T)
- ZNi
i#1
=o(((Aa - ST+ T Mpy))*).

This implies

P'y{Nl (T) < (1 — (5) log T(log(/\A -Sr+T- MQ))/I(@l, )\)}

Ey[(Mo+Xa-T)T—N1(T)]
= (a)(Mo+xa-T)T—O(log T?)

=o((Aa - Sr+T - Mp)*™).

Let Y7,Y5,... be successive observations from II;, and define

F(Yi30
Lin = Zlog f(Y xl))

Then,
P, (Cn) =0((Aa-Sr+T- My)*™1),
where
Cp, = {N1(T) < (1 =6)logT(log(Aa - ST +T - My))/I1(01, ),
Ly,ry < (1= a)logTlog(Aa - St + T - My)}.
Note that

P’y{Nl(T) =1T,.. .,NK(T) =Tk,
Lvyr) = (1 —a)logTlog(Aa - Sr + T - M)}

/Hf Yis A HHf (7HZ

1=27=1
< eXp(—(l — Oé) 10gT10g()\A . ST +T- Mo)) PQ{Nl(T) = Tl, . ,NK(T) = TKvLNl(T)
<(1—a)logTlog(Ag- ST+ T - My)}.

logT—2
logT—1

Summing over disjoint events gives when a >

P, (Cn) < (Aa - St +T - My)* ' Pp(Cy).

By the strong law of large numbers, L,,/m — I(61,A) a.s. under Py. Since (61, ) > 0, it follows that

Po{L,, > (1 —a)logTlog(Aa - ST+ T - My)
for some m < (1 — &) log T(log(Aa - ST + T - My))/I(01,\)} — 0.

Combining these bounds shows that
Tlgn Pp{N1(T) < (1 =6)logT(log(Aa - ST+ T - My))/I(61,0")} =
o

which yields the conclusion in the regret statement, and thus completes the proof steps.

In other words, the regret lower bound matches the upper bound asymptotically conditional on the new stricter
family of consistent algorithms. This completes the proof step, and thus concludes the proof of Theorem 9.

O
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F.4.5 Proof of Theorems 10
Proof. Again, we leverage the aforementioned fact that with probability 1 —
|(My — My) — Aa-t] < %a

1
T2

The remainder of the proof follows the same argument as Theorem 6, with A4 replaced by Ag — Ap in the
corresponding steps. The term
Aa— Ap

represents the net increase in the number of agents per time step, which governs the accumulation of information
about the unknown bandit problems and thus determines the corresponding regret upper bound.

O

F.4.6 Proof of Theorem 11

Proof. Similar to the proof of Theorem 7, before any arms are pulled, the initial set of agents still lack prior
knowledge of the bandit problems, irrespective of the presence of a departure process.

If we assume that the initial set of agents must explore once, then the lower bound holds. This completes the
first part of the proof.

If a linear proportion of the initial set of agents pull sub-optimal arms at least once, then the lower bound also
holds, which also completes the proof.

Otherwise, without this assumption, we consider the following. The equivalent statement of this assumption is
that: only sublinear subset of agents o(Mj) pull sub-optimal arms at least once, i.e. linear set of agents (among
all agents) Zthl My — o(My), only pull the same optimal arms (unique), namely arm *, from the beginning until
the end, which means that they do not explore at all.

If we switch the optimal arm and sub-optimal arm (where the sub-optimality gap meets the condition in (Bubeck
et al., 2013)), then the algorithm would incur linear regret (the two setting makes no difference for the initial set
of agents at the beginning), as they have no prior information. In this case, there would exist instances in which
the algorithm incurs linear regret, contradicting the assumption of consistency.

Consequently, in any case, the regret is at least O(Mj) as the result of exploration of the initial set of agents,
which completes the proof.

O

F.4.7 Proof of Theorem 12

Proof. We again use the fact that, with probability 1 — %,
|(My — My) — Aa-t] < %7

The remainder of the proof parallels the argument of Theorem 8, with A 4 replaced by A4 — Ap in the corresponding

steps. Here, Ay — A\p denotes the net growth rate of agents per time step, which governs the accumulation of
information about the bandit problems and, in turn, determines the regret upper bound.

O

F.4.8 Proof of Theorem 13
Proof. Based on the result in Lemma 1, we have that with probability 1 — %
[(My — M) = Xa -t < 3,
The rest of the proof follows the argument of Theorem 9, except that A4 is replaced by A4 — Ap. The quantity

A4 — Ap captures the net change in the number of agents per time step, which dictates the rate of information
accumulation about the bandit problems and thereby determines the regret upper bound.

O
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