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ABSTRACT

Federated inference, in the form of one-shot federated learning, edge ensembles, or
federated ensembles, has emerged as an attractive solution to combine predictions
from multiple models. This paradigm enables each model to remain local and
proprietary while a central server queries them and aggregates predictions. Yet,
the robustness of federated inference has been largely neglected, leaving them
vulnerable to even simple attacks. To address this critical gap, we formalize the
problem of robust federated inference and provide the first robustness analysis
of this class of methods. Our analysis of averaging-based aggregators shows
that the error of the aggregator is small either when the dissimilarity between
honest responses is small or the margin between the two most probable classes is
large. Moving beyond linear averaging, we show that problem of robust federated
inference with non-linear aggregators can be cast as an adversarial machine learning
problem. We then introduce an advanced technique using the DeepSet aggregation
model, proposing a novel composition of adversarial training and test-time robust
aggregation to robustify non-linear aggregators. Our composition yields significant
improvements, surpassing existing robust aggregation methods by 4.7 — 22.2% in
accuracy points across diverse benchmarks.

1 INTRODUCTION

Over the past several years, concepts such as one-shot federated learning (OFL) (Dai et al.| 2024; Diao
et al.l 2023 |Zhang et al.||2022; |Guha et al.,|2019), edge ensembles (Malka et al.,[2025; Shlezinger
et al. |2021), and federated ensembles (Allouah et al. [2024a; Hamer et al., 2020) have gained
traction in collaboratively performing inference from several client-local models. More recently, the
availability of diverse open-source large language models (LLMs) has spurred interest in aggregating
outputs from multiple models to answer a given query, giving rise to sophisticated LLM ensembles
that leverage complementary strengths of individual models (Tekin et al.}[2024; Wang et al.| 2024
Jiang et al.,|2023)). Despite being introduced under different names, these techniques share a common
principle: combining predictions from multiple client-held models to produce a single output. In this
paper, we collectively refer to these approaches under the terminology of federated inference. In
this setting, clients retain proprietary (locally trained) models, while a central server queries them
for inference as illustrated in Figure|l} The individual predictions are then aggregated into a final
prediction, either using averaging-based aggregations (Dai et al.| [2024; [Zhang et al., 2022} |[Gong
et al.| 2022) or server-side aggregator neural networks (Allouah et al.| 2024a; Wang et al., 2024).

While federated inference is gaining traction, its robustness to model failures and poisoned outputs
remains largely overlooked in the literature, despite some initial preliminary study (Liu et al., 2022).
This gap is critical for two reasons: (i) failures and errors are practically unavoidable, and (ii)
existing work in robust statistics and Byzantine-robust machine learning (ML) demonstrates that
undefended models are inherently vulnerable, even to relatively simple attacks (Guerraoui et al.|
2024} Diakonikolas & Kane} [2023). It is therefore of paramount importance to clearly define the
potential threats that may arise in federated inference, so as to prevent a technological advantage
from becoming a significant vulnerability. In this paper, we take a step toward closing this gap by
defining potential failure modes of federated inference and presenting the first robustness analysis of
this class of schemes.
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Figure 1: Federated Inference

1.1 MAIN CONTRIBUTIONS

Problem formulation and analysis of the averaging aggregator. We formalize the problem of
robust federated inference for the first time. We consider a system of n clients, each with a local data
distribution and probit-valued classifier, where the outputs of up to f < 5 clients may be arbitrarily
corrupted at inference time. Our goal is to design aggregation schemes that remain accurate with
respect to the global data distribution despite the corruptions. When the server uses an averaging-
based aggregation (Dai et al.} [2024; |Zhang et al., 2022; Gong et al., |2022)), a natural way to robustify
is to substitute it with a robust averaging scheme (Allouah et al.l 2023) which ensures that the output
of the aggregator is an estimate of the average of the honest probits. Prominent examples include
coordinate-wise trimmed mean (CWTM), coordinate-wise median (CWMed), etc. (Guerraoui et al.|
2024). However, we show that robust averaging may prove insufficient since the aggregator’s output
can be sufficiently close to the honest average, yet produce a misclassification. Nevertheless, in the
cases where averaging suffices, we derive formal robustness certificates for federated inference. Our
analysis shows that the error of the aggregator depends upon the fraction of corruptions f/n, the
margin between the top two classes, and the dissimilarity between the outputs of different clients.

Robust Inference as an adversarial ML problem. Beyond averaging, recent work has shown that
non-linear trained aggregators (e.g., neural networks) often outperform averaging-based aggregators
in the uncorrupted setting (Allouah et al.| 2024a; Wang et al., [2024). When using such aggregators,
we show that the problem of robust inference can be cast as an adversarial learning problem over the
probit-vectors. Encouragingly, contrary to the difficulty of standard adversarial ML problems in the
image space (Goodfellow et al.,|2014)), we show that the adversarial problem on probit-vectors can
be more reliably addressed, thanks to the structure of the input space where each corrupted vector
is confined to a probability simplex over the number of classes. Yet, naively leveraging adversarial
training (Madry et al.,2018) to solve the problem remains computationally intractable due to the high
cardinality of permuting through different choices of adversarial clients at training time, since any f
(unknown) clients out of n can be malicious.

Robust DeepSet Aggregator. To alleviate this issue, we propose to use a neural network aggregator
based on the DeepSet model (Zaheer et al.,|2017), an architecture which is invariant to the order
of inputs. Specifically, since the aggregator’s output can be independent to the order of clients,

leveraging DeepSets enables us to reduce the search of choosing f adversaries to (’;) instead of

requiring to permute through them (?) f!. In practice, we show that adversarial training by sampling

any N choices of adversaries where N < (}’) suffices to achieve good performance with DeepSet.
To further reduce the sensitivity of DeepSet to corrupted probits, we propose a composition of robust
averaging with DeepSet at inference-time, which significantly boosts empirical performance. In
particular, we show that this composition may only be applied at inference-time, preventing any
escalation of training costs during adversarial training. By combining robust elements from both
the adversarial ML and robust ML literature in our novel composition, we achieve the state-of-the-
art (SOTA) performance for federated inference as illustrated in Table|T]

Empirical validation. To rigorously evaluate defenses, we design a new attack called the Strongest
Inverted Attack (SIA) that challenges existing defenses. We conduct extensive experiments on three
datasets (CIFAR-10, CIFAR-100, and AG-News) covering both vision and language modalities as
well as diverse model families (ResNet-8, ViT-B/32, DistilBERT). Our approach yields a 4.7-22.2%
points improvement over existing methods across a suite of 6 different attacks, including STA.
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1.2 RELATED WORK

Federated Inference. Collaborative inference through client ensembles has been explored in one-shot
Federated Learning (FL) (Guha et al.| 2019;|Gong et al., 2022} |Dai et al., 2024)) and decentralized
edge networks (Shlezinger et al.|[2021; Malka et al.| [2025)), motivated by communication efficiency,
reduced training cost, or proprietary nature of client models accessible only via black-box inference.
Another common scenario is when clients already possess trained models which are offered in
model market scenarios (L1 et al., [2021). Yet, the robustness of federated inference has received
limited attention. An initial preliminary work was conducted by |Liu et al.| (2022) in the vertical
federated learning setting, where they try to reconstruct the underlying uncorrupted responses using
an autoencoder and a block-sparse optimization process. Their method, COPUR, purifies responses
before aggregation on the server. However, purification alone is vulnerable to stronger attacks and
highly sensitive to input magnitudes, since it operates in the logit space rather than probits.

Byzantine Distributed Learning. Byzantine robustness has become a central topic in distributed
ML (Alistarh et al., 2018; |Chen et al., [2017; |[Farhadkhani et al., 20225 |Guerraoui et al.| [2024), where
malicious clients may send arbitrary updates during training. Our setting differs in focusing on
inference rather than training, and in not assuming fixed Byzantine identities (cf., (Dorfman et al.,
2024))). While the objectives thus diverge, a key idea in Byzantine distributed learning, namely robust
averaging, remains relevant to our analysis. Indeed, robust averaging techniques can be adapted to
improve the resilience of federated inference in the presence of corrupted client outputs, at the cost of
a some technicalities, as demonstrated in Section [3}

Federated Distillation and Robust Voting. In FL, many works propose to share logits on a public
dataset instead of gradients to improve communication efficiency and privacy (Fan et al., 2023}
Gong et al.| 2022} Sattler et al.|,2021)). Recent work addresses adversarial logits by proposing robust
aggregation methods (Roux et al., [2025; [Li et al., [2024} Mi et al.| 2021])), but these approaches rely
on assumptions inapplicable to our setting. For example, EXPGUARD (Roux et al.} |2025) tracks
client behavior across rounds, whereas in our case clients may act arbitrarily at each inference.
Similarly, FEDMDR (Mi et al.l[2021)) requires clients to report accuracy on a public dataset to weight
contributions, information unavailable in our setup. A parallel line of work studies robust voting,
where voters/clients cast scores that are aggregated to resist malicious participants, either in general
settings (Allouah et al.l |2024b) or in federated learning specifically (Chu & Laoutaris|, 2024} |Cao
et al., [2022). These approaches, however, typically assume fixed client identities or some control
over the training process, assumptions which do not hold in our setting.

2 PROBLEM OF ROBUST FEDERATED INFERENCE

We consider a classification task, mapping an input space X’ to an output space ) = [K] :=
{1,..., K}, and a system comprising n clients, each with a local data generating distribution D;
over X x ). For each client ¢ € [n], we are given a probit-valued regressor h; mapping X to the
simplex AX := {z € [0,1]¥ | >_ke[k] %k = 1}, which plays the role of a local classifier. In this

context, the goal of a federated inference scheme is to design a mapping ¥ : (AK )n — [K] that
aggregates clients’ local probits in order to minimize the expected prediction error on the mixture
of distributions D := 1 ™" | D;. Specifically, denoting h(z) = (h1(z),..., hn(z)), we seek an
aggregator v, from a set of candidate aggregators W, that minimizes the federated inference risk

R(Y) = By~ [z, y)], - where Ly (z,y) == 1{¢ (h(z)) # y}. M

A typical example of aggregation is ¢ (h(z)) := arg maxye (k) [+ i hi(w)] - Where [‘]x denotes
the k-th coordinate of the vector and where the arg max breaks ties arbitrarily. More generally,
however, ¥ may involve non-linear aggregation schemes. In fact, prior work (Allouah et al., 2024aj
‘Wang et al., 2024) has shown that such aggregation strategies yield higher accuracy expectation,
compared to any individual classifier by, ..., hy,.

Robust federated inference. We are interested in solving the problem of robust federated inference,
wherein a fraction of the clients’ is subject to corruption prior to aggregation. Specifically, we
consider a scenario wherein for each query € X, up to f < n/2 of the n clients (of hidden identity)
can return arbitrarily corrupted vectors in the probit space A . Our goal is to design an aggregation
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scheme that yields high accuracy, despite such corruptions. In what follows, for any input x € X, we
denote by I';(z) the set of all possible probits after up to f corruptions, i.e.,

L) ={z=(21,...,22) € (A™)"|3H C[n], [H|>n—f, Vi€ H, z; = hi(z)}. (2

Formally, we seek an aggregator 1o, € ¥ minimizing the robust federated inference risk, given by
Raav(¥) = Eyyop [ (x,y)], where £V (z,y) = gaé)ﬂ {¥(z) #y}. (3
z€ly

In the following, we show that robust federated inference risk can be upper bounded by federated
inference risk and an overhead resulting from probit corruptions. Thereby we show that if an optimal
aggregator (with respect to the original federated inference risk (I)) is apriori known, then robust
ensembling can be achieved by designing an aggregator that aims to minimize disagreement with the
optimal aggregator, in the presence of corruptions. In doing so, consider an aggregation scheme 1,
minimizing (T)), i.e., the expected learning error without corruption. This aggregator 1, represents an
oracular aggregator, i.e., optimal in the hypothetical scenario when we have access to the uncorrupted
probits. Using 1), as reference for robustness, we can bound robust federated inference risk for an
aggregator 1oy as per the following lemma (which we prove in Appendix [A).

Lemma 1. Forany x € X, let §, = ¢,(h(z)). Then,
Radv('ll)mh) S R('l/)o) + E(m,y)ND [E?pd,:h (.’t, goﬂ . (4)

The overhead E(,, ,)p {éi‘f‘:h (z, g)o)} , named the robustness gap, represents the excess error due to

adversarial probit corruptions. This gap is the worst-case probability that ., disagrees with the
oracular aggregator under up to f probits being corrupted. In the following, we analyze the robustness
gap in the case when the oracular aggregator is given by the averaging operation and the robust
aggregator satisfies the property of (f, x)-robust averaging |Allouah et al. (2023)[]

3 AVERAGING AS ORACULAR AGGREGATOR

We first consider the case where the oracular aggregator 1), is based on computing the average of the
uncorrupted probits, i.e.,

B _ 1 n
Vo(h(z)) = azger[x;(a]x [h(x)],, where h(z) = - ;hi(x)

In this particular case, we robustify the aggregation against probit corruptions by substituting the
averaging by a robust averaging ROBAVG : (AX)" — RX taking inspiration from the literature of
Byzantine-robust machine learning (Guerraoui et al.,[2024)) and robust mean estimation (Diakonikolas
& Kane, [2023)). Specifically, we set

rob(z) = argmax [ROBAVG (z)],, . Q)
ke[K]
Where ROBAVG is a robust averaging aggregation rule. The concept of robust averaging, initially
introduced by |Allouah et al.|(2023)) can be defined as follows.

Definition 1 (Robust averaging). Let k > 0. An aggregation rule ROBAVG is (f, k)-robust if, for
any set of n vectors vy, ..., v, € R% and any set S C [n] of size n — f, the following holds true:

_ K _
IROBAVG vy, ..., v,) = Tslls < —= > _ [lv; — Ts]l3,
=

where Ug = n—if > icg Vi, and parameter k is called the robustness coefficient

Essentially, robust averaging ensures that despite up to f inputs being arbitrarily corrupted the
output of the aggregator is an estimate of the uncorrupted vectors’ average. The estimation error
is bounded by the “empirical variance” of the uncorrupted input vectors, times a constant value x.

'The analysis can be easily extended to weighted averaging by simply re-scaling the inputs to the aggregator.
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Examples of robust averaging include CWTM, CWMed and geometric median (GM) (Guerraoui
et al.[2024, Chapter 4). Specifically, CWTM is (f, r)-robust with x = -°L- (1 + L7 ) - While

robust averaging ensures proximity to the average of uncorrupted input vectors in £2-norm, even a
small estimation error can result in large prediction error due to the non-continuity of the argmax,,
operator. We illustrate this insufficiency of robust averaging through the following counter example.

Counter example. Let ¢ > 0. Consider a point x € X and three possible probit vectors for z,
hi(x), ha(z), h3(x) € A® defined as follows:

b (@) = (1,0,0),  ha(z) = (0,1,0), and hs(x) = (1/2,1/2 —&,2).
Note that i (x) = (1/2,1/2 — £, ). Now, consider & = (1/2 — ¢,1/2,¢). We have ||h(z) — ||, =

(262) 2 ou 2¢. Here, by taking small enough ¢, we have that © can be arbitrarily close to h(x).

However we still have argmax;,¢ () [h(x)], # argmax;c g [0], . Hence, demonstrating proximity
under the euclidean norm does not guarantee preservation of the decision made by the argmax.

From the above, we observe that in addition to proximity to the average, the robustness gap induced
under robust averaging also depends on point-wise model dissimilarity at x € X, i.e.,

1 2
2
= — h; —|h .
o7 = max ; ([hs(@)]), = [P()],)
We are now ready to present the robustness gap for the case when ROBAVG = CWTM. Description
of CWTM is deferred to Appendix [B.2] The reason for using CWTM is its simplicity and its proven
optimality in the formal sense of robust averaging |Allouah et al.|(2023). To present the result, we
introduce some additional notation. For a vector z € AX, let 2(1) and 2(? denote the largest and the
2nd-largest values in the set {[2]; }/_,. Then, we define MARGIN(z) = z(1) — 2 If [2];, = [2]
forall k, k' € [K] (i.e., all the coordinates of the vector are equal) then MARGIN(z) = occ.
Theorem 1. gonsider Yrob as defined in with ROBAVG = CWTM. If the regressors hy, ..., hy
are such that h(x) has a unique maximum coordinate almost everywhere, then the following holds:

. KN
E(ey)~p [0 (@ 90)] < Playynn [MARGIN ) <2 (\/ — \/T ) ]

where §, = o(h1(x), ..., hn(z)) and K = —= <1+ — 2f

The proof for this theorem is deferred to Appendix B} This shows that the robustness gap for CWTM,
when the oracular aggregator is given by the averaging operation, reduces with the fraction of
corruptions f/n, the model dissimilarity and the inverse of the average probit’s margin. We validate
this theoretical finding through an empirical study summarized in Figure 3| (Appendix [E.T).

4 DEEPSET AS ORACULAR AGGREGATOR

In this section, we consider the case of more general non-linear trainable (i.e., data dependent)
oracular aggregator, inspired from recent work demonstrating the efficacy of such aggregation in
context of ensembling (Allouah et al.| 2024a; Wang et al., 2024).

Robust empirical federated inference risk minimization (RERM). In this case, since the oracular
aggregator 1), need not be a pre-determined linear combination of input probits (like averaging),
we propose to design a robust aggregator 1., by directly aiming to minimize the robust federated
inference risk R,qy(¢). In practice, we seek to minimize the following robust empirical federated
inference risk:

N pap— > 6N aw,y), where £Y(z,y) = max ﬂ{w()#y}, (6)

Dt ai zel'y
‘ rdm| (2,y) € Dirain

where Dy,in comprises of a finite number of 1.i.d. data points (z, y) from the global distribution D. In
short, we refer to the optimization problem @ as RERM.
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Connection to robustness to adversarial examples. The problem of RERM reduces to the problem
of robustness against adversarial examples (Madry et al.,[2018;;|Goodfellow et al., 2014}, with the
input space for the classifier (i.e., aggregator 1) being a K x n real-valued matrix with each column
in AX and the input perturbation being restricted to corruption of up to f columns of the input matrix.
Let (A%)™ denote the space of such matrices, and for a matrix M € (AK)™ let §(M) denote the set
of matrices from RX*™ such that M + V € (AK)" forall V € §(M). For any matrix V € RE*",
we denote by || V||, the number of non-zero columns (i.e., columns with at least one non-zero entry).
We can now formally express the RERM problem in (6) as robustness to adversarial examples as
follows:

1
b € argmin —— max 1 H(x)+V , @)
o € ongmin S a1 (H) 4 V) £ 9)
@) €Dwin  ||V||,<f

where H(z) = [h1(2),...,h,(x)] € (AK)™. By solving the above adversarial learning problem,
we obtain an aggregator with minimum sensitivity against arbitrary perturbation to at most f input
probits while ensuring high learning accuracy at the same time. We propose to solve the RERM
problem (6) and the equivalent adversarial robustness problem (7)) for the space of aggregators ¥
defined by a parameterized deep neural network. However, the adversarial training still remains
intractable due to high permutational cardinality of the input space of H (z), totaling to the factor

anzl "P,, since up to any f columns can be perturbed (Liu et al., 2022) where "P,, = (n%;n),
To alleviate this issue, we leverage the property that the output of the aggregator must be invariant
to the order of columns in H(x). We thus exploit a specific neural network architecture which is

permutation invariant to its inputs, as described below.

Robust DeepSet aggregator. Consider #; € R% and #; € R?, and two mappings parameterized by
these vectors: pg, : AX — RP and pg, : R? — AX. Then, we define ¥ by a set of parameterized
mappings ¢p : (AK)" — AK composed with the argmax operation, where 6 = (61, 63) and

bo(2) = pip, (i Z%(Zi)) : ®)

This particular type of neural network is commonly known as DeepSet (Zaheer et al.| 2017), in the
case when there are no corruptions i.e., z; = h;(z), Vi € [n]. Consequently, in this case, the RERM
problem reduces to the following optimization problem:

0* € argmin

6co |Dtrain| ( zel'f () ke(K]

max ]l{argmax (@6 (21, -, 2n)] #y} )

Z,Y) € Durain

Solving (@) is still complex in practice due to the non-continuity of the indicator function. We address
this by changing the point-wise loss function from the indicator function to the cross-entropy loss
function, denoted as ¢(¢y (2z) , y). Finally, we still need to compute the maximum value of the point-
wise loss at (z,y) over all z € I'f(x). We address this challenge by approximating the maximum
value of ¢(¢g (z),y) by searching over only a subset of z € I'y(z). Thanks to the permutation
invariance property of DeepSet, the permutational cardinality of searching f adversaries now reduces

oY _, (™) where () = #L'),m, Specifically, in each training iteration, we select m < f
clients from the set [n] to perturb their probits, repeated N times. We then obtain the perturbed
probits and approximate maximum loss by using a multi-step variant of the fast gradient sign method
(FGSM) for adversarial training (Madry et al.,2018)). The network parameters are then updated to
correctly classify despite the perturbations. In practice, we show that N < (}1) suffices to obtain a

good approximation. Our resulting algorithm is summarized in Algorithm [I]

Finally, we incorporate robust averaging to further reduce the overall sensitivity of ¢y« to probit
corruptions. Specifically, with 0* = (67, 63), the robust DeepSet aggregator is defined as follows:

Yrob(2) = aigr[rj(g]xx [,ug; (ROBAVG(pgT (21),-- -, por (zn)))] 5" (10)
€

Note that we only incorporate robust averaging at the inference time since incorporating at training
time renders adversarial training more expensive due to the additional cost of ROBAVG.
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Algorithm 1: Training of DeepSet Aggregator ¢y

Input: Training Steps E, sampling count NV, learning rates ~y and 7, adversarial sample
generation steps S, dataset Dy;,, number of adversaries f and training loss function ¢

begin
for 1 to F do
Sample 2,y ~ Digain'
for 1 to N do
Choose m € {1,..., f} with probability proportional to ()
Randomly initialize v = (v1,...,vy,) € (RE)™
Sample a random permutation 7 of {1,...,n} > For selecting adversaries
for 1 to S do
0; < softmax(v;), Vi € [m] > Enforce each v; to be in A®
z = (he)(@)s - hrn—m) (), 01, - - ., D) > Last m are adversarial
V4 v+ ysgn (V / (d)g(z, y))) > Perturb probits using FGSM
0; < softmax(v;), Vi € [m] > Final projection of v; to A™
z = (h,r(l)(l‘), ey hﬂ(n,m) (.’L‘), @1, ce ,f)m)
| 0 0—nVol(o(2),y) > Approximated maximum loss
return Trained aggregator ¢y

! In practice we sample mini-batches.

Robustness gap of robust DeepSet aggregator. In the theorem below, we present an upper bound
on the robustness gap of robust DeepSet aggregator (T0), extending Theorem [I]to nonlinear oracular
aggregation. In what follows, we make some Lipschitz continuity assumptions. Specifically, there
exists real values L,, L, such that, for all z, 2’ € AK v v € RP and k € [K],

|[po: (2)]k — [por (2")]k| <
| [og (V)] — [po: (V)| <

Let h(z) := (h1(2), ..., hn(z)). Recall that 62 := maxyepr) = Y0 ([hi(2)], — m(x)]k)z
Theorem 2. Consider y,p, as defined in (I0) with ROBAVG = CWTM. If the regressors hy, ..., hy,
are such that ¢g~ (h(x)) has a unique maximum coordinate almost everywhere, then the following

holds:

o)~ [Ch, (2, 90)]

KN f .
< P(yy)~p |MARGIN (¢g- (h(x))) < 2\/§LuLp <\/;+ \/:> min {1, \/I?az}] ,

where §j, = argmax;¢ 1 [¢o+ (h(z))], and k = nf’;f (1 + 7nf2f).

The proof for this theorem is deferred to Appendix [F] Appendix [G]additionally includes a formal
reasoning on the benefits of using ROBAVG within DeepSet.

5 EXPERIMENTS

This section summarizes the key results of our experiments. In all that follows, we consider the
ROBAVG in the robust DeepSet aggregator to be CWTM, and we refer to the corresponding
model as DeepSet-TM. We evaluate DeepSet-TM against robust aggregators like CWMed, against
SOTA baselines, and perform a scalability study in Section[5.2] We conduct an ablation study in
Appendix and a comparison with more adversarial defenses in Appendix
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Aggregation Logit flipping SIA-bb LMA CPA SIA PGD-cw Worst case
Mean 65.4+2.1 59.8+£1.1 587+32 55.6+£4.0 42.7+39 24.6+£49 24.6 £4.9
CWMed 56.7£4.3 53.3+20 53.8+25 523+29 49.3+3.2 27.8+47 27.8+£4.7
CF-10 GM 63.9+23 59.1+14 63.3+23 59.7+3.2 453+3.7 254+438 25.4+4.8
CWTM 63.3+£2.7 594+£13 625+2.7 59.7+3.2 448+3.7 272+£5.1 27.2+5.1
DeepSet-TM 67.6 £0.8 62.6+1.6 61.0+4.4 594+47 51.4+22 482+4.2 482+4.2
Mean 788 +0.7 728410 66.6+03 664+£03 56.0£1.0 39.2+1.2 39.3£1.3
CWMed 65.8+1.3 623+1.1 66.1+1.2 66.1+1.2 629+1.1 41.7+1.3 41.7+ 1.3
CF-100 GM 75.4+£09 71.5+13 754£08 753+08 59.6+1.0 39.0+1.3 39.0£1.3
CWTM 748+12 71.5+13 749+11 748+1.0 60.8+09 449+13 449+1.3
DeepSet-TM  78.0+ 0.3 74.7+0.8 76.0+0.2 76.4+05 63.7+0.5 49.6+0.5 49.6+0.5
Mean 84.5+09 81.4+£22 81.2+£22 764+£40 726+46 549+£6.7 549+6.7
CWMed 789+3.0 784+37 759450 741+45 744+44 53.2+7.0 53.2+£7.0
AG-News GM 83.0+0.7 80.7+2.8 809425 76.6+3.6 74.0+3.8 52.6+7.3 52.6 £ 7.3
CWTM 84.3+1.0 81.4+£22 802+27 764+£40 726+46 553+£75 55.3 £ 7.5
DeepSet-TM 85.7+04 81.6+16 792+13 77.5+1.2 80.1+16 83.2+14 775+12

Table 2: Accuracy (%) of DeepSet-TM against static aggregations on the CIFAR-10, CIFAR-100 and
AG-News datasets, with heterogeneity e = 0.5, n = 17 clients and f = 4 adversaries. Logit flipping
uses an amplification factor of 2. Results with o = {0.3, 0.8} are included in Tables@and

5.1 EXPERIMENTAL SETUP

Datasets. We evaluate on CIFAR-10, CIFAR-100 (Krizhevskyl, [2012), and AG-News (Zhang et al.,
2013), covering vision and language tasks. We reserve 10% of training data as server-side validation
data for aggregator training, and partition the rest across clients using the Dirichlet distribution
Dir, (), in line with previous works (Roux et al., 2025} Dai et al.,[2024). Lower « indicates higher
heterogeneity. We experiment with & = {0.3,0.5,0.8}. In most of our evaluations, we consider
n = 17 following prior work (Allouah et al.| [2023)), except for our scalability study where we vary
n = {10,17,25}. Our choice of number of clients is inline with a typical cross-silo federated setting
in real-world (Ogier du Terrail et al., 2022).

Models. For CIFAR-10, clients train a ResNet-8 from scratch (He et al., 2016), while for CIFAR-100
and AG-News they fine-tune a ViT-B/32 (Dosovitskiy et al., 2021} [Radford et al., [2021) and a
DistilBERT (Sanh et al.l [2019), respectively. The DeepSet functions p and p are each two-layer
MLPs with a ReLLU non-linearity. The AutoEncoder in COPUR consists of two-layer MLP encoders
and decoders with a leaky ReLLU, while the server model is a three-layer MLP (Liu et al.} 2022).

Attacks. We evaluate on a total of 6 attacks with varying difficulties depending upon the power
of adversary. We consider 4 white-box and 2 black-box attacks where the former assumes access
to the server’s aggregation model. We propose a new attack called SIA, in the white-box as well
as the black-box setting which tries to flip the aggregation decision by exploiting the second most
probable class. The remaining attacks constitute the Logit Flipping Attack, Loss Maximization
Attack (LMA), Class Prior Attack (CPA) and the Projected Gradient Descent (PGD) attack presented
in prior work (Roux et al.; 2025} [Liu et al.} 2022). All attacks and their characteristics are detailed in
Appendix[D.2] and summarized in Table i within. We vary f € {3, 4,5} across different setups.

Baselines. We compare the performance of DeepSet against several robust aggregators including
CWTM (Yin et al.l 2018)), GM (Pillutla et al., 2022 [Small, [1990) and CWMed (Yin et al., 2018)
alongside simple averaging. As the data-dependent baselines, we consider COPUR and manifold
projection from |Liu et al.|(2022) where the latter simply projects the input probits onto a learned
manifold using an AutoEncoder. Additionally, we also report the performance of non-adversarially
trained DeepSet model in our study of robust elements (Appendix [E.4).

Reproducibility and reusability. We conduct each experiment with five random seeds, and report
the mean and the standard deviation. Our code is also available for reusabilityﬂ We include additional
details on the experimental setup and hyperparameters in Appendix [D}
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Figure 2: DeepSet-TM vs. baselines under & = 0.5 and n = 17 clients. In column 1, we have f =1
adversary; other columns use amplification factor 2. See Figure[zi_f](App. @ for results with o = 0.3.

n f Aggregation Logit flipping SIA-bb LMA CPA SIA-wb PGD-cw Worst case
Mean 75.1+1.3 63.2+£25 4254+29 422428 44.3+1.7 19.7+2.2 19.7 £ 2.2
CWMed 45.6 £2.7 445+22 524416 509+1.8 505+20 16.5+23 16.5 + 2.3
10 3 GM 69.6 +1.3 61.3+16 62.6+2.2 62.2+21 47.3+1.5 183+2.6 18.3+ 2.6
CWTM 69.5+1.3 624+21 452429 449+28 46.4+1.6 24.0+2.0 24.0 + 2.0
DeepSet-TM 73.5+ 1.3 66.8+2.0 56.3+2.0 60.0+1.0 56.5+1.8 33.2+2.5 33.2+2.5
Mean 75.6 £0.7 69.1+08 57.0+24 56.8+24 445+1.4 258+2.38 25.8 £ 2.8
CWMed 55.1+2.1 51.84+26 559+22 558+22 50718 245+£1.9 245+ 1.9
17 4 GM 71.2+08 663+1.1 70.2+0.8 70.0+09 48.3+1.5 23.8+2.6 23.8+2.6
CWTM 69.1+1.1 65.8+£1.2 69.1+£1.2 69.1+£1.2 496+1.1 325+24 32.5+24
DeepSet-TM 75.7+ 0.8 71.9+1.1 72.2+1.9 725+0.6 56.7+1.0 38.6 25 38.6+25
Mean 76.0+1.1 71.1+1.3 59.7+23 59.4+23 40.1+23 24.1+2.0 24.1+2.0
CWMed 51.7+29 492420 52.14+23 520+23 44.94+1.8 20.6+2.9 20.6 £ 2.9
25 5 GM 708+ 1.4 673+11 70.7+15 70.5+15 44.2+1.9 21.3+2.0 21.3 £ 2.0
CWTM 70.1+1.7 677414 70.14+1.7 70.1+1.7 458+2.0 304+£2.2 30.4 £ 2.2
DeepSet-TM 72.8 +1.1 72.8+1.2 65.7+23 69.6+1.6 53.8+1.5 50.7+ 1.5 50.7 £ 1.5

Table 3: Scalability study on the CIFAR-100 dataset under o = 0.3.

5.2 RESULTS

Performance comparison to Robust Aggregators. Across all datasets in Table [2] DeepSet-TM
achieves substantially higher worst-case accuracy (minimum accuracy across attacks) than the
robust aggregation baselines. Specifically, it improves over the strongest baseline by +4.7 to +22.2
percentage points depending on the dataset, demonstrating robustness even under the most challenging
adversarial conditions. Beyond worst-case performance, DeepSet-TM also shows consistent gains
across attacks: in 14 out of 18 dataset—attack combinations, it achieves the highest accuracy, with
only small drops (< 2.3% points) in the remaining four cases. The advantage of DeepSet-TM
is particularly pronounced against stronger attacks (specifically SIA whitebox and PGD-cw). On
CIFAR-10 and CIFAR-100, baseline accuracy drops by 35-40 points, while our approach limits the
drop to 20-30. On AG-News, DeepSet-TM retains 83.2% accuracy under PGD-cw compared to
53-55% for the baselines. Notably, as we are working in probit space, giving more power to the
adversary (i.e. conducting more PGD iterations during testing than for training) does not lead to
performance degradation (see Table[I0]in appendix).

https://anonymous.4open.science/r/robust-federated-inference-EC2C
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Performance comparison with SOTA baselines. We compare DeepSet-TM with COPUR and
manifold projection in Figure|[2] Since COPUR operates in logit rather than probit space, it is highly
sensitive to input magnitudes, leading to sharp performance degradation under even mild attacks. For
instance, in the logit-flipping attack, increasing amplification from 1 to 16 or raising the number of
adversarial clients from 1 to 4 reduces COPUR ’s accuracy on CIFAR-10 nearly to random chance,
while DeepSet-TM remains stable due to its probit-space design and adversarial training. A similar
trend holds under the SIA attack, where COPUR suffers large drops on CIFAR-10 and AG-News,
though it shows relative robustness on CIFAR-100. This is likely because COPUR leverages block-
sparse structure of input probits where higher number of classes induce more sparsity, increasing its
effectiveness. Manifold projection performs even worse, as its autoencoder struggles with adversarial
patterns spread across many classes. In contrast, DeepSet-TM consistently achieves substantially
higher accuracy across all attacks, with only a minor accuracy loss in the no-adversary case (f = 0),
a known trade-off from adversarial training (Madry et al.,[2018).

Scalability study. To assess the generalizability of our approach, we conduct performance evaluations
with varying the number of clients: (n, f) € {(10,3),(17,4), (25,5)} on CIFAR-100 under high
heterogeneity (o = 0.3). In Table[3] we observe that DeepSet-TM consistently provides the highest
robustness as the system scales. It improves worst-case accuracy over the best baseline by 9.2%, 6.1%
and 20.3% points respectively when increasing n and f. Beyond worst-case performance, DeepSet-
TM notably achieves the highest performance in 12 out of 18 dataset—attack combinations. While
static aggregations occasionally remain competitive on milder attacks (e.g., LMA), DeepSet-TM is
never substantially worse and typically remains close to the highest accuracy across most scenarios.

6 CONCLUSION

We formalized the problem of robust federated inference and derived a certification for robust
averaging under adversarial corruptions. For non-linear aggregation, we proposed DeepSet-TM, a
permutation-invariant neural network trained adversarially and combined at test-time with robust
averaging. Our experiments demonstrate that DeepSet-TM consistently improves accuracy across
datasets and attack types, substantially outperforming prior methods.

10
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