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Abstract001

This paper presents an interpretable jailbreak002
detection system that enables mechanistic de-003
bugging of safety classifiers without retrain-004
ing. The paper leverages Sparse Autoencoder005
(SAE) features from intermediate transformer006
layers to decompose model decisions into se-007
mantically meaningful components. By using008
linear classifiers on sparse feature activations009
and applying statistical tests to discover causal010
failure mechanisms, the approach achieves011
comparable performance with state-of-the-art012
(SOTA) methods, outperforming the special-013
ized LlamaGuard-3-8B guardrail with 16 times014
fewer parameters while approaching dense hid-015
den state performance. The paper introduces a016
three-stage debugging framework that discov-017
ers functional feature roles, validates causal in-018
fluence through activation patching, and applies019
targeted intervention to recover false negatives.020
The framework successfully reduced false nega-021
tives by 33%, improving recall by 3 percentage022
points while limiting precision loss to just one023
point. By operating at inference time with neg-024
ligible computational overhead, the approach025
enables rapid adaptation to emerging failure026
modes without costly retraining cycles, demon-027
strating the practical value of interpretability028
for safety-critical systems.029

1 Introduction030

The rapid integration of large language models031

(LLMs) across enterprise applications represents032

one of the most significant technological shifts in033

recent history. The global LLM market expanded034

from $6.4 billion in 2024 to an estimated $36.1035

billion by 2030, with over 750 million business036

applications expected to integrate LLMs by 2025037

(MarketsandMarkets, 2024). However, this expo-038

nential growth has heightened security concerns.039

LLMs’ powerful generative abilities, while trans-040

formative, pose significant risks when exploited041

maliciously. Sophisticated adversarial attempts042

have developed jailbreak techniques that systemati- 043

cally bypass safety mechanisms to elicit prohibited 044

responses violating ethical and legal boundaries 045

(Dong et al., 2024). 046

A common practice to mitigate these risks is the de- 047

ployment of guardrail systems, which act as safety 048

checkpoints to filter input prompts before they 049

reach the main LLM and, in some cases, to mon- 050

itor the model’s output (Dong et al., 2024; Wang 051

et al., 2025). While contemporary approaches have 052

achieved strong detection performance, most rely 053

on dense neural representations or complex lan- 054

guage models that operate as black boxes. This 055

opacity makes it difficult for engineers to under- 056

stand why a classifier made a particular decision 057

or to diagnose the cause of misclassifications. The 058

standard response to failures involves collecting 059

substantial cases and retraining, which is costly 060

and struggles to keep pace with the continuous 061

emergence of new attacks (Ouyang et al., 2022; 062

Dong et al., 2024; Pantha et al., 2024). 063

The proposed approach addresses the guardrail 064

transparency problem by leveraging Sparse Autoen- 065

coders (SAEs) to decompose model activations into 066

interpretable, sparse feature representations (Cun- 067

ningham et al., 2023). By building guardrails on 068

these interpretable features, the method enables 069

feature-level attribution for every classification de- 070

cision. This transparency allows engineers to diag- 071

nose which specific features contribute to misclas- 072

sifications and adjust feature weights or thresholds 073

accordingly, enabling targeted fixes without full 074

model retraining. The presented approach achieves 075

competitive performance with state-of-the-art meth- 076

ods on jailbreak detection, while a mechanistic 077

debugging framework recovers 33% of false neg- 078

atives with minimal precision loss, demonstrating 079

the practical value of interpretability for safety- 080

critical systems. The end-to-end inference work- 081

flow is shown in Appendix A. 082
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The contributions of this work are as follows:083

1. Interpretable guardrails via SAE features:084

A guardrail system where safety decisions de-085

compose into sparse, semantically meaningful086

features and achieve SOTA performance.087

2. Mechanistic debugging framework: A088

three-stage pipeline that diagnoses and cor-089

rects classifier failures at inference time with-090

out model retraining. The framework parti-091

tions features into functional roles (intent fea-092

tures that drive harm prediction, veto features093

that indicate benign context), validates causal094

influence through activation patching, and ap-095

plies targeted intervention to recover false neg-096

atives while protecting precision. This ap-097

proach enables engineers to address specific098

failure modes through feature-level surgery099

rather than costly data collection and retrain-100

ing cycles.101

3. Empirical analysis of failure modes: Fea-102

ture analysis revealing that successful jail-103

break arises from weak intent signals rather104

than signal cancelation. Jailbreak attacks suc-105

ceed by attenuating harmful intent expression,106

not by introducing competing benign signals107

that mask the harm. This finding motivates se-108

lective amplification as the intervention strat-109

egy and clarifies the asymmetric roles of intent110

and veto features in the debugging framework.111

2 Related Works112

2.1 LLM Safety Guardrails113

LLM safety guardrails are systematic methods that114

monitor LLM inputs and outputs to ensure com-115

pliance with ethical and policy constraints (Dong116

et al., 2024; Wang et al., 2025; Pantha et al., 2024).117

Early approaches to content moderation relied on118

rule-based systems and keyword filtering, which119

proved insufficient for the nuanced linguistic pat-120

terns of adversarial prompts. Tools like Perspective121

API and OpenAI’s Content Moderation API repre-122

sented initial efforts but demonstrated limited ef-123

fectiveness against sophisticated jailbreaking tech-124

niques (OpenAI, 2024; Lees et al., 2022). Contem-125

porary guardrail systems have evolved toward more126

sophisticated neural approaches. LlamaGuard uti-127

lizes instruction-tuned Llama2-7B models trained128

on safety datasets with rich categorical risk tax-129

onomies (Inan et al., 2023). NeMo Guardrails im-130

plements a programmable framework using text131

embeddings to match user inputs against prede- 132

fined conversation flows (Rebedea et al., 2023). 133

Guardrails AI provides a modular system for com- 134

bining multiple validators into input and output 135

guards, supporting both rule-based and machine 136

learning-based detection mechanisms. 137

Furthermore, recent work has explored leverag- 138

ing language models as feature extractors for 139

lightweight safety classification. Research demon- 140

strates that for classification tasks, linear probing 141

on small local models can match or exceed the 142

performance of large commercial models (Cho 143

et al., 2023; Gao et al., 2024; Buckmann and Hill, 144

2024). Building on these foundations, methods 145

that train classifiers on hidden states from optimal 146

intermediate layers of small language models have 147

achieved strong performance on content safety and 148

prompt injection detection (Buckmann and Hill, 149

2024; Sawtell et al., 2024). However, these sys- 150

tems face a fundamental limitation: opacity in fail- 151

ure diagnosis. Current neural guardrail approaches, 152

including those using classifiers on dense hidden 153

state representations, provide classification scores 154

or decisions without explanation of which seman- 155

tic factors drove the decisions. When guardrails 156

produce incorrect classifications, engineers lack di- 157

agnostic tools to understand underlying causes or 158

address failures efficiently. The standard response 159

involves collecting substantial amounts of failure 160

cases, retraining the entire model or classifier, and 161

validating that fixes do not degrade performance 162

on other inputs (Dong et al., 2024; Pantha et al., 163

2024; Wang et al., 2025). This creates a critical 164

need for guardrail systems that maintain high de- 165

tection performance while providing transparency 166

into decision-making processes. 167

2.2 Mechanistic Interpretability and Sparse 168

Autoencoders 169

Mechanistic interpretability (MI) is the study of the 170

internal processes and representations that drive a 171

model’s outputs, aiming to reverse-engineer neural 172

networks by breaking down their internal computa- 173

tions into understandable components (Olah et al., 174

2020; Bricken et al., 2023; Wang et al., 2022; El- 175

hage et al., 2024). As large language models grow 176

in size and are deployed in safety-critical applica- 177

tions, understanding their internal decision-making 178

processes becomes increasingly important for trust- 179

worthiness and oversight. One of the challenges in 180

MI is polysemanticity, the situation that individual 181
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neurons in neural networks typically respond to182

multiple unrelated concepts rather than represent-183

ing single interpretable features (Olah et al., 2020;184

Bricken et al., 2023; Cunningham et al., 2023).185

This entanglement makes it difficult to understand186

what factors drive model predictions or to intervene187

on particular concepts without affecting others.188

Sparse Autoencoders (SAEs) have emerged as a189

promising technique to address polysemanticity by190

decomposing dense, entangled neural network acti-191

vations into sparse, interpretable monosemantic fea-192

tures (Cunningham et al., 2023; Zhang et al., 2025).193

The advantage of this approach is that each learned194

SAE feature represents a single interpretable se-195

mantic pattern, enabling human understanding of196

what concepts the model has learned and how these197

concepts combine to produce predictions. This ap-198

proach has successfully revealed interpretable fea-199

tures in language models including syntax patterns,200

sentiment, factual knowledge, and domain-specific201

concepts (Cunningham et al., 2023; Anthropic In-202

terpretability Team, 2024).203

Recent work has been exploring explored SAE-204

derived features can serve as effective representa-205

tions for downstream classification tasks. Studies206

demonstrate that SAE features can achieve compet-207

itive or superior performance compared to hidden208

state baselines on tasks including toxicity detec-209

tion and multilingual classification (Kantamneni210

et al., 2024; Zhang et al., 2025; Anthropic Inter-211

pretability Team, 2024). However, the literature212

also reveals variability in SAE performance across213

different tasks and domains (Wu et al., 2025; Galli-214

fant et al., 2025). Critically, existing SAE classifica-215

tion work has focused primarily on general toxicity216

detection or non-adversarial tasks. Jailbreak detec-217

tion presents distinct challenges beyond standard218

toxicity classification: adversarial prompts are de-219

liberately crafted to appear benign while eliciting220

harmful outputs, often employing sophisticated ob-221

fuscation techniques such as role-play scenarios,222

encoded instructions, or multi-turn manipulation223

(Shayegani et al., 2023; Schulhoff et al., 2023).224

These attacks exploit subtle semantic patterns that225

differ from the overtly toxic language targeted by226

traditional content moderation systems. Prior SAE227

research has not systematically evaluated whether228

sparse features can capture these adversarial pat-229

terns or whether the interpretability of SAE features230

remains meaningful when applied to intentionally231

deceptive inputs.232

This gap motivates the present study: to empiri- 233

cally investigate whether SAE-based classification 234

can achieve both strong detection performance and 235

practical interpretability specifically for adversarial 236

jailbreak detection. The study examines whether 237

the interpretability benefits of sparse representa- 238

tions can be realized without sacrificing detection 239

performance in this critical application domain, and 240

whether SAE features provide actionable debug- 241

ging capabilities when guardrails encounter sophis- 242

ticated adversarial attacks. 243

3 Methodology 244

3.1 Problem Formulation 245

Safety classifiers built on SAE features face a sys- 246

tematic failure mode: false negatives often involve 247

samples where harmful intent is expressed weakly 248

or ambiguously. The classifier is underconfident 249

rather than actively misled, as the harmful signal 250

exists but fails to cross the decision threshold. 251

Consider a linear classifier over SAE features: 252

logit(x) =
∑
i

wi · fi(x) (1) 253

For correctly classified harmful samples, harmful 254

intent-associated features activate strongly, produc- 255

ing high logits. For false negatives, however, the 256

same features activate weakly, as the harmful con- 257

tent is present but expressed in ways the classifier 258

underweights. A naive solution, lowering the deci- 259

sion threshold, would recover these false negatives 260

but at substantial cost to precision. The challenge is 261

selective amplification: boost confidence for sam- 262

ples with genuine harmful intent while protecting 263

benign samples from false escalation. 264

3.2 Feature Discovery 265

The framework partitions SAE features into two 266

functional roles based on their relationship to clas- 267

sifier behavior. 268

Intent features: Intent features identify harmful 269

content signals, including weak or ambiguous ex- 270

pressions that the classifier underweights. These 271

features amplify weak harmful signals to improve 272

recall. A feature qualifies as intent if it satisfies two 273

criteria: 274

1. Positive coefficient: wi > τw, indicating the 275

feature contributes positively to harm predic- 276

tion 277
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2. Harm-predictive: PPVharm(fi) > τp, where278

PPV (positive predictive value) measures how279

reliably feature activation indicates actual280

harm281

The conjunction ensures selected features both in-282

fluence the classifier toward harm predictions and283

do so reliably. Features with high coefficients but284

low PPV may reflect spurious correlations; features285

with high PPV but near-zero coefficients lack pre-286

dictive leverage. A feature with high activation287

but low PPV contributes less than a moderately-288

activated high-PPV feature.289

Veto features: Veto features indicate benign con-290

textual markers, and their presence suggests a sam-291

ple is likely safe despite any surface-level intent sig-292

nal. These features protect precision by suppress-293

ing intervention when benign context is present.294

Selection uses a stringent criterion:295

V = {fi : PPVbenign(fi) > τv} (2)296

With τv = 0.95, a veto feature’s activation im-297

plies 95%+ probability the sample is truly benign.298

This high threshold reflects the feature’s protective299

role: veto features gate whether intervention occurs,300

so false benign signals would suppress legitimate301

harm detection.302

The partition reflects an asymmetric intervention303

strategy: amplify where intent is present, but pro-304

tect precision by gating the amplification based on305

benign context.306

3.3 Causal Validation307

Correlation-based discovery identifies features as-308

sociated with outcomes but does not establish309

causal influence. For intent features, which drive310

the intervention, this distinction is critical, as ef-311

fective amplification requires features that actually312

move predictions when modified. Veto features313

play a different role: they gate whether interven-314

tion occurs rather than driving it directly. High315

PPV (> 95%) already ensures reliable indication316

of benign context.317

The framework validates intent features through318

activation patching (Vig et al., 2020; Meng et al.,319

2022), isolating individual feature contributions:320

1. Identify false negative samples F = {x : y =321

1, ŷ = 0}322

2. Identify true positive samples T = {x : y = 323

1, ŷ = 1} 324

3. For each candidate feature fi and sample x ∈ 325

F , create x′ by replacing fi(x) with fi(xd) 326

from donor xd ∈ T 327

4. Measure whether the prediction flips: ŷ(x′) ̸= 328

ŷ(x) 329

The flip rate quantifies the causal effect: 330

flip_rate(fi) =
|{x ∈ F : ŷ(x′) ̸= ŷ(x)}|

|F|
(3) 331

Features with a flip rate below the threshold are dis- 332

carded, ensuring that the intervention uses features 333

that demonstrably change the predictions. 334

3.4 Intervention Design 335

Given validated intent features I and veto features 336

V , the framework applies an intervention that se- 337

lectively amplifies weak intent signals while main- 338

taining precision. 339

The intervention adds a nudge to the classifier’s 340

logit: 341

nudge(x) = Sintent(x) · α · p0(x)2 · γ|V(x)| (4) 342

where: 343

• Sintent(x) =
∑

fi∈I 1[fi(x) > 0] · f̃i(x) ·wi · 344

PPVi aggregates the intent signal, weighting 345

by the magnitude of the coefficient and its 346

reliability 347

• α controls the strength of the intervention 348

• p0(x) is the predicted probability of the base- 349

line. 350

• γ ∈ (0, 1) is the veto decay factor 351

• |V(x)| counts active veto features 352

The final prediction applies in logit space: 353

pfinal(x) = σ (logit0(x) + nudge(x)) (5) 354

The term p20 concentrates on intervention in uncer- 355

tain samples. When p0 ≈ 0.5, the multiplier is 356

≈ 0.25; when p0 ≈ 0.1, it drops to 0.01. This 357

reflects the selective amplification goal: samples 358

that the classifier is already confident about need no 359
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adjustment. The quadratic form provides smooth360

attenuation rather than a hard threshold.361

Meanwhile, the term γ|V(x)| protects precision dur-362

ing recall improvement. Amplifying weak intent363

signals risks boosting benign samples that happen364

to trigger intent features spuriously. The veto mech-365

anism identifies such cases through benign contex-366

tual markers and suppresses the intervention ac-367

cordingly. This gating allows the framework to pur-368

sue recall improvement without introducing exces-369

sive false positives. The intervention acts strongly370

only when an intent signal is present and a benign371

context is absent.372

4 Experiment373

4.1 Data374

The experiment used WildGuardMix, a curated375

safety dataset that covers 13 harmful categories376

and has been cited in numerous works in the LLM377

safety area (Han et al., 2024). WildGuardMix378

intentionally contains offensive and harmful con-379

tent, as this is essential for training and evaluating380

LLM safety systems - the core research objective381

of this work. Its comprehensive coverage of jail-382

break patterns collected systematically from multi-383

ple sources make it suitable for evaluating detection384

systems against varied adversarial techniques. No385

personally identifiable information is present in the386

dataset; all prompts consist of synthetic genera-387

tions and anonymized user-LLM interactions with-388

out names, addresses, or other identifying details.389

The data was used solely for classifier training and390

evaluation, with no redistribution or modification391

of the original content.392

During preprocessing, categories appearing in less393

than 1.5% of data were removed to prevent class394

imbalance, in which only one class “others” did395

not pass the test, retaining 12 harm categories plus396

benign. In addition, there was deduplication before397

splitting, in which duplicate prompts are identi-398

fied and one instance is randomly retained (fixed399

seed=42), preventing identical prompts across400

splits. Finally, the data set is stratified by subcate-401

gory, producing 80% train (14,817 samples), 10%402

validation (1,852 samples) and 10% test (1,853403

samples), with approximately 57% harmful and404

43% benign prompts per split.405

4.2 Model Architecture 406

Experiments are conducted on Gemma-2B-IT 407

(Gemma Team, 2024) with pretrained SAE, GEM- 408

MASCOPE on layer 12 (Lieberum et al., 2024). 409

The SAE dictionary contains 16,384 features 410

trained on residual stream activations of the base 411

Gemma-2-2B model. Although trained in the base 412

model, previous work demonstrates that SAE fea- 413

tures learned in base models generalize to fine- 414

tuned versions, as the core semantic representa- 415

tions remain largely stable in instruction-tuning 416

(Lieberum et al., 2024; Yeo et al., 2025). This trans- 417

fer property has enabled SAE application in safety 418

analysis across model variants. Layer selection 419

proceeds via systematic linear probe sweep across 420

layers 6-20, since previous literature has shown that 421

the LLM’s middle range captures both low-level 422

features and high-level semantics (Jin et al., 2024; 423

Sawtell et al., 2024). Layer 12 achieves optimal 424

performance and was chosen as the layer for the 425

main experiment. Regarding GPU, the experiment 426

was conducted on NVIDIA A100 GPU. 427

4.3 SAE-based Guardrails Training 428

The baseline classifiers are trained on SAE features 429

with hyperparameter tuning. 430

Binary classifier: A logistic regression model is 431

trained to distinguish harmful from benign prompts. 432

Hyperparameter search is conducted over regular- 433

ization strength C ∈ {0.001, 0.01, 0.1, 1.0, 10.0}, 434

penalty type {L1, L2}, with 3-fold cross-validation 435

optimizing F1 score. Class weights are balanced to 436

handle label imbalance. Standard scaling is applied 437

within cross-validation folds to prevent leakage. 438

Multiclass classifier: A separate logistic regres- 439

sion model is trained on harmful samples only to 440

categorize harm subtypes. The same hyperparam- 441

eter search procedure is applied with macro-F1 as 442

the optimization target. This classifier enables fine- 443

grained analysis of which harm categories the in- 444

tervention affects. 445

4.4 Debugging and Intervention Pipeline 446

The mechanistic intervention pipeline operates in 447

three stages on the validation set to avoid data leak- 448

age, progressively refining feature selection from 449

correlation to causation. 450

Feature discovery: The first stage partitions SAE 451

features into functional roles based on their sta- 452

tistical relationship to classifier behavior. Intent 453
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features are selected using coefficient threshold454

τw = 0.05 and harm PPV threshold τp = 0.70,455

yielding 22 candidates. The coefficient threshold456

ensures selected features have meaningful influ-457

ence on classifier output; the PPV threshold ensures458

they reliably indicate harmful content when active.459

Veto features use a stricter benign PPV threshold460

τv = 0.95, yielding 128 features. The high thresh-461

old reflects veto’s protective role: these features462

must reliably signal benign context to prevent false463

positives when amplifying weak intent signals.464

Causal validation: Correlation-based discovery465

identifies features associated with outcomes but466

does not guarantee causal influence on predictions.467

The second stage validates intent features through468

activation patching, copying feature values from469

correctly-classified samples into misclassified ones470

and measuring prediction change. Patching is per-471

formed on validation-set false negatives (n = 109)472

with 5 donor samples per test to reduce variance.473

Features achieving flip rate ≥ 1% are retained as474

causally validated, reducing intent features from475

22 to 17. The five rejected features show near-zero476

flip rates despite positive coefficients, suggesting477

their correlation with harm reflects confounding478

rather than direct influence. Veto features bypass479

causal validation since they gate rather than drive480

the intervention; their high PPV threshold already481

ensures reliability.482

Parameter tuning: The final stage deter-483

mines intervention strength through grid search484

over α ∈ {6, 7, 8, 9, 10, 12, 15}, veto decay485

γ ∈ {0.30, 0.35, 0.40, 0.45, 0.50}, and prediction486

threshold τ ∈ {0.45, 0.46, 0.47, 0.48, 0.49}. Con-487

servative selection chooses the lowest α among488

configurations improving validation F1 by ≥ 0.5489

points. This policy favors robust generalization:490

higher α values achieve greater validation recall491

but risk overfitting. The configuration (α = 6.0,492

γ = 0.35, τ = 0.46) achieves meaningful recall493

improvement while maintaining generalization to494

held-out data.495

5 Results and Discussion496

5.1 SAE-based Guardrails497

Table 1 presents the performance comparison of498

the SAE-based classifier against two alternatives:499

LlamaGuard-3-8B (the specialized guard mdoel500

with SOTA performance) and hidden state linear501

probe (same architecture but using dense represen-502

tations). This comparison strategy isolates different 503

aspects of the approach: LlamaGuard-3 provides 504

context for performance relative to current industry 505

standards, while the hidden state baseline controls 506

for model architecture and layer selection, attribut- 507

ing performance differences solely to SAE versus 508

dense feature representation. 509

Table 1: F1 scores comparison between alternatives

Method Binary F1 Multiclass F1

LlamaGuard-3-8B 0.85 0.37
Hidden Probe 0.95 0.63
SAE (this work) 0.92 0.58

For binary classification, the SAE classifier 510

achieves an F1 of 0.92, substantially outperforming 511

LlamaGuard-3 (0.85) and approaching the hidden 512

state baseline (0.95). The 3-point gap relative to 513

the dense baseline suggests that SAE sparsity in- 514

troduces a modest performance trade-off compared 515

to using all 2,048 dense hidden state dimensions. 516

However, this trade-off enables the interpretability 517

and debugging capabilities demonstrated in subse- 518

quent sections, as dense representations lack the 519

feature-level decomposition necessary for mech- 520

anistic analysis. For harm categorization across 521

13 types of violations, the SAE classifier achieves 522

macro-F1 of 0.58, outperforming LlamaGuard-3 523

(0.36) by 22 points but trailing the hidden state 524

baseline (0.63) by 5 points. The hidden state base- 525

line’s superior performance (0.95 binary, 0.63 mul- 526

ticlass) establishes an upper bound for linear clas- 527

sification on Gemma layer 12 representations. 528

5.2 Debugging and Intervention Results 529

Table 2 presents the impact of the mechanistic inter- 530

vention on binary classification performance. The 531

debugging framework achieves F1 of 0.93, nar- 532

rowing the gap with the hidden-state upper bound 533

(0.95) by approximately 30%. 534

Table 2: Comparison of intervention methods (FN: false
negatives, FP: false positives, Prec: precision).

Method F1 Prec. Recall FN FP

Baseline 0.92 0.93 0.90 104 70
Threshold (t=0.37) 0.92 0.91 0.94 64 101
Intent only 0.92 0.91 0.94 68 93
Intent + Veto (this work) 0.93 0.92 0.93 70 87

Recall improvement: For guardrail systems, recall 535
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(the detection success rate) provides the most op-536

erationally relevant metric. The asymmetry stems537

from downstream consequences: a missed jailbreak538

(false negative) may lead to harmful model outputs539

that damage user trust or cause real-world harm,540

while a false positive merely triggers an overly cau-541

tious refusal that users can clarify or rephrase. This542

asymmetry is particularly acute for high-stakes de-543

ployments where even a small number of successful544

jailbreaks can have outsized negative impact.545

The proposed intervention improves recall from546

0.90 to 0.93, translating to 34 fewer missed jail-547

breaks per 1,000 harmful queries, a meaningful548

reduction in attack surface. The intervention ac-549

cepts a small precision reduction (0.93 to 0.92) to550

achieve these recall gains. The tradeoff is favor-551

able when examined concretely: per 1,000 queries,552

the baseline misses 100 harmful samples and in-553

correctly flags 70 benign ones. After intervention,554

70 harmful samples are missed (a reduction of 30)555

while 87 benign ones are incorrectly flagged (an556

increase of 17). The exchange rate of roughly 2557

recovered jailbreaks per added false positive favors558

intervention under most reasonable risk weightings.559

Organizations with different risk profiles can ad-560

just the α parameter to shift this balance: higher α561

recovers more false negatives at the cost of more562

false positives, while lower α achieves more mod-563

est recall gains with smaller precision impact.564

Ablation study: Comparing the Intent-only and565

Intent+Veto rows reveals how the veto mechanism566

protects precision during recall improvement. Both567

approaches target weak intent signals for amplifica-568

tion and recover a similar number of false negatives569

(36 vs 34). However, Intent-only produces 93 false570

positives compared to 87 for Intent+Veto. This571

6 false positives difference reflects a key princi-572

ple: without veto gating, the intervention acts on573

any sample with intent signal, including benign574

samples that happen to trigger intent features spu-575

riously. The veto mechanism identifies such cases576

through benign contextual markers and suppresses577

the intervention accordingly. In deployment, this578

selectivity compounds: across millions of queries,579

even small per-query precision improvements trans-580

late to substantially fewer frustrated users encoun-581

tering unnecessary refusals. Meanwhile, threshold582

adjustment (t = 0.37) achieves the highest recall583

(0.94) but represents a blunt instrument. Lower-584

ing the threshold uniformly increases all borderline585

predictions, regardless of whether the uncertainty586

reflects a genuinely weak harmful signal or classi- 587

fier noise on benign content. The result is 101 false 588

positives, 31 more than baseline and 14 more than 589

the proposed approach. 590

5.3 Feature Analysis 591

5.3.1 Feature Activation Patterns 592

Figure 1 reveals how intent and veto features dis- 593

tribute across classifier outcomes. Intent features 594

show strong activation in true positives (0.36) but 595

weak activation in false negatives (0.14), similar 596

to true negatives (0.10). Veto features are sparse 597

across all groups, with only true negatives showing 598

measurable activity (0.02). 599

The pattern supports the weak-signal interpretation: 600

false negative intent activation (0.14) sits much 601

closer to true negatives (0.10) than to true posi- 602

tives (0.36). If jailbreaks caused false negatives by 603

triggering competing veto signals, false negatives 604

would show high intent and high veto. Instead, they 605

show weak intent and near-zero veto, indicating an 606

attenuated harmful signal rather than a masked sig- 607

nal. The absence of veto features in false negatives 608

confirms that they do not cause misclassification; 609

their presence in true negatives confirms their pro- 610

tective role during intervention. 611

Figure 1: Feature activation rates by sample group.

5.3.2 Intervention Dynamics 612

Figure 2 shows the probability distribution of false 613

negative samples before and after intervention. The 614

distribution shifts rightward, with samples near the 615

decision boundary (0.3 to 0.5) crossing the thresh- 616

old. This confirms the p20 borderline-focus works 617

as designed: uncertain samples receive the largest 618

boost while confident predictions remain stable. 619
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Figure 2: Probability distribution of false negatives be-
fore (blue) and after (orange) intervention.

5.4 Feature Interpretation620

To understand the discovered features’ meaning,621

each intent and veto feature was examined through622

Neuronpedia (Neuronpedia, 2025). This experi-623

ment used Neuronpedia with GPT-5-mini as the ex-624

planation model for its balance of up-to-date capa-625

bilities and cost-effectiveness.The full list appears626

in Appendix E.627

Intent features: The 17 causally validated in-628

tent features cluster into four interpretable groups629

summarized in Table 3. The analysis reveals that630

jailbreak detection operates through multiple com-631

plementary mechanisms. The jailbreak assistance632

group is particularly revealing: features 5583 and633

11551 fire not on harmful content itself but on co-634

operative framing patterns. This explains why false635

negatives show weak intent activation, as success-636

ful jailbreaks obscure assistance-seeking markers637

through obfuscation techniques like roleplay or hy-638

pothetical framing.639

Table 3: Intent feature groups with examples.

Group Captures Examples

Direct harm Explicit
harmful
content

11047 (abusive), 4331 (vil-
lains), 8836 (negative)

Attack vec-
tor

Domain
threats

11320 (hacking), 282 (scams),
9215 (espionage)

Jailbreak as-
sistance

Cooperative
framing

5583 (facilitating), 11551 (of-
fering help)

Structural Technical
patterns

3932 (numeric), 16170 (jar-
gon)

Veto features: The 128 veto features cluster into640

four interpretable groups summarized in Table 4.641

The analysis reveals that veto features detect benign642

contexts rather than anti-harm signals. Feature 676643

(recipes) illustrates this: cooking instructions share 644

structural similarity with harmful how-to content, 645

but recipe-related tokens indicate a domain where 646

harm is unlikely. The feature identifies the entire 647

context as benign rather than detecting safe versus 648

dangerous procedures. 649

Table 4: Veto feature groups with examples.

Group Captures Examples

Technical Professional
context

3021 (legal), 2163 (config),
2971 (code)

Everyday be-
nign

Safe queries 676 (recipes)

Informational Discussion
vs instruc-
tion

568 (missing persons), 2377
(despair)

Structural Text format-
ting

742 (punctuation), 1713
(BOS), 2653 (ranges)

Implications: The semantic coherence of discov- 650

ered features validates the practical value of SAE- 651

based classification. The interpretations clarify 652

why the intervention succeeds: it amplifies residual 653

intent signals when veto features do not indicate 654

benign context. The favorable 2:1 recovery ratio 655

reflects veto features successfully distinguishing 656

genuine jailbreaks from benign samples with inci- 657

dental intent activation. 658

6 Conclusion 659

This work presents an interpretable approach to jail- 660

break detection that leverages sparse autoencoder 661

features to enable mechanistic debugging of safety 662

classifiers. The framework decomposes model acti- 663

vations into semantically meaningful features, pro- 664

viding transparency into guardrails decisions while 665

achieving competitive detection performance. A 666

three-stage debugging pipeline discovers functional 667

feature roles, validates causal influence through ac- 668

tivation patching, and applies targeted intervention 669

that reduces false negatives by 33% with one per- 670

centage point precision loss. 671

The results demonstrate that interpretability and 672

detection performance need not be at odds. For 673

safety-critical systems where auditability matters, 674

the ability to examine which features drove a deci- 675

sion and to correct specific failure modes without 676

retraining provides practical value beyond raw clas- 677

sification metrics. As adversarial attacks continue 678

to evolve, interpretable detection systems that sup- 679

port rapid diagnosis and adaptation offer a promis- 680

ing path toward robust AI safety. 681
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7 Limitation682

While the proposed framework demonstrates the683

feasibility of interpretable jailbreak detection and684

mechanistic debugging, several directions merit fur-685

ther investigation. Firstly, the intervention frame-686

work operates with fixed parameters determined687

through validation-set tuning, which assumes that688

the distribution of jailbreak attacks remains stable689

between tuning and deployment. In practice, adver-690

sarial actors continuously develop new obfuscation691

techniques, and an intervention calibrated for cur-692

rent attack patterns may become less effective as693

the threat landscape evolves. Future work could ex-694

plore adaptive intervention mechanisms that update695

feature weights or thresholds based on observed696

failure patterns, enabling the system to maintain697

effectiveness against emerging attacks without full698

retraining cycles.699

Secondly, the current framework focuses exclu-700

sively on prompt-side classification, determining701

whether an input is harmful before the model gen-702

erates a response. An extension of this work would703

involve analyzing response-side features to detect704

when a model is producing harmful output during705

generation. SAE features extracted from intermedi-706

ate generation steps might reveal patterns indicat-707

ing compliance with jailbreak requests, enabling708

intervention during generation rather than only at709

the input gate. Such an approach would provide710

a complementary line of defense for cases where711

prompt-level detection fails.712

Finally, the debugging framework improves clas-713

sifier decisions through post-hoc score adjustment714

but operates externally to the model itself. Re-715

cent work on representation engineering and activa-716

tion steering demonstrates that model behavior can717

be modified by directly manipulating internal ac-718

tivations during inference. Integrating SAE-based719

feature discovery with these steering techniques720

could enable intervention that shapes model behav-721

ior rather than merely flagging problematic inputs.722

If intent and veto features correspond to directions723

in activation space that influence model compliance724

with harmful requests, steering along these direc-725

tions might reduce harmful outputs without relying726

on an external classifier, bridging interpretability-727

focused analysis with direct behavioral interven-728

tion.729

8 Ethical Considerations 730

This research presents defensive work aimed at 731

improving AI safety through interpretable jailbreak 732

detection. However, the team acknowledges dual- 733

use concerns associated with the work’s findings, 734

specifically the in the LLM safety domain. 735

Firstly, the finding that jailbreaks succeed by attenu- 736

ating harmful intent signals rather than introducing 737

competing benign signals could theoretically in- 738

form attack development. This risk is mitigated 739

by several factors: the mechanism is described at 740

a conceptual level without providing specific at- 741

tack recipes, understanding how attacks succeed 742

is necessary to build robust defenses, and similar 743

mechanistic insights have appeared in prior work 744

on representation engineering and activation steer- 745

ing. 746

Secondly, publishing specific SAE feature indices 747

that detect harmful content could help adversaries 748

craft inputs that avoid activating these features. 749

However, the features are derived from Gemma 750

Scope, a publicly released SAE, and their interpre- 751

tations are already available through Neuronpedia. 752

The large feature set (17 intent, 128 veto) makes tar- 753

geted evasion non-trivial. More importantly, inter- 754

pretable systems enable ongoing debugging: when 755

new attacks emerge, engineers can identify which 756

features failed and adapt accordingly—an advan- 757

tage unavailable with opaque detection methods. 758

The benefits of interpretable safety research, includ- 759

ing auditability, debuggability, and human over- 760

sight, are believed to outweigh the risks of publish- 761

ing high-level mechanistic findings. 762
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Appendix926

A System Architecture927

Figure 3 presents the overall system architecture of928

the proposed framework at inference time929

Figure 3: System architecture at inference time

B Dataset Statistics 930

Table 5 presents the dataset split statistics after pre- 931

processing. Table 6 shows the distribution across 932

harm categories. Preprocessing steps: (1) short 933

responses under 10 tokens removed (268 samples), 934

(2) rare category “others” filtered due to <1.5% 935

representation (196 samples), (3) deduplication via 936

random sampling reduced 37,470 to 18,522 unique 937

prompts, (4) stratified 80/10/10 split by subcate- 938

gory. 939

Table 5: Dataset split statistics after preprocessing.

Statistic Train Val Test

Total samples 14,817 1,852 1,853
Harmful prompts 8,440 1,055 1,056
Benign prompts 6,377 797 797
Harmful (%) 57.0 57.0 57.0

Table 6: Harm category distribution (train set).

Category Count

Benign 6,377
Social stereotypes & discrimination 1,448
False/misleading information 896
Toxic language & hate speech 750
Violence & physical harm 718
Sensitive info (organization/government) 702
Private info (individual) 592
Defamation & unethical actions 573
Sexual content 549
Fraud & illegal activities 532
Copyright violations 458
Mental health & over-reliance 451
Cyberattack 426
Material harm via misinformation 345
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C Detailed Feature Analysis940

Figure 4 maps intervention outcomes by intent941

score and veto count, revealing how the veto mecha-942

nism protects precision during recall improvement.943

Recovered false negatives (blue triangles) cluster944

at low veto counts. New false positives (orange945

crosses) occupy the same low-veto region. High946

veto counts protect true negatives (green circles)947

from false escalation.948

Figure 4: Intervention outcomes by intent score and
veto count for baseline negative samples

Recovered false negatives cluster at veto counts of949

0 to 1, where weak intent signal exists and no be-950

nign context blocks intervention. The exponential951

decay (γ|V| with γ = 0.35) means even one or two952

veto features substantially attenuate the nudge. The953

16 new false positives occupy the same low-veto954

region, yielding an approximately 2:1 ratio of re-955

covered jailbreaks to added false positives. True956

negatives with high veto counts remain protected957

regardless of incidental intent signal. Unrecovered958

false negatives divide into two categories: samples959

with near-zero intent score (no signal to amplify)960

and samples with moderate intent but higher veto961

counts (conservative precision protection).962

D Parameter Tuning Results963

Table 7 presents the top parameter configurations964

from grid search over intervention strength (α),965

veto decay (γ), and prediction threshold (τ ). Con-966

servative selection chooses the lowest α that im-967

proves validation F1 by ≥0.5 points.968

Table 7: Top 10 parameter configurations ranked by val-
idation F1. Conservative selection chose α=6.0 (lowest
improving α) rather than the oracle best.

α γ τ Val F1 Test F1

15.0 0.40 0.47 0.9269 0.9259
15.0 0.45 0.47 0.9265 0.9259
15.0 0.50 0.47 0.9265 0.9259
15.0 0.30 0.47 0.9264 0.9263
15.0 0.35 0.47 0.9264 0.9259
15.0 0.35 0.45 0.9262 0.9241
9.0 0.30 0.46 0.9259 0.9266
9.0 0.35 0.46 0.9259 0.9257
9.0 0.40 0.46 0.9259 0.9253
9.0 0.45 0.46 0.9259 0.9253

Selected (conservative):
6.0 0.40 0.45 0.9224 0.9263

The oracle best test F1 (0.9266) was achieved with 969

α=9.0, γ=0.30, τ=0.46. However, higher α values 970

risk overfitting to validation-specific patterns. The 971

conservative selection (α=6.0) achieves compara- 972

ble test performance (0.9263) with more moderate 973

intervention strength, favoring robust generaliza- 974

tion. 975

E Feature Interpretations 976

Tables 9 and 8 present the complete lists of intent 977

and veto features with their Neuronpedia interpre- 978

tations. 979

Table 8: Veto features (top 15 by PPV) with Neuronpe-
dia interpretations. All features have PPV of 1.00 for
benign content.

ID Interpretation

676 Recipes or cooking instructions
3021 Legal citations, statutes, and regulations
2163 Software configuration terminology
2971 Code documentation and input references
2038 Single uppercase letters (variable/label names)
292 Incremental steps and gradual improvement
2597 Correctness and effectiveness signals
3006 Alternatives and substitutes
568 Missing or disappeared persons
2377 Hopelessness and despair expressions
742 Sentence boundary punctuation
1713 Beginning-of-sequence token
2653 Numeric ranges and measurements
3003 Named entities (people, organizations, dates)
1749 Necessity and emphasis words
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Table 9: Intent features (causally validated) with Neu-
ronpedia interpretations. PPV indicates positive predic-
tive value for harmful content.

ID PPV Interpretation

4331 0.85 Mentions of villains, criminal groups, or
evil/antagonistic characters

5583 0.92 Words indicating enabling, facilitating, or be-
ing complicit in wrongdoing

7196 0.81 Tokens signaling seriousness, severity, or
high-impact consequences

11047 0.95 Abusive, insulting, derogatory, or disparag-
ing language

8836 0.77 Negative sentiment (harms, losses, pain, pun-
ishment)

12847 0.86 Crime and criminal justice terminology
282 0.71 Solicitations or scams (prizes, fees, account

activation)
9215 0.71 Espionage and intelligence agency references
11320 0.84 Cybersecurity and hacking content
11551 0.82 First-person offers to provide/send/share

something
3932 0.89 Numeric and document-structure tokens
14752 0.79 Salient content words and proper nouns
16170 0.86 Technical or scientific terms and acronyms
1111 0.91 Speech acts and reported speech
12360 0.84 Recorded or directly quoted speech
4688 0.80 Names of groups or multi-part structures
5637 0.80 Named entities (people, places, organiza-

tions)

F Example of Neuronpedia Dashboard980

Feature interpretations were obtained through Neu-981

ronpedia, an open platform that provides human-982

readable explanations of SAE features. For each983

feature, Neuronpedia displays AI-generated de-984

scriptions of activation patterns (this work used985

GPT-5-mini, token-level logit contributions, acti-986

vation density distributions, and example text snip-987

pets with highlighted tokens that strongly activate988

the feature. Figure 5 shows an example dashboard989

for feature 4331, which detects mentions of villains,990

criminal groups, and antagonistic characters.991

Figure 5: Example of Neuronpedia Dashboard for Fea-
ture 4331
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