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ABSTRACT

Failure detection is a critical capability for ensuring the safety of robotic sys-
tems, which can anticipate and avoid irreversible harm to the environment, the
robot itself, or to the human being during interacting with the physical world.
However, failure detection in real-world robotic manipulation has long been chal-
lenged due to the inefficiency and potential risks when collecting diverse failure
data through rollouts. In this paper, we introduce a method named FailGuard to
achieve failure detection for robot visuomotor manipulation policy learning. To
learn a failure detector, we only collect success rollouts from the pre-trained ma-
nipulation policy and augment the rollouts to simulate failure cases for detection
learning. After trained with the collected data, the failure detector can achieve
runtime failure detection and early stop the impending failure, improving the suc-
cess rate and safety of the robot manipulation. We evaluate our method on both
RoboSuite benchmark and real world tasks. The experimental results show that
our proposed method outperforms several different kinds of baseline methods,
and can effectively prevent failure cases during manipulation. Project Website:
https://zuyu3.github.io/failguard.github.io/

1 INTRODUCTION

With recent advances in deep learning, researchers have developed different kinds of learning-based
algorithms for visuomotor manipulation policy learning. Approaches such as imitation learning (Chi
et al., 2023; Florence et al., 2022; Mandlekar et al., 2021) and reinforcement learning (Wang et al.,
2019; Schulman et al., 2017; Casas, 2017; Haarnoja et al., 2018; Fujimoto et al., 2018) have enabled
robots to acquire complex manipulation skills directly from visual or low-dim sensory input.

However, since current mainstream robotic learning methods typically train robot policies using
only success demonstration trajectories, the sensors’ input will inevitably encounter scenarios that
were unseen during training—namely, out-of-distribution (OoD) situations—when the policy makes
an incorrect action. In such OoD scenarios, the policy’s output becomes undefined behavior, which
can further lead the robotic system to perform erroneous actions and ultimately cause task failure.
As a result, for real-world deployment, the ability of a robotic system to anticipate and avoid such
failure is critical and essential to avert irreversible harm to the environment or humans.

Compared to general out-of-distribution detection tasks in deep learning domain, robot manipulation
failure detection requires consideration of temporal information in the detection process, as it is a
decision-making process based on sequential input. Furthermore, given that failure scenarios are
diverse and typically follow a long-tail distribution, collecting examples of all possible failure cases
to cover the entire distribution is impossible. Second, permitting failures during real-world robotic
experiments can cause irreversible harm to humans, the environment, or the robot itself, resulting in
high costs and risks.

To address these issues, in this paper, we propose a method that learns failure detection via failure-
simulation. Instead of collecting failures from real robot manipulation rollouts, our proposed sys-
tem augments the success trajectories generated by the pre-train manipulation policy to simulate
the failure-prone data. To better reduce the gap between the simulated failure-prone data and the
ground truth failure data, we introduce a reasonable way to augment the success data, and provide a
theoretical analysis. After gathering the data, we utilize supervise learning and contrastive learning

1

https://zuyu3.github.io/failguard.github.io/


054
055
056
057
058
059
060
061
062
063
064
065
066
067
068
069
070
071
072
073
074
075
076
077
078
079
080
081
082
083
084
085
086
087
088
089
090
091
092
093
094
095
096
097
098
099
100
101
102
103
104
105
106
107

Under review as a conference paper at ICLR 2026

to train a failure detector. Finally, we deploy the trained failure detector in the robotic manipulation
process to estimate potential risks of failure, thereby enhancing the safety and success rate.

Figure 1: Architecture of the proposed algorithm. State s and action a are extracted by a pretrained
policy πθ from environment observation, and then concatenated to positive feature f+. Then data
augmentation is applied to f+ to generate negative features f− by adding dynamic scale Gaussian
noise. The detector is trained using both contrastive loss and binary cross-entropy loss with f+ and
f−.

To evaluate our proposed method, we conduct experiments under both simulation and real-world
environment and report the AUROC and AUPRC metrics. The result shows that our method signifi-
cantly outperforms other baselines. Furthermore, we conducted restart experiments, validating that
our method has applicability during the deployment of robot manipulation policy and can assist in
improving the success rate of policy in completing the task.

In summary, our work makes the following three contributions:
1. We propose a novel data augmentation method which generates failure-prone trajectories by

adding adaptive Gaussian noise to only the collected success trajectories. With this approach,
there is no need to collect dangerous failure examples in the real environment, enabling the
acquisition of failure trajectory data even in settings with zero tolerance for failures.

2. We provide a theoretical analysis for the validity and effectiveness of our data augmentation
method. The theorem shows that, by increasing the number of collected success trajectories,
our chosen Gaussian-noise injection scheme can lower the upper bound of the failure detection
error rate, thereby ensuring reliable failure detection performance of our model.

3. We train and evaluate our detector model under both simulated and real-world environments
using multiple policy architectures. The experimental results demonstrate that our method –
FailGuard’s detection capability significantly outperforms baselines across various tasks, and
can substantially improve task success rates by guiding appropriate human-in-the-loop resets.

2 RELATED WORK

2.1 OUT-OF-DISTRIBUTION DETECTION

Reconstruction-based and embedding-based methods are two prominent approaches for out-of-
distribution (OOD) detection. Reconstruction-based methods, such as autoencoders (Gong et al.,
2019) and GANs (Goodfellow et al., 2014), are trained exclusively on normal data to learn a com-
pressed representation. However, their applicability is limited in domains like robot manipulation,
which are characterized by high-dimensional data and sample scarcity, making effective training
impractical (Zavrtanik et al., 2021).

Conversely, embedding-based methods have demonstrated state-of-the-art (SotA) performance (De-
fard et al., 2021; Deng & Li, 2022; Liu et al., 2023). These techniques project input features into
an embedding space where anomalies are identified by their distance from clusters of normal data.
Nonetheless, they often incur significant computational and memory overhead due to their reliance
on complex statistical algorithms (Defard et al., 2021; Roth et al., 2022).

2.2 FAILURE DETECTION IN ROBOT MANIPULATION LEARNING

Currently, robots policy is trained mainly by reinforcement learning or imitation learning, aiming
to complete given tasks. When task complexity increases or requires long-horizon decision, the
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environment’s reward signals tend to become sparse, which severely limits the effectiveness of rein-
forcement learning (Vecerik et al., 2017). Imitation learning, on the other hand, attempts to model
the hidden action pattern behind successful trajectories to learn a policy, whose observation space is
often lack of abnormal samples. Due their own weaknesses, these methods have a high likelihood
of failure when encountering disturbance (Ak et al., 2023) during execution, further necessitates the
need of reliable failure detection methods. Although many recent studies (Bharadhwaj et al., 2020;
Cheong et al., 2018; Pinto et al., 2017; Eysenbach et al., 2017) attempt to mitigate risks by designing
specific reward, these approaches often only address a single kind of risks, such as the affordance
risks, and balancing risk and reward can confuse agent during training, ultimately resulting in a sub-
optimal policy. As risks are inevitable in real robot deployments, it is necessary to consider the
failure detection in robot manipulation learning. 1

3 PROBLEM FORMULATION

We formulate the problem of robot manipulation as a Markov Decision Process (MDP), defined by
the tuple M = (S,A,P, r, γ), where S is the continuous state space, A is the action space, P
denotes the state transition probability function, P(s′|s, a) is the probability of transitioning from
state s to state s′ after taking action a, r : S × A → R is the reward function, and γ ∈ [0, 1) is the
discount factor.

In the setting of robot learning (Chi et al., 2023; Mandlekar et al., 2021; Fujimoto et al., 2018), the
agent learns a policy πθ : S → A from given data Dtrain to accomplish a specific manipulation task.
In general, a policy πθ follows a two-stage architecture. An encoder E : S → H extracts features
from the observation space S and encodes them into a continuous hidden state space H = RK .
Then a decoder D : S → H uses the features produced by the encoder to generate the actions to
be taken. We claim that this two-stage abstraction applies to the vast majority of policies, and build
our method upon this structure; that is, our approach is applicable to any policy model conforming
to this architecture.

During deployment, the agent may encounter states that differ significantly from those in Dtrain,
which we refer to as out-of-distribution(OoD) states, and have a high tendency to induce erroneous
actions, ultimately resulting in task failure. The objective of failure detection in this context is to
detect such out-of-distribution states by learning a function ϕ : S → {0, 1}, where 1 means failure-
prone. This failure detection mechanism aims to identify states that deviate from the distribution of
training data, enhancing the robustness and safety of the policy πθ in real-world applications.

4 METHOD

In this paper, we introduce FailGuard to address failure detection problem for robotic manipulation.
Based on the setting introduced in Sec. 3, our method, as illustrated in Fig. 1, consists of three main
components: data collection (Sec. 4.1), data augmentation (Sec. 4.2), and detector learning (Sec.
4.3). Each component is designed to address specific challenges in failure detection for imitation
learning in robotic manipulation. Below, we discuss the key design choices for each component, and
in Section 4.4 we provide our theoretical analysis, which demonstrates that our data augmentation
approach is sound and effective. Finally, we describe how to achieve failure distribution detection
during deployment in Sec. 4.5.

4.1 DATA COLLECTION

To detect failure-prone states during robot manipulation, the proposed system first need to collect
trajectory data for training. We execute a pre-trained policy πθ in a specified environment and
obtain trajectory data from success rollouts. We emphasize that our method does not depend on any
particular type of policy; hence, the policy can be trained by any approach, such as imitation learning
or reinforcement learning. The states from these successful trajectories are regarded as success
samples Dsucc = {{s+i , a

+
i }Ni=1}, since they guide the agent to complete the task successfully.

We assume that these successful trajectories contain valid information about state transitions and
state–action decisions, which can instruct the detector to learn what normal trajectories should look
like.

For a binary detector ϕ, it is necessary to collect negative samples—i.e., failure-prone data Dfail =
{{s−i , a

−
i }Ni=1}—for training. However, we do not directly obtain failure rollouts from the envi-
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ronment as negative samples. Instead, we augment success trajectories to simulate failure-prone
states.

This is because, first, when using failure samples, identifying the specific timestep that causes task
failure is complex and ambiguous. A simple and intuitive approach would be to label the entire
trajectory as anomalous; yet this is infeasible. The policy may only perform an anomalous action at a
single critical moment that leads to failure, while all preceding states are perfectly correct. Labeling
those normal states as failure-prone would confuse the detector, potentially yielding a suboptimal ϕ
or even preventing convergence during training.

Second, for well-performing robotic manipulation policies, failure cases are relatively rare, and
various types of failure-prone states often follow a long-tailed distribution. Directly using only the
failures encountered during policy deployment risks insufficient sample quality and diversity.

Additionally, in the context of robot manipulation learning, particularly in real-world experiments,
actively designing strategies to collect failure cases can be both costly and dangerous. In certain
scenarios, policy failure may inflict irreversible damage on the environment or endanger human
safety, which is unacceptable.

In light of these considerations, our system opts to generate failure-prone data by augmenting suc-
cess trajectories rather than relying on real failure rollouts.

4.2 DATA AUGMENTATION FOR OOD SIMULATION

To simulate failure-prone states, we apply data augmentation to success trajectory data. We choose
to add noise in the hidden state space H rather than in the raw observation space. The hidden
state space typically has a relatively low dimensionality, making our noise injection more effec-
tive compared to the observation space. Moreover, although the image space is relatively sparse,
performing data augmentation in the denser encoding space can generate a richer and more valu-
able set of failure-prone scenarios. This is because adding noise directly to images only simulates
blurred conditions caused by camera issues such as defocus, which are very unlikely to occur with
the high-performance cameras used in robotic manipulation, and therefore offer limited value. In
contrast, true failure-prone trajectories are often clear, plausible images, but the robot’s behavior
is anomalous, leading to a failure to correctly manipulate the target object and complete the task.
Such “plausible” images are difficult to produce through simple, intuitive augmentations and are
also challenging to collect, as explained in Section 4.1.

To create failure-prone features, we add Gaussian noise to each dimension of the hidden state em-
bedding vector hi. Specifically, for each dimension k ∈ {1, . . . ,K} of a success trajectory with T
timesteps, we compute the variance σ2

k over the entire trajectory, i.e. σ2
k = var{e1k, e2k, · · · , eTk },

and use it to scale the Gaussian noise ϵk ∼ N (0, σ2
k) for the trajectory. This scaled noise is added

to hi to obtain an augmented embedding h̃i = hi + ϵ, where ϵ = [ϵ1, ϵ2, . . . , ϵK ].

This augmentation process introduces controlled perturbations based on the natural variance in each
embedding dimension, creating a richer set of failure-prone cases that closely simulate realistic
cases. Here are the discussions on key design choices:

The Scale of the Gaussian Noise. When augmenting embedded features, adding excessive noise
to each feature dimension can corrupt the original feature information, meaning that the correspond-
ing observations will never be encountered during policy deployment. Although the detector may
correctly classify such extreme cases as failures, this yields limited practical benefit. Conversely,
if the noise scale is too small, the noise-augmented features will be nearly identical to the original
features. Such overly similar positive and negative samples greatly increase the difficulty of model
training and may prevent convergence. Moreover, these subtle perturbations may correspond to re-
coverable states in the environment, where the agent can return to normal operation after corrective
actions. If the detector mistakenly labels these states as failures, the policy’s robustness and stability
will be compromised.

To generate noise with a reasonable scale, we employ the augmentation approach described previ-
ously in Sec. 4.2 to augment success trajectory data. We also provide theoretical analysis on this
design choice in Sec. 4.4.

Why Not Use Variance at Each Timestep. To generate failure-prone data samples, a seemingly
intuitive approach is to compute the variance at each timestep across all trajectories and use it to
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set the noise variance for that timestep during data augmentation. However, trajectories in robotic
manipulation typically vary in length, so features at the same timestep are misaligned across trajec-
tories. For example, at timestep 10, one trajectory may have already closed the gripper to attempt
an object grasp, whereas another may still be positioning the gripper and has not yet closed it. Even
if we can identify each critical timestep, handling the states between these key points remains chal-
lenging: how to pad or compress the states between keypoints is an unresolved problem. Simply
discarding these intervals would lose essential information about state transitions.

4.3 FAILURE-PRONE DETECTION LEARNING

After collecting and augmenting the data, we train a detector using the original and augmented
features through contrastive learning, aiming for the detector to correctly distinguish positive and
negative samples and learn how to determine whether the states are failure-prone in the environment.

The detector consists of two parts: an feature extractor that generates embeddings from the features
to be detected, and an MLP that maps these embeddings to a failure tendency score. Given the
sequence of the embedding features and actions {hi, ai}Ni=M , the extractor generates a feature f
that embed the sequential manipulation information. To learn the failure detection, we input paired
features, including one original feature f+ and c noise-augmented features f−. The encoder in the
detector generates embeddings e+ and e−i , where i ∈ {1, 2, . . . , c}. The detector’s MLP layer then
generates the failure tendency score ŷ for each embedding.

Our loss function has two components to compensate each other: a contrastive learning loss for the
embeddings and a binary cross-entropy (BCE) loss for ŷ.

L = Lcont + α · LBCE

where y is the ground truth label, and ŷ is the prediction of the detector

4.4 THEORETICAL ANALYSIS

In this section, we provide a theoretical analysis of our method. We consider an augmented dataset,
D̃, containing positive (success) trajectories {x+} and negative (failure) trajectories {x−}. The
negative samples are generated by adding Gaussian noise to positive trajectories. This process may
lead to some perturbed negatives remaining in positive data domain, resulting in mislabeling. We
denote the probability of this label noise by η, and we assume the mild condition that η < 1

2 . This
setup frames our problem as a binary classification task with label noise.

Our main theoretical result establishes a generalization bound for our method. For the full derivation,
please see Appendix A.

Theorem 1. Assume our loss function l is G-Lipschitz continuous w.r.t. ∥ · ∥∞ and ∥f(x)∥2 ≤ R.
For δ ∈ (0, 1), with probability at least 1− δ for all f ∈ F we have:

RD(f) =
1

1− 2η

(
R̂D̃(f) +O

(
GRB log2(nRk)

n
√
k

+ B
√

log(1/δ)

n

)
− η

)
(1)

where n is the number of positive samples, k is the number of negative samples, and B is a global
upper bound on the contrastive score.

Remark: This theorem demonstrates two key points:

1. The failure detection error decreases as the number of demonstration data points (n) grows.

2. Reducing the label noise rate η—that is, narrowing the gap between augmented failure-prone
data and ground-truth failure data—can significantly reduce the error rate.

4.5 FAILURE DETECTION DURING DEPLOYMENT

When deploy the manipulation policy, the pre-trained policy network πθ interacts with the environ-
ment, generating actions ai based on observation oi. At each timestep, the detector evaluates the
state using the feature embedding hi, which is extracted by the policy network from the observation,
and the corresponding action. The detector is designed to estimate whether the current state exhibits
any signs of ”out-of-distribution” which could lead to failure risk.

If the detector determines that the likelihood of failure-prone is high, indicated by an output ex-
ceeding a predefined threshold τ , an early-stop mechanism is triggered. This early-stop strategy
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terminates the current rollout and reset the robot to the initial state in order to prevent the robot
from causing further potential disruptions or damage to the environment. After an early-stop occurs,
human being can intervene to restore the environment to an ideal state as needed, allowing the robot
to resume the task. The reason why we choose human-in-the-loop error correction here is that, the
robot may have already caused irreversible changes to the environment unable for the robot alone
to reset to a valid state. For example, the object to be manipulated may have fallen off the work
platform, beyond the robot’s reach. In these situations, human’s intervention is necessary.

5 EXPERIMENTS

FailGuard aims to effectively detect failure-prone occurrences during agent execution and, by guid-
ing timely restarts, ensure the safe and normal execution of the Policy, thereby improving success
rates. To evaluate the effectiveness of our method, we conducted experiments in both simulation
(Sec. 5.2) and real-world environments (Sec. 5.3). The results show that our method significantly
outperforms the Baseline model and yields a considerable improvement in success rates through
Restarts. In this section, we will describe our implementation details, experimental settings, and
results.

Table 1: AUROC and AUPRC on low-dimensional and image tasks

Method AUROC (low-dimensional tasks) AUROC (image tasks)

lift square can transport tool hang lift square can transport tool hang

SVDDDEED 0.950 0.696 0.885 0.420 0.781 0.392 0.796 0.749 0.851 0.893
LSTMED 1.000 0.747 0.823 0.959 0.750 1.000 0.799 0.877 0.909 0.881
SimpleNet 1.000 0.874 0.855 0.944 0.739 1.000 0.928 0.944 0.937 0.912
SAA+ 0.777 0.479 0.449 0.556 0.339 0.050 0.392 0.614 0.804 0.475
AnomalyCLIP 0.917 0.670 0.955 0.386 0.676 0.103 0.845 0.796 0.868 0.942
Ours 1.000 0.999 1.000 0.968 0.849 1.000 1.000 1.000 0.999 1.000

Method AUPRC (low-dimensional tasks) AUPRC (image tasks)

lift square can transport tool hang lift square can transport tool hang

SVDDDEED 0.914 0.743 0.602 0.319 0.583 0.952 0.758 0.629 0.985 0.830
LSTMED 0.806 0.859 0.799 0.933 0.915 0.983 0.988 0.977 0.985 0.974
SimpleNet 0.921 0.507 0.507 0.437 0.578 0.937 0.982 0.698 0.975 0.876
SAA+ 0.454 0.585 0.497 0.498 0.594 0.931 0.781 0.675 0.934 0.816
AnomalyCLIP 0.813 0.627 0.771 0.655 0.500 0.967 0.640 0.831 0.967 0.822
Ours 1.000 0.996 1.000 0.939 0.993 1.000 0.990 0.970 0.990 0.998

5.1 EXPERIMENTAL SETTING AND METRICS

We evaluate failure detection performance using the Area Under the Receiver Operating Character-
istic (AUROC) and the Area Under the Precision-Recall curve (AUPRC). The anomaly score for
each trajectory is determined by the maximum detector output observed across all timesteps, with
labels assigned based on final task success.

To assess our restart mechanism, FailGuard, we measure the improvement in the policy’s success
rate under simulated disturbances. These disturbances, applied with a 0.3 probability per rollout,
include either injected action noise or an abrupt environmental shift to an OoD state. If the detector’s
output exceeds a predefined threshold, the current attempt is terminated, the environment is reset to
its nominal state, and the policy is restarted. We permit up to two restarts, meaning a task only fails
if all three attempts are unsuccessful.

We argue that our restart experiment setting is realistic. In real production environments, a robot’s
actions may encounter disturbances, or the environmental state may change due to various factors
such as wind, accidental human collisions, or even malicious interference. Under such circum-
stances, the robot’s task is likely to fail and may even cause irreversible consequences. Therefore,
allowing for early-stop and restart is essential. We chose to reset the environment to a normal state
because, in many situations, changes in the environment exceed the robot’s ability to self-correct,
necessitating human intervention to restore normalcy.

We compare our method against five strong baselines with distinct characteristics, includ-
ing reconstruction-based and zero-shot methods. They are SVDDED (Ruff et al., 2018),
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LSTMED (Deng et al., 2023), SimpleNet (Liu et al., 2023), AnomalyClip (Zhou et al., 2023)
and SAA+ (Cao et al., 2023). Detailed introduction for all baselines can be found in Appendix B

5.2 SIMULATION EXPERIMENTS

5.2.1 SIMULATION ENVIRONMENT

Robomimic is a large-scale benchmark designed to study imitation learning and offline reinforce-
ment learning in robotic manipulation consisting of 5 tasks. In the robomimic simulation, we created
an out-of-distribution environment by altering certain parameters, such as object initial locations and
object colors, in addition to the original data collection setting. We then tested our method’s per-
formance in both in-domain and out-of-distribution environments, evaluating its effectiveness on
policies based on low-dim states or image observations. Detailed OoD settings can be found in
Table 5

5.2.2 DETECTING FAILURE-PRONE STATES

Our primary experiment evaluates the method’s effectiveness in detecting failure states. As shown in
Table 1, our method achieves SotA results across all tasks and metrics, significantly outperforming
the baselines. This demonstrates its robustness and effectiveness for failure detection across diverse
manipulation policies.

Furthermore, the results underscore the importance of temporal modeling. Methods incorporating
temporal context, like LSTMED, excel on long-horizon tasks (e.g., transport image, square im-
age), whereas single-frame methods consistently underperform.

5.2.3 RESTART EXPERIMENT

To assess if our method improves task completion, we performed rollouts allowing our detector to
trigger policy restarts, per the protocol in Sec. 5.1. As shown in Table 2, this restart mechanism
significantly boosts success rates across all tasks, confirming the method’s practical utility.

Task Original With restart Improvement
Lift image 56.0% 83.0% ↑ 27.0%
Can image 26.0% 50.8% ↑ 24.8%

Square image 7.5% 17.0% ↑ 9.5%
Tool Hang image 31.5% 41.3% ↑ 9.8%
Transport image 24.5% 33.0% ↑ 8.5%

Table 2: Success rate of restart experiment. In the 5 image-based settings, restart can significantly
improve the policy’s performance, which proves our detector is of realistic meaning and importance.

Figure 2 visualizes this process on the square image and can image tasks. The plots illustrate how
the detected failure-prone score remains low during normal execution, spikes upon a disturbance to
trigger a restart, and normalizes after the policy successfully completes the task post-restart.

5.2.4 ROLLOUT TIMING ACCURACY

We conducted a further experiment on the square image task to assess our method’s timeliness—its
ability to react swiftly to OoD states. In this test, we induced an OoD environmental shift at a
predetermined time and tracked the outputs of all methods. As shown in Figure 3, our method
immediately responds to the disturbance, with the failure-prone probability rising sharply to a high,
stable level, accurately reflecting the ground truth.

Notably, our method also excels at interpreting transient anomalies. At timestep 25, the policy
makes a brief, self-corrected error. While baselines flag this initial deviation and remain in a high-
probability state (failing to recognize the recovery and risking a premature termination), our method
correctly identifies the event’s transient nature. This highlights its capacity to differentiate between
momentary, recoverable slips and genuine, persistent failures.

5.3 REAL-WORLD EXPERIMENTS

5.3.1 REAL-WORLD ENVIRONMENT

We evaluated FailGuard’s real-world performance across three tabletop manipulation tasks. In these
experiments, our detector triggers a policy restart upon identifying a task failure-prone. The tasks
and their disturbance settings can be found in Appendix G.

7
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Task start Policy solving 
task

Environment 
changed

Unable to 
address problem

Threshold
reached, reset

Policy redoing 
task Task finish

Figure 2: Visualization of the process of restart experiment. The context of detector’s output
when early stop and restart triggered is shown, as well as some key timestep observation image. It
is shown that the our protocol is in line with expectations, and can be used in realistic scenario.

Figure 3: failure-prone score predictions. We plot the output failure-prone score over timesteps for
both success and failed rollout cases. These curves show how the model’s failure detection evolves
as the rollout progresses. Our method demonstrates a clear advantage over the other baselines in
both accuracy and response time, effectively identifying failure-prone score states faster and more
reliably.

As illustrated in figure 4, our method outperforms all baselines in the real-world setting, consistent
with the results obtained in simulation.

5.3.2 RESTART EXPERIMENT

We performed restart experiments on the real robotic arm. As shown in table 3, our method provides
substantial improvements to the Diffusion Policy, achieving from 9% to 18% success rate increase.

5.4 ABLATION STUDY

We experimented with training our detector model using multiple different settings, including data
collection choice, noise variance scale, and loss function choices. The result is shown in table

8
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Figure 4: Performance comparison of our method on real-world robotic tasks. The experimental results
show that our method achieves the best results on most tasks, demonstrating our FailGuard can work well in
real world.

Task Original With restart Improvement
Pick Cube – Single 63.6% 72.7% ↑ 9.1%
Pick Cube – Double 45.5% 63.6% ↑ 18.1%

Bear to Bowl 18.2% 36.4% ↑ 18.2%

Table 3: Success rate of restart experiment in real world. In all the 3 tasks, restart can improve
the policy’s performance.

4. According to the ablation study results, We validate the effectiveness of our method and key
choices, demonstrating the advantages of our approach.

Metric fixed
large
noise

fixed
small
noise

timestep-
wise
noise

Uniform
Noise

Laplace
Noise

all
trajec-
tories

without
con-

trastive
loss

without
BCE
loss

Mixed
Data
(Ora-
cle)

Ours

AUROC 0.821 0.803 0.903 0.777 0.831 0.625 0.863 0.803 0.957 0.996
AUPRC 0.783 0.877 0.949 0.890 0.896 0.688 0.902 0.890 0.988 0.999

Table 4: Ablation study (transposed) on the square image task. AUROC and AUPRC across different
settings. Our method achieves the best performance.

6 CONCLUSION

We introduced FailGuard, a method for failure detection in robotic visuomotor policy learning. In-
stead of collecting diverse failure data, which is impractical and hazardous in real-world scenarios,
FailGuard augments success rollouts to simulate failure-prone cases for failure detection training.
By leveraging contrastive learning and supervised methods, our approach ensures robust detection
performance. Evaluations on the RoboMimic benchmark and Real-world tasks demonstrated Fail-
Guard’s effectiveness, outperforming baselines across various tasks and improving task success rates
through an early-stop and restart mechanism. These results highlight the method’s potential to en-
hance safety and reliability in robotic manipulation.

We have made every effort to ensure that the results presented in this paper are reproducible. The cx-
perimental sctup, including training steps, model configurations, andhardware details, is deseribed
in detail in the paper. We believe these measures will enable other researchers to reproduce our
work and further advancethe feld.

9
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A PROOF OF THEOREM 1
Here, we provide the detailed derivation for the generalization bound presented in Section 4.4.

Our problem is equivalent to a binary classification task with noisy 0–1 labels, where the label noise
rate is η. By invoking the relationship between the risk on a noisy dataset and the risk on a clean
dataset from (Angluin & Laird, 1988), we can write:

RD̃(f) = (1− η)RD(f) + η(1−RD(f))

Rearranging this equation gives the risk on the true data distribution, RD(f), in terms of the noisy
risk, RD̃(f):

RD(f) =
RD̃(f)− η

1− 2η
, (for η <

1

2
) (2)

From this relation, one sees that a larger label-noise rate η incurs a higher true risk, which aligns
with intuition.

Next, we establish the generalization bound for applying contrastive learning methods on our noisy
dataset D̃. We assume our loss function l is G-Lipschitz continuous w.r.t. ∥ · ∥∞ and ∥f(x)∥2 ≤ R.
Then, according to Theorem 4.9 in (Lei et al., 2023), we have the following bound. For δ ∈ (0, 1),
with probability at least 1− δ for all f ∈ F :

RD̃(f) ≤ R̂D̃(f) +O

(
GRB log2(nRk)

n
√
k

+ B
√

log(1/δ)

n

)
(3)

where n is the number of positive samples, k is the number of negative examples, and B denotes
a global upper bound on the “contrastive score”—that is, the difference in similarity between a
positive sample and a negative sample.

By substituting the generalization bound from Equation 3 into the risk relationship from Equation
2, we derive the final bound on the generalization error of our method:

RD(f) =
RD̃(f)− η

1− 2η

≤ 1

1− 2η

(
R̂D̃(f) +O

(
GRB log2(nRk)

n
√
k

+ B
√

log(1/δ)

n

)
− η

)
This is the result presented in Theorem 1 in the main text.

B DETAILED BASELINE INTRODUCTION

Among the reconstruction-based approaches, SVDDED (Ruff et al., 2018) is a Deep One-Class au-
toencoder that identifies outliers by measuring the L2 distance of an input’s embedding to a learned
center; however, this method relies on single-frame decisions and ignores temporal information. In
contrast, LSTMED (Deng et al., 2023) is an LSTM-based encoder-decoder method that leverages
temporal context, using the reconstruction error (the L2 distance between input and output) as the
anomaly score. Another baseline, SimpleNet (Liu et al., 2023), is a classifier trained with Gaus-
sian noise augmentation and contrastive learning that, unlike our method, uses fixed-variance noise
and operates on single frames. For the zero-shot methods, AnomalyClip (Zhou et al., 2023) is a
CLIP-based approach using text prompts to detect anomalies in single images, which is effective
for attribute changes but cannot process temporal sequences. Similarly, SAA+ (Cao et al., 2023) is
a zero-shot method based on Segment Anything (SAM) that uses prompts to segment anomalous
regions, exhibiting principles and performance similar to AnomalyClip.

C IMPLEMENTATION DETAILS OF SIMULATION ENVIRONMENT

We use a transformer-based network as our detector. First, we apply a feature mapping layer to
project the input detection features into hidden layer features with a specified size of hidden dim.
We then add position embedding to the hidden layer features, enabling the transformer to leverage
the temporal information from the rollout trajectory for decision-making. This is a key distinction
from many methods that rely solely on single-frame images. The hidden layer features with position

12



648
649
650
651
652
653
654
655
656
657
658
659
660
661
662
663
664
665
666
667
668
669
670
671
672
673
674
675
676
677
678
679
680
681
682
683
684
685
686
687
688
689
690
691
692
693
694
695
696
697
698
699
700
701

Under review as a conference paper at ICLR 2026

embeddings are then fed into a decoder-only transformer, which outputs the embedding e. Finally,
fully-connected output mapping layer is applied on embedding e to generate the anomaly logits ŷ.
The embedding e and logit ŷ are used to compute loss later.

In our simulation experiments, we set hidden dim = 512. The decoder-only transformer has 4
layers, each with 8 attention heads. For the optimizer, we use the Adam optimizer with a learning
rate of 1e−4 and a weight decay of 0.01.

D IMPLEMENTATION DETAILS OF REAL-WORLD ENVIRONMENT

We use a transformer-based network as our detector similar to the one introduced in Sec. C.
However, due to the complexity of real-world tasks, we adopt Diffusion Policy (Chi et al., 2023)
as the agent’s policy to control the robotic arm. For the Diffusion Policy, we pass the MLP-
mapped encoded observation features to the detector to determine whether the current state is
out-of-distribution. Here we set hidden dim = 512. The decoder-only transformer has 6 layers,
each with 8 attention heads.

E VISUALIZATION

To better understand the reasons behind our method’s effectiveness, we conducted a series of visu-
alizations.

E.1 EMBEDDING VISUALIZATION

we applied t-SNE to embeddings e from a successful and a failed rollout in the square image task.
The visualization in Figure 5 reveals two distinct clusters for success (green) and failure (red) states.
This high degree of separability indicates our model learns effective representations to differentiate
between nominal and anomalous trajectories.

Figure 5: T-SNE visualization of learned embeddings(representations). We extract the embeddings e)
output by the model at each timestep of a trajectory and apply the t-SNE method to reduce the embeddings
to a 2D plane. The red and green points represent embeddings from trajectory of from failed and successful
cases, respectively. The results show that our method effectively distinguishes between the features of failed
and successful trajectories, with clear separation in the 2D space.
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E.2 SALIENCY MAP

We use Grad-CAM to visualize which observational features drive our detector’s anomaly score.
Figure 6 shows these saliency maps for three tasks—lift image, can image, and square im-
age—under three conditions: successful completion, disturbance, and an OoD environment.

Figure 6: Saliency map of the detector’s output relative to the input observation image. The ”End nor-
mally” column displays the saliency map when the task is completed with no failure. The ”Noise added to
robot” column mainly focuses on the robot’s posture and the absence of an object being grasped by the gripper.
For the ”Object changed” column, the top image marks the object’s original position, the middle image high-
lights the cube’s texture change, and the bottom image shows the nut’s shape changes from square to circle.

The visualizations reveal that our detector correctly localizes the source of failure. While attention
is diffuse in successful runs, it sharply focuses on an abnormal robot posture during a disturbance
or a modified target object in an OoD state. This demonstrates that our method effectively identifies
the key out-of-distribution components in the input observation.

E.3 NOISE TRAJECTORY VISUALIZATION

We also visualized the a rollout and its augmented trajectories. We generated one hundred Gaussian-
noise-augmented trajectories and reduced the dimensionality of their feature data to two dimensions
using t-SNE. In Figure 7, the original trajectories are represented in blue, while the noise-augmented
points are shown in red.

From the visualization, it is evident that the noise-augmented trajectories form a ”protective shell”
around the original trajectories, akin to the relationship between the copper core and the insulation
layer of a wire. The original trajectory data, resembling the core, represents the normal states,
while the noise-augmented trajectories, analogous to the insulation layer, encapsulate it. This is
indeed referred to as the Gaussian annulus theorem in high-dimensional statisticsVershynin. This
structure underscores the effectiveness of our noise augmentation method, as it provides a robust
and comprehensive coverage of the data space, enabling the detector to generalize better to potential
anomalies
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Figure 7: Visualization of the original and Gaussian-noise-augmented trajectories. The t-SNE
algorithm was used to reduce the dimensionality of trajectory feature data to two dimensions. The
original trajectories are plotted in blue, while the noise-augmented trajectory points are shown in
red. The augmented trajectories form a ”insulation layer”, encapsulating the original trajectories
”core” within.

F ROBOMIMIC SIMULATION EXPERIMENT SETTINGS

Environment name Property In domain setting Out of domain setting

Lift

specular 0.4 0.7
shininess 0.1 0.2
texture red wood blue wood
initial x range [-0.03, 0.03] [-0.05, 0.03]
initial y range [-0.03, 0.03] [-0.01, 0.03]

can object can milk carton

Square nut shape square round
initial x range [-0.115, -0.11] [-0.125, -0.12]

Tool Hang

frame initial position (-0.08, 0.0) (-0.10, 0.0)
hook initial position (-0.04, -0.24) (-0.02, -0.22)
hook initial rotation 1

3π − 5
18π

wrench initial position (0.04, -0.2) (0.04, -0.18)
wrench initial rotation − 11

18π
1
3π

Transport

cube texture red wood blue wood
left box initial X-Axis
position center

0.2 0.21

top right box initial
X-Axis position

0.2 0.21

lower right box initial
X-Axis position

-0.2 -0.21

hammer initial rotation 1
2π − 1

2π

Table 5: The detailed OOD parameters compared to in domain settings for all tasks in our experi-
mental environments. Only the different properties between the two are listed.

G REAL-WORLD EXPERIMENT TASK AND DISTURBANCE SETTING

• Pick Cube - Single. The robot picks a single cube and places it in a plate. OoD conditions
include: 1) human perturbation of the cube during grasp, 2) the cube’s initial absence, or
3) human removal of the cube mid-air.
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• Pick Cube - Double. The robot must pick a cube of a specified color from two options.
OoD conditions include: 1) the absence of the target-colored cube, or 2) shifted initial
positions.

• Bear to Bowl. The robot picks a toy bear and places it in a bowl, a task where failure can
occur if the bowl tips. The primary OoD condition is the bear’s initial absence.

In all three tasks, whenever an out-of-distribution condition is detected (or the task fails), a restart
should be triggered , resetting the robot to its initial position and allowing the policy to attempt the
task again.

H LLM USAGE

Large Language Models (LLMs) were employed to support the writing and refinement of this
manuscript. In particular, we used an LLM to enhance the clarity, readability, and overall flow
of the text, including tasks such as sentence rephrasing, grammar checking, and language polishing.

The LLM was not involved in generating research ideas, designing the methodology, or conducting
experiments. All concepts, approaches, and analyses were independently developed and carried out
by the authors. The LLM’s role was limited exclusively to improving the linguistic presentation of
the paper, without contributing to its scientific content or data analysis.

The authors retain full responsibility for the manuscript, including any portions of text refined with
the assistance of the LLM. We also ensured that the use of the LLM complied with ethical standards
and did not result in plagiarism or scientific misconduct.
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