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Abstract—Decentralized federated learning (DFL) enables col-
laborative model training across edge devices without centralized
coordination, offering resilience against single points of failure.
However, statistical heterogeneity arising from non-identically
distributed local data creates a fundamental challenge: nodes
must learn personalized models adapted to their local distri-
butions while selectively collaborating with compatible peers.
Existing approaches either enforce a single global model that
fits no one well, or rely on heuristic peer selection mechanisms
that cannot distinguish between peers with genuinely incompat-
ible data distributions and those with valuable complementary
knowledge. We present MURMURA, a framework that leverages
evidential deep learning to enable trust-aware model personaliza-
tion in DFL. Our key insight is that epistemic uncertainty from
Dirichlet-based evidential models directly indicates peer compat-
ibility: high epistemic uncertainty when a peer’s model evaluates
local data reveals distributional mismatch, enabling nodes to
exclude incompatible influence while maintaining personalized
models through selective collaboration. MURMURA introduces
a trust-aware aggregation mechanism that computes peer com-
patibility scores through cross-evaluation on local validation
samples and personalizes model aggregation based on evidential
trust with adaptive thresholds. Evaluation on three wearable
IoT datasets (UCI HAR, PAMAP2, PPG-DaLiA) demonstrates
that MURMURA reduces performance degradation from IID
to non-IID conditions compared to baseline (0.9% vs. 19.3%),
achieves 7.4 x faster convergence, and maintains stable accuracy
across hyperparameter choices. These results establish evidential
uncertainty as a principled foundation for compatibility-aware
personalization in decentralized heterogeneous environments.

Index Terms—Decentralized federated learning, evidential
deep learning, trust-aware personalization, model personalization

I. INTRODUCTION

Wearable Internet of Things (IoT) devices such as smart-
watches, fitness trackers, and medical monitors continuously
collect sensor data for applications ranging from human activ-
ity recognition to early disease detection [/1]]. Training machine
learning models on such data traditionally requires centralized
collection, raising privacy concerns and imposing substan-
tial communication and compute overheads on bandwidth-
constrained edge networks.

Federated Learning (FL) addresses these concerns by en-
abling collaborative model training while keeping data on
user devices [2]]. However, standard centralized FL approaches
create a single point of failure and scalability bottleneck prob-
lematic for IoT deployments spanning thousands of heteroge-

neous devices. Decentralized Federated Learning (DFL) elimi-
nates this bottleneck through peer-to-peer architectures where
devices exchange and aggregate model updates directly [3]],
improving fault tolerance and reducing communication costs.

A. The Personalization Challenge

Each device’s data follows a different distribution due to
user diversity, sensor placement variations, environmental con-
texts, and device heterogeneity. This statistical heterogeneity
creates a fundamental tension: nodes need models personalized
to their local distributions, yet naive personalization through
isolated training wastes the potential benefits of collaboration.

The challenge is to enable each node to learn a model
that performs well on its own data distribution while still
benefiting from collaboration with peers that have related but
not identical data. This requires each node to answer: which
peers should I collaborate with? A peer with very different
data may hurt rather than help local model performance, even
if that peer has trained effectively on their own distribution.

B. The Peer Compatibility Problem

Existing personalized FL. methods typically assume central-
ized coordination where a server decides how to cluster or
weight clients [4]. In fully decentralized settings, each node
must make local decisions about peer compatibility without
central oversight.

The critical challenge is distinguishing between harmful dis-
similarity and beneficial diversity. Peers may have genuinely
incompatible data distributions, insufficient training quality,
or complementary diversity that could enhance generalization.
Simple similarity metrics based on model parameter distances
or gradient norms cannot capture this distinction, as they
conflate distributional differences with model quality. A peer
with very different but high-quality data might be valuable for
improving robustness, while a peer with similar but poorly-
learned data might degrade performance.

C. Our Approach: From Uncertainty to Trust

To assess peer compatibility, nodes need more than just
prediction accuracy; they need to understand why a peer model
makes its predictions. Consider evaluating a peer’s model on
local data: if the model predicts correctly, does that mean the
peer has compatible data, or is the model simply guessing? If



predictions are incorrect, does that indicate incompatibility, or
is the data genuinely challenging?

Standard neural networks cannot answer these questions
because they output only final predictions without indicating
confidence or the type of uncertainty involved. This limitation
makes it impossible to distinguish between a model that has
never seen similar data (incompatible peer) versus one that
finds the data inherently difficult (potentially valuable peer).

We address this by leveraging uncertainty quantification.
When a model evaluates data, we need to separate two
fundamentally different types of uncertainty: uncertainty due
to lack of knowledge about the data distribution (which signals
incompatibility), and uncertainty due to inherent ambiguity in
the data itself (which does not). Recent advances in evidential
deep learning (EDL) [5] enable exactly this decomposition by
having neural networks output not just predictions, but also
quantified measures of these two uncertainty types.

We propose MURMURA, a framework enabling trust-aware
model personalization in DFL through evidential uncertainty
quantification. Each node evaluates candidate peer models by
running them on local validation samples and examining both
predictions and uncertainty characteristics. Peers whose mod-
els show low uncertainty from lack of knowledge receive high
trust scores, indicating they were trained on compatible data
distributions. Peers whose models show high uncertainty from
lack of knowledge are excluded, as this reveals distributional
mismatch. This approach naturally handles heterogeneity: each
node personalizes by choosing which peers to aggregate based
on compatibility, maintaining models adapted to local distri-
butions while benefiting from selective collaboration.

D. Contributions

Our work makes the following contributions:

e« We introduce the first framework combining evidential
uncertainty quantification with trust-aware personalization
in DFL, enabling nodes to maintain personalized models
through selective collaboration in non-IID environments.

o We develop an adaptive trust-aware aggregation algorithm
that evaluates peer compatibility through cross-evaluation on
local data and applies adaptive trust thresholds that tighten
as training progresses.

o We provide MURMURA as an open, extensible framework
supporting multiple network topologies, baseline aggre-
gation methods, and systematic evaluation under varying
heterogeneity levels.

o Our approach computes uncertainty with a single forward
pass per evaluation, avoiding the computational overhead of
ensemble methods while providing richer information than
point estimates.

The remainder of this paper is organized as follows. Section
surveys related work. Section [lII| formalizes the system model
and design objectives. Section presents the framework
architecture. Section [V] details the trust-aware personalization
mechanism. Section [VI| describes implementation. Section
presents experimental evaluation. Section concludes.

II. BACKGROUND AND RELATED WORK

This section surveys related work in DFL, personalization
methods, and EDL, positioning MURMURA’s contributions.

A. Decentralized Federated Learning

FL was introduced to enable collaborative model training
while keeping data on local devices [2f]. The original approach
uses a central server to coordinate training rounds: clients train
locally, send updates to the server, which aggregates them and
broadcasts the result. While this protects data privacy, it creates
centralization challenges.

Decentralized FL removes the need for a central server en-
tirely. Instead, nodes form a network and exchange model up-
dates directly with their neighbors. This peer-to-peer approach
improves fault tolerance and can reduce communication costs
by leveraging local network structure. Researchers have es-
tablished both theoretical convergence guarantees [3[, [6]]
and practical benefits including faster training on bandwidth-
limited networks [7]]. For IoT networks where devices may join
and leave dynamically, gossip-based communication provides
particularly natural patterns for information exchange [8].

B. Personalized Decentralized Federated Learning

When devices have heterogeneous data distributions, forc-
ing everyone to share a single global model often produces
mediocre results. Personalized FL addresses this by letting
each device maintain a model adapted to its own data while
still benefiting from collaboration. Most personalized FL meth-
ods assume centralized control where a server decides how to
group similar clients or weight their contributions [9], [10].

In decentralized settings without a server, personalization
becomes harder as nodes must autonomously decide which
peers to collaborate with. Recent works have explored peer
selection mechanisms based on various similarity measures.
BALANCE [11] uses Euclidean distance between model pa-
rameters with adaptive thresholds to filter dissimilar peers,
originally designed for Byzantine resilience but effectively en-
abling personalization through distance-based peer selection.
Sketchguard [12]] employs L2 distance on compressed model
sketches to identify compatible peers while reducing commu-
nication costs. UBAR [13]] combines distance-based screening
with loss-based evaluation in a two-stage filtering process.
DisPFL [14] and PFedDST [15]] use gradient cosine similarity
to assess peer compatibility for personalized aggregation.
These approaches demonstrate that selective collaboration can
improve personalization in decentralized settings.

C. Evidential Deep Learning

Standard neural network classifiers output probabilities for
each class but cannot express confidence in these predictions.
EDL [5] addresses this by having networks output evidence
values that parameterize a Dirichlet distribution over proba-
bility vectors. This enables explicit quantification of epistemic
uncertainty (lack of knowledge due to insufficient training
or distribution shift) and aleatoric uncertainty (inherent data
ambiguity). Epistemic uncertainty directly indicates whether a



TABLE I
COMPARISON OF MURMURA WITH RELATED WORK

Approach Decentral. Personal. Uncertainty = Compatibility
91 X v X Central
[10] X v X Central
[11]) v v X L2 distance
112) v v X L2 distance
113]] v v X Distance+Loss
114] v v X Gradient sim.
115]] v v X Gradient sim.
117] X X v Central

MURMURA v v v Epistemic

model has learned relevant patterns for given data, making it
particularly useful for identifying compatible peers in hetero-
geneous FL settings. While EDL has been used in various FL
contexts such as selecting reliable models [[16] or weighting
aggregation in centralized settings [[17], no prior work has
leveraged it for compatibility-based peer selection in fully
decentralized personalized FL under non-IID data conditions.

D. Positioning and Research Gap

Table [l compares MURMURA with related approaches
across key dimensions. Existing methods fall into two cate-
gories, each with fundamental limitations for our setting.

Decentralized personalized FL methods [11]-[[15] use
heuristic similarity measures for peer selection. Distance-based
methods treat all parameter differences equally regardless
of whether they reflect distributional mismatch or legitimate
model diversity. Gradient cosine similarity conflates training
quality with distributional compatibility: two peers might have
dissimilar gradients because one is well-trained on different
data (incompatible but high-quality) or poorly trained on sim-
ilar data (compatible but low-quality). These scenarios require
opposite aggregation decisions but cannot be distinguished
without understanding why models differ.

Uncertainty-aware aggregation methods face different lim-
itations. Centralized approaches like [9], [10], [17] rely
on a server to evaluate uncertainty across all clients and
make global decisions, unavailable when nodes operate au-
tonomously. Prediction-level uncertainty methods cannot de-
compose epistemic (lack of knowledge) from aleatoric (inher-
ent ambiguity) uncertainty. This decomposition is critical: a
peer model showing high prediction uncertainty could indicate
either incompatible training data or legitimately challenging
samples. Without epistemic uncertainty quantification, nodes
cannot distinguish these cases.

MURMURA addresses both limitations by enabling au-
tonomous compatibility assessment through epistemic uncer-
tainty. High epistemic uncertainty during cross-evaluation di-
rectly reveals distributional mismatch regardless of prediction
accuracy or gradient characteristics. The key novelty is apply-
ing evidential uncertainty decomposition to enable principled
peer selection in fully decentralized personalized FL.

III. PROBLEM FORMULATION

This section formalizes the system model and design ob-
jectives for trust-aware model personalization in DFL under
statistical heterogeneity.

A. System Model

We consider N nodes connected through an undirected
graph G = (V, &), where V = {1, ..., N} and £ denote nodes
and communication links respectively. Each node ¢ maintains
a neighborhood N; = {j : (i,j) € £} of directly reachable
peers. Each node ¢ also possesses a local dataset D; drawn
from distribution P;(x,y). We explicitly model statistical
heterogeneity: P; # P; in general. The learning objective is
personalized models {6;}, minimizing aggregate risk:

N
I{%lr}l E )~ p [O(f (%3 6), )] (1)

i=1
where f(+;0) is the model and ¢ is the loss. Note each node
optimizes for its own distribution P;, enabling personalization
while benefiting from selective collaboration. Training pro-
ceeds in synchronous rounds. In each round, nodes perform
local training, exchange parameters with neighbors, and aggre-
gate received updates according to their aggregation strategy.

B. Statistical Heterogeneity Model

We characterize the degree of non-IID-ness through distri-
butional divergence between nodes. For nodes ¢ and j, we
quantify their compatibility through:

A;j = DxL(Pi[|Pj) 2

where Dygp denotes Kullback-Leibler divergence. Nodes with
A;; =~ 0 have similar distributions and should benefit from
mutual collaboration. Nodes with large A;; have incompatible
distributions where naive aggregation would degrade person-
alized performance.

In practice, we do not have access to true distributions
P; and cannot compute A;; directly. Instead, nodes must
infer compatibility from empirical observations—specifically,
by evaluating how peer models perform on local data. This
motivates our evidential approach where epistemic uncertainty
serves as a proxy for distributional mismatch.

C. Heterogeneity Sources in Wearable IoT

For wearable sensor networks, statistical heterogeneity

arises naturally from multiple sources:

o User diversity: Different users exhibit distinct behavioral
patterns.

« Sensor placement: Even for the same activity, sensor ori-
entation and body placement create distributional variations.

« Environmental context: Indoor versus outdoor environ-
ments, terrain variations, and ambient conditions affect
sensor readings.

« Device heterogeneity: Different sensor hardware, sampling
rates, and calibration introduce systematic biases.

These factors create the non-IID conditions that necessitate

personalization while making naive federated averaging sub-

optimal.



D. Design Objectives

MURMURA is designed to satisfy four objectives:

Objective 1: Personalized Learning. Each node should
learn a model that performs well on its own local data
distribution. The model at node 7 should minimize prediction
error specifically on that node’s data distribution P;, rather
than optimizing for a global average across all distributions.

Objective 2: Selective Collaboration. Nodes should
benefit from collaboration with compatible peers while
excluding incompatible peers whose data distributions are
too dissimilar. Collaboration should improve performance
over isolated training when compatible peers exist, while
gracefully degrading to local learning when no compatible
peers are available.

Objective 3: Principled Compatibility Assessment.
Peer compatibility should be assessed through uncertainty
quantification rather than heuristics or arbitrary thresholds.
High epistemic uncertainty should indicate distributional
incompatibility regardless of the source. High aleatoric
uncertainty alone should not necessarily indicate
incompatibility as it may reflect legitimately challenging data.

Objective 4: Resource Efficiency. The framework must be
practical for deployment on resource-constrained wearable
devices. Compatibility assessment should impose minimal
computational overhead compared to training itself, and
communication costs should not exceed the cost of exchanging
model parameters.

The central challenge is enabling each node to make au-
tonomous compatibility decisions in a fully decentralized
setting, balancing personalization against collaboration while
maintaining computational efficiency.

IV. MURMURA FRAMEWORK

This section presents the MURMURA framework, emphasiz-
ing the architectural decisions that enable evaluation of trust-
aware personalization under controlled heterogeneity.

A. Design Principles and Architecture

Addressing the objectives defined in Section requires
an architecture that supports three critical capabilities: (1)
isolation of aggregation strategy from network topology to
enable controlled comparison, (2) reproducible heterogeneity
simulation for systematic evaluation, and (3) extensibility for
integrating new personalization approaches.

MURMURA achieves these goals through modular separa-
tion of concerns, as illustrated in Figure E} The architecture
comprises three layers. The Core layer separates network
orchestration (managing training rounds and communication)
from node-level decision making (local training and aggrega-
tion). This separation is essential: it allows individual nodes

Configuration Layer

'YAML Configuration
File

A

/ Core Components \

{

| \

V

Attack Simulation

Gaussian and Directed
Deviation Attacks

Partitioning

LEAF Benchmark
Wearables Datasets
Dirichlet-based Partitioner

Network Node . Model Topology
Orchestrator (Local Learner) (Neural Network) (Graph Structure)
N ’
Pluggable Modules
hY
Ratascisiandata Aggregation Algorithms

FedAvg, Krum, BALANCE,
Sketchguard, UBAR,
EvidentialTrust

Fig. 1. Murmura framework architecture showing the three-layer design. The
Configuration Layer provides YAML/JSON-based experiment specification.
The Core Components layer contains the Network Orchestrator and Node,
along with Topology and Model definitions. The Pluggable Modules layer
enables flexible integration of aggregation strategies, data partitioning schemes
and datasets.

to implement different aggregation strategies while maintain-
ing identical communication patterns, isolating the impact of
personalization mechanisms from topology effects.

The Pluggable Modules layer decouples topology genera-
tion from aggregation logic. This enables systematic study of
how personalization strategies perform under different network
structures (ring, fully-connected, Erd6s-Rényi [18], k-regular)
without conflating topology and algorithm effects—a common
limitation in prior work where algorithms are evaluated on
fixed topologies.

The Configuration layer addresses reproducibility through
declarative experiment specification. Rather than hard-coding
experimental parameters, researchers specify complete exper-
imental configurations including topology, data partitioning,
and hyperparameters in YAML files. This design choice sup-
ports two key research activities: systematic parameter sweeps
(by generating configuration variants) and exact reproduction
(by version-controlling complete experimental specifications).

B. Controlled Heterogeneity Simulation

A central challenge in evaluating personalized FL is creating
realistic yet controlled non-IID data distributions. MURMURA
employs Dirichlet-based partitioning parameterized by concen-
tration « to simulate statistical heterogeneity. Low « values
create extreme heterogeneity where nodes receive samples
predominantly from 1-2 classes, while higher values approach
IID conditions. This parameterization enables systematic in-
vestigation of how personalization strategies degrade under
increasing heterogeneity, addressing Objective 2 from Sec-
tion Critically, the framework supports natural partitioning
strategies (e.g., by subject ID for wearable datasets) alongside
synthetic Dirichlet partitioning. This dual capability allows



validation that findings from controlled synthetic heterogeneity
generalize to realistic distribution patterns.

C. Decentralized Training Protocol

Algorithm [I] formalizes the training protocol. The key
design decision is synchronous execution with parallel local
training followed by parallel aggregation. While asynchronous
protocols might better reflect real deployments, synchronous
execution eliminates timing effects as a confounding variable,
enabling cleaner isolation of personalization strategy impact.

Each round proceeds through local training, parameter
exchange with neighbors, and trust-aware aggregation. The
aggregation step is where personalization occurs: each node
autonomously evaluates received models and selectively in-
corporates compatible updates. Upon completion, each node
maintains a personalized model adapted to its local data
distribution. The protocol’s simplicity is deliberate: by stan-
dardizing communication and training patterns, we ensure that
performance differences across aggregation strategies reflect
algorithmic merit rather than implementation artifacts. This
design directly supports Objective 3 (principled compatibility
assessment) by providing a controlled environment for evalu-
ation.

Algorithm 1 MURMURA Decentralized Training
Require: Nodes {1,..., N} with local data {D;}
Require: Topology G with neighborhoods {\;}
Require: Rounds 7', local epochs F

1: for round t =1 to T do

2:  for each node ¢ € V in parallel do

3 0! < LocalTrain(8} "', D;, E, t)

4. end for
5 for each node 7 € V in parallel do
6: Collect {0 tien, from nelghbors
7
8
9

0! TrustAwareAggregate(z 6!, {0 Yient)
end for
: end for
0: Output: Each node 7 maintains personalized model B;TF

—

V. EVIDENTIAL TRUST-AWARE PERSONALIZATION

This section explains how MURMURA uses EDL to assess
peer compatibility and enable personalized model aggregation
in heterogeneous data environments.

A. Evidential Uncertainty Quantification

For a K-class classification problem, evidential networks
output evidence values e = [eq, ..., ex]| via:

er =exp(zr), o =ep+1 3)

where z; is the standard network logit for class k, and
ay are Dirichlet concentration parameters. The Dirichlet
strength § = Zleak measures the total accumulated
evidence and indicates overall prediction confidence. The
evidential framework decomposes predictive uncertainty into

two meaningful components.

Epistemic uncertainty (lack of knowledge) measures whether
the model has learned patterns relevant to the data:

u=g )

where K is the number of classes and S is the Dirichlet
strength. This uncertainty ranges from 0 (high confidence) to
1 (complete ignorance). High epistemic uncertainty signals
that the model has not seen similar data during training,
indicating distributional mismatch, which is precisely the
signal needed to identify incompatible peers.

Aleatoric uncertainty (data ambiguity) captures inherent dif-
ficulty via prediction entropy:

K Q.
kzzjg - (5)

High aleatoric uncertainty indicates genuinely ambiguous
inputs (e.g., transitional movements between activities) rather
than distributional incompatibility.

This distinction is crucial for personalization: a well-trained
peer model evaluated on incompatible data shows high epis-
temic uncertainty (revealing distributional mismatch), whereas
the same model on compatible but challenging data shows low
epistemic uncertainty despite high aleatoric uncertainty. This
enables principled compatibility assessment.

B. Training Evidential Models

Evidential models require a specialized loss function that
encourages accurate predictions while preventing the model
from simply claiming high confidence everywhere. Following
Sensoy et al. [5]], we use:

K
L= (yx —Pr)* + A - KL[Dir(&@)[Dir(1)]  (6)

k=1
where y = [y1,...,YKk]| is the one-hot encoded true label,
Pr = ax/S is the expected probability for class k, and & =
v+ (1 —y) ® a removes evidence from the true class (where
® denotes element-wise multiplication). The first term is a
squared error measuring prediction accuracy, while the KL
divergence term prevents accumulating evidence for incorrect
classes. The coefficient A; controls the strength of the KL
regularization and follows a linear annealing schedule:

t
7
Tdnneal ) ( )

where ¢ is the current training round, Typneq 1S the number of
rounds over which to anneal (typically set to half the total
training rounds), and Anax iS the maximum regularization
weight. This linear annealing allows initial learning of accurate
predictions before regularizing uncertainty estimates, prevent-
ing premature commitment to low-confidence predictions.

At = Amax - Min (1,



Algorithm 2 Computing Compatibility via Cross-Validation

Algorithm 3 Trust-Aware Model Aggregation

Require: Validation set D}, peer model 6;
Require: Uncertainty threshold 7, accuracy weight w,
1: Evaluate peer model on validation samples
Compute mean epistemic uncertainty ¢ and accuracy a
Base trust score: Spase = (1 — @) - (wg - a + (1 — w,))
if > 7, then
Apply penalty: Sgna = Spase - €xp(— (@ — 7u))
else
Sfinal = Sbase
end if
return Sgna

D A

C. Computing Compatibility from Uncertainty

When node @ receives a model from peer j, it evaluates com-
patibility by running the peer’s model on its own validation
data. The evaluation examines both prediction accuracy and
uncertainty characteristics, with epistemic uncertainty serving
as the primary compatibility signal. Algorithm [2] formalizes
this process. For each validation sample, the peer model
produces both a prediction and an epistemic uncertainty score.
High epistemic uncertainty indicates the peer’s model was not
trained on similar data, revealing distributional incompatibility
regardless of whether predictions happen to be correct. The
trust score naturally handles heterogeneity: a well-trained peer
with compatible data shows low epistemic uncertainty (high
trust) even if there are occasional prediction errors. A peer
with incompatible data shows high epistemic uncertainty (low
trust) regardless of prediction accuracy, as the peer’s model
was trained on different distributional patterns.

D. Adaptive Trust Thresholds

Trust thresholds should adapt as training progresses. Early
in training, all models exhibit high uncertainty simply because
they have not converged. Applying strict thresholds would
reject all peers, preventing collaboration. As training proceeds,
models accumulate evidence on their respective distributions
and uncertainty decreases for in-distribution data. Following
principles from [[12], we implement adaptive tightening:

(t) ©0) (1 S 6ﬂm/T) (8)

Tmin = Tmin

where t is the current round, 7" is the total number of rounds,
Té?izl is the initial minimum trust threshold, v, € [0, 1] controls
the maximum tightening amount, and £ > 0 controls the
tightening rate. This schedule starts lenient (accepting peers
despite high uncertainty) and gradually tightens (requiring
lower uncertainty), matching the expected reduction in epis-
temic uncertainty as models converge on their respective data
distributions.

E. Trust-Aware Aggregation

Each node independently decides which peers to trust and
how much weight to assign them. Algorithm 3| shows the com-
plete procedure. If no peers pass the compatibility threshold,

Require: Node 7, local model 6;, neighbor models {0, },c
Require: Validation set D;’"‘l, self-weight w, round ¢
1: Compute adaptive threshold Tr(rfi)n using Equation (6)
2: Evaluate each neighbor using Algorithm 2] obtaining trust
scores {s;}
Retain only peers with s; > Tr(nti)n
if no peers pass threshold then
return 6; {Keep local model}
end if

Normalize trust scores: w; = s;/ >, s for retained peers

N AW

®

Aggregate trusted peers: Opeers = 5 W; 0;
9: Personalize: 07" = w - 6; + (1 — w) - Opeers
10: return 6;°"

the node simply retains its local model, providing graceful
degradation to isolated learning. This autonomous decision-
making enables personalization through selective collaboration
rather than forced consensus or complete isolation. Compati-
bility assessment requires one forward pass per validation sam-
ple per neighbor, yielding complexity O(d:| D} |-Ctorwara) for d
neighbors. The evidential output layer adds minimal overhead
(typically under 1% additional inference time compared to
standard classification).

VI. IMPLEMENTATION

This section describes the MURMUR implementation,
detailing the software architecture, key components, and prac-
tical considerations for deployment on resource-constrained
wearable devices.

A. Software Architecture and Design Principles

MURMURA is implemented in Python 3.12 using Py-
Torch [19] as the deep learning backend. The framework
adopts a modular, layered architecture that cleanly separates
concerns and facilitates extensibility. The codebase organiza-
tion reflects the conceptual model presented in Section [IV]
with each major component residing in its own package.

The core layer (murmura/core/) implements fundamental
abstractions including the Network orchestrator, Node im-
plementation, and type definitions for model states and data
partitions. The topology layer (murmura/topology/) provides
graph generators for ring, fully-connected, Erd6s-Rényi, and
k-regular topologies, all implementing a common Topology
interface. The aggregation layer (murmura/aggregation/) con-
tains implementations of baseline aggregators alongside our
evidential trust aggregator, all adhering to a unified Aggregator
protocol. The data layer (murmura/data/) supplies dataset
adapters and partitioning utilities supporting both standard
benchmarks and wearable sensor datasets. Finally, the con-
figuration layer (murmura/config/) defines Pydantic schemas
for type-safe, validated experiment specifications.

IThe complete implementation of MURMURA is available as open-source
software at https://github.com/Cloudslab/murmura.


https://github.com/Cloudslab/murmura

This modular design enables systematic comparison of
aggregation strategies under identical conditions, facilitates
integration of new datasets and topologies, and supports re-
producible experimentation through declarative configuration.

B. Evidential Deep Learning Components

The evidential modeling capability requires two key com-
ponents: an evidential output layer and a specialized loss
function. The evidential output layer replaces the standard
softmax head with a module that produces Dirichlet concentra-
tion parameters. This layer consists of a linear transformation
from feature space to logit space, followed by an exponential
activation ensuring non-negative evidence values, and finally
the addition of one to obtain valid Dirichlet parameters.
This modification is remarkably lightweight, adding only a
single linear layer and activation function beyond a standard
classifier. Evidential models compute uncertainty in a single
forward pass, avoiding the computational overhead of ensem-
ble methods or Monte Carlo dropout while providing richer
information than point estimates. The computational overhead
is empirically less than 1% additional inference time compared
to softmax classification.

The evidential loss function combines two terms as de-
scribed in Section [V] The MSE component encourages accu-
rate expected probability predictions, while the KL divergence
component regularizes evidence accumulation on incorrect
classes. Critically, the KL weight A\ anneals from zero to its
maximum value over the first half of training. This annealing
schedule allows the model to first learn accurate predictions
before regularizing uncertainty estimates, preventing prema-
ture commitment to low-confidence predictions. In FL con-
texts, we use rounds rather than epochs for annealing since
nodes may perform variable numbers of local epochs.

C. Trust-Aware Aggregator Implementation

The evidential trust aggregator implements Algorithm [3|
with practical enhancements for stability and efficiency. Trust
scores are computed through cross-evaluation, with evaluation
limited to 100 validation samples to bound computational cost
per neighbor. For networks with high connectivity, this limi-
tation ensures that compatibility assessment remains tractable
while providing sufficient statistical confidence in uncertainty
estimates. The adaptive trust threshold implements tightening
as described in Section[V]using the exponential decay schedule
with configurable parameters v, and x that control the tighten-
ing behavior. Two key parameters control the personalization
behavior. First, the self-weight parameter w in Algorithm [3]
determines how much influence the aggregated peer models
have versus the local model. Lower w values (w < 0.3) enable
aggressive collaboration in homogeneous settings where all
nodes have similar distributions. Higher values (w > 0.7)
preserve personalization by limiting peer influence in highly
heterogeneous settings. Second, the accuracy weight w, in
Algorithm [2] balances the importance of prediction accuracy
versus uncertainty characteristics when computing trust scores
for peer compatibility evaluation.

D. Wearable Sensor Dataset Integration

A key challenge in FL research is bridging the gap between
standard benchmark datasets and realistic sensor data charac-
teristics. Wearable datasets often require preprocessing (sliding
window segmentation, feature extraction, signal synchroniza-
tion) that, if performed differently across studies, confounds
experimental comparisons.

MURMURA addresses this through dataset adapters that
standardize preprocessing while exposing key parameters
(window size, stride, feature sets) as configuration options.
This design enables researchers to systematically study how
preprocessing choices interact with personalization strategies.

The framework provides adapters for three established
wearable datasets (UCI HAR [20], PAMAP2 [21], PPG-
DaLiA [22]]), each supporting multiple partitioning strategies.
Critically, adapters support both synthetic Dirichlet partition-
ing (for controlled heterogeneity) and natural partitioning
by subject ID (for realistic distribution patterns). This dual
capability enables validation that findings from controlled
experiments generalize to deployment-like conditions where
heterogeneity arises from genuine user diversity.

The concentration parameter « in Dirichlet partitioning
governs heterogeneity severity: aw = 0.1 creates extreme non-
IID conditions where each node receives samples from only
1-2 classes, o = 0.5 produces moderate heterogeneity, and
o = 1.0 approaches IID. This parameterized control enables
systematic investigation of personalization performance across
the heterogeneity spectrum, directly supporting the evaluation
objectives in Section

E. Reproducibility and Experimental Infrastructure

Reproducibility is ensured through comprehensive seed
management and configuration capture. At experiment initial-
ization, seeds are set deterministically for Python’s built-in
random number generator, NumPy’s random state, PyTorch’s
CPU random number generator, and all CUDA random num-
ber generators if GPU execution is enabled. Additionally,
PyTorch’s cuDNN backend is configured for deterministic
operation, trading a small performance penalty for perfect
reproducibility across runs.

All experimental parameters are specified via YAML con-
figuration files following the schema defined in Section
This declarative approach enables version control of exper-
imental configurations, facilitates parameter sweeps through
configuration templates, and ensures complete reproducibility
by capturing all relevant settings.

VII. PERFORMANCE EVALUATION

This section presents experimental evaluation of MUR-
MURA, examining personalization performance under varying
data heterogeneity, convergence behavior, and sensitivity to
hyperparameter choices.

A. Experimental Setup

1) Datasets: We evaluate on three established wearable
sensor datasets for human activity recognition:



« UCI HAR [20]: Smartphone accelerometer and gyroscope
data from 30 subjects performing 6 activities (walking,
walking upstairs, walking downstairs, sitting, standing, ly-
ing). Contains 10,299 samples with 561 extracted features.

o PAMAP2 [21]: IMU data from 9 subjects performing 12
activities including household and exercise tasks. We ex-
tract 40 features per sliding window from three body-worn
Sensors.

o PPG-DaLiA [22]: Photoplethysmography and accelerome-
ter signals from 15 subjects under real-life conditions. We
formulate activity classification from 8 activity types with
time-frequency features.

2) Baselines: We compare against four representative ag-
gregation strategies:

« FedAvg [2]: Standard federated averaging without Byzan-
tine resilience or personalization mechanisms.

o BALANCE [I1]: Distance-based filtering with adaptive
thresholds for Byzantine resilience and personalization.

o Sketchguard [12]: Count-Sketch compression with L2 dis-
tance based filtering for communication-efficient DFL.

o UBAR [13]: Two-stage filtering combining distance-based
screening with loss-based evaluation.

3) Implementation Details: We deploy 30 nodes in a fully-
connected topology, training for 30 rounds with 5 local epochs
per round. Models use a three-layer fully-connected architec-
ture with ReLLU activations and an evidential output layer for
MURMURA. We use SGD with learning rate 0.01 and batch
size 32. For evidential trust aggregation hyperparameters, we
set: self-weight w = 0.5 to balance personalization and
collaboration, accuracy weight w, = 0.5 to equally weight
prediction correctness and uncertainty, initial trust threshold
Tr(noi)n = 0.3, adaptive tightening parameters v, = 0.5 and
+ = 1.0, and epistemic uncertainty threshold 7,, = 0.7 to filter
high-uncertainty peers. All experiments use 5 random seeds;
we report mean results across nodes.

B. Research Questions

Our evaluation addresses three research questions:

RQ1: How does evidential trust-aware aggregation affect
model personalization under varying degrees of data
heterogeneity?

Does uncertainty-based peer selection improve conver-
gence speed compared to baseline strategies?

How sensitive is the framework to hyperparameter
choices?

RQ2:

RQ3:

C. RQI: Personalization Under Heterogeneity

Table [M] presents classification accuracy across datasets
and heterogeneity levels. Under high heterogeneity (o =
0.1), MURMURA achieves the highest accuracy on UCI
HAR (95.4%) and PAMAP2 (98.8%), demonstrating effective
personalization when data distributions diverge substantially
across nodes. PPG-DaLiA exhibits lower absolute accuracy
across all methods; we discuss the dataset-specific challenges
and their implications in Section The low standard

TABLE II
CLASSIFICATION ACCURACY (%) UNDER VARYING HETEROGENEITY

Algorithm «a UCI HAR PAMAP2 PPG-DaLiA
0.1 85.6 90.5 26.6
FedAvg 0.5 97.9 92.6 66.5
1.0 98.5 89.2 72.9
0.1 75.3 98.4 52.3
BALANCE 0.5 98.9 95.8 722
1.0 99.2 84.0 67.6
0.1 94.4 97.9 54.2
Sketchguard 0.5 98.8 95.6 69.3
1.0 99.0 92.1 67.6
0.1 85.6 87.5 759
UBAR 0.5 96.3 94.0 75.1
1.0 97.4 86.3 732
0.1 95.4 98.8 63.9
Murmura 0.5 98.2 97.4 78.8
1.0 98.4 90.0 72.6
100 A
80
g
g 60
%’:
g 40 4
2
FedAvg
204 N BALANCE
- Sketchguard
BN UBAR
I Evidential Trust (Ours)
o 0=0.1 a=0.5 _ufl.U
(High Heterogeneity) (Medium) (Low/IID)
Data Heterogeneity Level (Dirichlet a)
Fig. 2. Model accuracy across data heterogeneity levels (Dirichlet «),

averaged across all three datasets. Lower « indicates higher heterogeneity.
MURMURA (Evidential Trust) maintains consistent performance as hetero-
geneity increases.

deviation (7.3% on UCI HAR compared to 18.4% for Fe-
dAvg) indicates consistent performance across nodes despite
heterogeneous local distributions.

Figure 2] visualizes performance across heterogeneity levels,
averaged across all datasets. MURMURA maintains stable
accuracy as heterogeneity increases, while baseline methods
exhibit more pronounced degradation. This stability stems
from the trust-aware mechanism: under high heterogeneity,
nodes with incompatible distributions exhibit elevated epis-
temic uncertainty during cross-evaluation, triggering exclu-
sion from aggregation. Nodes effectively “choose” compatible
peers, preserving personalized models.

To quantify robustness to heterogeneity, we measure per-
formance degradation: the accuracy drop when transitioning
from IID (o = 1.0) to highly non-IID (oo = 0.1) conditions.
Figure [3] presents these results. MURMURA exhibits the small-
est degradation (0.9% average across datasets), compared to
FedAvg (19.3%), BALANCE (8.3%), Sketchguard (4.1%), and
UBAR (2.6%). This 20x reduction in degradation compared
to FedAvg demonstrates that evidential trust-aware aggregation



20.0 4

19.3%

17.5 1

=0.1)
2

i)
[
L

s
=
:

8.3%

1.0 — Non-IID ¢

~
i
L

Performance Degradation (%)

(TID o
v
(=]

S
o
L

0.9%

2
o
I

Sketch-
guard Trust

Algorithm

FedAvg BALANCE UBAR Evidential

Fig. 3. Performance degradation from IID (o« = 1.0) to non-IID (o = 0.1)
conditions. Lower values indicate better robustness to heterogeneity. MUR-
MURA shows minimal degradation (0.9%) compared to baselines.

83.0%

75.3% 86.0%

82.2%

100

80

Accuracy (%)
3

s
=3
L

20 A

BALANCE Evidential

guard Trust

FedAvg

Fig. 4. Model personalization under high heterogeneity (o« = 0.1). Bars show
mean accuracy; error bars show standard deviation across nodes. MURMURA
achieves high accuracy with low variance across nodes.

effectively isolates nodes from incompatible peer influence.

The personalization quality is further evidenced by examin-
ing per-node variance. Figure ] shows accuracy with standard
deviation across nodes at & = 0.1. MURMURA achieves not
only higher mean accuracy but also lower variance, indicating
that personalization benefits all nodes rather than improving
some at the expense of others.

D. RQ2: Convergence Analysis

Figure [5] presents convergence speed measured as rounds
required to reach peak accuracy. MURMURA converges in 4.0
rounds on average, compared to 29.5 rounds for FedAvg, a
7.4x speedup. This acceleration arises from two factors: (1)
evidential trust filtering excludes updates from incompatible
or undertrained peers that would otherwise introduce noise,
and (2) the personalized aggregation weights prioritize high-
quality updates from compatible peers. The fast convergence
has practical implications for wearable IoT deployments: fewer
communication rounds reduce energy consumption and net-
work bandwidth usage, critical constraints for battery-powered
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Fig. 5. Convergence speed comparison showing rounds to reach peak accu-
racy. MURMURA converges 7.4 x faster than FedAvg by filtering incompatible
peer updates.

devices. Combined with the single-pass uncertainty computa-
tion, MURMURA provides an efficient path to personalized
models.

E. RQ3: Hyperparameter Sensitivity

Table [[T] presents ablation results examining sensitivity to
key hyperparameters. For each parameter, we vary its value
while holding others constant at defaults, reporting mean
accuracy and standard deviation across the tested range.

TABLE III
ABLATION STUDY: HYPERPARAMETER SENSITIVITY

Parameter UCI HAR PAMAP2 PPG-DaLiA
Accuracy weight (wg,) 983+ 03 97.1 £0.2 78.6 £ 0.4
Self-weight (w) 983+05 968+ 14 79.1 £ 3.7
Trust threshold (7" ) 984402 973402 789402
Uncertainty threshold (7,) 984 £ 0.2 97.2 + 0.1 78.7 + 0.1

The results demonstrate remarkable stability across hy-
perparameter choices. Standard deviations remain below 1%
for UCI HAR and PAMAP2 across all parameters, and
below 4% for the more challenging PPG-DaLiA dataset.
The accuracy weight (w, € {0.3,0.5,0.7,0.9}) balances
prediction accuracy against uncertainty in trust computa-
tion; performance remains stable across this range. The
self-weight (w € {0.3,0.5,0.6,0.7,0.9}) controls person-
alization strength; higher values favor local models while
lower values enable more collaboration. The trust thresh-
old (Tlg?izl € {0.05,0.1,0.2,0.3}) and uncertainty threshold
(1 € {0.3,0.5,0.7,0.9}) govern peer filtering stringency; the
framework remains robust across a wide range. This stabil-
ity reduces the need for extensive hyperparameter tuning in
deployment, an important practical consideration for wearable
IoT applications where per-device optimization is infeasible.

F. Discussion

The experimental results support several conclusions
regarding evidential trust-aware personalization:



Personalization emerges from selective collaboration.
Rather than explicitly clustering nodes or learning separate
models, MURMURA achieves personalization through
autonomous peer selection. Each node’s model naturally
adapts to its local distribution by incorporating updates
only from compatible peers, while still benefiting from
collaboration when compatible peers exist.

Fast convergence reduces resource requirements. The
considerable speedup over baselines translates directly to
reduced communication rounds, energy consumption, and
time-to-deployment, all of which are critical factors for
battery-constrained wearable devices.

Robustness simplifies deployment. The stability across
hyperparameter choices reduces the burden of per-deployment
tuning, making MURMURA practical for heterogeneous
IoT environments where individual device optimization is
impractical.

The results on PPG-DaLiA, while showing improvement over
baselines at moderate heterogeneity, reveal limitations under
extreme heterogeneity. This dataset exhibits substantial inter-
subject variability in physiological signals, creating scenarios
where few truly compatible peers exist. In such cases, MUR-
MURA’s conservative filtering leads to near-isolated training,
which, while preserving personalization, limits knowledge
transfer. Future work could explore graduated trust mecha-
nisms that extract value from moderately compatible peers.

VIII. CONCLUSIONS AND FUTURE WORK

We presented MURMURA, a framework enabling trust-
aware model personalization in DFL through evidential uncer-
tainty quantification. The key insight is that epistemic uncer-
tainty directly indicates peer compatibility: high uncertainty
when evaluating peer models on local data reveals distribu-
tional mismatch, enabling selective collaboration rather than
forced consensus. Experimental evaluation on three wearable
IoT datasets demonstrates that MURMURA reduces perfor-
mance degradation from IID to non-IID conditions by a factor
of 20 compared to FedAvg (0.9% vs 19.3%), converges 7.4
times faster, and maintains stable accuracy across hyperparam-
eter choices. Future work should investigate temporal dynam-
ics where peer compatibility evolves over time, deployment
on physical wearable devices to validate practical applicability,
and graduated trust mechanisms that extract partial value from
moderately compatible peers when few highly compatible
peers exist. These results establish EDL as a principled foun-
dation for compatibility-aware personalization in decentralized
heterogeneous environments.
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APPENDIX

Murmura was evaluated and awarded the Results Reproduced
(ROR-R) badge by the artifact evaluation committee.

What is MURMURA? MURMURA is a modular simulation
framework for decentralized federated learning (DFL) that im-
plements evidential uncertainty quantification for trust-aware
peer selection. Nodes autonomously assess peer compatibility
using epistemic uncertainty signals derived from Dirichlet-
based evidential models and aggregate selectively without
central coordination.

What can be reproduced? The artifact supports full repro-
duction of all key results from this paper:

o Table Classification accuracy under varying hetero-
geneity (o« € {0.1,0.5,1.0}) across all datasets and
algorithms.

« Table Ablation study results.

« Figures 2] 3] @} 5} Heterogeneity robustness, performance
degradation, per-node variance, and convergence speed.

Identifiers:

o DOI: https://doi.org/10.5281/zenodo.18654576
« Repository: https://github.com/Cloudslab/murmura
o License: GNU General Public License v3.0

A. Requirements

Hardware: Any modern multi-core workstation (8+ cores,
16 GB RAM recommended). No GPU is required; a CUDA-
compatible GPU will substantially reduce runtime for the full
experiment suite. Approximately 2 GB of disk space is needed
for the repository and all datasets.

Software: Linux (Ubuntu 20.04+), macOS, or Windows 10+.
Python 3.12 is managed automatically by the uv package man-
ager (installed below). All Python dependencies are declared
in pyproject.toml.

B. Installation

Step 1 — Install the uv package manager:

curl -LsSf https://astral.sh/uv/install.sh -o install.sh
sh install.sh && source S$HOME/.cargo/env
uv —--version # Expected: uv 0.x.x

Step 2 — Clone the repository and set up the environment:

git clone https://github.com/Cloudslab/murmura.git
cd murmura

uv venv

source .venv/bin/activate
# .venv\Scripts\activate

uv pip install -e .

# Linux/macOS
# Windows

The —e flag installs in editable mode; source changes take
effect immediately. Alternatively, replace uv venv / uv
pip install with python -m venv .venv / pip
install.

C. Dataset Preparation

The framework uses three public wearable datasets.
UCI HAR is required for core experiments; PAMAP2 and
PPG-DaLiA are needed for full reproduction.

Dataset 1 — UCI HAR (Required) [20]: 30 subjects, 6
activities, 561-feature vectors from smartphone IMU.

mkdir -p wearables_datasets && cd wearables_datasets
wget https://archive.ics.uci.edu/static/public/240/\
humant+activity+recognition+using+smartphones.zip

unzip "humantactivity+recognition+using+smartphones.zip"

Dataset 2 — PAMAP2 (Optional) [21]]: 9 subjects, 12
activities, 3-site IMU.

wget https://archive.ics.uci.edu/static/public/231/\
pamap2+physical+activity+monitoring.zip

unzip "pamap2+physical+activity+monitoring.zip"
Dataset 3 — PPG-DaLiA (Optional) [22[]: 15 subjects, 8
activities, wrist PPG and accelerometer. Download manually
from |https://archive.ics.uci.edu/dataset/495| and extract to
PPG_FieldStudy/ such that subdirectories S1/-S15/
are present.

After extraction, the expected structure under

murmura/wearables_datasets/ is:

wearables_datasets/

|-— UCI HAR Dataset/

| |-— train/ # X_train.txt, y_train.txt,
<~ subject_train.txt

| ‘-- test/ # X_test.txt,
<~ subject_test.txt

|-— PAMAP2_ Dataset/

| ‘-— Protocol/subject*.dat

‘-—— PPG_FieldStudy/
‘-- 81/ ... s15/

y_test.txt,

D. Reproducing Experiments

All scripts are located in experiments/paper/.
By category:

cd experiments/paper

# Table II + Figures 2-4: all 6 algorithms x 3 datasets
python run_comprehensive.py --category baseline

# Figures 2-3: robustness across heterogeneity levels
python run_comprehensive.py -—-category heterogeneity

# Table III: hyperparameter sensitivity
python run_comprehensive.py --category ablation

Full reproduction (all 282 experiments; ~8—12 hours on
CPU):

‘python run_comprehensive.py --run-all

Summary report: After any run, generate a Markdown table
matching the paper results:

python run_comprehensive.py —-—-summary-only
# Output: EXPERIMENT_SUMMARY.md

E. Extending the Framework

MURMURA is designed for straightforward extension. New
aggregation algorithms implement the Aggregator pro-
tocol in murmura/aggregation/. New datasets pro-
vide an adapter in murmura/data/ following the existing
UCI HAR adapter as a template. New network topologies im-
plement the Topology interface in murmura/topology/.
Experiment configurations are declared as YAML files; the full
schema is documented in murmura/config/.
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