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Abstract: Human eyes are often “cheated” by an optical illusion (or visual illusion) so that the
perceived image differs from the physical reality. But various optical illusions have been seldom
investigated for technological applications such as image processing and optical display in the
past. As a unique attempt of combining information technology with optical illusion, we propose
a novel image steganography scheme based on a color assimilation illusion. A synthesized image
containing a grayscale background and a saturated color line (or point) grid can be perceived as a
color image, with external secret data hidden simultaneously.

© 2021 Optical Society of America under the terms of the OSA Open Access Publishing Agreement

1. Introduction

Optical illusion (or visual illusion) refers to a phenomenon that the image perceived by human
vision is different from the physical reality. Human eyes are “cheated” when a visual illusion
occurs. Many different types of visual illusions have been found in the past [1,2] and three simple
examples are shown in Fig. 1.
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Fig. 1. Three simple examples of visual illusions: (a) the line below appears to be longer
than the line above but they actually have the same length; (b) the two parallel red lines
appear to be curves; (c) the colors of two arrows appear to be different but actually they are
identical.

Visual illusions receive much attention in vision science, psychology, creative arts and popular
culture. But visual illusions have been seldom investigated for practical technological applications
such as image processing, computer vision, and optical imaging & display. For example, it is
reported that very few works take the visual illusion issue into account in the popular deep learning
research field [3]. Recently @yvind Kolés [4] demonstrates a new visual illusion based on the
color assimilation (or chromatic assimilation) effect. We propose a novel image steganography
(or information hiding) scheme based on this visual illusion. Our work is a very unique attempt
of combining information technology with visual illusion.

The various optical illusions can be roughly classified into six categories: luminance and
contrast, motion, geometric or angle illusions, 3D interpretation (size constancy and impossible
figures), cognitive/gestalt effects and color [5]. Color illusions [6] can be further classified into
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color constancy, color assimilation, visual completion, visual scission etc. The color assimilation
illusion has been discussed in many literatures in the past few decades such as [7-10]. When
a color area is partly occluded by a grating with another color, the perceived color of this area
by human eyes can be distorted. Munker illusion, dungeon illusion, dotted color illusion, and
De Valois-De Valois illusion are proposed for one-dimensional grid, two-dimensional grid, dot
grid and checkboard grid respectively. The cognitive mechanism behind this kind of illusion has
been extensively investigated by vision researchers at different levels [11]. Explanations have
been proposed in terms of retinal receptive fields and cortical receptive fields at the low level,
belongingness cued by T-junctions at the middle level and experience with “natural contexts”
at the high level. The illusion proposed by @yvind Kolés is similar to these traditional color
assimilation illusions. But it has a unique feature that the grayscale background pixels are
assimilated into color pixels.

Image steganography allows external information to be secretly embedded (or hidden) into
a host image, which can be applied for secure communication, copyright protection and
ownership identification. The change of visual appearance in the host image before and after
data embedding is usually minimal so that the steganography operation is not easily noticed or
detected. Steganography techniques can be implemented by computer algorithms or physical
means [12-26]. Current digital image steganography techniques are mainly divided into two
categories [27], spatial domain image steganography and transform domain image steganography.
In the former category, the pixel intensity values of the host image are slightly modified based
on the hidden secret data and the modification is not easily noticed. The data embedding in
spatial domain can be implemented based on least significant bit (LSB), pixel value differencing
(PVD), histogram shifting, difference expansion, multiple bit-planes, palette, pixel intensity
modulation and quantization. In the latter category, the secret data is inserted into certain
transformed spectrum components. Various image transforms can be utilized including discrete
Fourier transform (DFT), discrete cosine transform (DCT), discrete wavelet transform (DWT),
integer wavelet transform (IWT), complex wavelet transform (CWT), dual-tree complex wavelet
transform (DT-CWT) and compressive sensing (CS). In addition, adaptive image steganography
techniques with machine learning are emerging recently. Even though there are many different
existing digital and optical image steganography methods, visual-illusion-based steganography
has been rarely reported in the past literatures.

2. Visual illusion based on a color assimilation grid

In the visual illusion demonstrated by @yvind Kolés [4], a color image is first down-sampled
by a grid consisting of lines or points. Then the saturation of the color pixels on the grid will
be enhanced. The color pixels outside the grid will be converted to grayscale pixels. Finally,
the majority of pixels are grayscale and only a small percentage of pixels are colored in the
synthesized image. However, such a synthesized image will be perceived by human eyes as
being very similar to the original color image. The fact that most pixels are grayscale will not be
evidently noticed. It can be considered that the saturated color pixels and neighboring grayscale
pixels in the image are “averaged” in the human vision mechanism.

An example of @yvind Kolas’ illusion is shown in Fig. 2. The original color image is shown
in Fig. 2(a). A saturated color grid consisting of horizontal lines (sampling ratio:1/3) or points
(sampling ratio:1/4) is overlaid on the corresponding grayscale background image (Fig. 2(b)).
The synthesized images are shown in Fig. 2(c) and Fig. 2(d) respectively and they appear to be
similar to the original color image. The existence of grayscale pixels is not evident unless a small
image block in the synthesized image is significantly enlarged, shown in the right side of Fig. 2(c)
and Fig. 2(d)

Mathematically, the saturation of each color grid pixel can be adjusted in the following way
[28]. R, G and B denote the pixel intensity in red, green and blue channels respectively. Max and
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Fig. 2. Examples of @yvind Kolas’ visual illusion: (a) color image; (b) grayscale image; (c)
synthesized image with a color line grid; (d) synthesized image with a color dot grid.
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Min refer to the maximum one and minimum one of the three values. Then the luminance L and
saturation S are given by Eqgs. (1) and (2). The image saturation is enhanced by a ratio n (0<n<1)
and the saturation is maximum when n=1. The R, G and B values will be adjusted as R’, G’ and
B’ according to Eqgs. (3,6). The ratio 7 needs to be manually tuned adaptively for each different
image to achieve optimal quality. 7 is typically set to be between 0.5 and 1.
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The color assimilation grid illusion shall be distinguished from image dithering [29] and chroma
subsampling [30]. Image dithering is an approach of randomizing quantization errors by
intentionally adding noise to improve the image quality. Image dithering allows observers to
perceive more color depth levels with a limited color palette. If different color pixels are arranged
at neighboring positions in a certain way, the mixture of these color pixels can be perceived as a
new color out of the palette. For example, a grayscale image can be approximately represented by
binary pixels by dithering and a true color image can be approximately represented by only 256
colors by dithering. Chroma subsampling refers to the representation of luminance information
with higher resolution and the representation of chromatic information with lower resolution
in image encoding. It is based on the fact that human eyes are more sensitive to luminance
(grayscale intensity) and less sensitive to color differences.

The similarity between color assimilation grid illusion, image dithering and chroma subsam-
pling is that the image quality can still be preserved to certain extent after some image information
is lost (or the image information is compressed in some way). However, the working principles
of these three schemes are different. Image dithering maintains the color depth by properly
distributing pixels spatially when the color quantization levels are reduced. Chroma subsampling
maintains the image quality when the chromatic channels have much lower resolution than
the luminance channel. But it shall be noticed that none of the color pixels are converted to
grayscale pixels in chroma subsampling. Color assimilation grid illusion maintains the image
color perception when the chromatic information of many pixels is lost and only the luminance
channel is fully preserved.

In comparison, image dithering and chroma subsampling have been widely used in various
technology fields. For example, image dithering has been applied in optical imaging [29,31],
printing [32,33] and display [34—36]. Chroma subsampling plays a key role in image and video
compression [30,37,38]. On the other hand, the application potential of color assimilation grid
illusion has not received enough attention. When a color image is converted to a synthesized
image with color assimilation grid illusion, the amount of color information will be significantly
compressed. It is anticipated that this feature can be explored for various applications such as
color sensing, printing, display, data compression and digital arts. Like a dithered image, a
synthesized image with color assimilation grid illusion can be considered as a special type of
image format.
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3. Proposed image steganography schemes

For a synthesized image based on @yvind Kolés’ visual illusion, the lines and points are not
necessarily distributed with equal spacing on the grid. Therefore, we propose that the synthesized
image is used as the host carrier and the positions of lines or dots can be encoded based on the
embedded secret information for image steganography.

For a grid with horizontal lines, the spacing between every two neighboring sampling lines can
be adjusted as 2 rows or 1 rows. Every 5 rows can be encoded in two different ways to represent 1

binary bit of data, shown in Fig. 3.
1

0

Fig. 3. Binary encoding of grid lines for representing embedded data in our proposed
scheme (green cell: one row of saturated color pixels; white cell: one row of grayscale
pixels).

For a grid with points, the position of 2 sampling points in each window of 2x2 pixels can be
arranged in two different ways to represent 1 binary bit of data, shown in Fig. 4. In the synthesized
image, half of the pixels will be grayscale and the other half of the pixels will be colored. The
two schemes stated above are similar to one-dimensional barcode and two-dimensional matrix
barcode respectively.

0 1

Fig. 4. Binary encoding of grid points for representing embedded data in our proposed
scheme (green cell: saturated color pixel; white cell: grayscale pixel).

The hidden data retrieval in these two schemes is straightforward. The task is to simply
determine each pixel is grayscale or colored. For a grayscale pixel, the red, green and blue
intensities are equal. For a color pixel, the three intensities usually have variations. The variation
o can be calculated by Eqgs. (7) and (8). When all the color pixels are found based on the
pixel-wise chromatic variation in the synthesized image, the color grid can be recovered and the
hidden secret data can be thus retrieved.

,u:%(R+G+B) @)

o= (R= ) +(G - + (B — ®)

The security level and robustness of our proposed scheme can be further enhanced by including
scrambling encryption and error correction coding. The overall flowchart of our proposed
enhanced image steganography scheme is shown in Fig. 5. The secret message to be hidden
is first encoded as a binary bit sequence. The order of binary bits is scrambled with a key
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K. The original bit sequence can only be correctly recovered when the key K is known. This
operation can significantly enhance the security. After that, error correction coding is applied to
the scrambled bit sequence and some additional error check bits (marked in red in Fig. 5) are
added. Error correction coding allows the automatic detection and correction of bit errors at the
expense of including redundant non-message bits. The robustness of our proposed steganography
scheme can be enhanced. Reed-Solomon error correction coding is adopted in this work, which
is also used in quick-response (QR) codes [39—41]. Then the bit sequence with error correction
capability is embedded into the synthesized visual illusion image. They can be retrieved by the
steps described above as well. Some bits in the retrieved bit sequence may be wrong (marked
in blue in Fig. 5) due to noise contamination or other factors. As long as the percentage of bit
errors is within the error correction limit, all the wrong bits can be corrected and the original
scrambled bit sequence can be recovered. Finally, the secret hidden message can be obtained if
the scrambling key K is known. Only random message can be obtained if K is not known.

Scrambled Encoded with error

Binary bits binary bits correction bits
Secret 1001000 1100011 1100011101
message 1100101 0110001 0110001000 E';‘bf‘d data into
| Hello |m| 1101100 |msp| 0101110 |msp| 0101110110 ﬁt e hostimage
1101100 0111001 0111001001
1101111 1101110 1101110010 i,
1001000 1100011 1000011101 BT
1100101 - 0110001 0110101000 '
-Hello 1101100 0101110 0101110110
Retrioved Secr; 1101100 0111001 - 0110001001 | Retrieve data from
1101111 1101110 1101110010 the host image
message
Inversely Wrong bits Some errors
scrambled corrected included
result

Fig. 5. Flowchart of our enhanced image steganography scheme with better security and
robustness

One major advantage of our proposed image steganography scheme over conventional schemes
is that information hiding and color information compression are performed by simple down-
sampling simultaneously. As stated above, a synthesized image with color assimilation grid
illusion can be potentially utilized in different applications as a special image format since it’s
favorable that the chromatic information is compressed. For example, the color pixels can be
replaced with low-cost grayscale pixels in the design of sensor, printer and display devices.
The steganography scheme proposed above is tailor-made for copyright protection, ownership
identification and other information security schemes with this image format. Steganography
techniques based on compressive sensing [42] can perform host image compression and external
information hiding simultaneously as well. But it requires computational recovery of missing
information. The recovery of missing chromatic information in our proposed scheme is performed
naturally by human eyes.

4. Experimental results and discussions

First, there are many different ways to design the color saturation grid for synthesizing the visual
illusion image. For example, the thickness of lines, the diameter of dots, the angle orientation of
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the grid and the down-sampling ratio can all be adjusted. In this work, we only consider two
basic types of grids, horizontal line grid and point grid. The thickness of lines and the diameter
of point is set to be one pixel. The synthesized results with different down-sampling ratios are
shown in Fig. 6. A subjective image quality rating experiment is performed by 40 volunteers
who are not investigators of this research work. The volunteers are asked to give a score in the
range between 0 and 10 for each image, regarding to the overall quality and color fidelity. As
references, the grayscale image in Fig. 2(b) is the baseline for a score of 0 and the original image
in Fig. 2(a) is a baseline for the score of 10. The average rating score for the six images in Fig. 6
are 3.4,4.9,7.3,2.7,5.0 and 7.7 from Fig. 6(a) to Fig. 6(f) respectively. The results indicate that
both sparse and dense grids can produce color assimilation illusion to certain extent. But the
perceived quality will be generally better as the percentage of saturated color pixels in the image
increases. Figure 6(c) and Fig. 6(f) receive high scores since their sampling ratio both reach 1/2.
Under the same sampling ratio, a point grid generally performs better than a line grid.

@ © O

Fig. 6. Synthesized image with color assimilation illusion by a line grid: (a) 1/4 sampling
ratio; (b) 1/3 sampling ratio; (c) 1/2 sampling ratio; by a point grid: (d) 1/9 sampling ratio;
(e) 1/4 sampling ratio; (f) 1/2 sampling ratio.

Our proposed image steganography scheme is tested with two color images (96x96 pixels)
shown in Fig. 7(a) and Fig. 8(a). They are converted to synthesized visual illusion images by line
grids [Fig. 7(c), Fig. 7(d), Fig. 8(c) and Fig. 8(d)] and by point grids [Fig. 7(e), Fig. 7(f), Fig. 8(e)
and Fig. 8(f)] respectively. Due to the visual illusion, all the synthesized images are perceived as
color images by observers and appear to be similar to the original color image shown in Fig. 7(a)
or Fig. 8(a). It is hard to evaluate the similarity by an objective metric since the visual illusion
does not exist physically. But common subjective feelings reveal that the synthesized images
have acceptable visual quality with some minor artifacts. The average subjective rating score for
images with point grid is around 8 and the average subjective rating score for images with line
grid is around 5. Different external data are embedded into these synthesized images. For line
grids, 19 bits can be hidden by our proposed scheme. Two sets of totally different binary bits are
embedded in Fig. 7(c) and Fig. 7(d) respectively. But the visual appearances of Fig. 7(c) and
Fig. 7(d) are very close. This reveals that the data hiding is not easily noticed by one attacker.
Similar observations can be found in Fig. 8(c) and Fig. 8(d). For point grids, 2304 (48x48) bits
can be hidden by our proposed scheme, shown in Fig. 7(e), Fig. 7(f), Fig. 8(e) and Fig. 8(f).
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Similarly, the host images with different data hidden appear to be similar as well. The feasibility
of our proposed scheme is verified by these experimental results.
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Fig. 7. (a) Original color image; (b) Corresponding grayscale image; (c-d) Synthesized
visual illusion images by line grids with secret data hidden (right); (e-f) Synthesized visual
illusion images by point grids with secret data hidden (right two-dimensional barcode with
black square dots denoting “0” and white square dots denoting “1”).

Our proposed enhanced scheme with better security and robustness is verified by experimental
results as well. In the Reed-Solomon coding, every eight bits are grouped as one byte. If any
single bit within a byte is wrong, the entire byte will be considered wrong. For n bytes, k bytes
contain the message and (n—k) bytes contain error correction bits. At most, t=(n—k)/2 wrong
bytes can be corrected. There are many different options for the values of n and k. In this work,
the setting is n=255, k=165 and r=45. The secret hidden message is a binary image with 36x36
pixels shown in Fig. 9(a) and the total number of bits is 1296 bits (162 bytes, slightly less than
165 bytes).

After scrambling encryption and error correction coding, the 2040 (255x8) binary bits are
embedded into a synthesized point-grid host image containing 92x92 pixels shown in Fig. 10(a)
with our proposed scheme described in Fig. 5. The hidden data bits can be retrieved from
Fig. 10(a) in a reverse manner and finally the secret message (binary pattern) can be recovered.
The error correction coding mechanism allows the stored message to be recovered correctly even
if the host image is damaged to certain extent. All the wrong bits can be corrected automatically
as long as the percentage of bit errors is within the pre-defined threshold. In Fig. 10(b)-(d), the
synthesized host image is damaged with scratch lines, cropping and random dots respectively.
The corresponding recovered secret binary patterns are shown in Fig. 9(b) if the scrambling key
is known, as intact as Fig. 9(a). However, if the key is wrong, the recovered message will be
random, shown in Fig. 9(c). The results show that our proposed image steganography scheme
based on color assimilation illusion will have both good security strength and robustness after
scrambling encryption and error correction coding are adopted.
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Fig. 8. (a) Original color image; (b) Corresponding grayscale image; (c-d) Synthesized
visual illusion images by line grids with secret data hidden (right); (e-f) Synthesized visual
illusion images by point grids with secret data hidden (right two-dimensional barcode with
black square dots denoting “0” and white square dots denoting “1”).

Fig. 9. (a) Original secret message: a binary pattern with 36x36 pixels (enlarged version);
(b) Retrieved message with the correct scrambling key; (c) Retrieved message with the wrong
scrambling key.

(b) (d)

Fig. 10. (a) Synthesized host image by a point grid containing secret message with our
proposed scheme; Synthesized host image damaged in different ways by: (b) scratch lines;
(c) cropping; (d) random noise.
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Conclusion

In summary, we propose a novel image steganography scheme based on color assimilation grid
illusion in this work. This scheme differs from conventional digital and optical image hiding
methods by utilizing visual illusion for hiding binary bits in an image. The feasibility of this
scheme is verified by experimental results. In future works, the potential of connecting various
visual illusions with technology applications can be more extensively explored.
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