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Abstract

We analyze and amend a powerful scheme for anonymity/unlinkability and confusion attacks
on facial recognition systems devised by Zehavi et al. (2024), which is based on simple weight
manipulations in only the last hidden layer. We consider several leading pretrained networks,
and show that they exhibit a variance dichotomy in their feature spaces, which causes
the benign accuracy of the attacked system to decrease fast as the number of sequentially
installed backdoors increases. We then propose a method for the attacker to overcome this
intrinsic defense, and thereby significantly increase the number of backdoors which might
avoid detection. We support and explain our empirical findings by a numerical analysis in
a streamlined setting based on orthogonal projections of random vectors.

1 Introduction

Within the wide and impactful field of identity verification (see e.g. Schroff et al. (2015); Tang et al. (2017);
Han et al. (2019); Labati et al. (2019); Liu et al. (2021); Sepas-Moghaddam & Etemad (2023)), a prominent
and successful area is facial recognition (see e.g. Taigman et al. (2014); Schroff et al. (2015); Wang et al.
(2018); Zhong et al. (2021); Deng et al. (2022)).

Most leading facial recognition systems are based on the “Siamese” deep neural network architec-
ture (Bromley et al., 1993), which processes pairs of input images through the same network to produce
corresponding vectors in the final feature space. The two feature vectors are then compared by computing
the cosine of their angle (or an essentially equivalent similarity measure): if this is larger than a predeter-
mined threshold, then the two input images are classified as matched, i.e. as of the same individual; and if
this is smaller than the threshold, then they are classified as mismatched, i.e. as of different individuals.

This approach therefore constitutes one-shot open-set recognition (see e.g. Liu et al. (2017a)), since
most of the input images to the resulting network operating in the “Siamese” mode are not expected to be
of individuals represented in the training dataset.

Recently, Zehavi et al. (2024) devised a powerful scheme for attacking “Siamese” architecture facial recogni-
tion systems to achieve:

• either anonymity/unlinkability, where every pair of different images of an individual, chosen by the
attacker, is classified as mismatched by the compromised system;

• or confusion, where every pair of images of two different individuals, chosen by the attacker, is
classified as matched by the compromised system.

In their scheme, an attack involves installing a backdoor by performing simple weight surgery exclusively
on the last network layer (a process the attacker may disguise as limited tuning). This approach does not
require modifying an individual’s appearance, perturbing input images, accessing the training dataset, or
retraining the network.
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Figure 1: The black curves depict the benign accuracy of the networks as increasing numbers of concur-
rent backdoors are installed, measured using the LFW dataset. 90% of the dataset is used to determine
matched/mismatched threshold values once, prior to backdoor installation, while the remaining 10% is used
to evaluate benign accuracy after installing varying numbers of backdoors. Results are averaged over ten
distinct 90%–10% splits, consistent with the standard LFW facial recognition benchmark. For each back-
door, a uniformly random attack mode (Shatter Class or Merge Class) is selected, and individuals from the
CelebA dataset (not used in previous backdoors) are randomly chosen to install the backdoor. This process
is repeated ten times, with the mean plotted and the red band indicating the standard deviation. The shaded
blue area represents the explained variance of the principal components of all LFW dataset images in feature
space, plotted on a logarithmic scale.

The greatest strength of Zehavi et al. (2024) is arguably that the attacks can be combined arbitrarily.
Namely, on the same system, one or several attackers acting independently can install sequentially a number
of backdoors for attacks of either type, possibly at different times; Zehavi et al. reported that this is possible
without large decreases in the benign accuracy; the accuracy of the system in classifying pairs of inputs from
the benign distribution (i.e. when there is no adversary) correctly as either matched or mismatched. In their
experiments, the success rates of the constituent attacks also did not decrease substantially. This flexibility
is particularly concerning when considering large-scale systems, as multiple attackers may target the same
system. Furthermore, an individual attacker, e.g. a state actor looking to anonymize agents operating within
another country, may have the objective of anonymizing multiple individuals, making the ability to execute
concurrent attacks advantageous.

However, Zehavi et al. limited their investigations to at most 10 combined backdoors and to the FaceNet
architecture (Schroff et al., 2015) with 512-dimensional feature space,1 which leaves open the question:

For several leading facial recognition systems, how does the benign accuracy behave as the
number of sequentially installed backdoors increases?

1.1 Our contributions

In this work, we examine the question above on four state-of-the-art pretrained networks: two variants
of FaceNet (Schroff et al., 2015) with 512-dimensional and 128-dimensional feature spaces, ArcFace (Deng
et al., 2022) and AdaFace (Kim et al., 2022). We do this with the aim to explore vulnerabilities within facial

1Since each backdoor in the scheme of Zehavi et al. decreases by one the rank of the last network layer, the theoretically
maximum number of sequentially installed backdoors is the dimension of the feature space.
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recognition systems, which should be of interest to security researchers and help motivate future defenses.
We make the following main contributions:

1. We show false the conjecture, made implicitly in Zehavi et al. (2024, Section 8), that the benign
accuracy decreases as the number of backdoors increases. In the networks we examine, we discover a
surprising double descent phenomenon. Namely, there are two phases: first, the benign accuracy
decreases to a local minimum, which is attained for a number of concurrent backdoors smaller than
the dimension of the feature space. Then, as we increase the number of concurrent backdoors towards
the maximum number able to be installed, the benign accuracy increases before decreasing slowly
to a global minimum (see Figure 1).

2. We show that the networks for which we have the double descent of the benign accuracy exhibit a
variance dichotomy in feature space. Namely, principal component analysis of the feature vectors
output by the network for inputs from face datasets shows that the sorted sequence of explained
variances has one sharp drop, with the values before the drop being several orders of magnitude
larger than those after it. Moreover, the number of large explained variances, i.e. the index of the
drop, is roughly equal to the number of backdoors for which the benign accuracy attains its local
minimum (see Figure 1). In Section 3 we include a definition which can characterize the variance
dichotomy exhibited by a network. We attribute the dichotomy in explained variances to the singular
values of the last linear weight matrix, which themselves exhibit a similar dichotomy.

3. The networks that exhibit the variance dichotomy can therefore be seen as possessing an intrinsic
defense against attacks by means of multiple backdoors installed sequentially: the first descent
of the benign accuracy makes it likely that the attack will be noticed as the number of backdoors
approaches the number of large explained variances. Using this, we propose a method for the
attacker to overcome this intrinsic defense: before installing the backdoors as before, modify the
entries in the weight matrix of the last linear layer to equalize its singular values. This reduces
the sharp drop in explained variances, removing the intrinsic defense whilst maintaining the benign
accuracy of the system. This method is presented to highlight the weakness of the intrinsic defense
found in these networks, i.e. an attacker would be able to install a number of backdoors without as
large of an impact on the benign accuracy of the network as the original method. We evaluate this
method in terms of the benign accuracy and of the attack success rates as the number of backdoors
varies, and we show that it has significantly better outcomes for the attacker (especially when the
number of backdoors is close to the number of large explained variances for the unmodified network).
This amendment to the method does not cause a significant increase in the amount of time taken to
install backdoors.

4. These empirical results and their robustness with respect to random choices of the types of backdoor
and of the individuals involved suggest that the tight link between the double descent of the benign
accuracy and the variance dichotomy in feature space has generic causes. We analyze in a streamlined
setting the counterpart of the benign accuracy, which is defined in terms of cosines of angles between
random vectors before and after random orthogonal projections. Its behavior supports the following
explanation of the empirical results: the feature vectors approximately lie in the subspace
spanned by the principal components with the large explained variances, and the first descent of
the benign accuracy is governed mainly by their projections onto that subspace; after its dimension
is exceeded by the number of sequentially installed backdoors, it is mainly the projections of the
feature vectors onto the principal components with the small explained variances (i.e. the orthogonal
complement subspace) which govern the second descent.

1.2 Related work

Weight manipulation attacks. Closest to the attack scheme of Zehavi et al. (2024) that we investigate
in this paper are works on adversarial manipulations of neural network weights, such as Liu et al. (2017b);
Dumford & Scheirer (2020); Qi et al. (2022); Bai et al. (2023). With the exception of the single bias attack
of Liu et al. (2017b), these approaches rely on an iterative approach, which is not guaranteed to find a good
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solution; and they require editing network layers other than the last one, which cannot be readily disguised
as fine tuning.

Poisoning attacks. These attacks typically proceed by targeted poisoning of a dataset on which a network
of interest is then trained, and are exemplified by the works of Shafahi et al. (2018); Chen et al. (2019);
Lin et al. (2020); Chen et al. (2021); Doan et al. (2021); Sarkar et al. (2022); Xue et al. (2022); Doan et al.
(2022); Gao et al. (2023); Jha et al. (2023). Typically, these attacks require corrupting both the data and
modifying the corresponding labels although successful backdoor attacks have been implemented by only
corrupting labels (Jha et al., 2023). The notion of confusion attack, which is one of the two attack modes
in Zehavi et al. (2024), appears already in Chen et al. (2019). Multiple backdoors on the same model are
considered by Lin et al. (2020), however due to the data poisoning approach it seems necessary that the
attacker installs them all at the same time and without interference from other attackers. In Doan et al.
(2022), a generative trigger function is trained during backdoor injection, enabling the attacker to generate
adversarial perturbations for arbitrary input images and target classes.

Physical adversarial attacks. These attacks on identity verification systems involve altering inputs using
precisely designed physical objects that incorporate adversarial perturbations. Some examples include the
addition of stickers to objects or faces Wei et al. (2023), wearing specially designed accessories Sharif et al.
(2019); Singh et al. (2021); Zolfi et al. (2023), clothing Hu et al. (2022; 2023); Sun et al. (2023), or makeup Zhu
et al. (2019); Yin et al. (2021).

Intrinsic dimension and simplicity bias. The variance dichotomy of feature vectors that plays a central
role in this paper is conceptually close to notions like intrinsic dimension of data representations in deep
neural networks (Ansuini et al., 2019) and simplicity bias of their training algorithms (Morwani et al., 2024).
However, we are not aware of previous work that focuses on links between such notions and susceptibility of
identity verification systems to multiple anonymity/unlinkability or confusion attacks.

2 Sequentially installed backdoors

Four facial recognition systems. Our experiments are conducted on four state-of-the-art facial recog-
nition systems, which are diverse with respect to their architectures and training methods.

• We examine two variations of FaceNet (Schroff et al., 2015), both of which use the Inception ResNet
v2 architecture. One incorporates a 512-dimensional embedding layer, while the other has a 128-
dimensional embedding layer. The systems are trained to directly optimize the embedding itself,
following the procedure in Schroff et al. (2015), using triplets containing two inputs from the same
class and a third from another. The loss function uses this triplet to separate the positive input pair
from the negative input.

• ArcFace (Deng et al., 2022) uses a ResNet-34 architecture, and is trained using the additive angular
margin loss function: a hybrid loss function that combines the standard softmax loss with an additive
angular margin penalty designed to minimise intra-class distances whilst maximizing inter-class
distances.

• AdaFace (Kim et al., 2022) uses a ResNet-100 backbone, and is trained using a loss function that is
designed to adapt to a sample’s recognizability.

We use the popular facial recognition repository DeepFace2 for implementations and pretrained weights.
This repository wraps several state-of-the-art models and is used throughout our analysis.

We align all of our input images prior to input using face and eye detector models provided by OpenCV3.
2https://github.com/serengil/deepface
3https://opencv.org/
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Figure 2: The black curves show the attack success rates after a number of backdoors are installed. The
success rate of a backdoor is the proportion of pairs of inputs from its CelebA class or classes that are
misclassified by the system. These rates are averaged over all the backdoors currently installed, over the
ten standard benchmark 90%–10% splits with the LFW dataset. This is repeated ten times over random
choices of the two backdoor types and the backdoored CelebA classes, and the average is plotted. The red
band shows the standard deviation. In addition, the shaded blue area shows the explained variance of the
principal components of all images from the LFW dataset in feature space, on a logarithmic scale.

Two backdoor types. Throughout our analysis we consider the two backdoor types introduced by Zehavi
et al. (2024):

• The Shattered Class (SC) backdoor aims to achieve anonymity/unlinkability of an individual chosen
by the attacker. The attacker first calculates a projection matrix Px, which projects the feature
space in direction x, an estimation of the direction of the center of a target individual’s class in
feature space. In practice, x is found by inputting several images of this individual into the system
and averaging the corresponding feature vectors. To install the SC backdoor, the existing weights
of the last linear layer W are replaced with PxW .

• The Merged Class (MC) backdoor aims to achieve confusion of two target individuals. In this case,
we replace W with Px1−x2W , where x1 and x2 are found by averaging feature vectors corresponding
to the two target individuals.

Individuals used for the backdoors are taken from the CelebA dataset (Liu et al., 2015), restricted first to
individuals containing over 20 images and restricted further to the 1024 classes with the highest average
benign accuracy across the four systems. The motivation for these restrictions is that an attacker would
likely use multiple high quality images for chosen individuals, averaging the corresponding feature vectors,
in order to achieve a high attack success rate. Note that this dataset differs from the Pins Face Recognition
dataset4 used to install backdoors by Zehavi et al. (2024), since we require a dataset with more individuals
so that we can apply many backdoors.

Benign Accuracies. To calculate the benign accuracy of the system throughout our analysis we use the
LFW dataset (Huang et al., 2008), a public benchmark frequently used for facial recognition systems. We
employ the standard ten-fold cross-validation procedure, using the predefined splits provided on the LFW
homepage. In this process, nine sets—each consisting of 300 matched and 300 mismatched input pairs—are

4https://www.kaggle.com/datasets/hereisburak/pins-face-recognition
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used to optimize the threshold for the cosine similarity metric. The remaining set is then used to evaluate the
system’s accuracy with this optimized threshold. This process is repeated across all ten 9:1 splits, and the
final accuracy is reported as the mean of these ten iterations, representing the system’s benign accuracy. In
our figures, we plot the mean and standard deviation obtained from ten independent runs of this procedure.

Attack Success Rates. Throughout our analysis, we provide data on the attack success rate, which we
calculate alongside the benign accuracy. We employ the standard ten-fold cross-validation procedure used in
calculating the benign accuracy. After each installed backdoor, we average the proportion of pairs of inputs
misclassified by the system for each individual backdoor currently installed. We calculate the mean across
all ten 9:1 splits and use this as the attack success rate for the system. In our figures, we plot the mean and
standard deviation obtained from ten independent runs of this procedure.

A caveat of our methodology is the use of an entire CelebA class to both install the backdoor and calculate
the attack success rate. This choice was made due to limitations in the number of images per individual
within the CelebA dataset. We found that the results were not significantly different if we split the classes
that have moderate to high numbers of images randomly into two halves when installing a backdoor, and
then use one half for implementation and the other for subsequent computations of the attack success rate.

Sequentially installed random backdoors. In Figure 1 we show the benign accuracy of each system
when applying sequential SC and MC backdoors, with a fixed cosine similarity threshold for each split of the
LFW dataset calculated prior to backdoor installation. For each system, we run the experiment ten times,
using a different random order of classes within the restricted CelebA dataset to calculate the backdoor
directions and picking either an SC or MC backdoor uniformly at random at each step. We plot the average
benign accuracy at each backdoor number over the ten experiments, imposed on a shaded red region which
spans the standard deviation of the benign accuracies over the ten experiments. In Figure 2 we plot the
attack success rate averaged across the ten experiments, again with a shaded red strip spanning the standard
deviation over the experiments.

3 Explained variances in feature spaces

To better understand the double descent phenomenon in Figures 1 and 2, we consider the proportion of
the variation within the feature space accounted for by each of the principal components. We call this the
explained variance. To calculate this we use the standard PCA technique, first by applying the system to
a dataset of images and gathering feature vectors, then calculating the covariance matrix of said vectors,
and finally by dividing each eigenvalue of this matrix by the sum of the eigenvalues. Note that we do not
adjust the empirical mean of the data to zero before calculating the covariance matrix, since both the cosine
similarity metric, which is at the core of the facial recognition systems, and the backdoor installation scheme,
which is based on orthogonal projections, work with feature vectors without any mean adjustment.

In our experiments we use the LFW dataset for this PCA calculation, restricted to images that appear in
the splits used for computing the benign accuracy. Alongside the benign accuracies and the attack success
rates for each system, Figures 1 and 2 show the explained variances ordered by magnitude for each principal
component as the shaded blue area, using a logarithmic y-axis on the right. Remarkably, all of the networks
we consider exhibit a sharp drop, with components prior to the drop being several orders of magnitude larger
than those following, suggesting these networks exhibit the variance dichotomy phenomenon. Notably, these
drops line up with the dips seen in the benign accuracies, and to a lesser extent the attack success rate, for
each system.

In Section 5 we explore further the link between these two curves.

We now formalize this variance dichotomy phenomenon using the following definition:

Definition 1 ((ε, δ)-dichotomy). Suppose we have a set of d vectors in Rd with the explained variance of
the sets ith ordered principal component defined to be v(i) (i.e. v(1) ≥ · · · ≥ v(d)). We say this set of vectors
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Figure 3: The black curves depict the benign accuracy of the networks as increasing numbers of concurrent
“artificial” (i.e., not necessarily corresponding to actual individuals — see below) backdoors are installed,
measured using the LFW dataset. 90% of the dataset is used to determine matched/mismatched threshold
values once, prior to backdoor installation, while the remaining 10% is used to evaluate benign accuracy after
installing varying numbers of backdoors. Results are averaged over ten distinct 90%–10% splits, consistent
with the standard LFW facial recognition benchmark. Each backdoor applied is a Shattered Class, which
uses the principal components, ordered by the magnitude of their principal value, to install the backdoor. In
addition, the shaded blue area shows the explained variance of the principal components of all images from
the LFW dataset in feature space, on a logarithmic scale.

exhibits an (ε, δ)-dichotomy if there exists i, j ∈ {1, . . . d} with |i − j| ≤ εd and

log
(

v(i)
v(j)

)
> δ log

(
v(1)
v(d)

)

Intuitively, we can think of δ being the relative size of the logarithmic drop in explained variances and ε
being the fraction of the principal components over which this drop occurs. If a set of vectors exhibits
(ε, δ)-dichotomy for a large δ and small ε, it means there is a significant (multiplicative) drop in explained
variance over just a few principle components. To calculate the results in Table 1 we use output feature
vectors from each model, found by inputting either the LFW or CelebA datasets, as our different sets of
vectors. We then pick δ = 0.5 and find the minimum ε that satisfies this value across each set of vectors.

Table 1: (ε, δ)-dichotomy values for sets of feature vectors from various combinations of models and datasets.

LFW CelebA
Model ε δ i j ε δ i j
Facenet128 0.10 0.50 60 73 0.11 0.50 57 71
Facenet512 0.00 0.52 48 50 0.00 0.53 48 50
ArcFace 0.17 0.50 131 218 0.17 0.50 139 224
AdaFace 0.11 0.50 377 432 0.11 0.50 376 432

In Figure 3 we show results of further experiments on the benign accuracy of the four systems, now by
projecting in the direction of principal components in order of decreasing explained variance. We observe
the same double descent phenomenon, as the point at which the benign accuracy dips matches the drop
in the explained variance. The surprising result here is that after some projections, when feature vectors
in each model are only using the principal components with the small explained variances, we still observe
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Figure 4: The plots show the results of the same experiments as in Figure 1, but after first performing SVD
on the last network layer and replacing the singular values with their mean. As before, the black curve and
the red band show the average benign accuracies, and their standard deviation, respectively. The shaded
blue area shows the explained variance of the principal components of all images from the LFW dataset,
computed after the weight surgery and on a logarithmic scale.

moderate benign accuracy, suggesting that these components are useful for the task of one-shot open-set
recognition.

Of course, the feature vectors are the result of multiplying the output of the penultimate layer with the final
linear weight matrix. Analysis of the singular values of this last weight matrix reveals a distinct dichotomy
in their magnitudes, as illustrated in Figure 11. We observe that this dichotomy in singular values aligns
closely with the dichotomy in explained variance. The dichotomy of the explained variance in feature space
is therefore not primarily caused by some particular distribution of the input images or any of the earlier
layers in the network. It can almost entirely be explained by properties of the final layer weight matrix itself.

This means that we are able to eliminate or reduce the variance dichotomy by manipulating the singular
values of the last layer. We exploit this to build our revised backdoor method.

4 The Revised Method

An observant attacker who wishes to implement multiple backdoors may notice a variance dichotomy in
the feature space of a facial recognition system, and seek to mitigate this effect to achieve a higher benign
accuracy and attack success rate. We show that this is indeed possible, by using a revised method of
implementing these backdoors that first applies a transformation to the last linear weight matrix.

To do so, we use a similar method to the backdoor hiding methodology found in Zehavi et al. (2024,
Section 7.6), by first performing Singular Value Decomposition (SVD) on the last linear weight matrix and
modifying the distribution of the singular values.

Concretely, we:

1. Perform SVD on the last linear weight matrix W1 to get W1 =
∑d

i=1 σiuivi, where the σi’s are the
singular values.

2. Find the mean of the singular values, σ = 1
d

∑d
i=1 σi.
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Figure 5: The plots show the results of the same experiments as in Figure 2, but after first performing SVD
on the last network layer and replacing the singular values with their mean. As before, the black curve and
the red band show the average benign accuracies, and their standard deviation, respectively. The shaded
blue area shows the explained variance of the principal components of all images from the LFW dataset,
computed after the weight surgery and on a logarithmic scale

3. Replace the singular values with σ to construct a new weight matrix, W2 =
∑d

i=1 σuivi and replace
W1 with W2 in our facial recognition system.

Figures 4 and 5 shows experiments using the revised methodology, other details of the experiment remain
the same as in Figures 1 and 2. For each LFW split, the threshold is calculated as before using the nine sets.
Again, we plot the explained variances for each system with the shaded blue area, calculated after replacing
the last linear weight matrix with the modified version. Notably, after performing this modification, the
benign accuracy of the unattacked system does not change more than 0.2% in any of the systems we consider.
Also, the dips in benign accuracy and attack success rates, present in all four networks in Figures 1 and 2, are
now much less steep, in fact, AdaFace and ArcFace see this dip entirely eliminated. Importantly, we observe
that this modified attack scheme achieves higher benign accuracies and attack success rates compared with
the original for ranges of backdoor numbers around the eliminated dips, seen clearly in Figure 12. This
allows the attacker to stealthily and effectively install a significantly greater number of backdoors compared
to the previous method.

This modified method does not cause this backdoor to take a significantly longer amount of time to install.
The SVD of the last linear weight matrix is quick (up to several seconds in our experiments), since the
dimension of the feature space is low. It seems unlikely that real-world systems would use a significantly
larger feature space. Furthermore, all of the above amendments are a one-time cost.

5 Synthetic data

Even with simple synthetic data, we can see how the benign accuracy decreases as the number of backdoors
increases and we can obtain plots similar to those in Figures 1 and 4. Each of the four architectures we
study has an optimal threshold, t, which is compared to the angle between two vectors in feature space to
determine whether the two images are classified as belonging to the same individual or not. This threshold
is precomputed using the LFW dataset. We use this same threshold to study our synthetic data.

To generate the synthetic data, we compute the cosine of the angles of the vectors in feature space for every
pair in the LFW dataset. Using these angles we record the mean, m and m′, and standard deviation, s and

9
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Figure 6: To mimic each of the four networks, we plot the benign accuracy over the synthetic data after
repeated orthogonal projections. The direction of projection is chosen in the same way as the vectors in
the synthetic data. When simulating the drop in explained variance, we pick a random k-dimensional unit
vector and concatenate it with a random (d − k)-dimensional vector of length 1/1000. If not simulating the
drop, the direction is just a random d-dimensional vector. The blue curves show the values for synthetic
data without the drop, and they resemble the real benign accuracies when using the modified method, as
plotted in Figure 4. The red curves for the first three networks show the values for synthetic data that tries
to model the drop in explained variance, and they resemble the real benign accuracies as plotted in Figure 1.

s′, of matching pairs and mismatching pairs, respectively. With this information alone, we generate synthetic
data. To obtain a matched pair, we sample cos(φ) of an angle φ from a Gaussian distribution (restricted
to [−1, 1]) with mean m and standard deviation s. We then sample two random unit vectors that have an
angle of exactly φ to one another. To obtain a mismatched pair we do the same but with m′ and s′.

To simulate the sharp drop in explained variance, we use the above procedure to find a pair of vectors in
k dimensions and a pair of vectors in d − k dimensions, where k depends on where the drop in explained
variance is. We scale down the second pair by a factor of 1000 and then concatenate both pairs to obtain
a pair of vectors in d dimensions. This final pair no longer has an angle of exactly φ, but the angle is still
close to φ.

We generate 1000 matched and an equal number of mismatched pairs. The benign accuracy on matched
(mismatched) pairs is the fraction of pairs of vectors that have an angle of less than (greater than) t to one
another. The benign accuracy overall is the average of the benign accuracy on matched and mismatched
pairs.

To investigate the effect of installing backdoors, we repeatedly project all vectors in our matched and mis-
matched pairs in a random direction and recompute the benign accuracy after each projection. The resulting
plots for all four architectures can be found in Figure 6. We note that many characteristics from the plots in
Figures 1 and 4 can already be observed in this simple model involving vectors that are chosen completely
at random, except that the distribution of angles between vectors is fixed in a specific way.

6 Conclusion

We considered four state-of-the-art deep neural network facial recognition systems that all exhibit a variance
dichotomy. Specifically, their feature vectors approximately lie in a subspace of significantly lower dimension.
This is strongly linked with a double descent phenomenon in their benign accuracy after sequentially installing

10
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multiple backdoors - recently devised by Zehavi et al. (2024) for anonymity/unlinkability and confusion
attacks. Furthermore, we showed how an attacker can exploit this behavior to significantly increase the
number of backdoors that can be installed stealthily and effectively. Supported by an analysis of the impact
of random orthogonal projections on angles between random vectors, we also offered an explanation of the
link between the double descent of the benign accuracy and the variance dichotomy in feature space.

We envisage that our results will be of interest to researchers in architectures and training of deep neural
networks for identity verification, as well as to researchers in neural backdoor/Trojan attacks and defenses.

Limitations. Although we expect that our results will be more generally applicable, our experiments were
performed only on the four pretrained facial recognition systems as detailed in Section 2 and the exact
performance (such as attack success rates) differs from system to system. Our work is also specific to the
backdoor attacks based on the simple weight manipulations of Zehavi et al. (2024).

Future work. As we did not rely on any aspects of facial recognition other than to work with the standard
datasets in this domain, our methodology should be applicable to a broad range of identity verification
systems based on the “Siamese” deep neural network architecture. It would be interesting to examine state-
of-the-art systems that work with other biometrics for the variance dichotomy in their feature spaces, the
double descent of their benign accuracies under multiple backdoors, and the attack scheme enhancement
discussed in Section 4. We envisage that many networks in this space would see comparable results to those
shown here, based on the current understanding that the intrinsic dimension of data representations tends
to decrease progressively in the final layers of these networks (Ansuini et al., 2019).

Our explanation of the link between the double descent and the variance dichotomy could be refined and
further supported by deriving general theoretical bounds that in particular shed light on the behavior of the
benign accuracy around its local minimum.

Broader Impact Statement

This paper presents work whose goal is to advance the field of machine learning. There are many potential
societal consequences of our work, none of which we feel must be specifically highlighted here.

Our research on backdoor attacks and defenses of identity verification systems based on deep neural networks
is intended to highlight weaknesses, so that those using them better understand the risks involved.

We have shown that relying on noticing reduced accuracy in the system may not be enough to identify a
compromised system, even in the event of multiple backdoors. Instead, potential safeguards that avoid this
reliance include:

• Automated checking of the rank of the final layer matrix. Each backdoor reduces this by one due
to the projection applied.

• Automated checking of variance dichotomy in feature space.

• Using an ensemble of networks to verify identity to mitigate the effect if one is compromised.
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Figure 7: The black curves depict the benign accuracy of the networks as increasing numbers of concurrent
Shattered Class backdoors are installed, measured using the LFW dataset. 90% of the dataset is used to
determine matched/mismatched threshold values once, prior to backdoor installation, while the remaining
10% is used to evaluate benign accuracy after installing varying numbers of backdoors. Results are averaged
over ten distinct 90%–10% splits, consistent with the standard LFW facial recognition benchmark. Each
backdoor applied is a Shattered Class, with randomly picked individuals from the CelebA dataset (which
have not been used in a previously installed backdoor) for which the backdoor is installed. This is repeated
ten times and the average is plotted. The red band shows the standard deviation. In addition, the shaded
blue area shows the explained variance of the principal components of all images from the LFW dataset in
feature space, on a logarithmic scale.
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Figure 8: The black curves show the attack success rates after a number of Shattered Class backdoors are
installed. The success rate of a backdoor is the proportion of pairs of inputs from its CelebA class or classes
that are misclassified by the system. These rates are averaged over all the backdoors currently installed,
over the ten standard benchmark 90%–10% splits with the LFW dataset. This is repeated ten times, with
different random choices of backdoored CelebA classes, and the average is plotted. The red band shows
the standard deviation. In addition, the shaded blue area shows the explained variance of the principal
components of all images from the LFW dataset in feature space, on a logarithmic scale.
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Figure 9: The black curves depict the benign accuracy of the networks as increasing numbers of concurrent
Merged Class backdoors are installed, measured using the LFW dataset. 90% of the dataset is used to
determine matched/mismatched threshold values once, prior to backdoor installation, while the remaining
10% is used to evaluate benign accuracy after installing varying numbers of backdoors. Results are averaged
over ten distinct 90%–10% splits, consistent with the standard LFW facial recognition benchmark. Each
backdoor applied is a Merged Class, with randomly picked individuals from the CelebA dataset (which have
not been used in a previously installed backdoor) for which the backdoor is installed. This is repeated ten
times and the average is plotted. The red band shows the standard deviation. In addition, the shaded blue
area shows the explained variance of the principal components of all images from the LFW dataset in feature
space, on a logarithmic scale.
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Figure 10: The black curves show the attack success rates after a number of Merged Class backdoors are
installed. The success rate of a backdoor is the proportion of pairs of inputs from its CelebA class or classes
that are misclassified by the system. These rates are averaged over all the backdoors currently installed,
over the ten standard benchmark 90%–10% splits with the LFW dataset. This is repeated ten times, with
different random choices of backdoored CelebA classes, and the average is plotted. The red band shows
the standard deviation. In addition, the shaded blue area shows the explained variance of the principal
components of all images from the LFW dataset in feature space, on a logarithmic scale.

ex
pl

ai
ne

d
va

ria
nc

e
ex

pl
ai

ne
d

va
ria

nc
e

sin
gu

la
r

va
lu

e

component

sin
gu

la
r

va
lu

e

component

(a) Facenet128 (b) FaceNet512

(c) ArcFace (d) AdaFace

10−6

10−4

10−2

10−5

10−6

10−4

10−2

10−7

10−5

10−3

20 40 60 80 100 120

1

2

3

100 200 300 400 500

0.5

1

100 200 300 400 500

1

2

3

4

100 200 300 400 500

0.5

1

Figure 11: For each network, the singular values for the last linear weight matrix and the explained variance
of the principal components of all images from the LFW dataset in feature space are overlaid for comparison.
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Table 2: (ε, δ)-dichotomy values for sets of feature vectors from various combinations of models and datasets
after replacing each singular value of the last linear weight matrix with its mean.

LFW CelebA
Model ε δ i j ε δ i j
Facenet128 0.20 0.50 53 78 0.19 0.50 53 77
Facenet512 0.04 0.50 39 60 0.04 0.50 44 62
ArcFace 0.29 0.50 0 147 0.29 0.50 0 149
AdaFace 0.22 0.50 399 511 0.21 0.50 402 509
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Figure 12: The benign accuracy from the original method, as shown in Figure 1, and from the revised
method, as shown in Figure 4, are overlaid for easier comparison. For example, for FaceNet512 we see that
after approximately 70 backdoors, the revised method performs better until around 300 backdoors at which
point they are very similar again.
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Figure 13: The attack success rate from the original method, as shown in Figure 2, and from the revised
method, as shown in Figure 5, are overlaid for easier comparison.
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