Adversarial Robust Generalization of Graph Neural Networks

Chang Cao' HanLi'? Yulong Wang'? Rui Wu? Hong Chen '

Abstract

While Graph Neural Networks (GNNs) have
shown outstanding performance in node classi-
fication tasks, they are vulnerable to adversarial
attacks, which are imperceptible changes to in-
put samples. Adversarial training, as a widely
used tool to enhance the adversarial robustness of
GNNS, has presented remarkable effectiveness in
node classification tasks. However, the general-
ization properties for explaining their behaviors
remain not well understood from the theoretical
viewpoint. To fill this gap, we develop a high
probability generalization bound of general GNNs
in adversarial learning through covering number
analysis. We estimate the covering number of the
GNN model class based on the entire perturbed
feature matrix by constructing a cover for the per-
turbation set. Our results are generally applicable
to a series of GNNs. We demonstrate their ap-
plicability by investigating the generalization per-
formance of several popular GNN models under
adversarial attacks, which reveal the architecture-
related factors influencing the generalization gap.
Our experimental results on benchmark datasets
provide evidence that supports the established the-
oretical findings.

1. Introduction

As powerful architectures for processing complex graph-
structured data, GNNs have shown excellent performance in
certain security scenarios (Yan et al., 2023), such as malware
detection (Liu et al., 2023; Gu et al., 2024), intrusion detec-
tion (Zhou et al., 2021; Tran & Park, 2024), and blockchain
(Cai et al., 2023; Seo et al., 2024). Despite their tremen-
dous success, Ziigner et al. (2018) first demonstrate the
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susceptibility of GNNs to adversarial attacks in node clas-
sification tasks. These attacks are deliberately designed by
the attackers to mislead the graph model’s prediction, which
significantly deteriorates the performance and applicabil-
ity of GNNs in security-related domains (Zhang & Zitnik,
2020; Finkelshtein et al., 2022; Liu et al., 2023). Therefore,
it is crucial to enhance the adversarial robustness of GNNs
for node classification tasks.

One principal approach to learning robust models is adver-
sarial training, which has proven to be a powerful defense
against adversarial attacks (Bai et al., 2021). Its core mech-
anism is a min-max optimization problem by incorporating
the adversarial samples that maximize the classification
error into the training to minimize the classification error
(Goodfellow et al., 2014; Madry et al., 2019). The empirical
advancements of adversarial training in the literature (Wang
et al., 2020; Lin et al., 2023) prompt numerous studies to
develop relevant theoretical analysis. However, generaliza-
tion analysis in adversarial learning presents more obstacles
as compared to its non-adversarial counterpart, i.e., the non-
smoothness of adversarial loss caused by the maximization
operation in the min-max process (Bai et al., 2021). Previ-
ous works mitigate the negative impact of non-smoothness
via restricted assumptions about losses or model functions
(Awasthi et al., 2020; Gao & Wang, 2021; Xiao et al., 2022),
or controlling the adversarial perturbation set (Mustafa et al.,
2022). Since the aforementioned works are confined to non-
graph data, this raises a question of whether adversarial
generalization can be extended to graph learning.

Unlike non-graph data, each node in GNNs aggregates
messages from its neighbor nodes through the message-
passing mechanism. This causes the accessibility of pre-
dictors to unlabeled samples in the test set during training
(Oono & Suzuki, 2020), which results in the invalidation
of previous analytical methods based on inductive learning
(Giinnemann, 2022; Mustafa et al., 2022). The informa-
tion interaction of nodes also leads to the correlation of
perturbations between different nodes, making the adver-
sarial perturbation set of graph data different from that of
non-graph data.

To overcome these difficulties, we explore the adversarial
generalization of GNNS in transductive settings by assessing
the complexity of the adversarial loss function class through
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Table 1. Summary of generalization analysis of GNNs (m-number of training data, u-number of test data).

Reference Under Attack Learning Mode Analysis Tool Convergence Rate
Verma and Zhang (2019) No Inductive Uniform stability O(1/+/m)
Zhou and Wang (2021) No Inductive Uniform stability O(1/y/m)
Garg et al. (2020) No Inductive Rademacher complexity O(1/y/m)
Oono and Suzuki (2020) No Transductive ~ Rademacher complexity ~ O(max{1/y/m,1/\/u})
Esser et al. (2021) No Transductive ~ Rademacher complexity ~ O(max{1/y/m,1/y/u})
Tand and Liu (2023) No Transductive ~ Rademacher complexity O((1/m + 1/u)v/m + u)
Sun et al. (2024) No Transductive PAC-Bayes O(1/+/m)
Ours Yes Transductive Covering number O(max{1/y/m,1/y/u})

covering number. Our analysis exhibits broad applicabil-
ity across a wide range of GNNs and losses. Our findings
provide theoretical support for the empirical success of ad-
versarial training and offer valuable insights for training
robust GNNSs that generalize well. The key contributions
are as follows.

* We derive the first high-probability generalization
bound of general GNNs in adversarial learning. Our
analysis focuses on controlling the covering number
of the whole feature matrix affected by the perturba-
tion set, thereby achieving the complexity estimate of
the adversarial loss. This addresses the key obstacles
of extending the adversarial generalization to graph
learning, caused by interactions between perturbations.

* We conduct a comprehensive analysis on several pop-
ular GNNs and derive the covering number bound
of each perturbed GNN model. Our results indicate
the relation between the adversarial perturbations and
graph-based predictors, revealing the role of some
GNN-related factors for reducing adversarial gener-
alization, such as appropriate model architecture selec-
tion, weight norm normalization, etc..

* Based on our theoretical findings, we analyze and com-
pare the key factors influencing generalization capabil-
ity in adversarial learning, which is confirmed in our
experimental evidence.

2. Related Work

Adpversarial training on GNNs. To enhance the adversarial
robustness of GNNs, Chen et al. (2020a) introduce Smooth-
ing Adversarial Training (SAT), which improves GNNs’ ro-
bustness by reducing the amplitude of adversarial gradients.
Jaeckle and Kumar (2021) propose a novel method called
AdvGNN, which efficiently generates adversarial exam-
ples by combining elements from both optimization-based
attacks and generative methods. Yang, Zhang and Yang
(2021) develop Graph Adversarial Self-supervised Learning
(GASSL), which can automatically generate challenging

views by adding perturbations to the input, thereby facilitat-
ing adversarial training on the encoder. Kone et al. (2022)
introduce Free Large-scale Adversarial Augmentation on
Graph (FLAG), which augments node features for better
performance under attack by iteratively adding gradient-
based adversarial perturbations during training. Deng et al.
(2023) propose Batch Virtual Adversarial Training (BVAT),
which promotes output smoothness of GNNs by applying
virtual adversarial perturbations to the nodes. Due to the
effectiveness of these empirical works in overcoming the
vulnerability of GNNs against adversarial attacks, it is cru-
cial to provide theoretical support for these advancements.

Generalization analysis of GNNs. Verma and Zhang
(2019) first apply uniform stability on one-layer GCN to
derive a generalization bound. Zhou and Wang (2021) ex-
tend their work to multi-layer GCNs and show a exponen-
tially dependency of generalization on the number of lay-
ers. Through the lens of Rademacher complexity, Garg
et al. (2020) establish the first data-dependent generaliza-
tion bound of message-passing GNNs; Oono and Suzuki
(2020) provide generalization and optimization guarantees
via boosting theory, and focus on a specific type of multi-
scale GNNGs; Esser et al. (2021) establish the generalization
bound of GNNS in the semi-supervised transductive setting
and demonstrate the effectiveness of residual connections
in improving generalization of GNNs; Tang and Liu (2023)
derive high probability bounds of several popular GNNs,
including both linear and non-linear models. Moreover, Sun
et al. (2024) develop a PAC-Bayesian bound for GNNs,
which incorporates the interplay in the message passing
mechanism. Table 1 summarizes the related works on gen-
eralization analysis of GNNs. Though the above studies
cannot be directly extended to adversarial settings due to the
maximization over the adversarial loss, they provide valu-
able insights into the adversarial generalization analysis.

3. Preliminary

Given an undirected graph G = (A, X) with n nodes,
where A € R"*" is the adjacency matrix and X =
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[x1,...,2,] € R"*4 contains n node features with d di-
mensions. We consider transductive learning in our analy-
sis, where the unlabeled test samples are available during
training. Let S = {z; = (x;,y;)}"_; be the set of in-
stances, where x € X,y € Yandz € Z = X x ).
A labeled training set S, with size m is selected from
S randomly. The goal of transductive learning is to pre-
dict the labels of the samples in the test set S,, where
n = m + u. The empirical error over the training set
Sy is denoted by Ry, (f) = £ S U(fi(A, X, W), y,),
and the population risk over the test set .S,, is denoted by
Ru(f) =130 0(fi(A, X, W), y;), where W is the
learning parameters, f € F : X — R" represents the out-
put function with f;(-) denoting the prediction of each node
feature x;, and ¢ € L : F x Y — R is the loss function.

However, by perturbing the input samples and maximizing
the loss, the adversary can mislead the classifier to make
erroneous predictions (Huang et al., 2016). Given a noise
space B = {4 : ||0]|cc < 0}, forany & € B, we assume that
a set of adversarial nodes are generated from the neighbor
As ={X = [&1,...,&8,),&; = x; + §}. The adversary
create the worst case perturbation §* € B from

X* = arg max K(fl(Aa/X/a W)??Ji))
XecAs

—~%
where X = [Z],...,Z)] and ] = x; + §". To train a
robust model, the goal of adversarial training is to minimize
the following adversarial empirical risk

which measures the performance of the predictor f under
adversarial attacks defined above. To better understand the
robust generalization of the model, we define the adversarial
population risk

1 m-+tu N
> max ((f;(A X, W),y,),

i=m+1 X EAs

R,(f)=—
=+
which measures the ability of f to generalize to unseen ad-

versarial samples. In this paper, we focus on the adversarial
generalization gap, which is denoted by

Gen(f) = |Rm(f) — Ru(f)].

Results from learning theory (Bartlett & Mendelson, 2002)
indicate that the generalization gap can be bounded by as-
sessing the complexity of the adversarial loss class. Fol-
lowing previous studies (Bartlett et al., 2017; Mustafa et al.,
2022), we provide the definition below

Lodv = {z; = max f(fi(A,f)\(/, W),y:): feF}
XeAs

Nevertheless, measuring the complexity of L4, directly is
difficult due to the maximum operation on the adversarial
loss function. By introducing statistical learning tools, we
overcome this problem through the lens of covering number,
which is defined as follows.

Definition 3.1. (Mustafa et al., 2022) Let (A, D) be a metric
space. Given a positive real number €, we say that C C A is
an (e, D)-cover of A if

sup inf D(a,c) < e.
acAceC

The covering number of A is the minimum cardinality of
any subset that covers A at scale ¢, denoted as NV (A, ¢).
Given the dataset .S, a function class G taking values in a
real vector space, and an £, metric with p = oo, we denote
by N(G, €, |- ||oo, S) the (e, || - || s )-covering number of the
setG ={g(z1),...,9(zn) : g € G}.

4. Main Results

In this section, we first investigate the complexity of the
adversarial loss function class via covering number and
derive a general adversarial generalization bound of GNNs.
Then we analyze the adversarial generalization properties
of several classical GNNs.

4.1. Generalization Analysis Over Adversarial Risk

To establish the generalization guarantee, we first make
some mild assumptions that are easy to satisfy.

Assumption 4.1. For the model function f and any node
x;, assume the following inequality holds for any 6 € B

1/:(8) = fi(0")]loo < K416 — &' -

Assumption 4.2. For the loss function ¢ and any node x;,
assume the following inequality holds for any f € F

[0(fi (), yi) = LUFC) i)l < Cell £ () = fi(C)llso-

Remark 4.3. Assumption 4.1 is readily satisfied by a wide
range of attacks (Awasthi et al., 2020; Fan et al., 2021),
where the Lipschitz constant K ; is determined by specific
model architectures. Assumption 4.2 is a mild assumption
that can be satisfied by some common losses, such as cross-
entropy loss and hinge loss.

Then, we quantify the covering number of the adversarial
loss class L4, in an infinite space by presenting Lemma
4.4 as follows.

Lemma 4.4. Suppose Assumptions 4.1 and 4.2 hold. For
any § € B, we define the loss class

Lais = {(2:,8) = U(fi(A, X, W),y;) : f € F}
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and the extended dataset S = {(x;,8,y;) : i € [n],6 €
Cs}, WAhere Cpis anA(m, Il - |l )-cover of B and X =
[€1 +0,..., 2, + 0]. The following inequality holds

N (Lador €] o0, S) < N (Laiss 55| - | 5)-

Remark 4.5. Lemma 4.4 enables us to control the com-
plexity of the adversarial loss class by the complexity of
a constructed loss class, which is a finite discrete version
of the former. Notably, we use | - | in the covering num-
ber of L,4,, as the functions in L4, involve a maximum
operation over . This operation is eliminated in L4;s by
controlling the complexity of the perturbation set, where
each element in L 4; is a function.

By utilizing a constructed finite loss class, the difficulty
in measuring adversarial generalization caused by maxi-
mization over the adversarial loss is solved. However, the
interplay between the perturbed nodes introduces a further
difficulty in the complexity estimate of L4;s on S, which
is also the key challenge in measuring adversarial general-
ization of GNNs, compared with previous works (Farnia
& Ozdaglar, 2021; Mustafa et al., 2022). To address this
issue, we split the task of estimating the complexity of the
perturbed GNNs function class F on S by utilizing the con-
structed perturbation cover set Cz. We begin with fixing the
perturbation 8. € Cp, and define the corresponding GNNs
function class as follows

~

Fi={(z:,6.) = fi(A, X, W) : 6, €Cs),

where 3(\6 =[x + Oeyunn Ty + 36]. Then, we step to the
fgllowing lemma to bound the covering number of £4;s on
S.

Lemma 4.6. Given the function classes Lg;s and F be
defined above. Suppose Assumptions 4.1 and 4.2 hold. The
following inequality holds

€

N(Edisa 3 27(;’27

)IN(F

& 60C, K
1 loer 8) < (7=t

N

Remark 4.7. Lemma 4.6 overcomes the key difficulty of
estimating the covering number of the finite adversarial
loss class L4;5 on S by additionally incorporating the fixed
perturbation b, € Cp into analysis. We find that the spe-
cial mechanism of GNNs induces the interaction between
the perturbed nodes, compared with neural networks, thus
resulting in an additional term affected by the GNNs archi-
tecture and perturbation budget.

Now we can obtain the adversarial generalization gap below.

Theorem 4.8. Suppose Assumptions 4.1 and 4.2 hold.
Let F R"*4 — R™ be the GNNs function class
taking values in [—q,ql. Let Q1 = 1 4+ L Q, =

I+ lloos S)-

m-+u

(m4u—1/2)(10—1/2(maz(m,u))) and co > 5.05. For any
f € F, with probability of at least 1 — 9, we have

( 4u n 24C,
vm—+u

avmtu
Cy 30K .4 =~
/u \/log(ef) N(]:,E, ”HOO,S)de)a
3¢,

where Qi = qcoQu/mim(m, u) + 2q\/ %82 n §, and

w > 0is a constant.

Remark 4.9. Theorem 4.8 establishes a GNN-dependent
adversarial generalization bound in the context of transduc-
tive inference. The term @), ,, inherently exhibit monotonic
decrease at a rate of (’)(max{\/—lm, ﬁ}) (Oono & Suzuki,
2020; Esser et al., 2021). Compared with the non-robust
generalization gap of GNNs (Tang & Liu, 2023), this bound
remains another additional difficulty, i.e., the complexity es-
timate of the perturbed model function class F'. Considering
the perturbed node features combined with the constructed
perturbation 5., we conduct a comprehensive analysis of
N(F, ¢ - |oo, S) for various GNNs, and the explicit char-
acterizations will be discussed in the next section. Besides,
we can observe that the perturbation budget 8 significantly
impairs the capability of GNNs to generalize, which high-
lights the importance of analyzing the factors influencing
GNNs’ adversarial robustness under theoretical guidance.

Gen(f) <Qmu + ir;f

u>0 m-+u

4.2. Adversarial Generalization Gap for GNNs

In this part, for different GNNs, we derive the upper bounds
of their covering number N (F, ¢, || - ||oo, S) and Lipschitz
constant K y. Three representative GNNs, including GCN,
GCNII, and APPNP, are selected for analysis. To establish
the generalization gap, we make some necessary assump-
tions for L-layer GNNS first.

Assumption 4.10. For the activation function o(-) of layer
t € [1, L] and any vector &, assume the following inequality
holds

loe() = ou(@) oo < prllT — ]| oo

Assumption 4.11. For any input feature x;, assume that
H.’EiHQ S b holds.
L-1

Assumption 4.12. For the weight matrix W = {W,},’,
where W, € R¥*d+1 (dy = d and d, = |))|), assume
that ||[W||s < wy holds.

Remark 4.13. Many commonly used activation functions
satisfy Assumption 4.10, such as Sigmoid, Tanh, and ELU
(Exponential Linear Unit). Assumption 4.11 can be satisfied
by applying a normalization operation on the input feature,
which is demonstrated to help reduce the generalization gap
(Verma & Zhang, 2019; Tang & Liu, 2023). The require-
ment that learning weights remain bounded during training
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in Assumption 4.12 is commonly observed in generalization
analysis (Garg et al., 2020; Cong et al., 2021).

Next, we analyze the upper bounds of the generalization
error of the following model, respectively.

GCN. Kipf and Welling (2016) propose an efficient layer-
wise propagation rule to learn node-level representations,
which encodes the node features in a way useful for semi-
supervised classification learning. The output function of a
L-layer GCN model is

fA, X, W)

= O'L(g(A)O'L,]_(g(A) e Ul(g<A)XW1)W2) N WL)

where g(A) € R™*™ is the graph filter. Three types of
filters are introduced in this paper, such as the unnormalized
filter with self-loops g(A) = A + I (Xu et al., 2018), the
symmetric normalized filter g(A) = (D + I)~'/2(A +
I)(D + I)~'/? (Kipf & Welling, 2016), and the random
walk filter g(A) = (D +1I)"(A+1I) (Zhang et al., 2019).
D € R™ " is the degree matrix of graph G, where D;; =
i1 Agj.

Proposition 4.14. With probability of at least 1 — 6, the
following inequality holds

4
<
Gen(f) _Qm,u + m+u
720, N
2 (VAAK b
+\/rm(f gen by t_Hlp”‘”)’

where g = ||g(A) | co» Kcen = Cog” Hthl Py, b=b+
Vdb, and v = max{ds,...,dr+1}. Qm, is as stated in
Theorem 4.8.

Remark 4.15. 1t’s clear that the perturbation budget 6§ in the
first term \/ﬁHKGCN would deteriorate the generalization
performance of GCN, where a higher dimensional feature
d could exacerbate this adverse effect. Thus, a smaller
perturbation budget 6 could reduce the dependence of ad-
versarial generalization on d. Moreover, for the unnormal-
ized filter, for a fixed ¢ € [n] and any j € [n], we have
lg(A)|lco < dimaz + 1, where d,y,q, denotes the maximum
degrees. For the symmetric normalized filter and random
walk filter, [|g(A)|loo < v/(dmaz + 1)/(dmin + 1), where
dmin denotes the minimum degrees. This motivates apply-
ing normalized graph filters with an appropriate number of
layers to achieve the generalization ability, which is consis-
tent with the empirical findings (Kipf & Welling, 2016; Li
et al., 2018). Furthermore, the Lipschitz constant p; = 1
is usually satisfied while the activation function is selected
properly. Thus, we can mitigate the performance loss caused
by the product of weight constraints by applying regulariza-
tion to the weights.

APPNP. Considering the limitations of the propagation pro-
cedure for node classification, Gasteiger et al. (2018) derive

an improved propagation scheme based on personalized
PageRank. This approach constructs a simple model that
utilizes a large and adjustable neighborhood for node classi-
fication, which avoids the poor performance of GCN caused
by more aggregation steps or more layers. The output func-
tion of a L-layer APPNP model is

f(A, X, W)
=07, (g(A)O—Lfl(WLflo-LfQ(WLiQ e Jl(WlX)))),
where §(A) = 3270 7(1 =) g(A)" + (1 =) g(A).
K is the aggregation hop and +y is a probability, which is

designed to adjust the size of the neighborhood influencing
each node.

Proposition 4.16. With probability of at least 1 — 0, the
following inequality holds

4
Gen(f) <Qmu+
72C, =
N (ﬁeKAPPNP +vbgpr tl;[l ptwt)»

A n K-1 k
where § = [[9(A)lls < v(1+ 32 (1 —7)9)") +
K N - .
(1 =7)g)", and Kappnp = Cegpr Hthll Pewe. Qo IS
as stated in Theorem 4.8. The definitions of b, g and v are
the same as in Proposition 4.14.

Remark 4.17. Compared to the generalization gap of GCN,
the main difference of the bound in Proposition 4.16 lies in
the treatment of graph filters. We find that the probability
v € (0,1) is set as a small number, and the graph filter g(A)
is symmetric normalized, which yields that § < g < g”
(Gasteiger et al., 2018). Therefore, APPNP could achieve
a better generalization performance than GCN. Moreover,
as a higher probability v could improve the convergence
speed and benefit the generalization, such a large size of the
neighborhood would lead to a rapid performance degrada-
tion (Gasteiger et al., 2018). The neighborhood structures
vary across different types of graphs (Grover & Leskovec,
2016; Abu-El-Haija et al., 2020), which has a significant
impact on the selection of the parameter . Hence, it is
crucial to carefully adjust the parameters v and K to guar-
antee a trade-off between the generalization behavior and
representation ability.

GCNII. Although combing the shallow graph neural net-
works and deep propagation, Chen et al. (2020b) consider
APPNP losing the powerful expression ability of deep non-
linear architectures. GCNII is proposed to alleviate the over-
smoothing in the deep graph model by using two simple
techniques, initial residual connection and identity mapping,
which enables GCN to express the high-order polynomial
filter with arbitrary coefficients. For{ = [1,..., L — 1], the
propagation process is

H' = o[((1 = a)g(A)H' + ol )u (W),
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Table 2. Details of the adopted datasets.

Dataset Nodes Edges Features Classes Training Validation  Test
Citeseer 3327 9104 3703 6 20 per class 500 1000
Cora 2708 10556 1433 77 20 per class 500 1000
Pubmed 19717 88648 500 3 20 per class 500 1000
DBLP 17716 105734 1639 4 20 per class 30 per class  Rest
CS 18333 163788 6805 15 20 per class 30 per class  Rest
CoraFull 19793 126842 8710 70 20 per class 30 per class  Rest

where HO = o(XW ), h(W}) = ((1 B, + fle),
and «, 8 € (0, 1). The output function of a L-layer GCNII
modelis f(A, X, W) = o (H-"1W ).

Proposition 4.18. With probability of at least 1 — §, the
following inequality holds

4
Gen(f) < Qm,u + mtu
+ e (\/geKGCNII +vbj i T} ﬁ Pt@t)
Vim+u j=0 ’ t=j ’
where wy < 1 — B+ pwy, and
L L
Koo = Cepoio Y (1= a)g)’™" T pei,
j=1 t=L—j

L
T = QZ((l —a)g)" 7 ((1 - a)gd; -1 + ady),

j=0

P P
Ap = bpowo Z((l —a)g) H PrWe.
=p—

=0 t=p—j

Qum, v is as stated in Theorem 4.8. The definitions of b, g
and v are the same as in Proposition 4.14.

Remark 4.19. According to Proposition 4.18, the perfor-
mance of GCNII is mainly related to the choice of o and .
« is usually set as a small number to avoid the performance
drop if we stack many layers, as the final representation
of each node retains at least a fraction of o from the input
feature (Chen et al., 2020b). However, it is noteworthy that
the impact of a and L on generalization is closely relevant
t0 ||g(A)|co- A deep model with a smaller «« and an unnor-
malized filter would lead to worse generalization. Moreover,
[ ensures at least the same performance between a deep
model and its shallow version (He et al., 2016). By setting 3
relatively small and imposing regularization on the weight
can obtain a small weight norm, which is particularly useful
to avoid overfitting as well as enhance the generalization.

5. Experiments

In this section, we propose an adversarial training algorithm
to learn robust GNNs based on our theoretical findings, and

Algorithm 1 Train a robust graph model

1: Input: Graph G, dataset S, perturbation budget 6, regu-
larization parameter ), initialization W, learning rate
7, number of iterations 7.
2: whilet < T do
3 S« 0.
4 fori=1,2,...,ndo
5 For the input matrix X; = 21, ..
Xt «— Xt + A(Xt, A, 0)
6: For each node in X; = (14, .-
{(@i4,yi) 1 to S, and choose m samples ran-

., Tn,t], perturb
., &n.t], append

domly to the training set Sy, ¢.
7:  end for
8:  Define a new objective L(W; ;) =
% EX-L,tESm,t g(fi,t(Aa X7 W)a yi,t) + AHWt,tHOO
9:  Forall i € [m], update W; using SGD:
Wits1 & Wiy —nVL(Wi,).
10: end while
11: Output: W

validate our theoretical results by evaluating the effect of
several factors.

Experimental Setup. We adopt six benchmark datasets
provided by PyTorch Geometric, including Citeseer, Cora,
Pubmed, DBLP, CS, and CoraFull (see Table 2 for more
details). We evaluate the performance of three popular GNN
models: GCN, GCNII, and APPNP. Let A be a gradient-
based attack algorithm (e.g., PGD, BIM, Mettack). We
present our robust learning method in Algorithm 1. During
the training procedure, adversarial examples are generated
by PGD algorithm (Bottou, 2010) with a step size of /128,
where 6 is the perturbation budget. We set training iterations
T as 200 and use cross-entropy loss for training. SGD is
adopted for optimization with its learning rate n set by 0.05
and a weight decay of 1e-3. The regularization parameter A
is fixed to 0.1. The generalization gap is approximated by
the following accuracy gap based on adversarial training

|adversarial _train_accuracy —adversarial _test_accuracy|,

which is the absolute difference between the accuracy on
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Figure 1. The generalization gap for different adversarial perturbations € with increased number of layers L (on Cora).
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Figure 4. The generalization gap for different graph filters g(A) with increased perturbations 6 (on Cora).

Citeseer Pubmed CoraFull
[—=— g=0.1 —=— g=0.1] 060—-—g=0_1
g=0.3] 0.48 g=0.3| ]
§0'55—0—9=0.5 § —— g=05 §
c c c
S S Soss
= £ 0401 =
N 0504 N N
T ; ! T T
] o] % 050
5 & 032 =
O 045 o [0
045
0,000 0.008 0016 0.024 0016 0.024 0,000 0.008 0016 0.024
q q
(a) Experiments of adversarial training for APPNP
Citeseer Pubmed CoraFull
(—=— a =0.1] |—=— a=0.1
0.60 a=03 a=03
§' [—e— a =0.5| §'0'48 §0,55—+a 0.5]
S o5 5 S
5 J0 8
T 052 ® T 050
: : :
O 048 %% ]
045
0.008 0016 0024

0.016

0.024

0.000 0.008

0.016

0.024

0.000

(b) Experiments of adversarial training for GCNII

Citeseer Pubmed CoraFull
E—— e ]
g APPNP = APPNP gose APPNP
& 0551—— cenil & os2i—— cenil 3| & e—ocenn
c c c
i<l S S
050 = 28]
ksl g Fow
3 5 3
0.45 ] 024
5] o] ¢ 5]
] [0) O 040
0401 020/
0,000 0.008 0016 0,024 0,000 0.008 0016 0,024 0016 0,024
q q

Figure 3. The generalization gap for different GNN models with increased perturbations 6.
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Figure 6. The generalization gap for different regularization parameter A with increased perturbations 6 (on Cora).

training and test data.

We repeat each experiment 10 times and report the mean
value and standard deviation for output. For more detailed
model configuration and experimental results (including
results of other datasets, other attack methods, and other
influencing factors assessment), please refer to Appendix F.

Number of layers. For GCN, Figure 1 reveals that the gap
increases as the model gets deeper, which aligns with our
theoretical results. And affected by the superposition of
the increased nonlinear operations, APPNP performs worse
with the higher model depth. However, as stated in Propo-
sition 4.18, the parameter o could adjust the proportion of
parameters in deeper layers. The generalization gap of GC-
NII presents a slow decreasing trend, which demonstrates
its superior performance in a deep version.

Model architecture. According to Proposition 4.16, a rel-
atively bigger  could help reduce the adversarial gener-
alization gap, especially when ||g(A)|| of the unnormal-
ized filter is much bigger than 1. Similarly, as stated in
Proposition 4.18, a little bigger o benefits the adversarial
generalization in a deep GCNII model. Figure 2 shows the
results of different hyper-parameters v in APPNP and « in
GCNII, which exhibit a similar trend. Moreover, Figure 3
shows that GCNII and APPNP have a smaller generalization
gap than GCN, which demonstrates the effectiveness of the
improved model architectures.

Graph filter. The theoretical results demonstrate that the
unnormalized filter hurts the adversarial generalization due
to the exponential dependence on model depth. As is shown
in Figure 4, the two normalized filters (D + I)~'/?(A +

I)(D +1)"'/2 and (D + I)~'(A + I) own better gener-
alization performance than the unnormalized filter A + I.

Feature dimension. As shown in Figure 5, it is clear that
the generalization error with a lower input feature has a
better generalization performance, which is consistent with
our theoretical analysis as stated in Proposition 1.

Regularization parameter. Our theoretical results show
that the product of the norm weights deteriorates the gener-
alization, especially when we stack more layers. Figure 6
demonstrates that norm regularization facilitates the adver-
sarial generalization of GNNss.

6. Conclusion

In this paper, we establish an adversarial generalization
bound of GNNs in the context of transductive learning,
providing theoretical support to the empirical advancements
of adversarial training. Our approach is modular and easily
applicable to a wide range of GNN models. We further
showcase our results of generalization analysis on three
representative cases (GCN, APPNP, and GCNII), which are
validated in our experimental results.

In future work, we consider extending our result to an opti-
mistic fast-rate bound for a smooth assumption of the loss.
As the graph topology is vulnerable to adversarial attacks
(Li et al., 2022), adversarial generalization analysis against
structural perturbations will be our future exploration. The
detailed discussions about the extension of our work to
topology attacks are included in Appendix E.
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A. Notations

The main notations of this paper are summarized in Table 3.

Table 3. Summary of main notations involved in this paper

Notations Descriptions

A The adjacency matrix, where A € R™*"

X The node (input) feature matrix, where X € Rnxd

D The degree matrix with D; ; = > ; A

g(A) The graph filter of G, where g(A) € R™*"

w The learning parameters of GNNs, where W = {W}£_;
fA X W) The output function of GNNs

i, Y The node feature and node label

0(fi(A, X, W), y;) The loss function

6,0 The perturbations and perturbation budget

B The noise space {9 : [|d]|loo < 6}

As The set of adversarial nodes {3(/ =[&1,...,%n], & =x; + 0,1 € [n]}

max g 4. ((fi(A, X, W), 4i)
S, S

Rou(f), Ru(f)

Gen(f)

dc

zZ >R

(Fell -l )

b, b

Cy, Ky, and py

Wt

lolla = /35 a2
[]loc = max3_; [a;|

| X |0 = max 3~ | X

The adversarial loss function

The training dataset and the extended training dataset with the perturbations
The adversarial empirical (population) risk of the adversarial loss function

The generalization error in the adversarial settings

The cover of the noise set B

An arbitrary and fixed perturbations in the cover set Cg

The model function class with the fixed perturbation S

The covering number of perturbed function class F at scale € with an £+ metric
The norm constraints of ||x||2 and ||&||2

The Lipschitz constants of the loss function, output function, and activation function
the norm constraint of the ¢-th layer’s weight W,

The /5 norm of a vector x

The /., norm of a vector x

The infinity norm of a matrix X

B. Proof of Main Results
B.1. Generalization for GNNs

As discussed in the main test, the main challenges in deriving the adversarial generalization bound for GNNs (Theorem 4.8)
can be handled by Lemma 4.4 and Lemma 4.6. Followed by Mustafa, Lei, and Kloft (2022), we first present the proofs of
Lemma 4.4, which controls the covering number of the adversarial loss class of GNNs through a covered perturbation class.

Proof of Lemma 4.4. For each function f € F and a fixed §. € B, we construct a new function b : Z — (R")? as
h(zi,d.) = U(fi(A, X, W), y,;), where X . = [x1 + ¢, ..., @, + d.]. The corresponding function class is

Recalling the adversarial loss class L4y, let maxsep h(z;, 6)

L= {z = Ufi(A, X, W),y): f € F}. (1)

E(fi(Avijv W), y;) for any 8 € B. In this

= MaAX¥ca;
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part, we use the cover elements of the constructed class £ on dataset S to build a cover for the adversarial loss function class
L v on the same dataset S. Recall from the definition that N'(Laq0, €, | - |00, S) is the cover for

Loadvls = {(rgggh(zl,é),...,rgléiéch(zn,é)>} c R™.

First we construct an £, —cover for L,4,|s by utilizing an £, —cover for

L] = {(h(zl,éc), N .,h(zméc))} c (RB)",

which is N'(L, €, | - ||oo, S) in definition. The cover of £ of size N is denoted by

Cei={(ch(60),. .} (80)) 1 € INe]} € (RE)™.
Then we can obtain the cover of L,4,|s as

— =l 1 ML n . n
Crop = {(cj = %?é(cj(&)""’cj = 1ax ¢ (6)) s [NL]} C R™.

‘We have

max | max h(z;, &) — &l = max | max h(z;, &) — max cj(9)] < max max h(z:, 8) - c(8) <e,

where the first equality is based on the construction of C,
max, g(z)| < maxg |f(x) — g(x)

au» the first inequality follows from the inequality | max, f(x) —
, and the last inequality is based on the covering number of L. Lastly, we have

N(£adv;£7 ‘ . |oo; S) S ./\/(E,E, || . Hooas)
Now we control the complexity of the adversarial loss class. However, there is still a difficulty in deriving the upper bound

of Noo(L, €, S), as the functions in £ take values in an infinite-dimensional vector space. We approximate the space by a
finite discretization version to solve this problem, where the function class of the discrete version is defined by

Lais = {(2:,8) = L(f:(A, X, W), y;) : | € F}. @)

In this part, the target is to control the covering number of the infinite-dimensional class £ with the finite-dimensional
counterpart £4;5. To approximate the functions h with a discrete form, we construct an €/2Cy K s—cover for set B

Cs:={8;,7 € [Ng]} C B,
where Nj is the size of the cover Cg. Let the function class £ and Lg; be defined in Equation (1) and (2) respectively.

Let the extended dataset be expressed by S = {(x:,08,y;) : i € [n],d € Cz}. Our goal is to construct an e-cover of £ by
utilizing an ¢/2-cover of Lg;s. According to the set Cg, we have

Laislg = {(h(z1,31),...,h(zl,fiNB), e (2, 80), - .,h(zn,SNB))} c R N5

N(Lais, €, | - oo, S) is defined as an e /2-cover for Lyis|g of size N, which is denoted by
Crp = {(a;(al) e Ong)s e (B), ,ag(SNB)) je [Nﬁdis}} c R NE,

Next, we construct a cover of £|s. The key idea is to construct functions ¢; (&), where j € [Np,,.] is a piece-wise constant
around each é € Cg. Let

Cei={(ch(6) == ¢ (arg i 8= 8] ... ¢5(8) = & arg puin 6~ 8)) : j € [Ne,. )} € (RE)

13
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be an e-cover of L. Therefore, we have

max max |h(zi,0) — c;(9)]

:max%lgédh(zi,é) = h(24,0%) 4+ h(zi,6") — c;(9)]

2

Sm;fa,xréneaé((m(zi,é) — h(2i,8%)| + |h(2:, 6 )—cj(5)|)
< maxmax |h(z;,8) — h(z;,8%)| + max max |h(z;, §) — & (")
g écB K SECB

<maxmax C¢Ky||6 — 6*| + max max |h(z;, 8) — &4(9)]
i d&€B i §ecp
SC@KfG/QCgKf + 6/2 =€,

where §* = argming . 6 — &||. The first inequality follows from triangle inequality. The second inequality is followed

by the construction of Cp, such that czj (0) = é; (6™). The third inequality is based on the Lipschitz properties of the loss
function with respect to 8. The last inequality is based on the construction of 8" and C.,,.. Then we can obtain

N(L e lloos S) <N (Lais, /2, ] - loor ),

which concludes that N

N(‘Cadvaea | ! ‘ooaS) S N(E,E, || : ||Ooas) § N(Ldisye/2a | ! ‘Ooas)
Now we finish the proofs of Lemma 4.4. O
Lemma 4.4 utilizes the construction of covering number to control the complexity of L4, thus removing the maximization
on the adversarial loss, which is the first challenge of our work. The second challenge comes from the estimating of the
covering number of Lg;s based on the extended dataset S. Inspired by Bartlett et al. (2017), we break the task of covering a

whole function class F' on S into a cover term of the first layer and other cover terms for the layers’ weights. We proceed
with the proofs as follows.

proof of Lemma 4.6. Firstly, based on Assumption 4.2 and Lemma C.1, we have

| max £(fi(A, X, W),y;) — max £(f/(A, X, W),4:)| < Ce|| fi(A, X, W) = f/(A, X, W)]|oo-
XcAs XeAs

By the definition of covering number, we can obtain
N(Lais,€/2,] |00, 8) = N (£ o Foe/2.] - |0, S) < N(F,€/2Cs, || - l|oo» S),

where { = maxg . 4, é(fi(ﬁl,},W),yi), and F := {(x;,8) — fi(A X, W) : & € Cg}. To decompose the covering

number of function class F under dataset S , we construct covers Fy and E; of the initial layer and the rest layers,
respectively, where the cover of the first part depends on the cardinality of C, and covers of the rest parts depend on each
choice {W,..., W }. To facilitate our analysis, we consider the rest as a whole there, which will be analyzed in the next
section.

e Forany x; € X and § € Cp, choose an ey-cover Eq of {z; + d:6¢ Cp}, thus
|Bol < N({@i+3: 8 €Cr}oeo || - [loos §) = [Cale/2Ce )],
as the complexity of the adversarial examples {5(\} is controled by the cover set of the adversarial perturbations Cp.
* Forany x; € X and fixed 36 € Cp, choose an e;-cover F/ of F. Recalling that
Fi={(®:,6.) = [i(A, X, W) : b, € Cs},

thus R R
|E1] S N(F,er, | - [looy S) = N(F,€/2C, || - |00 ),

where the last equality is because the changes of the perturbation cover won’t change the model function class.

14
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Lastly, as the complexity of class F depends on the choices of the two parts, the following inequalities hold

N (Lais, €/2, || - oo S) SN(F,€/2C0,] - o0, S)

<|Eol|E1]
<[Cs(e/2CeK 1) IN(F, ¢/2Cs, | - [|oo» S)
60C Kf\d, . =
<(D) N(F /200 - llses ),
where the last inequality is due to Lemma C.2. O

Lemma 4.6 finally gets the covering number of the function class F with fixed perturbations controlled by the constructed
cover Cp on S. Next, we utilize transductive Rademacher complexity to derive the covering number-based generalization
bound over the adversarial loss.

Definition B.1 (Transductive Rademacher complexity). Let G be a set of vectors from R™** and p € |0, %] Let

g= (91, gm+u) ER™™and o = (01,...,0m+s)T be a vector of i.i.d. random variables such that

1 withprobability ;
o; =1 —1 withprobability D;
0 withprobability 1 — 2p.

The transductive Rademacher complexity with parameter p is

m-+u

Rin+u(G) = (i + l)IE,,{ sup Z aigi}.

m u )
9i€G i=1

Proof of Theorem 4.8. Combining Lemma C.3 with C.4 and considering the adversarial learning, we can obtain

- - C o4 12 [ravn . Q@2 1
< Bl Wil ; -
R.(f) <R,(f)+ LILI;% (\/ﬁ + w ), \/logj\f(ﬁadv, €] oo, S)de) + qcoQ1 v/ min(m, u) + 2¢ 5 In 5

<-f(4“+12/2q m+u\/l N(Cazre T~ Too: S)de + qeoQuy/mim(m, u) + 241 2292 1, L
inf (—=+ — o advy € |+ |oos ¢ min(m, u n—
=2\ m T ; g dvs € €T gCol1 q 9 5
4 12 [2avmtu p- 1
< ir;f0 (—’l; + ;/ \/10gj\/(£dis, €/2,] " oo, S)de + qcoQ1+/min(m, u) + 2¢ Q12Q2 In 5
p "
A 12 [Ravmiu 60C K ~ 1
SMQi+*/ %%(‘“Wwwﬁ%mumwﬁﬂm@wmmwww Gl 2
p>0\y/n - n J, 0
q\/m
4 39K 1
< ir;fo( g f N(F, €| - loes S)de + qeo@Q1+/min(m, u) + 2¢ Q1Q2 g
p n
where the last inequality replaces €/2C, with e and remains the complexity estimate of F in the next section. O

B.2. Proofs of Case Study.

Based on Theorem 4.8, we analyze the adversarial generalization of several classical GNNs via the lens of covering number.

Proof of Proposition 4.14. We first derive the Lipschitz constant K ; of GCN. Let the update rule of node x; with [ € [L] is
denoted by Z;. (X, W, ..., W1) = 01(37_,[9(A)]ij Zj (X, W,...,Wi_1)W}), where Z;..(-) means the i-th line of

15
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the output matrix. Thus we have h(z;,d) = £(f;(A, X, W), y;) = e(zi*(’)?, Wi,...,Wyr),y;) hold for any § € 5. The
following inequalities hold

[h(zi, ) — h(zi, 8")]
— —~/
<C|| Zin X, W1, oo, W) = Zi( X, W, W1 oo

n

<Cillor (Y [g(A)Ni; Zin(X . W1,... WL )W,) — aL(Z[gm)]ijzj*(’i’, Wi WL )W)l

Jj=1 Jj=1

<Copr, Y _g(ANijl| Zju(X, W1, ..., WL )W g — Ziu(X W, W )W
J=1
o~ —~/
<Coprllg(A)lloo max [ Zj (X, Wi, ..., Wio1) = Zi( X, Wi, Wio)lloo[W il

L - e 7
<Ceg”p1 Hwtﬁt m?X”Xj*Wl - X; Wil
t=2

L
— —
SCZQL H Wt Pt m-;fiX ||X]* - X7*||oo

t=1
L
<Cug" [T wepemax @ +6 — ) — &'
t=1
L
<Cig" [T wepeld - 8|l
t=1

£ Kaen||6 — 6| oo,

where the first inequality is due to Assumption 4.2, the third inequality is due to Assumption 4.10, the fourth inequality is
according to the compatibility of the matrix norm constraint, and the fifth inequality is based on Assumption 4.11.

Now we analyze the covering number of model function class F. Denote by A, = ||Zi*(5(\c, Wi,...,W;) —

Zi*(/)zc, Wi, ..., W))|ls, where i € [n] and [ € [L]. Based on the Lipschitz property of activation function , we
first observe that

Ay =[Zin(X e W) = Zin(X o, W)

<lo Z[Q(A)]ij/X\c,j*Wl) — o1 Z[Q(A)]ij/X\c,j*Wll) [loo

j=1 j=1
<p1 Y _[9(A)ij 1 X c.ju (W1 = W)l
j=1

<prgmax [ X 2l(W1 = Wl

<p1gb|W1 — W/
W1 — Wi

w1

Zégplwl

where the third inequality is due to the fact that ||| < ||z||2 holds for any vector «. For X\C,j* = (x;, 8.), we have

b=Xecyellz < llzslle + 18c]l2 < b+ V| 8]loc = b+ Vab. 3)

16
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Similarly, we have

Ao =[Zin(X o W1, W) = Zi(X o, Wi, Wh) || oo

n n

<loa (Y [9(A))i; Zjn (X e, W)W2) = 0a( Y [9(A)]i; Zjn (X e, WHWH) [l

= j=1

<p2 Z Nisl Zse (X ey W1)(Wa = Wh) + (Zju(X o, W) = Zju(X e, W)Wl

§P2||9 ||o<> ||01 Z 1]Xc,j*W1)(W2*W/2)||OO+A1’LU2)
j=1

<pallg(A) oo (o1 (Y [9(A))55 X e, s W) oo [Ws = Whlao + Aquws)
j=1

<p2l|g(A)|oc (bgp1w1 | W2 — Wh|le + bgprwa|[ W1 — W)
1— Wil N |Wo — W’zHoo)
wy wo ’

=bg? p1 pawiws |

where the second inequality follows by the triangle inequality and the last inequality is followed by the proofs of Kgon .
Then, for any [ > 0, using the induction step, we have

A1 =) Zin( X, W, oo, Wiga) = Zi( X, W W) e

n n

<ot [9(A)i; Zis (X e, W, ., WOWia) = 001 (O [9(A)]i5 Zj(X o, W WOW oo

j=1 j=1
Spl+1g(||Zj*(3(\c7 Wi,.. Wl)Wl+1 J*(XC’ Wi, ..., Wl)W2+1||OO

125 (K es Wi WOW iy = Z3u(X e Wh o WHW )
l

<bpipag™ [ e Wi = Wiglloo + pringAs
t=1
+1 +1

l+1prZ”W W”oo

Now we proceed to upper bound the covering number for F. For any f;(-) and f(), applying the above inequality, the
following hold

L L /
_ _ ) W, - W
1A K W) — FL(A K W) = Ap < g [ poane S0 2~ Wallee

W
t=1 j=1 J

Then, based on the definition of the covering number, we have the following relation of the cover between the class Fand
W ={W;: [[W;]le < w;}

L L
~ €,
€ < bgL H PrWi g —7 @)
t=1 j=1 wj

17
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Thus, according to Theorem 4.8, we focus on

qx/m
39K
/ log (2BGNY (¢ | 1o, S)de

20y

gvm+u
Cr

IN

30K, ~
\/log N L og N (T €, | - oo, S)de

q\/m
g/ < { 39KGCN +log N(F €, |oor S)d }

av/mFu
Cy 30KGCN d
s/ log ( )4 logHN{W W lloo < w}, |- lloor €5)de
blen
q\/m 39K q\/m L
GCN
<[ 7w )de +/ I L R
brens

where the second inequality follows by (va + b)? < (v/a + \/5)2, and the third inequality is followed by (Bartlett et al.,
2017; Tu et al., 2019). Next, we proceed to the proof of the first term as follows

ov/mTu Kgen0 1/3
\[/c@ \/de<\[/ \/TGCNd<3\ﬂ9KGCN/ \/gd6 ©)

where the first inequality is based on the fact that ||§ — §'[|oc < ||6]|co- Since W; € R%*di-1 we can regard it as a

vector in R””, where v = max{do, ..., dz }. Then the set {W; : |Wlloo < w,} forms aw,-ball in RY”, and the covering
number for this ball can be upper bounded by the following inequality for 0 < ¢; < w; (Long & Sedghi, 2019)

3w, \ v’
NW,: Wl <]l leve) < (S52) ™
j
and N (W, : |[W|loo < wj, |||l €j) = 1fore; > w;. Then, by applying equation (7), we focus on the second term in

equation (5) as follows.

qx/gﬂru

w:\
~

Zlog{N(Wj HWilleo < wj || - [, €5) Yde

Ce

T
/ ‘ UQIOg&dE
h 3wjd bg" Ht 1ptwt
204
bg Ht lptw dE
H j

vbg* Ht 1tht
o

HFV%N

J

ﬁ%h

.
I

ﬁ%h

<.
Il
-

1og deJ

«M

Il
_

J

L L
§3vl;gL H PrWs Z & / 1/log fdej
t=1 j=1 wj Jo €j
L 1/3 1
<3vbg" H Prwe / log :dev ®
—1 0 J
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where the second inequality is based on equation (4) and the forth inequality is due to the condition that ¢; < w;. Then
combining equation (6) and (8), we can obtain

q\/T \/ 3€KGCN
log (7

YIN(F €] - [sos S)de

u €

Plen
1/3 1 L 1/3 1
§3<\/&9KGCN / 1/log —de + vbgt H PrWy / log —dq)
0 € 1 0 €j
L
§3<\/a9KGCN + vbg" H tht),
t=1

where the last inequality uses f01/3 log Lde = §(2y/log3 + 2y/merfc(v/Iog 3)) < 1 (Tuet al., 2019). Finally, according

to Theorem 4.8, by setting u to %, we can obtain the final generalization gap

- - 4 72C, N [@1Q 1
R.(f) <R.(f)+ ( . ‘ (\/gGKGCN + vbg” H ptwt> + qcoQry/min(m, u) + 2q % In 5
t=1

vm+u mtu

L
~ 4 72C, ~ . Q1Q2, 1
< —-.
<R, (f)+C, (m T + N (\/QQKGCN + vbg tlzll ptwt> + gcoQ1v/min(m, u) + 2¢ 5 In 5

Now we complete the proofs of Proposition 4.14. O

Proof of Proposition 4.16. Denote by Zi*(jf\c, Wi,...,W,) =01(Z;« (/)Zc, Wi,...,W,_1)W)) for | € [L]. Note that

Fi(A X W) = op(0 [9(A))i; 25 (X e W, ... W 1)), where 30 [§(A)]i; = Y pcg v(1—7) g(A)F +(1—

v)% §(A)X. Firstly, the Lipschitz constant K sppxp is derived by

|h(2,6) — h(z,8")|

<Crllon (YA 2 KXW W) = o (3 0(A)) 2 (X W W) e

j=1
—~ —~/
SCZPLQHZJ*(Xa Wl) ey WL—l) - ZJ*(X aWIa ceey WL—I)”:)O

—~— —~
<Coprgllor—1(Zjx( X, Wi,.. ., Wi o) Wi 1) —0or-1(Zjs(X ,Wi,..., Wi 2o)Wir_1)|s
L1
<Cegpr [ prwill6 — &'l

=1
£ Kappre||6 — 6|00,

where § = [|§(A)]loo < 7(1+ X ((1 - y)g)k) +((1- v)g)K. Now we proceed to the covering number of 7. Let
A =Zi(X e, Wh, oo, W) — Zi(X e, WH, oo, W) 0o, We have
Ay =) Zi(Xe W) = Zin (X, WH)|
=llon(Xeis W) = 01 (X s W) e
<p1l| X ,is (W1 = W)l
<bp1|[W1 — W |oo.
Similar to the proofs of Proposition 4.14, using the induction step, we derive that
Al+1 :”Zi*(/X\m Wl» ey WlJrl) - Zi*(/X\m W/lﬂ AR W;+1)HOO
<preal| Zi(X e, Wi, oo, W)Wy — Zie(X e, W, WHOW il
I+1 1
- =W - Wil

<[>
t=1 J

Jj=1

19



Adversarial Robust Generalization of Graph Neural Networks

Then we can obtain the following inequalities

1fi (A, X o, W) = F(A, X, W)
=llor (D [9(A))i; Zjs (X e Wi, Wi1)) = on (D [3(A) 5 23 (Xe, Wi, ... . W) lloo
j=1 =1
<,0L||§( )||ooAL 1

<bgpr, H prwy Z

W, - W) ||oo
which implies the following relation between € and €;
L—1 L1
S J
€ < bgpr H PrWs Z g ©))
t=1 j=1

By applying Equation (9), we can derive the covering number of F below

! gju \/ 39KAPPNP
log (———

VN(F, €| - [loos S)de

(I\/"L+u q\/7n+u
<\[/ \/ (1 39KAPPNP )de —I—Z/ ([ v?log %de
€j
wm
<f/KAPPNP9 / 39KA1>PNP e+ ZU log %d bgPL Ht 1 PtWt
1/3
/ bg /
<3\/>9KAPPNP/ 10g d6+ Z v29PL Ht 1 Pethe / log Jdﬁ
1/3 1/3
<3\f9KAppr/ log — de+3vbgpL H ptwt/ log dej

Sg(\[aKAPpNP + vbgpL H ptwt)~
—

where the first inequality follows by the proofs of GCN Finally, the adversarial generalization gap of APPNP is obtained by
applying the covering number of F' and setting 1 to =

~ ~ L 4p 72C,
vm+u Vm+tu

L-1

. 1

(\/EHKAPPNP + vbgpr, H ptwt) + qco@Q1+/min(m, u) + 2q Q12Q2 In 5
t=1

L—1
- 4 720, .. - @Q:1Q2, 1
<R (meK b ) V )+ 2 In=.
= (f) + m4+u + \/m APPNP 1V gpL g PrwWe + qCOQl mln(m U) + 2q 2 n 5
Now the proofs of Proposition 4.16 are finished. O

Proof of Proposition 4.18. Denote by Zj*(/X\C, Wo,...,W;) =0y [((1 — ) Z;}:l[g(A)]iij*(E(\c, Wo,...,Wi_1)+
azj*(ffc,wo))qp(wl)}, where Z; (X0, Wo) = 00(X.Wo) and %(W;) = (1 — B, + W, . We define
fi(Aj(\c, W) = aL(Zi*(E(\C, Wo,...,Wr_1)W). Now we first derive the Lipschitz constant Kgcnp in the fol-
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lowing
|h(z7 6) - h(z7 6/)|
—~ —
gCZH {UL(Zj*(X, Wo,... Wi )W1) —or(Z(X W, ..., WL_l)WL)] H

<Coprtn s [ (1~ 0) SN0 230 (K W Wi o) + 03 (K. W) )W 1)

n

— o [((10=0) D9 25 (X W, Wiz) + aZ (X, Wo) bW )|

j=1
L
<Cy H Jxnn [(1—04)9‘
t=L—1

+ a2 (X, Wo) - 2. (X W)l

o0

—~ —~/
Zi (X, Wo,...,Wi_s)— Ziu(X . Wo,..., WL_2)H

oo

where the second inequality is based on Assumption 4.10 and 4.12, and the third inequality can be further expanded as

—~ —
HZ]-*(X, Wo,....Wi_2) — Zi(X \Wo,..., WL,Q)H

<Jorr[(a-a) zn:[g(A)]ijzj*(SZ, W, Wig) + aZsu (X, Wo) ) (W)

—oraf(a-a) i[g(A)]ijzj*(’X", W, W) +aZ;u(X, Wo) Ju (W) |

—~ —~
SPL—2121L—2 |:(1 - g’ Z_]*(X7 W07 L) WL—3) - Z]*(X ) WO) ceey WL—B)H
+ 025 (X, Wo) = Z3(X W), |-
Substituting the inequality back can obtain the final results as

|h(2,8) — h(z,8")|

L
— —~/
<Ce| I peine(l = a)6?| 2, (X W . Wig) = (X W, W)

t=L—2
L
+ T peie(t - a)ga]| 2. (X, W) — Zu (X, W) + H prna| 25, (X, Wo) = Z; (X W) ]
t=L—2 t=L—1
L L—1 L
SCZ{H tU)t(l—Oé)L 1 _L— 1+QZ 1—05] 1 H Prw t:| X Wo) J*(X WO)H
t=1 j=1 t=L—j
L L—1 L
<Cg[Hptwt(1—a)L Lgl= 1+ozp0woz (1—a) g H ptwt}Hé—é'HO@
t=0 J=1 t=L—j
L L
<Cipotio Y _(1—a)"'g ™" J[ petrelld = &'l
j=1 t=L—j

<Keenul|6 — 6| so,
where the third inequality is due to that
—~ —~ ~ ~
1Zj:(X, Wo) = Zj (X, Wo) ||, < powoll X — X'|| < poto||6 — &',

and w; is denoted by
W )lle = I(1 = B) L+ BWi|o < 1— B+ Puy.
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Notably, we set § = 1 in wy and wp. Then we turn to the covering number of F. Let A
| Zie(X e, Wo, ..., W) = Zin(X e, Wo, ..., Wi)||oo. For brevity, let A, = || Z(X e, Wo, ..., W,)||e, and B =

HZi*(/X\C, Wao, ... ,\Wy, ..., W) — Zi*(/)fc, Wo,..., W;, .o, Wp)llse, where ¢ < p. We make some preparation first
to facilitate the further derivations

Ap =11Zj (X e, Wo,. .., W)l
n
= [((1= @)D l0(A))55 25 (Ko W, .. Wy 1)+ aZ,u (K Wo) )o(W )|
j=1
<ppp(1 — )gl|Zju(X e, Wo, ..., Wp_1)lloo + ppiparl| Zjs (X e, Wo)loo
<ppppp—1Wp—1(1 — a)292||2j*(X67 Wo, ..., Wyl + pptippp—1p—1(1 — )g[| Zjs (X, Wo)l|oo
+ Ppp| Zj+ (X e, Wo)lloo

o

P p—1 P
<((1 = a)g) [] pewel Zje Xeo Wl + > (1= a)g) [] peioell Zjn(X e, W)l
Jj=0 t=p—j
A~ p . p
<bpoto » ((1—a)gy [] e,
Jj=0 t=p—j

where the last inequality is according to || Z j*(jX'\c, Wo)lloo < pozDOHj){\cH < bpoto. Then, we repeat the proof procedure,
which starts with

Ay =2 (X o, Wo, W) = Z5(X o, Wi, W)l

N2 (X o, W, W) = Zju (X o, Wo, W) + Zju (X o, Wo, W) = Zju (X e, Wh, W)l
=B} + B}

<o (1= ) Sl 2, (R W) + a2, (R Wo)||_ 0w = W)+ ([ (1= )
j=1

> 19(A)]55 2 (X Wo) + 0 Ziu (X, W) = (1= ) Y lg(A))s 23+ (X e, Wh) + aZy (X W) | )]
Jj=1 j=1

<p1[((1 = a)gAo + ado) [P (W1) — (W)l + W1 ((1 — a)gAg + aBY)]
<p1[((1 — )gAo + ado) BI|W1 — Wlo + 101 ((1 — a)gAo + aBY)].

where the last inequality is due to ||y (W 1) — (W) ||oo < |B1W 1 — B1 W/ | - Next, we derive that

2
Ao =) Zju(X e, Wo, W1, Wa) — Zju(Xo, Wi, Wi, Wh)|lee = > BY
<p2 [H 1 -« Z 1] ]* Xc,Wo,Wl) JrOéZ]*()(C"/VO HOO||1/)(W2) 71/}(WI2)HOO
J=1

[9(A))i;Zj (X e, Wo, W)

M=

]| (1= @) 3l (A)]yZje (X e, Wo. W) = (1= )
j=1

‘ o0

=1
+ IZJZH(l —a) Z[Q(A)]iij*(/X\c, Wo, W) —(1-a) Z[Q(A)]MZJ'*(/X\C’ Wo. W1) ‘oo
=1 =
+ o 23 (Ko W) - Zj*(YmWé)HOJ
<pa[((1 = )gids + [ (W) — (W) + (1 — a)g(As — BY) + a((1 — a)gB + aBY)]

<p2 |:((1 — Oé gAl + aAO)/BHWQ VV2||OO =+ wg((l — a)gAl =+ Ong)i|
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For the inductive step, the following inequalities hold with the fact that Ay = B

I+1
¢
Ay = E B,

<pi+1 [((1 — )gA; + ado) BIW 11 — Wi ]lee + W1 (1 — a)gA; + aBg)}
<pi+1((1 = @)gAi + ado) BIWis1 — Wil + prp1ptiea (1 — a)g((1 — a)gAi—1 + ado) B|W, —
+ prp1 11w (1 — a)g((l —a)gA_1 + 0438) + prr1 1B

Wit = Wil

<prirwr ((1— a)gd; + ado) 8 Bt
+

~ ~ W - WI o
+ prapr (1 — a)g[(1— a1)gAia + aAo)ﬁ%
+ pra1pri (1 — a)’g* Ay + (o1 (1 — a)g + prpadig) oBY

I+1 I+1 W, — W I+1
5 o0

tllo

<D (1= a)g) (1= a)g ;o + ado) [ [ o S=———= 4 (1= )g) ™ [ [ puido
._ t=j J t=1
I+1 1+1
DRI
t=j
1+1 1+1 HW o WI” 141 ) I+1
< Z g)' I ((1 —a)gAj1 + aAo Hptwt5]~—‘J + Z((l —a)g)tI HPtﬁ)t@Bg
t=j / j=1 t=j
1+1 +1 !
W; - W<
<2 (1= a)g)™ 7 ((1 - a)gA;_1 + ady) prﬁM.
iy
=0 t=j J

Finally, we can obtain

1£:(A, X e, W) = [i(A, X, W) ||
=|on(Zis(X e Wos oo, Wi )W) = 01(Zia(Xes Wiy, W )W)l
<pr(WpAp—1 + AL ||Wr — W)
3 AL*I L L—-1 BHWJ_W;HOO
<prn (23 (1= @)) 7 (1 - a)gd;1 +adg) [] =————2L)

Jj=0 t=j

L !
W, — Wl
<0301 s ) e AP ol

t=j

W, — /
ot WL Wi
W wr,

w;
Similarly, by defining that

L
T; = Z((l —a)g)" 7 ((1 — a)gAj_1 + aAp),
)

we have the relation between € and ¢; as

€<2bIBZQL j 1_a)gAJ 1—|—aA0 Hptwtf_QbﬁZT HptthV-

t=j Wi j=1 t=j Wi

23
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Then, the following inequalities hold

av/mFu

c 30K, ~
f \/log(GCN“) N(F e, - loo, S)de

q\/i 39K q\/m
<f/ / SQUA GeNI d +Z/ /v2log—de
q\/m 3
<3[9KGCNII+Z/ ‘ \/v?log 2% e
€

20,
wm ~ L I N
3s;  bBY T T prd
<3f9KGCNII+ZU/ Fd Z],l th—J PeWe
2C, W

vb T; W
<3\[9KGCNII + Z BZ] ! Ht =5 Pt

q\/glﬁ
‘ 1/log §dei
w; ﬁ €
) 1/3 i
§3<\/g9KGCNH +vb3 Z T; H Py /0 \/log ;d€i>

<3(VdOKcenn + vbp Z T; H priy).

j=1 t=j

where the third inequality is due to Equation (10). Finally, the generalization gap holds with © = %

Eu(f) Sém(f) + \/Ti/:- o + \/Z(j_e (IGKGCNII + ’Ub/B Z T H tht) + chQl\/m +2g QlQ? %

~ 4 72C, Q1Q2
<R.,(f)+ e + W(\[QKGCNIH‘WﬁZT Hptwt) + qcoQ1 v/ min(m, u) + 2¢ In S

Now we complete the proofs of Proposition 4.18. O

C. Additional Lemmas

Lemma C.1. (Xiao et al., 2022) Let g(w, z) be the loss function and h(w, z) = max| ../ <g g(w, 2") be the adversarial
loss. Assume that w — g(w, z) is || - ||-Lipschitz with constant L, we have

|h(w, 2) = h(w', 2)|| < L]jw — w'.
Lemma C.2. (Mohri et al., 2018) Let || - || be an arbitrary norm and B be a ball of radius 1 in R%. Let C be a smallest
possible £-cover of B. Then,
3
as (%)

€
Lemma C.3. (El-Yaniv & Pechyony, 2009) Let G be a set of real-valued vectors in [—q,q|™ ™. Let Q1 = l + i,
32loq(4e)

Q2 = (m+u71/2)(16’i";2(maz(m ™) and cy = < 5.05. Then with probability of at least 1 — 0, forall g € G,

we have

Ru(g) S Rm(g) + m'rn—i-u(g

mu : @1Q2, 1
)+ a0@u/minm, )+ 201/ =5 n

Lemma C.4. (Bartlett et al., 2017) Let G be a real-valued function class taking values in [—q, q), where q¢ > 0 is a constant,
and assume that 0 € G. Then the transductive Rademacher complexity of G can be bounded as

C4p 12 [ravm
Ronia(@) < jnf (40 [ Vg NG e T T e
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Table 4. Summary of adversarial generalization analysis (m-number of training samples; u-number of test samples; NNs-Neural Networks;
*-expectation bound; f-optimization bound).

Reference Model Learning mode Analysis tool Convergence rate

Xing et al. (2021) Multi-layer NNs Inductive Uniform argument stability *O(1/m)
Xiao et al. (2022) Multi-layer NNs Inductive Uniform stability *O(1/m)
Yin et al. (2020) One-layer NN Inductive Rademacher complexity O(1/y/m)
Awasthi et al. (2020) Multi-layer NNs Inductive Rademacher complexity O(1/y/m)
Tu,Zhang, and Tao (2019) Multi-layer NN Inductive Covering number O(1/y/m)
Mustafa, Lei, and Kloft (2022)  Multi-layer NNs Inductive Covering number 1O (1 / m)

Ours Multi-layer GNNs  Transductive Covering number O(max{ =, 7=})

D. Additional Related Work.

Adversarial generalization analysis. As a powerful tool to explain generalization in adversarial training, classical learning-
theoretic measures can provide encouraging inspiration in adversarial generalization analysis for GNNs. Xing et al. (2021)
and Xiao et al. (2022) utilize algorithm stability to derive adversarial stability bounds for NN models, which are based
on certain algorithms such as SGD ( stochastic gradient descent). Awasthi et al. (2020) and Yin et al. (2020) provide an
adversarial generalization bound via the lens of Rademacher complexity with a restricted NN model structure. By using
covering number, Tu, Zhang and Tao (2019) transform the adversarial expected risk over a distribution to the standard
expected risk over a new distribution; Mustafa, Lei and Kloft (2022) approximate the complexity of the adversarial loss
class by a finite discrete space. Table 4 summarizes the related works in adversarial learning using various techniques.

E. Limitations

Though this paper does not involve topology attacks, given the similar adversarial generation settings for topology attacks
and node attacks, our analytical framework could be expanded upon the topology attacks.

To be more specific, let the adversarial graph be generated from {A : ||A| < ~}, where A = A — A’ denotes the
perturbation matrix added to the original adjacency matrix. The adversarial loss w.r.t. adversarial graph is defined by
max & <, £( fi(A,X, W), y;). Analyzing analogously to the node attacks, we could measure the complexity of the
adversarial loss function class by utilizing the covering number techniques, which is the main methodology developed in this
paper (Lemma 4.6). This requires an additional assumption that the adversarial loss is L 4-Lipschitz continuous regarding
the adjacency matrix A, where the constant L 4 can be derived if given specific GNN models. Finally we can solve the
measurement difficulty caused by the graph topology perturbations and apply it to our main results (Theorem 4.8). The
remaining analysis will be left to future work.

F. Additional Experiments.

This section provides the detailed experimental configuration and results for adversarial training on GNNs. Unless otherwise
indicated, we adopt a two-layer GNN with the ELU activation in each layer and log-softmax activation for output, where the
number of hidden units is fixed to 64. v and K in APPNP are set as 0.5 and 10, respectively. « in GCNII is set as 0.1 and
B =log(§/L + 1), where L is the number of layers and £ is fixed to 1. Notably, the learning rate of CoraFull is set as 0.2
with a weight decay of 1e-4. The implement is GeForce RTX 3080 GPU.

Next, we provide the numerical discussion for the experimental results of the remained datasets from the main text, other
influencing factors assessment (comparison of different GNNs and different feature dimensions), and other classical attack
methods (FGSM (Goodfellow et al., 2015) and BIM (Kurakin et al., 2017)).

Graph filter. Based on the default settings, when the unnormalized filter g(A) = A + I is adopted, the learning rate 7 is
set by 0.01, where 7 = 0.001 for CS and T" = 400 for CoraFull, and the aggregation hop K of APPNP is set as 1. Figure
7-8 show the experimental results of the remaining datasets from the main text, Figure 9-11 present the results of adversarial
training attacked by BIM, which exhibit a similar trend with PGD.

Model architecture. For a clearer comparison, we adopt the unnormalized filter, and the experimental setup is similar to the
experiments of the graph filter. Figure 12 shows the results of hyper-parameter «y in APPNP and « in GCNII of the remained
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Figure 7. The generalization gap for different graph filters g(A) with increased perturbations 6 (attacked by PGD).

datasets from the main text. Moreover, Figure 13-14 show the results of adversarial training attacked by FGSM, which
exhibit a similar trend with PGD.

Model selection. We compare the adversarial generalization gaps of three different GNN models. Figure 3 reveals that
GCN has the largest generalization gap in its deep version, as GCNII and APPNP can improve their performance by their
well-crafted architectures, especially by their optimizable parameters. Figure 16 and 17 present the results of adversarial
training attacked by BIM and FGSM, respectively, indicating that our analysis has a wide range of applications to attack
methods.

Number of layers. Based on the default settings, when the number of layers L is bigger than 5, the iteration 7" is set as 400
for CoraFull. Figure 18-19 display the experimental results of the remaining datasets from the main text, Figure 20-22 show
the results of adversarial training attacked by BIM.

Regularization parameter. Figure 23-24 present the experimental results of the remaining datasets from the main text,
Figure 25-27 show the results of adversarial training attacked by FGSM, which exhibit a similar trend with PGD.

Feature dimension. Based on the default settings, the number of hidden units is set as 128. Figure 28-29 present the
experimental results of the remaining datasets from the main text, Figure 30-32 show the results of adversarial training
attacked by BIM.
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Figure 17. The generalization gap for different GNN models with increased perturbations 6 (attacked by FGSM).
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Figure 18. The generalization gap for different adversarial perturbations 6 (attacked by PGD) with increased number of layers L.
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Figure 19. The generalization gap for different adversarial perturbations 6 (attacked by PGD) with increased number of layers L.
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Figure 20. The generalization gap for different adversarial perturbations 6 (attacked by BIM) with increased number of layers L.
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Figure 21. The generalization gap for different adversarial perturbations 6 (attacked by BIM) with increased number of layers L.
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Figure 22. The generalization gap for different adversarial perturbations 6 (attacked by BIM) with increased number of layers L.
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(c) Experiments of adversarial training on DBLP

Figure 23. The generalization gap for different regularization parameter A with increased perturbations 6 (attacked by PGD).
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(a) Experiments of adversarial training on DBLP
GCN APPNP GCNII
=—1=0 ods
050 I =01 481
g —e— 1 =0.2 g god
2 W—H 2 2
c c c
3 S S
Ko g g 0.44
s s B
: : :
O o401 {'—H_*\H——f & 0421 3
0.42

0,000 0.008 0016 0,024 0,000 0.008 0016 0.024 0,000 0.008 0016 0024
q q

(b) Experiments of adversarial training on CoraFull

Figure 24. The generalization gap for different regularization parameter A with increased perturbations 6 (attacked by PGD).
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(a) Experiments of adversarial training on Citeseer
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(b) Experiments of adversarial training on Cora

Figure 25. The generalization gap for different regularization parameter A with increased perturbations 6 (attacked by FGSM).
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(b) Experiments of adversarial training on DBLP

Figure 26. The generalization gap for different regularization parameter A with increased perturbations € (attacked by FGSM).
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(b) Experiments of adversarial training on CoraFull

Figure 27. The generalization gap for different regularization parameter A with increased perturbations € (attacked by FGSM).
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(a) Experiments of adversarial training on Citeseer
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(c) Experiments of adversarial training on DBLP

Figure 28. The generalization gap for different input feature dimension d with increased perturbations € (attacked by PGD).
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(b) Experiments of adversarial training on CoraFull

Figure 29. The generalization gap for different input feature dimension d with increased perturbations 6 (attacked by PGD).
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(b) Experiments of adversarial training on Cora

Figure 30. The generalization gap for different input feature dimension d with increased perturbations 6 (attacked by BIM).
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(a) Experiments of adversarial training on Pubmed
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(b) Experiments of adversarial training on DBLP

Figure 31. The generalization gap for different input feature dimension d with increased perturbations 6 (attacked by BIM).
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(a) Experiments of adversarial training on CS
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(b) Experiments of adversarial training on CoraFull

Figure 32. The generalization gap for different input feature dimension d with increased perturbations 6 (attacked by BIM).
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