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Abstract

Recent advances in large language models (LLMs) have intensified the need to1

understand and reliably curb their harmful behaviours. We introduce a multidimen-2

sional framework for probing and steering harmful content in model internals. For3

each of 55 distinct harmfulness subconcepts (e.g., racial hate, employment scams,4

weapons), we learn a linear probe, yielding 55 interpretable directions in activation5

space. Collectively, these directions span a harmfulness subspace that we show6

is strikingly low-rank. We then test ablation of the entire subspace from model7

internals, as well as steering and ablation in the subspace’s dominant direction. We8

find that dominant direction steering allows for near elimination of harmfulness9

with a low decrease in utility. Our findings advance the emerging view that concept10

subspaces provide a scalable lens on LLM behaviour and offer practical tools for11

the community to audit and harden future generations of language models.12

1 Introduction13

Large language models have become ubiquitous in everyday life. Models with incredible capabilities14

are becoming available to the average user. However, along with this increase in access and ability15

comes an increase in risk due to their use by malicious agents [Bender et al., 2021, Anthropic, 2023,16

Bommasani et al., 2021]. Harmful content in the training data gives models the capability to generate17

harmful responses [Su et al., 2024]. Previous work has focused on eliminating this harmful capability18

through methods such as direct preference optimization [Kim et al., 2025, Liu et al., 2024], safety19

fine-tuning [Choi et al., 2024, Ouyang et al., 2022], and data attribution [Pan et al., 2025b].20

The burgeoning field of mechanistic interpretability focuses on studying model internals and attempt-21

ing to extract semantic meaning [Marks et al., 2024, Nanda et al., 2023, Lindsey et al., 2025]. The22

Linear Representation Hypothesis conjectures that models represent concepts as vectors in feature23

space [Elhage et al., 2022, Park et al., 2023, Jiang et al., 2024]. Recent works have studied the linear24

representation of features such as truth [Li et al., 2023, Marks and Tegmark, 2023], refusal [Arditi25

et al., 2024], sentiment [Tigges et al., 2023], and others. The two most common methods of extracting26

these representations are difference-in-means [Arditi et al., 2024] and linear probing [Li et al., 2023].27

Other works explore the multi-dimensional geometry of representations in feature space, examining28

concepts such as truth [Yu et al., 2025], safety [Pan et al., 2025a], and refusal [Wollschläger et al.,29

2025, Hildebrandt et al., 2025] through methods such as low-rank decomposition [Pan et al., 2025a]30

and weight orthogonalization [Yu et al., 2025, Wollschläger et al., 2025].31

In contrast, this work aims to (1) construct a multi-dimensional representation space of harmfulness32

by considering the linear representations of its subconcepts. We (2) establish that the harmfulness33

subspace is low-rank linear by computing its effective rank at different energy values. Finally, our34
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Figure 1: An overview of the paper’s methods. (1) Harm prompts, divided into harmful subcategories,
as well as a set of safe prompts, are passed into a language model, and the attention hidden states
are used to train subcategory-specific linear probes. (2) Token-level visualizations are performed
using these probes. (3) A harmfulness subspace is constructed, and singular value decomposition
is performed to compute the effective rank and extract a dominant direction. (4) Within the model,
subspace and dominant direction ablation are performed, as well as dominant direction steering.

work (3) produces a linear representation of harmfulness by finding the dominant direction within35

this harmfulness subspace.36

Representational Ablation is the orthogonalization of model hidden state space to representation37

vectors to remove it from model outputs. It has been applied to topics such as refusal Arditi et al.38

[2024], single-directional harmfulness Yao et al. [2024], and others. Our work runs steering and39

ablation over the harmfulness subspace and the discovered dominant direction. We establish (4) that40

steering in the dominant direction of the harmfulness subspace allows for near elimination of harmful41

responses on a jailbreak dataset with a minor decrease in utility.42

2 Linear Probing43

We ran all experiments on LLAMA-3.1-8B-INSTRUCT Grattafiori et al. [2024]. We replicate44

experiments from sections 2, 3, and 5 on QWEN-2-7B-INSTRUCT Yang et al. [2024] in Appendix G.45

All experiments were conducted on a single NVIDIA A40 GPU (48 GB VRAM) with 48 GB system46

RAM and 9 vCPUs. The container disk provided 40 GB with an additional 40 GB mounted volume47

(80 GB total).48

2.1 Location of Probing49

We probe on the model’s attention output hidden states. During our experiments on LLAMA-3.1-8B-50

INSTRUCT, we compared both attention output and the residual stream, and found attention output to51

be better on practically all metrics. Results for the residual stream can be found in Appendix D. We52

also provide a comparison of the results between the different sections of the model in Table 1.53

2.2 Probe training and evaluation54

We used linear probes trained on the model’s attention output hidden states during processing of55

all tokens on the 55 harmfulness subcategories from CATEGORICALHARMFULQA Bhardwaj et al.56

[2024], with 10 prompts per subcategory, using 10 prompts from ALPACA Taori et al. [2023] as a57

safe baseline, thus defining n = 55 harm subconcept directions. The probe for a given subcategory k58
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Section of Model Mean Test
Accuracy

Mean Out of
Distribution
Accuracy

Best
JAILBREAKBENCH
Safety Score

Attention Output 0.90 0.65 1.00
Residual Stream 0.89 0.60 0.94

Table 1: Comparison between experiments on different sections of the model, run on LLAMA-3.1-
8B-INSTRUCT
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(a) Accuracies of the base linear probes.
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(b) Accuracies of the linear probes trained on the
model with the orthogonalized hidden states.

Figure 2: Probe accuracies by layer and harmfulness subcategory, displaying the even layers and 15
randomly sampled harm subcategories, for original classifiers and those trained on the orthogonalized
hidden states. Probes show high accuracy across the board, with a dip in Layer 2 for both types of
probes. Accuracy does not tend to vary with subcategory.

is defined in Equation 1.59

fk(x) = σ(wkx+ bk) (1)

Where the directions in state space for each concept are given by wk. We train probes for 100 epochs60

with a learning rate of 0.001 and a Train-Validation-Test split of 80-10-10.61

We report held-out test set accuracy on even layers and 15 randomly sampled subcategories by62

subcategory and by layer in Figure 2a, full results in Figure 8a in Appendix A, and the AUC-ROC63

(Bradley [1997]) score by subcategory and by layer in Figure 9a in Appendix B. We find high64

accuracies and AUC-ROC scores across layers and subcategories for probes on both LLAMA-3.1-65

8B-INSTRUCT and QWEN-2-7B-INSTRUCT (See Figures 20a and 21a in Appendix G).66

2.3 Training of probes on orthogonalized hidden states67

To test the idea that the harmfulness subconcepts are represented by a single direction, we trained new68

probes (with the same training parameters) on the hidden states during processing of CATEGORICAL-69

HARMFULQA after the direction from the weight vector of the previous probe for the corresponding70

layer and subcategory had been ablated. The ablation was performed by removing the projected71

component of the weight vector from the hidden state, described in Equation 2.72

x′ = x− xTwk

wT
k wk

wk (2)

We once again report accuracy on a held-out test set, reported by subcategory and by layer on even73

layers and 15 randomly sampled subcategories in Figure 2b, with full results in Figure 8a in Appendix74

A, and AUC-ROC, reported by subcategory and by layer in Figure 9b in Appendix B. For these75

probes, we again find high accuracies and AUC-ROC scores across layers and subcategories for76

probes on both LLAMA-3.1-8B-INSTRUCT and QWEN-2-7B-INSTRUCT (See Figures 20b and 21b77

3



5 10 15 20 25 30
Layer

0.0

0.2

0.4

0.6

0.8

1.0

Ac
cu

ra
cy

GSM8K
HarmBench

Figure 3: Out of Distribution Ensemble
HARMBENCH Accuracy and GSM8K accu-
racy by layer. GSM8K accuracy stays within
the same range for most layers, while HARM-
BENCH accuracy drops off for earlier and later
layers.
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Figure 4: Tradeoff between JAILBREAK-
BENCH jailbreak safety and utility for different
steering levels, steering on layers 11, 12, 16,
19, and 24. As the steering level increases,
safety from jailbreaks tends to increase while
utility tends to decrease.

in Appendix G). These high-accuracy results indicate that each subcategory may be further separable78

into a nonlinear representation space.79

2.4 Evaluation on Out of Distribution Data80

To test the generalizability of our probes, we tested the accuracy on out of distribution safe and81

harmful data. We used GSM8K (Cobbe et al. [2021]) as the safe dataset and HARMBENCH (Mazeika82

et al. [2024]) as the harmful dataset, processing N = 100 prompts from each. Since the models83

classify independent types of harmfulness, we ensembled them into a single harmfulness classifier,84

using the rule described in Equation 3.85

fensemble(x) = max
k

(σ(wkx+ bk)) (3)

We report the classification accuracy on safe and harmful data. Figure 3 shows the out of distribution86

ensemble accuracy on HARMBENCH and GSM8K by layer. We find that for LLAMA-3.1-8B-87

INSTRUCT, while GSM8K accuracy remains fairly constant and high, HARMBENCH is high for88

intermediate layers and dips at the beginning and end, tending to overclassify as safe near the89

extreme layers. This could be because the model tends to process more pattern-based aspects of the90

harmfulness subcategories within the training dataset at the extreme layers. However, the QWEN2-91

7B-INSTRUCT HarmBench accuracy is overall much lower, tending to overclassify as safe. See92

Figure 22 in Appendix G.93

3 Shape of the harmfulness subspace94

3.1 Effective rank95

We attempt to obtain the linear dimensionality of the harmfulness subspace by computing the effective96

rank K as in Equation 4.97

K = min
{
m :

∑m
k=1 σ

2
k∑n

k=1 σ
2
k

≥ τ
}

(4)

Such that K is the minimum number of components to represent τ proportion of the variance of the98

subspace and σk are the singular values obtained from Equation 5.99

SVD([wT
1 |wT

2 |...|wT
n ]) (5)
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(a) Effective rank versus energy for the base clas-
sifiers. Effective rank quickly drops to one with
decreasing energy, indicating that the subspace is
highly low-rank linear.
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(b) Effective rank versus energy for the classifiers
trained on orthogonalized hidden states. Effective
rank drops to one slower than for the base classifier,
indicating that while this subspace is low-rank lin-
ear, it is less linear.

Figure 5: Effective rank versus energy

We compute this separately for both the base classifiers and those trained on the orthogonalized100

hidden states. Figure 5a shows the effective rank plotted against energy for different layers for the101

base classifier, and Figure 5b shows the same for the classifiers trained on the orthogonalized hidden102

states.103

3.2 The harmfulness subspace is low-rank linear104

With τ = 0.95, the classifier vectors from all but the second-to-last layer of the model have effective105

rank K = 1. This indicates that the harmfulness subspace is low-rank linear.106

While the subspace formed by the probes trained on the orthogonalized hidden states does not reach107

K = 1 for any layer at τ = 0.95, all layers reach effective rank K = 1 by τ = 0.84, such that108

the subspace formed by the probe vectors is also low-rank linear. This indicates that the subspace109

formed by the probes is approximately a linear direction orthogonal to that formed by the subspace110

formed by the original probes. We find similar low-rank linearity for both types of probes trained on111

QWEN2-7B-INSTRUCT, but obtained at lower energy values. See Figure 23 in Appendix G.112

4 Token Visualization113

4.1 Top-triggered tokens114

We analyze token-level relevance scores produced by the probes at the five most accurate layers115

identified in the out of distribution evaluation from Section 2.4: layers 11, 12, 16, 19, and 24. For116

each layer and each of five sampled harm subcategories from CATEGORICALHARMFULQA, we117

compute word-level subcategory relevance as assigned by the classifiers (Equation 1) on N = 300118

prompts from the REALTOXICITYPROMPTS dataset [Gehman et al., 2020]. For each subcategory and119

layer, we rank all words by their probe-assigned relevance (taking the average for words represented120

by multiple tokens) and extract the top 10 most relevant words. Table 2 lists the highest-scoring121

words across layers and categories. Many triggers (e.g., culprit, website, chief ) are contextually122

related to the specific subcategory, reflecting the classifier’s ability in detecting contextually-related123

harmful tokens for each category.124

Across categories, the top 10 trigger words often show high semantic relevance, reflecting the learned125

latent associations embedded in the model’s internal representations. However, many tokens are still126

semantically-unrelated and harmless, such as say, top, or stopped. In addition, some words might127

be semantically related while not necessarily reflecting harmfulness. This reflects the possibility128

that probes may capture abstract patterns in the training data tied to contextual usage rather than129

explicit harm. This observation underscores the interpretability challenge of token-level probing, in130
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Category (Layer) Tokens and Relevance Scores

Employment Scams (L11) priority 0.98 website 0.97 stopped 0.96 warned 0.96 culprit 0.96
chief 0.95 say 0.94 features 0.93 top 0.93 high 0.92

Tax Planning (L12) effective 0.99 warned 0.98 security 0.98 medicines 0.96 handled 0.94
employers 0.93 fast 0.93 experts 0.92 someone 0.92 beyond 0.91

Weapon (L16) Talal 0.94 the 0.94 Halifax 0.93 security 0.92 Fairfield 0.92
spokesman 0.91 beyond 0.90 precise 0.90 experience 0.89 terrorism 0.88

Data Theft (L19) the 0.94 Fairfield 0.93 Talal 0.93 Halifax 0.93 security 0.93
beyond 0.91 spokesman 0.91 precise 0.90 experience 0.89 hardware 0.89

Racial/Ethnic Hate (L19) quantify 0.94 wants 0.92 within 0.89 better 0.88 Will 0.87
statement 0.87 terrorism 0.87 fortunes 0.86 effective 0.86 than 0.85

Tax Planning (L24) freshly 0.99 set 0.99 warned 0.99 trying 0.98 effective 0.98
within 0.98 For 0.97 hacked 0.96 acknowledge 0.98 quantify 0.88

Table 2: Top 10 trigger tokens for selected harmfulness categories across key transformer layers.

which relevance scores are not always aligned with the true notions of harmfulness. In turn, this131

motivates the need for careful manual inspection and follow-up visualization to ensure meaningful132

interpretation of model behavior. The prevalence of benign tokens with high scores also shows the133

need for visual inspection in subsequent heatmap analyses.134

4.2 Token-level heatmap visualization135

To better understand where and how the model detects signals of potential harm, we render heatmaps136

for two complementary perspectives: (1) a composite handcrafted prompt spanning all of the five137

sampled subcategories, (2) sampled prompts from REALTOXICITYPROMPTS, using both the input and138

the generated responses for each of the sampled prompt from REALTOXICITYPROMPTS, exposing139

how saliency evolves throughout generation.140

Each word is colored based on its normalized relevance, which we normalize by using min-max141

scaling within each individual layer. For every prompt, we collect the raw relevance scores of all142

tokens from a given layer and identify the minimum and maximum values among them. Each143

token’s score is then rescaled so that the lowest score becomes 0 and the highest becomes 1, with all144

other values proportionally adjusted between. Here, red represents the highest level of harmfulness.145

Sub-tokens are merged into words to improve interpretability, and normalization is done per layer.146

4.2.1 Composite prompt heatmaps.147

We begin with a manually constructed composite prompt that contains a harmful representative of all148

five sampled harm subcategories, and run those across all five top-performing layers. The resulting149

token-level heatmap visualizations for the Employment scams subcategory at layer 12 can be seen in150

Figure 6.151

The visualization highlights sharply localized saliency on terms such as “confidential company152

databases”, “client files”, and “collect sensitive information”, suggesting strong alignment between153

probe activations and contextually-aligned harmful concepts.154

4.2.2 Prompt-specific input–response contrast.155

To evaluate generalization, we select N=5 prompts per subcategory from REALTOXICITYPROMPTS,156

chosen for overlap with top-trigger words to ensure that the sampled prompts align with each157

subcategories, resulting in more interpretable visualizations. We probe whether harmful saliency in158

the input persists into the model’s output. For each harm subcategory, we generate one model response159

and visualize both input and response activations. Figures 7 present a pair of such visualizations for160

the Weapon subcategory.161

Together, these visualizations reveal interpretable patterns in how the model attributes relevance across162

tokens. Certain words like “weapons”, “chemical”, or “attack” consistently receive high scores,163
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Figure 6: Token-level heatmap for Employment scams at layer 12 on a composite prompt. Colour
intensity denotes normalized probe score (white < pink < red).

Figure 7: Input-Response contrast heatmap from REALTOXICITYPROMPTS (Weapon) on layer 10.
Tokens such as “weapons”, "attack" and “chemical” consistently receive high relevance.

suggesting that the probes are capturing semantically aligned signals. However, other activations164

still appear more scattered or contextually ambiguous, such that they may detect harmfulness in165

less semantically related tokens, while others may detect harmlessness in more semantically related166

ones. These heatmaps reveal both the power and the pitfalls of probe-based analysis, such that167

they can surface hidden semantic patterns while exposing the importance of proper normalization,168

interpretability safeguards, and looking across layers to avoid overfitting to noisy or misleading169

signals.170

5 Steering and Ablation Experiments171

In an attempt to improve model security against harmful attacks, we ran steering and ablation172

experiments on the harm subspace and dominant direction. We ablate by removing the projected173

component as defined in Equation 2, and steer using the definition in Equation 6.174

x′ = |x| x− αv

|x− αv|
(6)

Where v is the steering vector and α is the steering strength, and keeping the norm constant for175

regularization. Similar to section 4.1, we selected the top 5 layers to steer and ablate on based on the176

out of distribution evaluation in section 2.4.177

5.1 Evaluation178

We run model generation on the N = 100 harmful prompts from JAILBREAKBENCH Chao et al.179

[2024] with base, steered, and ablated models. We evaluate the generations from the intervened models180

using LLAMA-GUARD-3-8B Grattafiori et al. [2024], a model fine-tuned to detect harmfulness,181

with the default system prompt (Appendix H). We also evaluate the multiple-choice accuracy of the182

models on MMLU [Hendrycks et al., 2021b,a] to determine utility.183
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Ablation JAILBREAKBENCH safe response proportion MMLU accuracy
None 0.89 0.55
Entire subspace 0.91 0.51
Dominant Direction 0.91 0.60

Table 3: Evaluated safety and utility from ablating both the entire subspace and the dominant direction

AutoDAN Attack Success Rate
No Steering 0.94
Steering 0.5

Table 4: AutoDAN Attack Success Rate with and without dominant direction steering. Steering
greatly reduces attack success rate.

5.2 Subspace ablation184

We ablate the entire subspace by ablating every harmful direction as defined in Equation 2. We185

find that ablating the entire subspace leads to a minor decrease in jailbreak penetration with no186

significant change in utility (See Table 3). We hypothesize this is due to the further complexities187

of each dimension of harmfulness that are not ablated, as shown by the high orthogonal classifier188

accuracies in section 2.3. We find similar results for ablation on QWEN2-7B-INSTRUCT, reported in189

Table 9 in Appendix G.190

5.3 Dominant Direction191

Due to our previous results showing the harmfulness subspace was low-rank linear, we also steered192

and ablated using the dominant direction in the harmfulness subspace, defined as the top component193

of the singular value decomposition from Equation 5. Ablation once again leads to a minor decrease in194

jailbreak penetration with a low decrease in utility (See Table 3). The similarity between the ablation195

results on the entire subspace and dominant direction supports the low-rank linearity found in section196

3. We find that steering in the dominant direction greatly decreases jailbreak penetration without a197

significant change in utility, and further steering eliminates it with a minor decrease in utility. We198

report the tradeoff in jailbreak accuracy and utility in Figure 4. In QWEN2-7B-INSTRUCT, dominant199

direction steering, greatly reduces but does not eliminate harmfulness, while MMLU accuracy does200

not significantly change. See Figure 24 in Appendix G.201

5.4 Evaluation on AutoDAN202

We run evaluation for dominant direction steering on the hierarchical genetic algorithm defined in203

AutoDAN Liu et al. [2023], which optimizes a harmful prompt over multiple iterations. We randomly204

sample N = 200 ADVBENCH Zou et al. [2023] prompts to use. We use the steering level with the205

best performance in the previous section (for LLAMA-3.1-8B-INSTRUCT, α = 2.0). We provide206

results for LLAMA-3.1-8B-INSTRUCT in Table 4, and for QWEN-2.7-7B-INSTRUCT in Table 10207

in Appendix G. We find a major reduction in Attack Success Rate, or the proportion of successful208

jailbreaks, for LLAMA-3.1-8B-INSTRUCT, but for QWEN-2.7-7B-INSTRUCT, we find an Attack209

Success Rate of 1.0 with and without steering. This indicates that LLAMA-3.1-8B-INSTRUCT may210

have a stronger concept of harmfulness than QWEN-2.7-7B-INSTRUCT.211

6 Discussion212

6.1 Limitations213

Our study has many limitations. The first is that of model generalizability. Due to our limited model214

testing, our results may not generalize well to other untested models of differing scales. Also, the215
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subcategories of harmfulness tested are not extensive, limited by the dataset used, and may not include216

all possible subcategories of harmful model responses. Our method of extracting the direction for the217

different harmfulness subcategories is also imprecise and may not extract the exact direction. Our218

results also generalize only to the part of the model we probe on. In addition, ’utility’ of a model is a219

very broad term, and our tests in the steering section are limited and do not encompass all possible220

definitions. Finally, our computation of harmfulness is subject to the model used for evaluation and221

may not completely capture the harmfulness of responses.222

6.2 Conclusion223

Our work presents a geometric approach to understanding and mitigating harmfulness in LLMs by de-224

composing it into 55 linear subconcept directions. Token-level visualizations reveal both meaningful225

and noisy relevance patterns, highlighting the interpretability limits of probe-based methods. Probe226

weight directions form a low-rank harmfulness subspace, with a single dominant vector capturing227

much of the structure. Steering and ablation along this direction effectively reduce harmful genera-228

tions with minimal utility loss. Overall, our results underscore the value of multidimensional probing229

for uncovering latent harmful behaviors and designing more controllable and transparent models.230
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(a) Full accuracy results of the base linear probes. All values are over 0.84, with a mean of about 0.9. Layer
2 shows a significant decrease in accuracy compared to the other layers for all subcategories. There is no
significant variance in overall accuracy between subcategories.
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(b) Full accuracy of the linear probes trained on the model with the orthogonalized hidden states. All values are
over 0.83, with a mean of about 0.87. Layer 2 once again shows a significant decrease in AUC-ROC compared to
the other layers for all subcategories. There is no significant variance in overall accuracy between subcategories.

Figure 8: Probe accuracy by layer and harmfulness subcategory for original classifiers and those
trained on the orthogonalized hidden states.
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(a) AUC-ROC of the base linear probes, with a mean of about 0.97. Other than Layer 2, all are at or above 0.94.
Layer 2 shows a significant decrease in accuracy as compared to the other layers for all subcategories. There is
no significant variance in overall AUC-ROC between subcategories.
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(b) AUC-ROC of the linear probes trained on the model with the orthogonalized hidden states, with a mean of
about 0.96. Other than Layer 2, all are at or above 0.91. Layer 2 shows a significant decrease in AUC-ROC as
compared to the other layers for all subcategories. There is no significant variance in overall AUC-ROC between
subcategories.

Figure 9: Probe AUC-ROC by layer and harmfulness subcategory for original classifiers and those
trained on the orthogonalized hidden states.

C Clustering445

We run K-Means on the weight vectors. We construct an ’interpretable clustering’ by grouping446

weight vectors together based on the broader categories encompassing the subcategories defined in447

CATEGORICALHARMFULQA. We compute the Adjusted Rand Index (Halkidi et al. [2002]) score448

between the K-Means clusters and those from the ’interpretable clustering.’449

We find an average adjusted rand index of about 3.1 · 10−4, with the highest index being 0.072, indi-450
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Layer Adjusted Rand Index Layer Adjusted Rand Index
1 0.035 9 0.013
2 0.054 10 -0.034
3 -0.017 11 -0.0058
4 0.0062 12 -0.026
5 -0.036 13 0.029
6 -0.015 14 -0.044
7 -0.0076 15 0.018
8 -0.015 16 0.067

17 -0.045 25 -0.030
18 0.072 26 0.040
19 -0.056 27 0.0044
20 0.0063 28 0.038
21 -0.0035 29 0.0088
22 0.037 30 -0.020
23 -0.011 31 -0.0079
24 -0.012 32 -0.049

Table 5: Adjusted Rand Index at different layers. No layers show significant ARI

cating that the weight vector clusters do not match the groupings from CATEGORICALHARMFULQA.451

Full results are reported in Table 5.452
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D Results from Residual Stream Probes453

D.1 Residual Stream Probe Accuracy454
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Figure 10: Full accuracy results of the base linear probes trained on the residual stream, with a mean
of about 0.89. Outside of Layer 1, all values are at or above 0.84. Similar to the attention output
probes, there is a dip in accuracy at Layer 1. There is no significant variance in overall accuracy
between subcategories.
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Figure 11: AUC-ROC of the base linear probes for the residual stream probes, with a mean of about
0.88. AUC-ROC drops significantly for a few probes, with a minimum value of 0.37. There is no
significant variance in overall AUC-ROC between subcategories.
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D.3 Residual Stream Out of Distribution Accuracy456
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Figure 12: Out of Distribution Ensemble HARMBENCH Accuracy and GSM8K accuracy by layer for
the residual stream probes. GSM8K tends to have high accuracy, while HARMBENCH is typically
low, peaking near the mid-to-low layers.

D.4 Residual Stream Steering and Ablation Results457

We select the top 5 layers by out of distribution accuracy from the analysis on the residual stream to458

run steering and ablation on: 9, 11, 12, 14, and 15.

Ablation JailbreakBench safe responses (%)
None 89
Entire subspace 94
Dominant Direction 92

Table 6: Ablation Results. Interestingly, subspace ablation beats steering and dominant direction
ablation. Subspace ablation also performs better on residual stream probes than attention output
probes.

459
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Figure 13: Dominant direction steering JAILBREAKBENCH safety percentage for residual stream
probes versus steering strength. Varies wildly, peaking at about 0.92. Shows no consistent improve-
ment.

E Further Experiments on Token Visualizations460

E.1 Contextual Sensitivity461

To understand how token relevance varies based on surrounding context, we test a small set of462

potentially sensitive words across three types of sentences: neutral, harmful, and positive, as shown in463

Figure 14. Specifically, we examine tokens like knife, minority, immigrant, and weapon, each464

placed in carefully designed prompts reflecting different semantic tones. These visualizations show465

how the model’s internal relevance for these words shifts depending on the context in which they466

appear, even when the token itself stays constant. Each heatmap summarizes the token’s importance467

scores across five representative layers.468

E.2 Token Overlaps469

To further understand how harmfulness signals are distributed within the model, we examine which470

tokens repeatedly appear as frequent activators across different layers, as shown in Figure 15. By471

visualizing token-layer overlaps, we can identify which trigger words are consistently influential472

versus those that emerge only in specific parts of the model. This helps uncover whether certain473

tokens are universally salient indicators of harmful content or whether they play more localized roles474

at specific depths. Figure 15 presents these overlaps for the Weapon category.475

E.3 Misfires476

While our classifiers are effective at identifying harmful tokens, they occasionally assign high477

harmfulness scores to benign prompts, as shown in Table 7. We refer to these cases as misfires;478

instances where the token may appear harmful in isolation, but is clearly non-threatening when479
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(a) Contextual sensitivity for token "knife". (b) Contextual sensitivity for token "minority".

(c) Contextual sensitivity for token "immigrant". (d) Contextual sensitivity for token "weapon".

Figure 14: Contextual sensitivity visualizations for selected harmful tokens.

Figure 15: Token overlaps across 10 different layers for category "Weapon". 1 = Present, 0 = Absent

viewed in full context. This table highlights a few notable examples where the model incorrectly480

flagged terms like weapon, illegal, and confidential due to surface-level associations, despite481
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Token Context True Label Score Notes

weapon The chef skillfully sharpened his
kitchen knives and other cooking
weapons before the big competi-
tion.

0 0.92 Non-harmful use: ‘weapon’
refers to kitchen tools, not vio-
lence.

illegal She was watching a documentary
about the prohibition era and how
alcohol was illegal back then.

0 0.88 ‘Illegal’ is a historical reference,
not a current crime.

threat The weather report issued a se-
vere threat of thunderstorms this
weekend.

0 0.85 ‘Threat’ refers to weather, not
harm.

client Our client recently adopted a new
puppy and is looking for training
advice.

0 0.83 Benign business context; no
harm.

confidential The club’s secret recipe is confi-
dential and only shared with new
members after training.

0 0.81 ‘Confidential’ refers to a recipe,
not sensitive/harmful info.

Table 7: Classifier misfires: tokens flagged as harmful despite clearly benign, context-rich prompts.

the prompts being entirely safe. These cases emphasize the importance of contextual understanding482

in harm detection.483

E.4 Cross-layer Token Relevance484

To explore how relevance evolves throughout the model’s depth, we track the normalized scores485

of individual tokens across a range of layers, as shown in Figure 16. The plot below shows how486

five tokens: sensitive, information, confidential, client, and files are treated by the487

Employment scams classifier over layers 12 to 24. Interestingly, several tokens exhibit a U-shaped488

trajectory, with lowered salience in mid-layers and heightened emphasis in later stages. These489

patterns suggest that certain signals may be temporarily compressed before re-emerging as strongly490

discriminative in deeper layers.491

F Orthogonalized Token Visualizations492

F.1 Top-triggered tokens493

We once again conduct a detailed analysis of token-level relevance scores produced by the classifiers494

across six of the highest-performing layers on the orthogonalized probes, specifically, layers 8, 13,495

14, 20, 24, and 28. For each of these layers, we identify and report the top 10 trigger tokens that elicit496

the strongest activations along the learned harmfulness directions, as done with the base classifier on497

Table 2. These tokens represent inputs that the model considers most indicative of a specific harmful498

category. The results are summarized in Table 8.499

F.2 Composite prompt heatmaps500

To analyze token-level salience within a full harmful prompt, we once again generate heatmaps using501

the probes trained on the orthogonalized hidden states in addition to the experiments that we ran502

on the base probes (as shown in Figure 6. Figure 17 presents a group of heatmap visualizations503

for the classifier at layer 8, 13, 14, 20, 24, and 28, showing how strongly each token activates the504

harmfulness probe. High-scoring spans (in deeper red) tend to align with manipulative phrases and505

scam-related keywords, indicating the probe’s ability to localize the relevant subsequences.506

F.3 Prompt-specific input–response contrast507

To explore context sensitivity, we once again contrast token salience in both the input and generated508

response of harmful prompts. Figure 18 presents a layer-wise visualization (layers 8 to 28) using509
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Figure 16: Cross-layer relevance patterns for five tokens flagged by the Employment scams classifier.

Category (Layer) Tokens and Relevance Scores

Employment Scams (L08) life 0.79 quantify 0.76 phone 0.72 accord 0.72 launching 0.71
depth 0.69 figures 0.68 research 0.68 aimed 0.68 inquiry 0.67

Employment Scams (L24) Paul 0.99 media 0.98 contractors 0.98 favored 0.97 expect 0.97
Space 0.97 web 0.97 Talal 0.97 pick 0.97 emphasizing 0.96

Tax Planning (L13) prevent 0.80 else 0.74 overturned 0.73 battle 0.72 stopped 0.70
including 0.70 notice 0.70 remarks 0.69 highlights 0.69 ultra 0.68

Weapon (L20) less 0.97 Saban 0.96 attitude 0.96 defence 0.95 impose 0.94
independent 0.94 Against 0.94 soil 0.93 responded 0.92 bulletin

Racial/Ethnic Hate (L28) thriller 0.99 Ultra 0.99 invariably 0.98 Their 0.97 hit 0.97
Marsden 0.96 film 0.96 hardware 0.96 Select 0.96 Dawn 0.95

Table 8: Top 10 trigger tokens for selected harmfulness categories across key transformer layers.

Figure 17: Token-level heatmap for Employment scams at layer 8 on a composite prompt. Colour
intensity denotes normalized probe score (white < pink < red).
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orthogonalized probes on examples from the REALTOXICITYPROMPTS dataset. The shift in activation510

from prompt to response highlights how certain harmful concepts (e.g., deceitful or coercive language)511

may be amplified or reframed by the model during generation.512

Figure 18: Input heatmap from REALTOXICITYPROMPTS on layer 8, 13, 14, 20, 24, and 28.

Figure 19: Response heatmap from REALTOXICITYPROMPTS on layer 8, 13, 14, 20, 24, and 28.
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G Qwen Results513

We replicate experiments from sections 2, 3, and 5 on QWEN-2.7-7B-INSTRUCT.514

G.1 Qwen Accuracy515
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(a) Full accuracy results of the base linear probes for Qwen. All values are over 0.84, with a mean of about 0.89.
There is no significant variance in overall accuracy between subcategories.
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(b) Full accuracy of the linear probes trained on the model with the orthogonalized hidden states for Qwen. All
values are over 0.84, with a mean of about 0.89. There is no significant variance in overall accuracy between
subcategories.

Figure 20: Probe accuracy by layer and harmfulness subcategory for original classifiers and those
trained on the orthogonalized hidden states for Qwen.
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(a) AUC-ROC of the base linear probes for Qwen, with a mean of about 0.98. All are at or above about 0.97.
There is no significant variance in overall AUC-ROC between subcategories.
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(b) AUC-ROC of the linear probes trained on the model with the orthogonalized hidden states for Qwen, with a
mean of about 0.9, and a minimum of 0.35. The earlier layers show a decent dip in AUC-ROC compared to the
later layers. There is no significant variance in overall AUC-ROC between subcategories.

Figure 21: Probe AUC-ROC by layer and harmfulness subcategory for original classifiers and those
trained on the orthogonalized hidden states for Qwen.
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G.3 Qwen Out of Distribution Accuracy517
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Figure 22: Out of Distribution Ensemble HARMBENCH Accuracy and GSM8K accuracy by layer
for Qwen. GSM8K tends to have high accuracy, while HARMBENCH varies wildly by layer
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G.4 Qwen Subspace Geometry518
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(a) Effective rank versus energy for the base classifiers for Qwen. Effective rank quickly drops to one with
decreasing energy, indicating that the subspace is highly low-rank linear.
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(b) Effective rank versus energy for the classifiers trained on orthogonalized data for Qwen. Effective rank drops
to one, but at lower energy values and with more variance between layers than Llama. The rank results are
strikingly similar to the base classifiers.

Figure 23: Effective rank versus energy for Qwen
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G.5 Qwen Steering and Ablation Results519

We select the top 5 layers by out of distribution accuracy from the analysis on Qwen to run steering520

and ablation on: 2, 14, 15, 18, 19.
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Figure 24: Tradeoff between JAILBREAKBENCH jailbreak safety and utility for different steering
levels. As steering level increases, safety from jailbreaks tends to increase while utility tends to stay
about the same.

Ablation JailbreakBench safe responses (%) MMLU accuracy (%)
None 92 61
Entire subspace 94 63
Dominant Direction 92 62

Table 9: Ablation Results for Qwen

521
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AutoDAN Attack Success Rate
No Steering 1.0
Steering 1.0

Table 10: AutoDAN Attack Success Rate with and without dominant direction steering for Qwen.
Attack success rate is 1.0 with and without steering. Steering is done with the previously found best
level of α = 4.5.

H Prompt used for Harmfulness Evaluation522

We use the LLAMA-GUARD-3-8B system prompt to evaluate harmful generations.

<|begin_of_text|>[INST] Task: Check if there is unsafe content in
‘Agent’ messages in conversations according our safety policy with the
below categories.

<BEGIN UNSAFE CONTENT CATEGORIES>
S1: Violent Crimes.
S2: Non-Violent Crimes.
S3: Sex Crimes.
S4: Child Exploitation.
S5: Specialized Advice.
S6: Privacy.
S7: Intellectual Property.
S8: Indiscriminate Weapons.
S9: Hate.
S10: Self-Harm.
S11: Sexual Content.
<END UNSAFE CONTENT CATEGORIES>

<BEGIN CONVERSATION>
User: {{ user_message }}
Agent: {{ model_answer }}
<END CONVERSATION>

Provide your safety assessment for ONLY THE LAST Agent in the above
conversation:
- First line must read ‘safe’ or ‘unsafe’.
- If unsafe, a second line must include a comma-separated list of
violated categories.
[/INST]

Figure 25: Prompt used for harmfulness evaluation on JAILBREAKBENCH with LLAMA-GUARD-3-
8B

523

I Further Experiment Details524

We run experiments on a single NVIDIA A40 with 50 GB of RAM. We use the Pyvene (Wu et al.525

[2024]) library to collect activations and run interventions.526
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(a) Accuracy at different layers for regularized steering probes. Accuracy stays relatively high with a dropoff
near the later layers.
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(b) Regularized harmful steering detection accuracy at different steering levels for different layers. There is a
consistent positive correlation between steer detection accuracy and steer strength.

Figure 26: Accuracy of the regularized steer probe.
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J Regularized steering can be detected by linear probes527

J.1 Dataset Generation528

We collected prompts from the dataset ALPACA and applied random steering of various magnitudes529

to their attention outputs at different layers, while keeping the norm constant. We define our steering530

procedure in Equation 7.531

x′ = |x| x− αϵvϵ

|x− αϵvϵ|
,vϵ ∼ N4096(0, I), ϵ ∼ N (0, 1) (7)

J.2 Probes532

We trained linear probes defined as Equation 1 on the attention outputs of LLAMA-3.1-8B-INSTRUCT533

for each layer and we computed test accuracy. We find the probes can distinguish steering very well,534

but accuracy decreases near the last few layers. We report layer-wise accuracy in Figure 26a.535

J.3 Results on harmful data536

We further tested the probes on our harmful steering from before during their evaluation on MMLU537

by collecting the hidden states pre- and post- steering. We find that the probes are able to distinguish538

between the steered and non-steered regularized hidden states, with monotonically increasing accuracy539

as the steering strength increases. We report the layer-wise accuracy versus steering curves in Figure540

26b.541
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NeurIPS Paper Checklist542

1. Claims543

Question: Do the main claims made in the abstract and introduction accurately reflect the544

paper’s contributions and scope?545

Answer: [Yes]546

Justification: The abstract and introduction state our contributions on probing token-level547

harmfulness, visualizing saliency patterns, and steering or ablating harmfulness subspaces,548

and these claims are supported by the methodology in Sections 2–5. The scope is clearly549

limited to the evaluated layers, harm categories, and models.550

Guidelines:551

• The answer NA means that the abstract and introduction do not include the claims552

made in the paper.553

• The abstract and/or introduction should clearly state the claims made, including the554

contributions made in the paper and important assumptions and limitations. A No or555

NA answer to this question will not be perceived well by the reviewers.556

• The claims made should match theoretical and experimental results, and reflect how557

much the results can be expected to generalize to other settings.558

• It is fine to include aspirational goals as motivation as long as it is clear that these goals559

are not attained by the paper.560

2. Limitations561

Question: Does the paper discuss the limitations of the work performed by the authors?562

Answer: [Yes]563

Justification: Section 6.1 explicitly discusses limitations, including the restriction to a limited564

set of harm categories and models, the approximate nature of subspace extraction, the narrow565

evaluation of model utility, and the dependence of harmfulness evaluation on the chosen566

classifier.567

Guidelines:568

• The answer NA means that the paper has no limitation while the answer No means that569

the paper has limitations, but those are not discussed in the paper.570

• The authors are encouraged to create a separate "Limitations" section in their paper.571

• The paper should point out any strong assumptions and how robust the results are to572

violations of these assumptions (e.g., independence assumptions, noiseless settings,573

model well-specification, asymptotic approximations only holding locally). The authors574

should reflect on how these assumptions might be violated in practice and what the575

implications would be.576

• The authors should reflect on the scope of the claims made, e.g., if the approach was577

only tested on a few datasets or with a few runs. In general, empirical results often578

depend on implicit assumptions, which should be articulated.579

• The authors should reflect on the factors that influence the performance of the approach.580

For example, a facial recognition algorithm may perform poorly when image resolution581

is low or images are taken in low lighting. Or a speech-to-text system might not be582

used reliably to provide closed captions for online lectures because it fails to handle583

technical jargon.584

• The authors should discuss the computational efficiency of the proposed algorithms585

and how they scale with dataset size.586

• If applicable, the authors should discuss possible limitations of their approach to587

address problems of privacy and fairness.588

• While the authors might fear that complete honesty about limitations might be used by589

reviewers as grounds for rejection, a worse outcome might be that reviewers discover590

limitations that aren’t acknowledged in the paper. The authors should use their best591

judgment and recognize that individual actions in favor of transparency play an impor-592

tant role in developing norms that preserve the integrity of the community. Reviewers593

will be specifically instructed to not penalize honesty concerning limitations.594
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3. Theory assumptions and proofs595

Question: For each theoretical result, does the paper provide the full set of assumptions and596

a complete (and correct) proof?597

Answer: [NA]598

Justification: This paper does not include any theoretical results, as the contributions focus599

on empirical probing, visualization, and intervention experiments.600

Guidelines:601

• The answer NA means that the paper does not include theoretical results.602

• All the theorems, formulas, and proofs in the paper should be numbered and cross-603

referenced.604

• All assumptions should be clearly stated or referenced in the statement of any theorems.605

• The proofs can either appear in the main paper or the supplemental material, but if606

they appear in the supplemental material, the authors are encouraged to provide a short607

proof sketch to provide intuition.608

• Inversely, any informal proof provided in the core of the paper should be complemented609

by formal proofs provided in appendix or supplemental material.610

• Theorems and Lemmas that the proof relies upon should be properly referenced.611

4. Experimental result reproducibility612

Question: Does the paper fully disclose all the information needed to reproduce the main ex-613

perimental results of the paper to the extent that it affects the main claims and/or conclusions614

of the paper (regardless of whether the code and data are provided or not)?615

Answer: [Yes]616

Justification: Sections 2–5 provide the necessary details to reproduce the main experiments,617

including datasets, probe training setup, evaluation layers, visualization procedures, and618

steering and ablation methods. Appendix material supplements these descriptions to ensure619

reproducibility.620

Guidelines:621

• The answer NA means that the paper does not include experiments.622

• If the paper includes experiments, a No answer to this question will not be perceived623

well by the reviewers: Making the paper reproducible is important, regardless of624

whether the code and data are provided or not.625

• If the contribution is a dataset and/or model, the authors should describe the steps taken626

to make their results reproducible or verifiable.627

• Depending on the contribution, reproducibility can be accomplished in various ways.628

For example, if the contribution is a novel architecture, describing the architecture fully629

might suffice, or if the contribution is a specific model and empirical evaluation, it may630

be necessary to either make it possible for others to replicate the model with the same631

dataset, or provide access to the model. In general. releasing code and data is often632

one good way to accomplish this, but reproducibility can also be provided via detailed633

instructions for how to replicate the results, access to a hosted model (e.g., in the case634

of a large language model), releasing of a model checkpoint, or other means that are635

appropriate to the research performed.636

• While NeurIPS does not require releasing code, the conference does require all submis-637

sions to provide some reasonable avenue for reproducibility, which may depend on the638

nature of the contribution. For example639

(a) If the contribution is primarily a new algorithm, the paper should make it clear how640

to reproduce that algorithm.641

(b) If the contribution is primarily a new model architecture, the paper should describe642

the architecture clearly and fully.643

(c) If the contribution is a new model (e.g., a large language model), then there should644

either be a way to access this model for reproducing the results or a way to reproduce645

the model (e.g., with an open-source dataset or instructions for how to construct646

the dataset).647
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(d) We recognize that reproducibility may be tricky in some cases, in which case648

authors are welcome to describe the particular way they provide for reproducibility.649

In the case of closed-source models, it may be that access to the model is limited in650

some way (e.g., to registered users), but it should be possible for other researchers651

to have some path to reproducing or verifying the results.652

5. Open access to data and code653

Question: Does the paper provide open access to the data and code, with sufficient instruc-654

tions to faithfully reproduce the main experimental results, as described in supplemental655

material?656

Answer: [No]657

Justification: While Sections 2–5 describe datasets, probing methods, and evaluation settings658

in sufficient detail to reproduce the results, we do not release code or data publicly at659

submission time in order to maintain anonymity. An anonymized package or public release660

can be provided at the camera-ready stage.661

Guidelines:662

• The answer NA means that paper does not include experiments requiring code.663

• Please see the NeurIPS code and data submission guidelines (https://nips.cc/664

public/guides/CodeSubmissionPolicy) for more details.665

• While we encourage the release of code and data, we understand that this might not be666

possible, so “No” is an acceptable answer. Papers cannot be rejected simply for not667

including code, unless this is central to the contribution (e.g., for a new open-source668

benchmark).669

• The instructions should contain the exact command and environment needed to run to670

reproduce the results. See the NeurIPS code and data submission guidelines (https:671

//nips.cc/public/guides/CodeSubmissionPolicy) for more details.672

• The authors should provide instructions on data access and preparation, including how673

to access the raw data, preprocessed data, intermediate data, and generated data, etc.674

• The authors should provide scripts to reproduce all experimental results for the new675

proposed method and baselines. If only a subset of experiments are reproducible, they676

should state which ones are omitted from the script and why.677

• At submission time, to preserve anonymity, the authors should release anonymized678

versions (if applicable).679

• Providing as much information as possible in supplemental material (appended to the680

paper) is recommended, but including URLs to data and code is permitted.681

6. Experimental setting/details682

Question: Does the paper specify all the training and test details (e.g., data splits, hyper-683

parameters, how they were chosen, type of optimizer, etc.) necessary to understand the684

results?685

Answer: [Yes]686

Justification: Sections 2–5 specify the experimental setup, including dataset sources, prompt687

sampling strategy, probe training details, layer selection, visualization methods, and evalua-688

tion settings for steering and ablation, providing sufficient detail to understand the results.689

Guidelines:690

• The answer NA means that the paper does not include experiments.691

• The experimental setting should be presented in the core of the paper to a level of detail692

that is necessary to appreciate the results and make sense of them.693

• The full details can be provided either with the code, in appendix, or as supplemental694

material.695

7. Experiment statistical significance696

Question: Does the paper report error bars suitably and correctly defined or other appropriate697

information about the statistical significance of the experiments?698

Answer: [No]699
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Justification: While Sections 2–5 report consistent performance trends across multiple700

prompts and evaluation settings, we do not provide error bars or statistical significance tests,701

as reproducing experiments with many runs would have been computationally expensive.702

The results are instead reported as representative averages across sampled datasets.703

Guidelines:704

• The answer NA means that the paper does not include experiments.705

• The authors should answer "Yes" if the results are accompanied by error bars, confi-706

dence intervals, or statistical significance tests, at least for the experiments that support707

the main claims of the paper.708

• The factors of variability that the error bars are capturing should be clearly stated (for709

example, train/test split, initialization, random drawing of some parameter, or overall710

run with given experimental conditions).711

• The method for calculating the error bars should be explained (closed form formula,712

call to a library function, bootstrap, etc.)713

• The assumptions made should be given (e.g., Normally distributed errors).714

• It should be clear whether the error bar is the standard deviation or the standard error715

of the mean.716

• It is OK to report 1-sigma error bars, but one should state it. The authors should717

preferably report a 2-sigma error bar than state that they have a 96% CI, if the hypothesis718

of Normality of errors is not verified.719

• For asymmetric distributions, the authors should be careful not to show in tables or720

figures symmetric error bars that would yield results that are out of range (e.g. negative721

error rates).722

• If error bars are reported in tables or plots, The authors should explain in the text how723

they were calculated and reference the corresponding figures or tables in the text.724

8. Experiments compute resources725

Question: For each experiment, does the paper provide sufficient information on the com-726

puter resources (type of compute workers, memory, time of execution) needed to reproduce727

the experiments?728

Answer: [Yes]729

Justification: Section 2 specifies the compute resources, including GPU type, VRAM, system730

RAM, vCPUs, and disk volume, providing sufficient detail to reproduce the experiments.731

Guidelines:732

• The answer NA means that the paper does not include experiments.733

• The paper should indicate the type of compute workers CPU or GPU, internal cluster,734

or cloud provider, including relevant memory and storage.735

• The paper should provide the amount of compute required for each of the individual736

experimental runs as well as estimate the total compute.737

• The paper should disclose whether the full research project required more compute738

than the experiments reported in the paper (e.g., preliminary or failed experiments that739

didn’t make it into the paper).740

9. Code of ethics741

Question: Does the research conducted in the paper conform, in every respect, with the742

NeurIPS Code of Ethics https://neurips.cc/public/EthicsGuidelines?743

Answer: [Yes]744

Justification: The research follows the NeurIPS Code of Ethics. All experiments were745

performed on openly available datasets and pretrained models, with proper credit and746

licensing, and the work does not involve human subjects or privacy-sensitive data.747

Guidelines:748

• The answer NA means that the authors have not reviewed the NeurIPS Code of Ethics.749

• If the authors answer No, they should explain the special circumstances that require a750

deviation from the Code of Ethics.751
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• The authors should make sure to preserve anonymity (e.g., if there is a special consid-752

eration due to laws or regulations in their jurisdiction).753

10. Broader impacts754

Question: Does the paper discuss both potential positive societal impacts and negative755

societal impacts of the work performed?756

Answer: [Yes]757

Justification: Section 6.2 reflects on broader impacts by noting that improved interpretability758

and controllability of LLMs can support safer deployment, while also acknowledging risks759

such as misuse of probing methods for adversarial jailbreaks. The discussion emphasizes760

both positive applications in transparency and safety and negative societal risks if techniques761

are misapplied.762

Guidelines:763

• The answer NA means that there is no societal impact of the work performed.764

• If the authors answer NA or No, they should explain why their work has no societal765

impact or why the paper does not address societal impact.766

• Examples of negative societal impacts include potential malicious or unintended uses767

(e.g., disinformation, generating fake profiles, surveillance), fairness considerations768

(e.g., deployment of technologies that could make decisions that unfairly impact specific769

groups), privacy considerations, and security considerations.770

• The conference expects that many papers will be foundational research and not tied771

to particular applications, let alone deployments. However, if there is a direct path to772

any negative applications, the authors should point it out. For example, it is legitimate773

to point out that an improvement in the quality of generative models could be used to774

generate deepfakes for disinformation. On the other hand, it is not needed to point out775

that a generic algorithm for optimizing neural networks could enable people to train776

models that generate Deepfakes faster.777

• The authors should consider possible harms that could arise when the technology is778

being used as intended and functioning correctly, harms that could arise when the779

technology is being used as intended but gives incorrect results, and harms following780

from (intentional or unintentional) misuse of the technology.781

• If there are negative societal impacts, the authors could also discuss possible mitigation782

strategies (e.g., gated release of models, providing defenses in addition to attacks,783

mechanisms for monitoring misuse, mechanisms to monitor how a system learns from784

feedback over time, improving the efficiency and accessibility of ML).785

11. Safeguards786

Question: Does the paper describe safeguards that have been put in place for responsible787

release of data or models that have a high risk for misuse (e.g., pretrained language models,788

image generators, or scraped datasets)?789

Answer: [NA]790

Justification: The paper does not release pretrained models or new datasets that pose a risk791

of misuse. Our contributions focus on analysis and interventions of existing open-source792

LLMs, so no special safeguards are required for release.793

Guidelines:794

• The answer NA means that the paper poses no such risks.795

• Released models that have a high risk for misuse or dual-use should be released with796

necessary safeguards to allow for controlled use of the model, for example by requiring797

that users adhere to usage guidelines or restrictions to access the model or implementing798

safety filters.799

• Datasets that have been scraped from the Internet could pose safety risks. The authors800

should describe how they avoided releasing unsafe images.801

• We recognize that providing effective safeguards is challenging, and many papers do802

not require this, but we encourage authors to take this into account and make a best803

faith effort.804
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12. Licenses for existing assets805

Question: Are the creators or original owners of assets (e.g., code, data, models), used in806

the paper, properly credited and are the license and terms of use explicitly mentioned and807

properly respected?808

Answer: [Yes]809

Justification: All external datasets and models used in this work, including RealToxici-810

tyPrompts, JailbreakBench, and MMLU, as well as open-source LLMs such as Qwen and811

LLaMA, are properly cited in Sections 2–5. We used them under their respective licenses812

and terms of use, and we did not alter or redistribute these assets beyond what is permitted.813

Guidelines:814

• The answer NA means that the paper does not use existing assets.815

• The authors should cite the original paper that produced the code package or dataset.816

• The authors should state which version of the asset is used and, if possible, include a817

URL.818

• The name of the license (e.g., CC-BY 4.0) should be included for each asset.819

• For scraped data from a particular source (e.g., website), the copyright and terms of820

service of that source should be provided.821

• If assets are released, the license, copyright information, and terms of use in the822

package should be provided. For popular datasets, paperswithcode.com/datasets823

has curated licenses for some datasets. Their licensing guide can help determine the824

license of a dataset.825

• For existing datasets that are re-packaged, both the original license and the license of826

the derived asset (if it has changed) should be provided.827

• If this information is not available online, the authors are encouraged to reach out to828

the asset’s creators.829

13. New assets830

Question: Are new assets introduced in the paper well documented and is the documentation831

provided alongside the assets?832

Answer: [Yes]833

Justification: The paper does not introduce new datasets, models, or other assets. All834

experiments are conducted on existing publicly available datasets and pretrained models.835

Guidelines:836

• The answer NA means that the paper does not release new assets.837

• Researchers should communicate the details of the dataset/code/model as part of their838

submissions via structured templates. This includes details about training, license,839

limitations, etc.840

• The paper should discuss whether and how consent was obtained from people whose841

asset is used.842

• At submission time, remember to anonymize your assets (if applicable). You can either843

create an anonymized URL or include an anonymized zip file.844

14. Crowdsourcing and research with human subjects845

Question: For crowdsourcing experiments and research with human subjects, does the paper846

include the full text of instructions given to participants and screenshots, if applicable, as847

well as details about compensation (if any)?848

Answer: [Yes]849

Justification: The paper does not involve crowdsourcing or human-subject research. All850

results are derived from automated experiments on existing datasets and pretrained language851

models.852

Guidelines:853

• The answer NA means that the paper does not involve crowdsourcing nor research with854

human subjects.855
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• Including this information in the supplemental material is fine, but if the main contribu-856

tion of the paper involves human subjects, then as much detail as possible should be857

included in the main paper.858

• According to the NeurIPS Code of Ethics, workers involved in data collection, curation,859

or other labor should be paid at least the minimum wage in the country of the data860

collector.861

15. Institutional review board (IRB) approvals or equivalent for research with human862

subjects863

Question: Does the paper describe potential risks incurred by study participants, whether864

such risks were disclosed to the subjects, and whether Institutional Review Board (IRB)865

approvals (or an equivalent approval/review based on the requirements of your country or866

institution) were obtained?867

Answer: [NA]868

Justification: The paper does not involve experiments with human subjects or participants,869

so IRB approval is not required.870

Guidelines:871

• The answer NA means that the paper does not involve crowdsourcing nor research with872

human subjects.873

• Depending on the country in which research is conducted, IRB approval (or equivalent)874

may be required for any human subjects research. If you obtained IRB approval, you875

should clearly state this in the paper.876

• We recognize that the procedures for this may vary significantly between institutions877

and locations, and we expect authors to adhere to the NeurIPS Code of Ethics and the878

guidelines for their institution.879

• For initial submissions, do not include any information that would break anonymity (if880

applicable), such as the institution conducting the review.881

16. Declaration of LLM usage882

Question: Does the paper describe the usage of LLMs if it is an important, original, or883

non-standard component of the core methods in this research? Note that if the LLM is used884

only for writing, editing, or formatting purposes and does not impact the core methodology,885

scientific rigorousness, or originality of the research, declaration is not required.886

Answer: [Yes]887

Justification: The core methodology of the paper involves analyzing and intervening in888

pretrained large language models, specifically LLaMA-3.1-8B-Instruct and Qwen2-7B-889

Instruct. LLM usage is therefore an important and original component of the research.890

Guidelines:891

• The answer NA means that the core method development in this research does not892

involve LLMs as any important, original, or non-standard components.893

• Please refer to our LLM policy (https://neurips.cc/Conferences/2025/LLM)894

for what should or should not be described.895
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